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Electrostatic discharge (ESD) can seriously damage elec­
tronic devices and affect the operation of thesystems
thatcontain them. Today, design for ESD protection has
become acritical-and more difficult-consideration
because ofshrinking device feature sizes, high system
operating speeds, factory automation, and thegrowth of
uncontrolled userenvironments. Tomeet this challenge,
designers must consider ESD protection early inthe
product-development process. The designer must also
work with the factory engineer to identify performance
and manufacturing process tradeoffs and assess their
relative importance. Also, testing tocustomer require­
ments should be done early and often during the
development process. This paper describes ways tolimit
the damaging effects ofESD at the device, circuit-pack,
and system levels. As anexample ofdevice-level ESD­
protection schemes, we present anapproach employed
atAT&T Microelectronics. We also review product test­
ing for ESD, industry test standards, and future trends.

Introduction
The term electrostatic discharge (ESD) refersto the sudden

transferofchargebetween objects at different electrostatic potentials.
Afamiliar example is the "zap" (arcdischarge) youfeel after walking
acrossa synthetic carpeton a drydayandthen touching a metal door
knob. This seemingly insignificant event canhave serious, harmful
effects on microelectronic devices andthe equipment that contains
them. Forexample, fora persontofeel it,an ESD event mustinvolve a
minimum electrostatic potential ofabout3 kV (kilovolts). The energy
transferred will be several hundredmicrojoules. Ifan integrated circuit
(Ie) is in the pathofthis discharge, a currentofseveral amperes will
flow throughthe circuit's tinysilicon junctions, gateoxides, and
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Panel 1. Acronyms and Terms In This Paper

ANSI American National Standards Institute MOSFET metal-oxide semiconductor, field-effect
CDM charged-device model transistor
FCDM field-induced charged-device model NMOS n-ehannel metal-oxide semiconductor
CISPR International Specification Committee on n+ heavily doped material inwhich electrons

Radio Interference carrythe current
CMOS complementary metal-oxide semicon- n- lightly doped material inwhich electrons

ductor carrythe current
DIP dual in-line package npn adjacent layers ofn-type, p-type, and
EMI electromagnetic interference n-type materials
EOS electrical overstress p+ heavily doped material inwhich holes
ESD electrostatic discharge carrythe current
EUT equipment under test p- lightly doped material inwhich holes
HBM human-body model carrythe current
IEC International Electrotechnical Commission pnjunction juncture ofp-type and n-type materials
IEEE Institute ofElectrical and Electronics PVC polyviny1chloride

Engineers PWB printed-wiring board
78 LARC2 layout rulechecker RC resistance-eapacitance

LDD lightly doped drain Si3N4 silicon nitride
MILSTD military standard uv ultraviolet
MaS metal-oxide semiconductor VLSI very-large-scale integration

interconnections. This is morethan enough to cause
melting or dielectric breakdown in an unprotected dev­
ice. If the discharge is to an operating electronic system.
a variety ofmalfunctions canoccur, in addition to the
possible hardware damage. Radiation from the discharge
caninduce voltages on signal paths, which causebit
errors, lossofmemory, dropped calls, false alarms, or
even system shutdown. Unfortunately, in the last ten
years, these effects have been observed many times
throughout the electronics industry andhavebeenthe
causeofseriousmanufacturing yield losses, equipment
malfunctions, andlost revenue. (Panell defines acro­
nyms andterms used in this paper.)

Approaches to Minimizing ESD. There are two paral­
lel approaches to minimizing the effects ofESD. In this
paper, wereferto these approaches as:control and
designed-in protection.
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Control refersto the materials andprocedures
thatare employed in manufacturing anduse environ­
mentsto keepstaticpotentials anddischarge currents
low. The mostwell-known element ofESD control is the
grounding wriststrapthat has become ubiquitous in
circuit-assembly factories. Othercontrols include anti­
static materials (to prevent triboelectric charging), air
ionizers, andstatic-dissipative work surfaces. Thesecon­
trolsandaudits ofthemrepresenta major expense that
is borneby the manufacturer or equipment user.The
moresensitive a device or system is to ESD, the more
stringent are the controls needed to ensureadequate
yield andreliability.

While these controls canreducethe phenome­
nonto a manageable level, theybynomeans eliminate
the problem. The ability ofmanufacturers andcustomers
to implement effective controls varies widely, andmany
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Figure 1. ESDcon­
cerns raised by tape­
and-reel packaging.
Random motion In a
tape-and-reel carrier
tape or the electro­
static field on the
cover tape may
charge a device, and
a field-Induced failure
may occur.

Embossment

Top-cover tape
(lnsulattve, electrostatic
field >3 kV)

Field-induced failure

Electrostatic
field

customers would liketo minimize or, sometimes, elim­
inatethe expense associated with these controls. Even in
the best offactories, ESD failures occurwhenverysensi­
tive components appear in the factory without adequate
warning. In someapplications, suchas a business
customer's office, ESD controls are often impractical.
Telecommunications equipment users are also con­
cernedaboutthe potential latenteffects ofESD. These
occurwhenan ESD failure is not detected before the dev­
ice is shipped, or ESD weakens a device enough to cause
an earlyfield failure. Because ofthese concerns,
designed-in ESD protection has become an important pro­
ductattribute.

In the electronics industry, the currentstateof
affairs regarding ESD is a tenuous balance between

control andprotection. If technology werenotchanging
at a rapid pace, onemightassume that the ESD problem
hadbeenconquered. However, two important trends
have already begunto upsetthis balance:
- Customers are demanding higherspeed andperfor­

mance from integrated circuits. Thistrendis driving
tcdesigners toward higherscales ofintegration
(smaller circuit features) andputting more stringent
limits on inputresistance andcapacitance. Thismakes
properESD protection difficult because effective pro­
tection circuitry, if notoptimized, tendstobe large and
loads the device's inputs andoutputs.

- Manufacturing is moving tovarious forms ofautoma­
tichandling. Ingeneral, the implementation ofESD
control lagsbehind this trend.An example is the move
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* Ranked in descending order fromacquires a more positive charge to
acquires a more negative charge.

t Trademark ofE.1. duPontde Nemours.
§TrademarkofDow Chemical V.SA
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Table I. Triboelectric Series

Material*

Asbestos
Acetate
Glass
Human hair
Nylon
Wool
Fur
Lead
Silk
Aluminum
Paper
Polyurethane
Cotton
Wood
Steel
Sealing wax
Hardrubber
Acetate fiber
Mylarj film
Epoxy glass
Nickel, copper, silver
UVresist
Brass,stainless steel
Synthetic rubber
Acrylic
Polystyrene foam
Polyurethanefoam
Saran] film
Polyester
Polyethylene
Polypropylene
PVC (vinyl)
Teflon§coating
Silicone rubber

Polarity (+ or-)

Acquires a morepositive charge

Acquires a morenegative charge

Figure 2. Common examples of statlc-charge generation.
(a) The adhesive side of the cellophane tape picks up a pos­
Itive charge as it Is unrolled. (b) As the person walks across
a synthetic carpet, his or her shoes gain a positive charge.

from shipping tubes to tapeand reel (Figure 1) as the
primary method forhandling devices. Unless properly
designed, tape-and-reel packaging machines canbe
efficient electrostatic generators.'

Clearly then, unlessmanufacturers and design­
ers directspecial attention to ESD control and protection,
failures andmalfunctions will increase in the future.
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Static Generation
Astatic chargeis generated whenever two dif­

ferentmaterials come into contact andare then sepa­
rated. Figure 2 illustrates two common examples: the
chargegenerated on a person as he or she walks ona
carpet, or generated oncellophane tapeas it is unrolled.
Thisphenomenon is called the triboelectric effect andhas
been known since the days ofthe ancient Greeks. How­
ever, weknow surprisingly little about the underlying
mechanisms that produce it.

Wedoknow that somematerials tend to charge
positively, while others tendto chargenegatively. The
triboelectric series (Table I) summarizes this tendency.



Table II. TypicalElectrostatic Voltages (in kV)

Relative humidity

Event 10% 40% 55%

Walking across carpet
Walking acrossvinyl floor
Motions ofbenchworker
Remove DIPsfromplastic tubes
Remove DIPsfromvinyl trays
Remove DIPsfromfoam packaging
Remove bubblepackfromPWBs
PackPWBs in foam-lined box

35
12
6
2

11.5
14.5
26
21

15
5

0.8
0.7
4
5
20
11

7.5
3

0.4
0.4
2

3.5
7

5.5

Figure 3. ESO models.
(a) Equivalent circuit
of the HBM. Resis-

~ tance (R) may range.... from 1500 to 10 kO,c
~ and capacitance (C):;

Grounded surface 0 from 20 to 500 pF.CI>
'e.Il (b) Idealized currentco

Body Device
J::

waveform of the0
capacitance lfl

is HBM. The pulse's riser time is typically less

10 100 than 10 ns, and its- - 81- Current pulse Time (ns) decay time is

(b) between 50 and
300 ns. (c) Equiva-
lent circuit of the
charged-device model
(COM). The magnl-
tude (resistance and

~ capacitance) of the
C circuit elements
~ depends on the dev-=>
0

Ice. (d) IdealizedCI>
'e.Il current waveform of

~~
co

J::
0 the COM.The pulse'slfl
is rise and fall times are

typically well below

- - - 100 1 ns.
Current pulse - Time (ns)

(c) (d)

----
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(b)

AT&T TECHNICAL JOURNAL. MAY/JUNE 1990

Figure 4. ESDdamage to a device. (a) HBM ESDcauses sili­
con in the pn-junction area to melt. (b) CDM ESDcauses
dielectric breakdown of the (Si3N4 ) insulation.

Amaterial at the topofthe serieswill tendto charge
positively with respectto materials below it.Both insula­
tors andconductors canacquire a net charge.

In anuncontrolled environment, the triboelectric
effect canproduce enormous electrostatic potentials.
Table II listssometypical values.' Charges thatappear
on insulators canremain there forextended periods
because no significant leakage mechanism exists. When
thischargeis transferred to a conductorby contact or,
moreoften, bystatic induction," ESD canoccur.

ESDModels
Awide variety ofmodels have been proposed

to representESD events but, ingeneral, fall into two
categories:
- Human-body model (HBM). Figure 3ashows a simple

equivalent-circuit model forthe human body discharg­
ingto a device. Strictly speaking, thismodel should
also include a seriesinductance. However, mosttest
methods regardthis inductance only as parasitic. Sug­
gestedvalues forbodyresistance (R) andcapacitance
(C) vary, e.g., R= 1500 (ohms) to 10Jill (kilohms)
andC = 50 to 500 pF (picofarads). Atypical HBM pulse
has a rise timeofless than 10ns (nanoseconds), and a
decay-time constant of50to 300 ns.Figure 3bshows
an idealized HBM currentwaveform.

- Charged-device model (CDM). Figure 3cshows the CDM
equivalent-circuit model. Thismodel represents the
ESD event that occurs whena device becomes charged
throughsomemanufacturing process; suchasfrom
sliding outofa shipping tube,from random motion in
a tape-and-reel carriertape, or from static induction.
When the device is grounded later, a rapid discharge
occurs. The discharge currentis limited only by the
device's parasitic impedance. Asa result, riseandfall
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Figure 5. ESD by static induction and double jeo-

++++ ++++ pardy. (a) A neutral device is placed near a posi-
tive static charge, which causes a charge

~+
~M(+)

separation on the device-lead frame. (b) First-r -r ESDevent, a lead is then grounded. A charge
with the same polarity as the static field Is

- driven to the ground. (c) The device is left with
(a) (b) a net charge. (d) Second ESDevent, grounding

in a later production step. Charge transferred is
++++1 equal in magnitude to the first event but of++++

opposite polarity.

-T ~- r ~M(-)

-
(e) (d)

timesfor CDM pulsesare typically well below 1 ns.
Figure3d shows an idealized CDM currentwaveform.

The HBM and CDM eventstend to produce dif­
ferent typesoffailure and requiredifferent typesofcon­
trol and protection. Figure4 shows photomicrographs of
HBM and CDM failures in the sametypeofdevice.

Whenmanufacturing processeswerefirstbeing
developed formicroelectronic circuits, HBM events were
the primary causeofESD yield lossesin factories. In
recentyears,personnel grounding has become a routine
part ofmanufacturing, andmostdevices haveat least
somedesigned-in protection fromHBM events. Asa
result, HBM failures in manufacturing havedecreased sig­
nificantly.' However, the HBM is still a major causeof
failures in the field. Duringservice andmaintenance, the
handling ofcircuit packsthat contain sensitive devices
tends to be less controlled. Further, HBM ESD andsimilar
eventsare a major causeofmalfunctions in operating
equipment.

On the other hand,becauseofthe rapidchanges
that are occurring in circuit-assembly procedures, the

CDM is just emerging as a significant ESD concem.1,5-8
Many newprocessesare beingintroduced intofactories
without adequate regardforstaticgeneration. Improp­
erlydesigned or installed conveyor belts, slides, robotic
arms,or test equipment can systematically damage CDM­
sensitive devices.

Static Induction. Oneparticularly subtlebut com­
monway that CDM occursisby staticinduction.l-' Fig­
ure 5 illustrates this series ofevents.

In this process, a neutral object (such as an IC) is
placed near a staticchargethat resideson an insulator in
the workarea.The field from this static chargewill cause
(induce) a chargeseparation on the leadframe andcon­
ductorsofthe device. If a device leadis subsequently
grounded, a potentially damaging currentwill flow. These
charges, which have the samepolarity as the static
charge,are driven to groundby the field.

The threat to this device doesnot end there. Now,
the object carriesa net residual charge. The charge
remains untilit dissipates intothe air (which may take
minutes or hours), or untilthe device is grounded ina
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subsequent processstep.If the latteroccurs, the result is
a second event, opposite in polarity andequal in magni­
tude (charge) to the previous one.

Sensitivity to ESD. The HBM andCDM models are
used as the basisforstandard test methods forcharac­
terizing devices andsystems. Wecustomarily express a
device's relative susceptibility to ESD in termsofthe volt­
agethat appears on the capacitor in these models. We
define a device's withstand threshold as the highestvolt­
age it is known to withstand without changing its operat­
ingcharacteristics. Microelectronic devices rangein sen­
sitivity from about20V (volts) forunprotected Mas
(metal-oxide-semiconductor) transistors, to greater than
1.5 kV for someZenerdiodes.

Maswasan earlyfocus ofESD protection
because ofthe inherentsensitivity ofthe thingate oxide
(less than 1000 angstroms). It became popular to saythat
Mas integrated circuits weremoresensitive thanbipolar
devices. However, datacollected recently by the military
suggeststhat device technology is a poorindicator of
device sensitivity (Figure 6).Therefore, it is important to
test all newdevice designs for their HBM and CDM sensi­
tivity, so that properhandling precautions canbe applied.

ESD Control In Manufacture
AT&T facilities use the ESD-eontrol program

described inAT&Ts Electrostatic Discharge Control
Handbook.2 The overall program consists ofthe four
main elements inPanel 2,which emphasize realistic
requirements andavoid expensive overkill. Manufactur­
inglocations use these elements toverify that theirpro­
gramsmeetcustomer expectations. Inaddition, major
telecommunications equipment customers routinely
auditourcompliance to this program.

Three basicrules (also listed inPanel z) apply
regardless ofdevice sensitivity. Additional requirements
are added to this listas a function ofdevice sensitivity.
Less sensitive products require minimum precautions at
minimum cost. Onthe otherhand, the requirements for
ultrasensitive devices specify more extensive precautions
andare basedonan area-sensitivity classification system
(Tables IIIand IV). This system is similar but notidenti­
calto the classification systems specified bymilitary
standards (MILSTDS).9

Ina manufacturing facility, anarea'sclassifica­
tion (Class 0 throughClass IV) is governed bythe most
sensitive device to be handled inthat area. Thus,circuit

AT&TTECHNICALJOURNAL. MAY/JUNE 1990



packs (and, therefore, the areas where they are handled)
are classified according to the mostsensitive component
on the circuitpack.

This systemofarea classification simplifies
training and communications fora manufacturing facility.
It permitsthe manufacturer to engineergreater control
intothe handling ofmore sensitive devices without
requiring its employees to learn morecomplicated han­
dling requirements. The addedprotection is provided by
usingESD-eontrol materials and equipment. The factory
engineerspecifies this protection based on the sensitivity
ofdevices handledin the area.This makesit possible to
trainemployees withtechniques that are common to all
areas.For instance, Class IIIareas do not use dissipative
worksurfaces, but Class II areas do.Therefore, the dev­
ices in the Class II area are better protectedbyvirtue of
the dissipative worksurface, yet workersin both areas
follow the samehandling procedures.

Besidesthe progressive precautions that are
describedinTable IV, someadditional requirements
haverecently been developed atAT&T forhandling and
shipping devices:
- Shipping tubes maynot be used to handleor shipany

device that has a CDM withstand thresholdbelow 200V
(Class 0).

- Tape-and-reel packaging maynot be used to handleor
ship anydevice that has a CDM withstand threshold
below 1kV on its corner pinsor 500V on other pins,
unless certainspecial materials are specified.

These requirements emphasize the need for ESD
withstand-threshold information.

Class0 devices present special problems not
explicitly identified inTable IV. Devices this sensitive
usually require treatmentspecific to the device and the
manufacturing process.

Designed-In Protection
Considerable effort is requiredto minimize ESD

effects in manufacturing. However, anycontrol program
would largely be ineffective if someprotection were not

Panel 2. AT&T ESD Control Program

Main Program Elements:
- Demonstrable compliance with the policies and pro­

cedures inAT&Ts Electrostatic Discharge Control
Handbook. 2

- An auditing program basedon AT&Ts ESD
inspector's guide, or equivalent.

- Aformal manufacturing acceptance procedure for
verifying that designs comply with appropriate stan­
dards.

- Documentation and personnel awareness of
manufacturing area classifications and procedures.

Basic Rules (applied regardless of device sensitivity):
- Assume that allelectronic (solid-state) components

and assemblies are sensitive to ESD damage.
- Never toucha sensitive component or assembly

unlessyouare properly grounded.
- Nevertransport, store, or handlesensitive com­

ponentsor assemblies expectin a static-safe
environment.

builtintothe devices beinghandled. Without specific
protection circuitry, MOS devices would allbe Class 0,
andlarge-scale manufacturing would be extremely
expensive, if not impossible.

Further,oncethe devices leave the factory in
assembled circuitpacks, an entirely newset ofthreats
appears in installation, maintenance, and service. Usu­
ally, someone other than the equipment manufacturer
performs these functions. Thus, additional protection is
requiredto survive this morehostile environment.
Because performance requirements maylimit the on­
chipprotection ofsomedevices, protection mayalso be
requiredat the circuit-pack or systemlevel.

Anothermajor ESD design concernis the protec­
tionofsystemsfrom upsetcausedbythe radiated effects
ofESD. The inability ofequipment to operate reliably
whenan operatorapproaches or touchesit is a serious

AT&TTECHNICALJOURNAL. MAY/JUNE 1990
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Table III. Area Sensitivity Classification

Class Sensitivity
o Area contains devices with ESD withstand thresholds that

rangefrom 0 to 199V
I Arearangesfrom 200V to 499V
II Arearangesfrom 500V to 1.999 kV
III Arearangesfrom 2 kV andabove
IV Areadoesnotcontain devices thatare sensitive to ESD

damage

productdeficiency. This is especially important for office
and consumerproducts, whoseuser environments usu­
ally do not includeanyESD controls.

A comprehensive description ofESD protection
fromhardwaredamageand equipmentmalfunction is
beyondthe scopeofthis paper. Instead, wegivesome
briefillustrations ofprotection at the device (e.g., inte­
grated circuit), circuit-pack, and systemlevels.

Devices. To achieve ESD protection ofdevices,
special protection circuitsare placed next to each pinon
an integratedcircuit. These protection circuitsabsorb the
dischargewithoutdamageto themselves or to the circuits
they protect. The types ofprotection used dependon the
device technology and the fabrication process.

Here,we describethe protection scheme used
in CMOS (complementary metal-oxide-semiconductor)
devices designedand manufactured byAT&T Microelec­
tronics. Descriptions ofother protection schemes have
been published elsewhere.8,1Q--13

Today, CMOS is the technology ofchoicefor
mostVLSI (very-Iarge-scale-integration) devices because
CMOS circuitsconsumelittlepower, compared to bipolar
or NMOS (n-channel, metal-oxide-semiconductor) devices.
The primary ESD failure modesofCMOS components are:
- Breakdown ofthe thin oxidein the MOS structure.
- Leaky pnjunctions. (Thisis the junction formed at the

joining surfaceofa p-type material and an n-type
material.)

AT&TTECHNICAL JOURNAL • MAY/JUNE 1990

- Dielectric breakdown.
- Fusingofconductors.

AsVLSI devices are scaleddown, the thin oxide
becomesthinner [15 nm (nanometers) in state-of-the-art
devices] withlowerbreakdown voltages. Junctions
becomeshallower and moreproneto degradation.
Dielectrics becomethinner.Conductor linesare nar­
rowerand, therefore, more susceptible to fusing. Thus,
the task ofprotecting the circuits againstESD becomes
morechallenging.

Protection schemes. Figure7ashowsa typical
CMOS input-protection circuit. Dualdiodes connected
directly to the bond pad are the primary protection dev­
ices.The diodeD1toVss provides the dischargepath for
negative pulses,and the diode D2to Vdd conductsduring
positive pulses.The resistor,alongwiththe gate capaci­
tance,provides an RC (resistance-capacitance) delaythat
slows the chargingofthe gate.Additional dualdiodes
(D3 and D4) provide fast discharge pathsfor the gate
charge (particularly useful for CDM protection).

Figure7b showsthe layout ofthe inputprotec­
tion circuit. The primary diodes (D1 and D2) are laidout
aroundthe bond pad to distribute the current evenly and
minimize the area consumed by the protection device.

CMOS outputcircuits (Figure 7c) are protected
byvirtueofthe parasitic drain-to-well diodes D1and D2,
associated withthe CMOS process. [Drain and well refer
to specific parts ofthe CMOS structure.Anunintentional
(parasitic) diodemayexistsbetween them,which hap­
pens to be useful.] The n-ehannel pull-down device con­
tains the n"/p-well diodeD1, and the p-channel pull-up
device inherentlyincludes the p+In-well diodeD2. These
diodesare not optimized to conductlarge currents,espe­
cially for slowor small drivers. So,an additional set of
diodesis placed aroundthe bondpad (Figure 7d).

Becausethe advanced CMOS processesnowuse
a lightly dopeddrain (LDD) and silicided sourceand
drain, the outputbuffersare becoming moresensitive to
ESD.14-16 Here,failures usually occurin the n-channel
driverand are either the result ofthin-oxide damage or



Table IV. Minimum ESD Control Techniques Specified by Class

Area classification*
(Device sensitivity)

Control 0 I II III IV
technique (O-199V) (200-499V) (500-1999V) (2+ kV) (None)

Personnel awareness/training R R R R -

Auditing compliance to ESD R R R R -

Personnel/facility certification R R R R -
Personnel grounding R R R R -
Carts R R R R -
Static-safe packaging R R R R -
Static-safe bags R R R S -

Dissipative mats,tabletops R R R S -

Conductive goldfinger shunts R R R S -

Static-safe tubes X R R S -
Static-safe tote boxes R R S S -
Dissipative floor/finish R S S S -
Extraordinary measures] R S S S -

Othercontrols (as required)
Air ionizers S S S S -
Antistatic smocks S S S S -
Conductive packaging S S S S -
Conductive foam S S S S -

* R= always requiredwhenused;S = maybe specified byEngineering to provide additional protection from unusual
hazards; X = tubes are not permitted for Class0 devices.

t Stringentcontrolsspecifically designed fora given application.
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degradation ofthe n"/p-well junction. The cause ofthe
damage is thought to be a secondary breakdown follow­
ing "snapback"ofthe parasitic npn device. [This npn
device is associated withthe n-ehannel MOSFET (metal­
oxide-semiconductor, field-effect transistor).] Asimilar,
lateralnpn (orsnap-back) device that does not havea
thin oxideis placed between the bond padandVss to
helpprotect the outputbuffer.

On-chip ESD-protection audit. Before a device design
is complete and submitted to the mask-making shop,an

automatic layout auditis doneby a program called LARC2
(layout rule checker).ESD layout rulesare partofthis
audit. For example, LARC2 checksfor:
- Acontactbetween the bond-pad metal and n"-type sili­

con.This ensures that at leastone diode (n"/p-well) is
connected directly to the pad. (Forsome applications,
bond-pad contact is permissible only with that typeof
diode.)

- Aminimum spacing of2.5 urn (micrometers) between
a pad metal and anyother metal. This rulewas

AT&TTECHNICALJOURNAL. MAY/JUNE 1990
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Figure 7. Typical CMOS protection circuits. (a) CMOS input
buffer with its ESD protection. D1 discharges negative
pulses and D2 conducts positive charges. Additional dual
diodes, D3 and D4, provide discharge paths to Vdd and Vss •

(b) The input buffer's primary diodes placed around the bond
pad distribute current evenly and minimize the area needed
for the protection circuit. (c) CMOS output buffer. Protec­
tion is provided by parasitic drain-to-well diodes D1 and D2.
(d) The additional diodes are arranged around the output
bond pad to increase current-carrying capacity.

instituted to avoid the possibility ofa lateral dielectric
breakdown.

Circuit Packs. ProperESD design at the circuit­
packlevel mustconsidertwo different issues: protecting
the sensitive components on the circuit packfrom per­
manentdamage, and minimizing operational upsetsthat
are causedby radiated electromagnetic waves.

Pack and Component Protection. Contrary to popular
belief, devices usually do notbecome less susceptible to
ESD failures whenthey are placed on circuit packs. In
fact, they may become moresusceptible. Mostprotec­
tionfordevices is provided primarily to enablethem to
withstand manufacturing andhandling procedures dur­
ing processing and assembly. These procedures are usu­
ally doneinan ESD-conscious environment whereproper
ESD-control procedures canbe systematically applied.
Once the devices are placed on a circuit packand
shipped, they are no longerunder the manufacturer's
control. This iswhere the components may be most
vulnerable to ESD damage. Field-failure datafrom Bell
Communications Research!" substantiates this. ESD and
EOS (electrical overstress) havebeen identified as the
causesofabout20percentofthe circuit-pack failures.

The protection oftelecommunications-system
circuit packsfrom ESD damage is a relatively newarea.
Butas devices become more ESD sensitive, protection at
the circuit-pack level will become morenecessary. The
following techniques canbe used to improve the ESD
robustnessofcircuit packs:

- Restrict access to connector terminals.
- Usedecoupling capacitors wherever possible.
- Provide a perimeter guardringconnected to the

appropriate groundreturn.
- Apply specific shielding and surge protection (diodes)

to the mostsensitive devices.
- Avoid the routing ofsensitive leadsdirectly to the con­

nectoror wiring sideofthe pack.
- Restrict accessto device leadson the wiring sideof

the packby usingcoatings or physical shields.
Onefinal design technique that greatly affects

circuit-pack susceptibility is propercomponent selection.
Clearly, components that are leastsensitive to ESD (i.e.,
theyhave the highestwithstand voltages) should be
selected whenever possible. Designers should takethe
timetogather this data. Special attention should be given
to component substitutions, because functionally identi­
caldevices from different suppliers mayhave verydif­
ferentESD withstand thresholds.

Effects of Radiation. ProperESD design at the circuit­
packlevel canalso reducethe effects ofhigh-frequency
radiation on systemoperation. Suchradiation typically
occurswhenthere is a discharge to a metallic housing or
object near the circuit pack (e.g., face plates or latches).

Because this is an electromagnetic-radiation
problem, basicEMI (electromagnetic interference) reduc­
tiontechniques's should be used to minimize these
effects. These techniques include:
- Usemultilayer printed-wiring boardswhenever pos­

sible.
- Usea perimeter guard ringto tie metal face plates

and latches to the appropriate groundreturn.
- Useappropriate routing andpower andground

planes or gridsto minimize signal-to-ground and
power-to-ground loops. .

Systems. ESD design at the systemlevel also
seeks to avoid hardware damage from ESD andto mini­
mize capacitive andinductive coupling ofthe ESD­
generated electromagnetic field to the equipment. The
best way to avoid both undesirable effects would be to
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Figure 8. Metallic
enclosures. (a) The
Faraday shield com­
pletely encloses the
circuit, directing
currents and fields
away from the circuit.
When the shield is
incomplete (b), a dis­
charge can reach the
circuit through
seams, slots in the
enclosure, or connec­
tion holes.

ESD

1~~

[;J
T

----,-1
(a) (b)
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enclose the equipment completely in a Faraday shield
(Figure 8a).Then, allcurrentsandfields are directed
away from the circuit. However, practical operations usu­
ally preclude such complete protection. Thus, a dis­
chargecanfind its way to operating circuits through
seamsor slots in the enclosure anddirectconnections to
the enclosure (Figure 8b).

In general, to reducethe effects ofESD, one
should:
- Useshielded cables.
- Usecommon-mode chokeswhennecessary.
- Ground allexposed metallic components ofa system.
- Minimize allphysical openings incovers anddoors.
- Sealopenings in doorsandcovers by usingEM!

gaskets.
- Include error checking andautomatic resets in

software.
Keyboards presenta special problem. Because

ofits nature, a keyboard is touchedmillions oftimes
duringits useful life. Sparkarresters, special key and
keypad designs, and insulating covers are used to
minimize ESD effects.

Figure 9 summarizes the various ESD-protection
techniques. Properuse ofthese designtechniques will
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greatly improve totalsystemESD immunity. These tech­
niques should be implemented at alldesign levels to
produce an optimum design at reasonable cost. (More
detailed information on system-level design has been
published elsewhere.Pf")

Product Testing
ESD stressingis doneusingsimulators that are

designed to produce the idealized ESD waveforms, as
nearly as possible. In the subsections that follow, wedis­
cuss ESD-testing methods at the three product levels, and
review industry standards.

Devices. Boththe HBM andCDM are used fortest­
ingmicro.electronic devices. The device HBM uses a
15000. resistorand 10o-pF capacitor. Acritical issuein
HBM-simulator design is to minimize parasitic circuit ele­
ments. Early simulators had poorparasitic control-' and
produced unreliable results.P More stringent calibration
requirements havebeen incorporated intothe standard
test methods, anddatacorrelation between simulators
has improved.

To test a device, a single pinis zapped while vari­
ous combinations ofthe other pinsaregrounded. The
pincombinations fall intothese categories:



Front-panel components
LEOs and similar devices
should be recessed.

Enclosures anddoors
Should provide shielding
with as few seams
or holes as possible. Door
gaskets should be conductive.

Wrist straps
Terminals should be
provided for grounding
personnel before they
touch equipment.

Circuitpacks
Loop areas on the board
should be small. Face
plates should be metal
and grounded. Connector
terminals should be recessed.

Components
Should have maximum
on-ehip protection
allowable.

FIrmware orsoftware
Use refreshing. error­
checking. and recovery
routines to address likely
ESD upsets. Cables

Should be as short
as possible and well
shielded.

Cable-shleld
termination
3600 termination
tied to ground return.

Figure 9. ESD-design
considerations involve
components, circuit
packs, cabling,
cabinets, and
software.
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- Input!outputversuspower/ground.
- Input/outputversusother input/output.
- Power/groundversus other power/ground. This

category is a recentaddition. It reflects a growing con­
cern aboutthe internal failures that can occurwhen
parasitic transistorsare turnedon by differential volt­
ages on power andgroundbuses.24

However, considerable controversy still existsoverhow
extensively eachcategory shouldbe explored.

Some companies havealso proposed a variation
ofthe HBM inwhich a deadshort replaces the 1500Q
resistor. However, the circuit-parasitics issuewith this

"machine" model is muchmoresevere, andno industry
standard is likely to appearsoon.

CDM testingis receiving increased attention. A
committee ofthe EOS/ESD Association is working on a
drafttest-method standard that should be readythe end
of1990. AT&T has been testingdevices usingthe CDM
since1984. Until recently, this test method was limited
primarily to devices in through-hole mounted, dual-in­
linepackages (DIPS). Now, AT&T has introduced a new
CDM method that is basedon the principle ofstatic indue­
tion.3•25 This method, which wecall the field-induced CDM
(FCDM), canhandlea wide variety ofsurface-mounted
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Finally, ESD threshold information should be
included in datasheetsfordevices.

Circuit Packs. Currently, there is no agreed-on
method for testingunterminated (i.e., not installed) cir­
cuitpacks. However, an IEEE (Institute ofElectrical and
Electronics Engineers) committee has beenformed to
consider sucha test.

Systems. To test electronic equipment, oneuses
hand-held or tripod-mounted ESD "guns" (Figure 11).
Although there are someexceptions, mosttests have
beenbasedon rsc 801-2 (seeTable V), an International
Electrotechnical Commission (lEe) standard that calls for
a 15Q-pF capacitor and 150Q resistor.

Thistest also specifies airdischarge. That is, the
tipofthe gun is allowed to reachthe specified test volt­
ageandthen is moved toward a test point. This test point
canbe a metal portion ofthe equipment undertest (EUT) ,
called direct discharge; or it canbe a vertical or horizon­
talplane near the equipment, called indirect discharge.
When the electric field between the guntipandthe EUT
exceeds the breakdown level, anarcdischarge occurs
andcurrentflows overor through the equipment. The
alternate method is contact discharge, wherethe
discharge occurs ina vacuum relay. Asa result, it is
easierto produce repeatable pulses. Contact discharge
also delivers morecurrentto the EUT at a given voltage.

Proponents ofair-discharge testing have claimed
that it is morerealistic. However, direct-contact dis­
chargesometimes moreclosely replicates a person
touching a metal portion ofthe EUT with a metal object,
suchas a screwdriver, thandoesthe air-discharge test.
Further, indirect testing canproduce yet another set of
different responses. In any ofthesemethods, it is impor­
tant to adhereto the specified method ofgrounding the
ESD guns,because the ground returncandramatically
affect results.

Over the pastseveral years, mosttelecommuni­
cations equipment has beentestedusing direct-air dis­
charge, andANSI has adopted airdischarge (direct and
indirect) inANSI T1.308,the major standard forcentral-

High-voltage
power supply

Discharge---.j
probe

Field-charging
electrode

packages andsolves several ofthe technical problems
with the oldapproach. Figure 10is a schematic ofthe
FeDM method.

Some important points to remember aboutESD
testingofdevices are:
- Because ESD sensitivity is extremely dependent on cir­

cuitlayout, allnewcodesshould be tested.
- Testing should be doneas earlyinthe design cycle as

possible, so that manufacturing andsystem-level
tradeoffs canbe identified.

- HBM sensitivities are independent ofpackage type. But
largerpackages tend to havelower eDM thresholds
(because ofthe highercapacitance).

- ESD is a high-frequency phenomenon. Therefore, the
parasitic effects ofsockets or groundreturnsmustbe
minimized. That is,don'tthinkdc (direct current)!

Figure 10. FCDM simulator for devices. The FCDM can test
a wide variety of surface-mounted packages, while the CDM
Is restricted to testing through-hole mounted DIPs.

,----------~-----------------,
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Typical position
for direct

application

Typical position
for discharge

to VCP

Figure 11. Typical
setup for ESD testing
of operating equip­
ment (IEC 801-2). An
ESD arc discharge
occurs as the hand­
held (or tripod­
mounted) gun
approaches the equip­
ment under test.
Discharges are made
to the equipment, or
to a nearby vertical
conducting plane
(VCP).
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office switching equipment. (ANSI is the American
National StandardsInstitute.) However, the IEC 801-2
and CISPR standardsare being revised, and it appearsthat
contactdischarge (directand indirect) will be preferred
in the future. (CISPR is the International Specification
Committee on Radio Interference.) The CISPR standard
will be the basis for the ESD requirementsadopted by the
Europeanmarket in 1992.

Voltage requirementsandfailure criteriatend to
be product-specific and are negotiated betweensupplier
and customer,althoughsomestandards include recom­
mendedperformance levels.

ESD Design-Dealing with Trends
In the future, the drive forhigher speed and

performance will continue to push ESD withstand thresh­
olds lower. Atthe same time,the trend toward high­
throughputmanufacturing processeswill continue to
transform assembly factories. High-speed telecommuni­
cations equipmentwill requiregreater attention to noise
reduction, while a competitive marketplace will demand
cost reduction whereverpossible.

Ateach ofthe designlevels, techniques are
available that can be applied. Evendevices that operateat
severalgigabitsper secondcan toleratesome protection,
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Table V. Summary of Industrial ESDStandards

Standard Component values Maximum Discharge
or organization Product R(Q) C (PF) voltage (kV)1 types2

MILSID 883, Method 3015.6 Microelectronics 1500 100 8 dc
(reference 26)

EOS/ESD-DS53,4 Microelectronics 1500 100 8 dc
(reference 27)

IEC801-2 (1984) Industrial equipment 150 150 15 da,ia
IEC801-2 (1989)4 Industrial equipment 330 150 15 de, ic
SAE Automotive 250 200 15 da
EIAPN-1361 Terminals 150 150 15 da

1500 100 15 da
CISPR (Europe)" Telecommunications 330 150 8 da, ia

330 150 3 de, ic
ANSIC63 General 330 150 6 dc.ic

75 150 6 de, ic
ANSI T1.3084 Central office 150 150 155 da,ia

NOTES:
1. Indicates maximum test voltage, notnecessarily requirement.
2. Discharge typesare:direct (d) to equipment, or indirect (i) to external plane; (a)air discharge or (c)contact.
3. Differs from MILSTD 883C in calibration method andpincombinations.
4. In final stages; releasescheduled for 1990.
5. Requirement is 8 kV.

if the device designerworkswith the systemdesignerto
dealwith the extracapacitive loading.

While the trends toward a higher scaleofinte­
gration andhigh speedpresent technical challenges,
someofthe major barriers to producing optimal ESD per­
formance are not technical. The spreadin the thresholds
forMaS and bipolar devices in Figure6 is due less to the
intrinsic sensitivity ofthe device, than to the variation in
the amount ofeffort a designerandhis or her manage­
mentgiveto ESD protection.

Sometimes, the fabrication processmayunnec­
essarily limit a designer. Thus, ESD performance should
be considered duringprocess development, before the
first specific design is completed. Once the processis
frozen, the device designermust dealwith producing
adequate performance.
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Aswe move intoVLSI CMOS technologies, we
mustprovide adequate CDM protection to be compatible
with high-volume manufacture. This is important to keep­
ingdown manufacturing (assembly) costs. The situation
is aggravated because the CDM withstand thresholds
decrease with increasing package size (capacitance).

In many companies, attention to ESD design
tends to occurinbursts every few years. Eachburst is
usually motivated bysomecatastrophic event-a major
field failure, serious yield lossesor lostequipment
sales-and maylastmonths or years. ButESD design
eventually is reduced to selecting from a few buffers in a
design library, or specifying the samecabinets as the
previous designer-without regardto changesin tech­
nology or manufacturing requirements.

Because ESD failures donotoccurevery dayor,



at least,notvisibly, somedesignorganizations tend to
givelowpriority to ESD protection in designreviews.
Ironically, a successful control programcanreinforce
this attitudebecauseit seems to suggest that control of
the eventin the factory is the complete solution to the
problem.

The burst modeofdetermining ESD design
priority will not be adequatein the faceoftechnology
trends.Amore disciplined and continuous approach to
ESD designstarts withdesignand productmanagers.
Theymust provide adequate resources,planfor testing
time, and communicate withcustomersandfactory
engineers. This clearly adds somecost to development,
but the return on this investment has been high in the
past andwill be evenhigher in the future.
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