
Achieving high reliability and yield inthe design and
manufacture oftelecommunications products requires
detailed assessment ofthe materials, product design,
manufacturing processes, and use environment. The key
prerequisites for eliminating the root causes offailure
are both scientific understanding and engineering
evaluations thatuse statistical experimental methods and
accelerated-life tests to uncover potential failure mechan­
isms. Thispaper illustrates theseprinciples through
several examples thatpertain to product design, materi­
alsselection, performance evaluation, and manufacturing
processes. The examples were selected from ourwork
with design, process, field, and system engineers and
reliability practitioners throughout AT&T.
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tems. He joined the Arequirement for marketsuccess with electronic equipment
company in 1981 with and devices is to achieve best-in-class reliability in materials. design.
a B.S. from Boston Col- and processing. Figure1 depicts a time-tested and proven strategyfor
lege (Massachusetts) delivering quality products that satisfy customers. (Panell defines
and an M.S. and Ph.D. acronyms and terms used in this paper.)
from Princeton Univer- The processbeginsat the earlieststages ofproductdefinition
sity (New Jersey), all in with a multidisciplinary assessmentofall materials. design. and manu­
physics. Mr. Landwehr jacturing technologies that will bear on the product's performance. The
works on a variety of evaluation continues through the various stages ofdevelopment and
problems in statistical manufacture. There. one uses accelerated-life-test methodsand statisti-
research and applica- cally designed experiments to verify that the performance objectives
tions. His most recent wereachieved.
work involves statisti- If testinguncovers design. materials. or manufacturing defi-
cal design and data ciencies, then the rootcauses mustbe found and eliminated. preferably
analysis for industrial duringprototype development. Neglecting this reliability assurance
experiments to improve processoften leads to costly development projects that do not succeed
quality. He joined AT&T in the marketplace. or to failure analysis and repairsoffield returns
(continued on page 128) that cut our profit margins and dismay and losecustomers.
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Panel 1. Acronyms and Terms

Ag silver
Ag-Cr silver-ehromium
Au gold
CAD computer-aided design
Cr chromium
dc direct current
CI- negative chlorineions
CMOS complementary metal-oxide semiconductor
CYO chemical-vapor deposition
H20 water
HIC hybrid integratedcircuit
IC integratedcircuit
ISDN IntegratedServices Digital Network
IR infrared
M+ positive metalions
Na' positive sodiumions
NaCI sodiumchloride
PSG phosphosilicate glass
RH relative humidity
Si silicon
uv ultraviolet

For high-yield manufacturing ofproducts that
meet reliability expectations and are competitively
priced, we must have the following:
- In-depth knowledge and an experience base in materi­

als properties, performance, and interactions withthe
surroundingworld, whether it be the ambientenviron­
mentor other materials.

- Scientific understanding ofthe behavior ofelectrons
or photonsin devices.

- Commitment to robust designs. In the design phase,
wemust alsoconsider the processing technology and
its limitations. This will enableus to producedesigns
that have the desired propertiesin spite ofprocess
variability.

- Anaccelerated-life-test strategythat is aimed at all
functional levels ofa productincluding devices, com­
ponents, interconnections, circuitboards, modules,
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and the entire system.
- Commitment to robust manufacturing processes.

Here,quality productsare obtained even though
incoming materials and process conditions may vary
(inan anticipated way). To accomplish this, weestab­
lish the critical processingparametersand the rela­
tionships between materials variations and process
variations through statistical evaluations. Then, these
parametersand variations can be readily monitored
forconformance.

Achieving reliability objectives ina real-world
setting is a substantial challenge. Design engineers
expect that the manufacturing processeswill tolerate
variations in structuralparametersand materials, while
the process engineer's job is madeeasierby designs and
materials that tolerateprocessvariations. Adisciplined
effort to eliminate structural, materials, and process vari­
ationsthat contribute to yield loss and prevent degrada­
tion processes in the field ensures a higher quality pro­
duct. It also results in lower cost initially and over the life
of the product. That lesson has been well learned. Qual­
ity is achieved and paysfor itselfifwe ensure that a team
ofdesigners, materials experts, processexperts,and sta­
tisticians is involved in allphases ofthe product life
cycle, including design, manufacture, andoperation.

In this paper,we use examples to illustrate
experience-based strategies forachieving high yield and
preventing field failures through properattention to the
reliability ofmaterials, designs,and manufacturing. We
selected these examples from our work with design, pro­
cess, field, and systemengineers and reliability practition­
ers throughoutAT&T. (Many ofthe examples are con­
tained in the Designer's Companion, a company-proprietary
designand processing guide This guideemphasizes
ways to avoid field problemstrough properdesignand
informed selection and processing ofmaterials.)

Someof the examples illustrate the importance
ofattention to details. Others showthe value ofexamin­
ing the entire process ofdesign, production, and product
delivery. The examples also showthat attendingonly to
individual parts of the process can leadto disappointing



results in the field.
In keeping with the critical elementsofdeliver­

ing reliable productsto our customers, we haveorgan­
ized the examples intosectionson the designprocess,
materials selection, performance evaluation, and manu­
facturing. Wetookthis approach, realizing that all these
areas mustbe intimately connected. These interconnec­
tionswill be evident in several of the examples.

Environmental Constraints
Before we tum to the main thrust ofthis paper,

let us review the environmental constraints that cause
corrosion and short circuits in electrical devices. Perfor­
mance evaluation requires that we understand the envi­
ronmental factors that affect productreliability. Here,we
describethe constituents ofthe environment that should
be considered whenplanning environmental tests.

Water-soluble ionic contaminants are ubiquitous
components ofthe environment. These contaminants

Figure 1. Strategy for
delivering quality
electronic products.
The process entails
assessing the design,
materials, and manu­
facturing technolo­
gies that Influence
the product's perfor­
mance and then elim­
Inating deflclencles.
Robustness at all
stages translates Into
reliable products and
satisfied customers.

could be: sea-salt particles or particles derived from
fossil-fuel combustion or the incineration ofmunicipal
waste, commercial and residential fertilizers, soildust,
and salt used to melt ice and snow on roads. 1,2 The
indoorconcentrations of these substancescan range
from 10to 80percentof the outdoorconcentrations, usu­
ally with office environments at the low end ofthe range
and factories at the high end.

Particles in the environment exist in two distinct
sizeregimes: 1,2

- Coarse particles [i.e., > 2-llm (micrometers) diameter]
consistlargely ofnatural materials, especially in the
outdoorenvironment. In the manufacturing environ­
ment, a variable fraction ofthese particles may be
processrelated.

- Fine particles (i.e., < 2-llm diameter) typically result
from fossil-fuel combustion, but they may also repre­
sent a process-related component in manufacturing
environments.
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Figure 2. Concentra­
tions of contaminants
at a typical IC manu­
facturing site. The
Indoor concentrations
of sulfate In fine parti­
cles are typically
40 to 7S percent of
the outdoor concen­
trations and track
those levels.
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Because natural particles contain smallerconcentrations
ofwater-soluble ionic substances, they tend to be less
corrosive than manmade particles. Air-filtration systems
in office buildings and manufacturing environments are
typically 30- to 85-percent efficient in removing coarse
particles from the incoming air,but are less effective in
removing fine particles.

Sulfate, usually as ammonium acid sulfate, is the
mostabundantsubstance in fine particles indoorsand
outdoors. Figure2 showsthe indoorand outdoorcon­
centrationsofsulfate in fine particles at a typical manu­
facturing location. Indoorconcentrations ofsulfate are
typically 40to 75percentof the outdoorconcentrations
and track the outdoorlevels.

Ionic contaminants are also present in the pro­
cessingchemicals, which include electroplating salts,
gases or liquids used for wetor dry etches, solder fluxes,
acidsand bases, and some cleaning solutions. Obviously,

these processing sources cause contamination by direct
contact. But they can also raise the airborne concentra­
tionsofspecific ionic compounds to levels severaltimes
higher than outdoorconcentrations. Ifso, these ionic
compounds maythen be transferred byair to sensitive
electronic components in other parts of the environment.

In the presence ofatmospheric humidity, the
ionic contaminants acquiremoisture and thus form thin
films ofelectrically conducting solutions. The result may
be enough leakagecurrent to cause crosstalkor soft
errors. Aswe showin Figure3, the leakagecurrents can
alsocause disintegration ofconductorlines. Where high
electric fields are present, component-damaging electri­
calarcs can alsooccur.

Ionic contaminants maybe deposited on sensi­
tive surfacesduringmanufacture beforeprotective coat­
ingsare applied. These contaminants, combined with
exposureto atmospheric moisture, allow leakagecur-
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Figure 3. The electrochemical processes associated with
Ionic contamination on circuit boards, HICs, and devices.
(a) In the presence of atmospheric moisture, contaminant
residues (NaCI) form positive (Na+) and negative (en Ions.
As a result of the electrical potential between metal lines,
the Ions migrate to electrodes of opposite polarity. At
sufficiently positive potentials, the anode corrodes. The
anode metal dissolves, and positive metal Ions (M+) migrate
toward the cathode. (b) This photograph shows an extreme
example of such corrosion.

rents to flow under the coating. Ionic contamination
deposited in the field allows leakagecurrents to flow
over the top surface ofthe covercoat (i.e., solder mask)
between the exposed bond pads or leads.

The increasing use offorced-air cooling to carry
away the heat generated by high-power-density circuits

can greatlyaccelerate the deposition ofatmospheric
dust particles.

Highelectric fields havealsobeen found to
accelerate deposition through electrostatic effects. If the
solder maskon a circuitboard has defectssuch as pin­
holes (see the discussion aboutsolder masks),a leakage
current mayflow between the normally covered compo­
nents or metallines, which are now under a defect, and a
nearbymetallic conductor. Sometimes, a component­
damaging arc may occur.Severe arcingcan pyrolyze cir­
cuitboards to form conducting carbonbridges.

Duringthe manufacturing phase,cleaning pro­
cesses are used to remove harmful ionic contaminants at
sensitive stages ofthe process. Acommonly used specifi­
cation on cleanliness forcircuitboards is:After the board
is cleaned, the residual water-soluble ionic contamination
must not exceed l ug/cm? (micrograms per square cen­
timeter) sodium chloride equivalent. For manyhybrid
integrated circuits (HIes) and semiconductor devices, the
levels of ionic residues must be even lower for reliable
performance. Sometimes, the required level ofcleanli­
ness is below the sensitivity limits ofmost surface­
analysis techniques. (See the discussion ofsurface-ion
effects on high-voltage devices.)

To preventleakagecurrents and corrosion in
field environments, it is essentialthat:
- Soldermasksare defect free. This can be evaluated

byappropriate dust-exposure tests.
- Specifications forbond-pad and linespacingsare

strictly followed.
- The environment is maintained within design

specifications.

Design Process
As mentioned earlier, the design must consider

the process technology and its limitations. For example,
a device's designcan include safeguards that lessen or
eliminate the effects ofsurface-ion contamination. Test­
ing can both screen newdesignsand monitor process
quality. Also, the designcan allow for the effects of
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Figure 4. Surface-Ion
effects In high-voltage
devices. (a) Trace
moisture on the outer
Insulating surface
enables Ionic charge
to move In an electric
field. The electric
field of this charge
results In high leak­
age currents or
premature electric
breakdown In the
silicon below.
(b) Metallic elements
called field plates set
the surface potential
of a region to a safe
level.

(a)

(b)
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subsequent processing, such as the effect ofreheating
on solderinterconnections or ofenvironmental corro­
sives on electroplated surfaces.

Surf-'on Effects. In high-voltage devices,
surface-ion effects are among the earliestdocumented
failure mechanisms ofsemiconductor devices." AsFig­
ure 4 shows, the presence oftrace moisture, contamina­
tion, and an electric field on the outer insulating surface
ofa device causes movement ofthe ionic charge on that
surface. (See the earlierdiscussion ofenvironmental con­
straints.) This charge motion may causea localized, net
surface charge ofeither polarity. The presenceofthe
surface charge induces a vertical electric field in the
device insulators and,in particular, at the semiconductor
surface. This electric field can result in surface inversion
(afield-induced changein the signofthe majority
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carriers in the semiconductor), or inpremature electrical
breakdown in the semiconductor. Asfew as 1010 surface
ions/ern/ (ions per square centimeter) are enough to
alterdevice performance. (This is lessthan 1 ionper
100,000 surface atoms.)

Design safeguards. The traditional designsafe­
guards against surface-ion effects include the use offield
plates, highly doped guard bands (Le., diffusions), and
thickinsulators. Field plates are metallic elements that
set the surface potential ofa certain region at a safelevel
(Figure 4b). Guard bands are diffusions ofa high enough
doping level that the bandscannot be inverted at any
potential normally applied to the device. Thick insulators
provide an advantage becausethe surface ionsare more
distantfrom the semiconductor and, thus,havea smaller
effect on it.
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Figure S. A dc gas discharge (corona discharge) at atmos­
pheric pressure can be used to evaluate device susceptibil­
Ity to surface-Ion effects. The gas discharge deposits Ions
(a) on a device wafer or (b) on a single device.
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or ICs haveshownsurface-ion effects (e.g., high leakage
current or reducedbreakdown voltage). Suchweaknesses
are normally exhibited after several hours or daysofbias
at elevated temperature, a test methodknown as burn-in.

Burn-In testing. Burn-in ofsome parts has been
used as a screeningprocess to remove from the popula­
tion those parts that are susceptible to surface-ion
effects. If the burn-in results are unacceptable forall lots,
usually the productis redesigned. If acceptable results
are obtained for most lots, then burn-in can be used as a
lot-quality criterion and to remove susceptible devices
from good lots.

Slight variations in the manufacturing process
that reduce insulatorthicknessor alter semiconductor
resistivity can makea particular design more susceptible
to surface-ion effects.

Corona discharge testing. Burn-in testing is a
lengthyand costly way to verify designs and monitor
process quality. However, another methodis available
that has been used successfully to evaluate device sus­
ceptibility to surface-ion effects.

This techniqueuses an atmospheric-pressure
de (directcurrent) gas discharge (i.e., coronadischarge)
that generates ionsand provides the electrical field to
move them to the sample.i-" (See Figure 5.) Bythis
means, ionsare deliberately placed on the device in a
controlled way to mimic the effect ofsurface-ionic net
charge formed by surface-ion motion. The charge is
deposited in tens ofsecondsand provides rapid evalua­
tionofthe effect ofsurface ionson the device.

This methodhas been used successfully to evalu­
ate designalternatives, prove-in newdesigns,and analyze
failures. It has pointed the way to improvements in field­
platedesign, dielectric properties, and insulator quality.

Soldered Interconnections. Component metaliza­
tion provides electrical contactto the semiconductor
material in a device, and a stablemeansforconnecting
the signalor powerto the externalcircuit. High-power
devices often use solder as an interconnection between
the semiconductor and the package leads. This requires

High-voltage
supply

Delidded IC \ ~ /t~-:\
, \ .. _,ons

I~I
I

(b)

High­
voltage
supply

Corona needle

All these safeguards can be incorporated into IC
(integrated circuit) designs, usingvarious computer­
aideddesign techniquesthat determinethe effect of
circuitelement potentials on the electric field at the
silicon surface. In these methods, specific potentials are
assignedto metaland semiconductor regions. However,
insulator surfacesare usually treated as electrically neu­
tral (i.e., they have no surfacecharge).

If wedo not take surface-ion effects intoaccount,
the designs may be susceptible to surface-ion failure.
Thus, it is not surprisingthat some high-voltage devices
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Figure 6. Effect of processing on the contacts of a hermetic
diode. Metallzatlon consists of layers of Cr, Ag-er, Ag, and
Au. During the soldering process, the Ag and Au dissolve
Into the solder, leaving behind a porous layer of Cr.

a metal contactthat is solderable and compatible with the
semiconductor material. However, the effect ofsoldering
temperatures on such contacts must be carefully evalu­
ated,becauseelevated temperature can degrade the
integrity ofthe contacts and produce high resistance.

Arecent problem discovered duringqualification
testingofa hermeticdiode is a goodexample ofthe
effect ofprocessing on device contacts.

It wasobserved that the failure rate for these
diodes increased with either temperature or current.The
failure signaturewashigh resistance at the interface
between the semiconductor metalization and the sol­
dered contact. AsFigure6 shows, the metalization con­
sists oflayers ofchromium (Cr), silver-ehromium
(Ag-Cr), silver (Ag), andgold (Au).

Duringthe next soldering process, the silver and
gold totally dissolve intothe solder, leaving behinda
porous layerofchromium to which the solderbonds
poorly or not at all. Because residual water in the pack­
age penetratesthe chromium layer, oxidation ofthe
chromium accelerates, enhancedby the applied electric
field. Chromium oxidation increasesthe resistance and,
eventually, causesan opencircuit.
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The solution to this problem is to increasethe
thicknessofthe silver and silver-ehromium layers. This
sharply reduces the fraction ofsilver from the silver­
chromium layerthat dissolves intothe solder. The less
porouschromium layer is more adherent to the solder
and is moreoxidation resistant.

In such multilayer structures, the thicknessof
each layermust be carefully specified andcontrolled.
The interactions ofeach metalor alloy in subsequent
processing or use mustbe understood to achieve pro­
ductquality.

Shorts Caused by Metal Whiskers. Because of tin's
corrosion resistance in a wide range ofenvironments,
electrodeposited tin finishes havelongbeen useful and
popular fora variety ofapplications. Inelectronic equip­
ment, electrodeposited tin finishes havebeen used to
protectagainstcorrosion and to maintain solderability.

Asdeposited, these electroplated finishes are
likely to be compressively stressed.The common stress­
releasemechanism is for the tin to grow"whiskers" (Fig­
ure 7).6 These single-crystal metallic filaments usually
havediameters of0.5 to 5 11m and lengthsof1 to 2 mm
(millimeters). Growth occursby extrusion from the elec­
trodeposited tin. The whiskerscan be straightor kinked
and havevaried orientations with respectto the sub­
strate.They can carrycurrents as largeas 25milliam­
peres and, therefore, can sustainpotential drops up to a
few tenths ofa volt per millimeter before they bum out.
Zinc and cadmium, which are also usedforcorrosion
protection, exhibitthe same whisker-growth
phenomenon.

In electronic equipment, the growth ofwhiskers
from electrodeposited tin usually causesfailures in low­
voltage, low-power circuits becauseelectrical shorts are
formed between closely spacedconductors. In high­
voltage, high-eurrent circuits, the whiskers are less likely
to cause problems because they are quickly evaporated.

It usually is difficult to identify tinwhiskersas
the cause ofthe failure because the shorts are often
intermittent and the whiskersizeis toosmall forunaided
visual detection. In addition, whiskers generally grow



Figure 7. A common
stress-release
mechanism is for tin
"whiskers" to grow
spontaneously from
an electroplated tin
surface. Whiskers can
cause leakage or
short-circuit failures
when gaps between
conductors are
bridged.

only after an induction period, which may be months to
years.Also, most tin depositsnevergrowwhiskersat all
during the time the depositsare observed.

The factors that affect whiskergrowth include
the substrate material, the composition and operating
parametersof the plating bath, and the conditions under
which the depositsare used. Many ways havebeen
found to accelerate the growthoftin whiskers. But to
date, no procedureshavebeen established to assure that
whiskersare absent from as-deposited electroplated tin
under conditions that are practical for designand
manufacture.

The addition ofother metals, such as lead,
reduces the occurrencesofwhiskers. Melting the elec­
trodeposited tin or usinga solder dipcan relieve the
built-in stresses and preventwhiskergrowth, if no strain
is created or applied later.Tin coatings formed by hot­
meltdipping are not prone to whiskerformation because
these coatings have much lower compressive stresses.

Materials Selection
Whenthe use of newmaterials or designs is

beingconsidered or newprocesses are being developed,
it is essential that materials and statisticsexperts be

consulted. The knowledge required to develop or select
reliable materials for use in robust processes shouldbe
defined earlyin the design process. These consultations
will improve efficiency and quality, and provide confi­
dence that past mistakeswill not be repeatedand fore­
seeableones will be avoided.

Ifmaterials are to be used reliably in integrated
circuits, discretecomponents, circuitpacks, complete
systems, and the manufacturing or assembly processes,
then pertinent tests must be done to verify conformance
to performance criteria. Productdesigns shouldade­
quately accountfor the natural changes in materials pro­
perties that result from processing and from physical and
chemical agingofthe materials.

Wealso need to considerenvironmental factors
such as temperature,humidity, light, atmospheric pollu­
tants,vibrations, and mechanical stresses. Appropriate
tests should be devised to evaluate the durability ofthe
materials and materials combinations for the full range of
use environments. (See the earlierdiscussion ofenviron­
mental constraints.)

Some processes produce components that
already havehigh levels ofstress imparted to the materi­
als.Wemust carefully evaluate such considerations
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Contamination

Solder mask

Circuit board

Conductor trace
on board
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Figure 8. Airborne dust In a forced-air cooled system may
accumulate on circuit-board components and leads. (a) This
photograph shows the contaminant bridging between pins.
(b) In high-humidity environments, water saturation can
occur on a dust-contamlnated board. Because of the con­
ducting film of water, all the high voltage appears across
the solder mask and causes an arc.

when specifying the manufacturing process.
The creative use of in-situ process monitors and

feedback controlsbased on detailed statistical evalua­
tionsis beneficial forcontrolling andoptimizing material
performance and should be exploited.

Solder Mask. on Circuit Board.. The properselec­
tion ofsolder masksforcircuitboards illustrates the
need forcareful assessmentofthe interactions between
electronic design, circuit-board processing, and the use
environment. The solder maskprevents the application
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ofsolderwhere it is notwanted, and may havean addi­
tional roleas an electrical insulator.

Certain systemapplications require on-board vol­
tages that are well above 250V (volts), and the complex,
dense natureofmoderntelecommunications equipment
demandsthat the conductors be closely spacedon the
board. Undercertainconditions, destructive arcs can
occurbetween conductors. These conditions involve
both ionic contamination of the circuitboardand unusu­
ally high humidity that mayoccur in the field.

Airborne dust, particularly in systemscooled by
forced air,mayaccumulate on circuit-board components
and leads (Figure 8a).Atlocations ofhigh potential gra­
dient, dust deposition is enhancedby the large electric
fields that act on the normally charged dust particles in
the air stream.Asmentioned earlier, the dust contains
various ionic compounds that can become saturatedwith
water. Asaturation humidity of85percent is common for
dusts accumulated under normal field conditions (e.g.,
an air-conditioned building with filtration). Butexposure
to relative humidity as low as 60percentmay be enough
to cause electrical leakage and arcing.

Ifa dust-contaminated board is exposed to
enough humidity that watersaturation takes place, then
an arc can occur (see Figure8b).The conducting film
ofwatercauses all the high voltage to appearacross the
soldermask. Whenthe applied voltage exceedsthe
breakdown capability ofthe soldermask, an arc will
occurbetween the two conductors. The resulting current
spikemaydamage low-voltage circuits, such as logic
devices, that are connected to one ofthe conductors.

Wecan use various strategiesto preventsuch
incidents, including:
- Paying careful attention to leadspacing andvoltage
- Using suitable insulating coatings forexposed leads
- Using good filtration in forced-air cooled systems
- Changing building practices to minimize the occur-

rences ofhigh humidity and the accumulation of
harmful contaminants

- Executing environmental-stress tests duringproduct
development.



The evaluation ofsolder-mask materials is an example of
one such strategy.

Initial tests ofthe breakdown voltage ofvarious
solder-mask materials showed largedifferences among
materials. One material had extremely low and variable
breakdown voltage, and analysis showed that the cause
waspinholes inherent in the process. Other materials
had breakdown voltages that were 100 timeshigher. In
particular, the tests showedthat a recently developed
low-cost material wasfully adequate.

After candidate materials with high dielectric
strength were selected, a synthetic dust formulation was
applied to them forenvironmental tests.The synthetic
dust mimics the harmful properties oftypical worst-case
natural dusts and has alsobeen used forevaluating cir­
cuitboards forenvironmental robustness.

Hllh-Rellability Connector Material.. Our next
example concernsthe selection ofhigh-reliability, separ­
ableconnectormaterials for the 1990s and materials to
be avoided. (A separable connection is not permanent and
can be disconnected whennecessary.) Traditionally,
goldhas been the material ofchoicefor the contactsur­
faces ofseparable connectors in high-reliability applica­
tions. Because ofgold'shigh cost, research has focused
on finding ways to reduceor eliminate its use, yet still
maintain low and stablevaluesofcontactresistance.

In recentyears, palladium and palladium-nickel
contactsurfaceshavebeen used successfully in several
applications." Also, a newnickel-phosphorus contact
surfacewith a high degree ofmicroscopic roughness
has been found to perform well in accelerated-life tests,
especially whencoatedwith a verythin layerofgold.8

We expect to see the palladium-nickel and nickel­
phosphorus/goldfinishes used increasingly in the 1990s
as lowercost alternatives to goldwith almost comparable
reliability.

Tin and solderalloys havealsobeen examined
forsome applications. However, these alloys are suscep­
tibleto wear-enhanced corrosion (i.e., fretting corrosion)
causedby micromotion between contacting surfaces."
When tin or solderare pairedwitheach other or with

Contact area
~ iTinoxide

C:~--r-~-Tin-o,;J
(8)

Figure 9. Motion from ordinary vibrations can produce
enough oxide debris (fretting) to cause contact failure.
(a) Cross section of a connector contact surface with an
oxide layer over the tin or solder. (b) The same surface
after fretting has generated tln-oxlde particles that prevent
Intimate contact with the opposing contact surface
(which Is not shown).

gold, separable connectors that use tin or soldercontacts
exhibitintermittent high resistance or opencircuits
becausewearproducts oftin oxide build up on the con­
tact surface. AsFigure9 shows, motion induced byordi­
naryvibrations can produceenough oxide debris to
cause contactfailure.

Before 1970, few failures involved tin and solder
contactsbecause mostequipment used goldor other
high-reliability, noble (i.e., nonreactive) metal contacts.
In the mid-1970s, many component suppliers switched
from goldto tin or soldercontactsto reducecosts,and
fretting failures becamecommon. Frequently, these fail-
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ures were termed "computerglitches." Problems with
tin/gold contactpairsare a particular nuisance because:
- Some sockets and some devices are onlyavailable

with a goldor a tin finish.
- Designerswhodid not have materials experience

thought that tin/gold contactpairswere preferable
to tin/tin becausegold is a noblemetal.

Unfortunately, tin/gold contactpairs are more suscepti­
ble to fretting failure than tin/tin pairsbecause ofthe
differences in hardness ofthe twometals. The failure's
intermittent nature compounds the difficulties that the
designerfaces. When circuitpacksthat fail laboratory
tests are later reexamined, oftenno error is found.

Other typical fretting corrosion situations have
included the use of"low-cost" tin-plated connectors
between subassemblies and circuitboards,and the use
offuseswithtin-plated end caps.Sometimes, the use of
a contactlubricant can postpone the failure." Buteven­
tually, the part will have to be replaced.

Because oftheir unfavorable history, the use
oftin (solder) in combination with tin (solder) or gold
(i.e., tin/tin, tin/solder, solder/solder, tin/gold, or
solder/gold) shouldbe avoided. Gold contactsoffer
high reliability but at a high cost.Among the newand
emergingmaterials that offerhigh reliability at reduced
cost,palladium, palladium-nickel, and nickel­
phosphorus/gold are good choices.

Performance Evaluation
Performance evaluation is the measurementofa

product'soverall quality, including reliability and robust­
ness, and is applied both to purchasedor manufactured
parts and to the final product. Afinal-test procedure
measuresall the design featuresofthe product. Reliabil­
ityis a measure ofthe time that a productcan be used
without experiencing failure or degradation under a
specified set ofuse conditions. Reliability testing is the
application ofvarious stresses to parts,assemblies, and
the entire systemso that we can predict the product's
useful life.
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To assess reliability, we need valid accelerated
tests that substantially shorten the time to failure. Relia­
bility evaluation applies stresses that accelerate various
physical and chemical mechanisms that lead to failure.
Becauseproducts (i.e., systems) consistofmanydif­
ferent parts, the reliability ofeach part must be high if
the totalassembly is to be reliable. Although we can clas­
sify the various stresses used in reliability assessment
according to the stress mechanism (Table I), there is
likely to be a synergistic relationship amongthem.

To inducethermal stress, we apply an elevated
temperature to a part or assembly. This tends to acceler­
ate mechanisms that involve a chemical or physical
change ofstate. For some failure mechanisms, reduced
temperature is an accelerant.

To induceelectrical stress, we apply a voltage or
current to a part, device, or assembly. Often, excess vol­
tage or current is used withthermal stress to accelerate
the failure mechanism.

Mechanical stress is applied in many forms to
a wide variety ofparts to evaluate mechanical integrity
while the part undergoes expansion and contraction.
Mechanical wear (i.e., rubbing) is used to test finishes
and load-bearing surfaces. Various forms ofmechanical
shock,vibration, and acceleration assess a part's
mechanical integrity.

Often, thermal tests are used to assess mechani­
cal integrity. These tests usually involve either slow
cycling between two widely different temperaturesor
rapid changes in temperatureobtained by immersing the
component alternately in hot and coldliquids.

The effects of radiation (both nonionizing and
ionizing) can be evaluated with accelerated tests. For
example, we can assess the effects ofsunlighton finishes
or on the strength ofpolymers by applying intense uv
light. Butwe must also know the effects of ionizing radia­
tionfrom various sources. For example, materials used
for IC packages oftencontain small amountsofimpurities
that emitalphaparticles. To test device and package
designs that reduce to harmless levels the soft-error rate
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s Typical tests Accelerated degradation process
- ------

Temperaturecycling (highand low) Mechanical effects(expansion and contraction)
High temperature Chemical or physical change ofstate
_.-

Exposure to 85-percent RH Corrosion
Pressure cooker_.

I Application ofvoltage or current at or Degradation ofconductorsand contacts.various
abovethe rated levels. usually at electronic effects. "infant" mortality
elevated temperature

---------- ._-

ical Exposure to vibrations withvariable Physical displacement (cracking) ofmaterials
amplitude and frequency caused byexpansion and contraction. rub-

Temperaturecycling bing.or thermal-expansion mismatch
Thermalshock
Centrifuge (constantacceleration)

---
Dropping, impact with flat surface Fracture.displacement. or delamination of
Suddenacceleration material caused by being transported

Effects ofearthquakes
- ---~-~---

n Exposureto more than 10to 100 times Photochemical, photophysical, and photocon-
the normalamountof UV, IR. or ductive processes in materials
ionizing radiation

e gas Exposureto 10 "to 10 I percent sulfur Corrosion ofmetalization and electrical contacts;
dioxide, nitrogenoxide.hydrogen electrical shorts and opens
sulfide. or hydrochloric acid in air

e particles Exposure to 50to 100 ug/rn:' of test dust Corrosion of metalization and electrical contacts;
using forced-air flow electrical shorts and opens

--_.- -

Corrosiv

Corrosiv

Shock

Meehan

Electrica

Humidity

Stres

Thermal

Radiatio

generated by alpha particles,we use alpha fluxes that are
enormous compared to expected levels.

Finally, we should evaluatethe environment in
which the product will be used and assess the robust­
ness of the parts, assemblies, and entire system. Experi­
ence has taught us that environmental testing of the
entire system is particularly important. These stress tests
involve exposure under accelerated conditions (such as
elevated temperatures) to higher concentrations of water
vapor (high relative humidity), gaseous chemicals,and
airborne particles than expected.

Key to predicting product reliability is to deter­
mine the amount of acceleration over use conditions
achievedby the various stresses. This determinationcan

be done in several ways. Ifdata exists, we can compare
the results of tests run under accelerated conditionsand
field results for similarparts or assemblies. Or, we can
test at a series of stress levelsand then use extrapolation
to estimate reliability under field conditions. In some
cases, the chemical, physical, and electricaldetailsof the
failure process are understood well enough that the
predictionof reliability can be accuratelycalculated from
knownphysical laws.

Manufacturing
Existing manufacturing processes and their con­

trol features also need to be evaluatedearly in the design
process. Sometimes, the key to product reliability may
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be in the designofthe manufacturing processand its
controls. For example, the existing processesmaynotbe
capable ofmeetingthe product'srequirements. Ifso, a
processmay need to be redesigned or its controls
redefined, or new processesmayhave to be designed.

Here, one example showshowa processcan be
optimized, while the other discussesaltering a process.

Manufacturing Process Optimization. Customer
demand fornewISDN capability in the sixthgenericof
the 5ESS® switch requires the designand manufacture
ofnew circuitpackswith increased functionality, using
smaller components arranged moredensely on the
boards. Anewsoldering technology wasrequiredfor
assembling these circuit packs. Specifically, the require­
ments include the use of:
- Topside components with surface-mounted, gull-wing

leadson a 25-mil pitch, assembled using IR (infrared)
reflow ovens

- Backside components assembled by wave soldering.
New circuit-pack assembly technology that uses

surface-mount soldering with closely spacedpads (i.e.,
small pitch) presents newchallenges in designing for
manufacturability and in achieving a low incidence ofini­
tial solderdefects and high long-term reliability. We
found that existing manufacturing controls were inade­
quate to meet these needs. Because many possible fac­
tors could be varied and studied, we neededa statistically
designed experiment to achieve this goal.

The following physical designvariables are
among those considered important for25-mil pitch,
surface-mount soldering:
- Shape and dimensions ofthe pad
- Spacing between devices
- Nominal position ofthe device leadon the pad
- Geometric location ofthe device on the board, such as

near the leading or trailing edge
- Thicknessofthe stencil (throughwhich the solder

paste is applied) and the sizeand shape of its openings
- Typeofsoldermaskapplied to the board
- Surface structure of the pads.
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Any ofthese variables can be changedat the design
stage,but many are fixed oncethe printed-wiring boards
havebeen builtand arrive at the assembly plant.

Processvariables shouldalsobe considered dur­
ingdesign. Suchvariables include:
- Typeofsolderpaste used
- Settings, such as pressure and speed,of the machine

that applies the solderpaste
- Reflow-oven temperature
- Frequency ofcleaning the stencil.

The goal is to find a combination ofdesignand
processvariables that optimizes the soldering process.

Fromthe many possibilities, sixdesignvariables
wereselected. Fourofthe variables had fourdifferent
parametersettingseach,and two variables had two set­
tingseach.This choicegaveus a total of 1024 possible
combinations usingjust 6 variables (i.e.,
4x4x4x4x2x2 = 1024).

Clearly, an experiment that used all 1024 combi­
nations wasnot feasible. However, wecould use the prin­
ciples ofstatistical experimental design to reduce this
numberconsiderably, yet obtain useful information for
allvariables. Thus, wefound a highly fractionated design
that used only16different combinations but permitted us
to estimate the main effects foreach ofthe 6 variables.

The 16combinations ofvariables wereevaluated
usinga special test board. Processvariables andcertain
designvariables, such as soldermaskand padsurface,
are constantoverthe whole board. Different combina­
tionsofthese variables werevaried amongdifferent
boards in a statistically designed way, so information
aboutthem could alsobe obtained economically.

Wefollowed an iterative approach: Several small
lotswere run and the data from each lotwasanalyzed to
helpus determine whatconditions shouldbe studied in
later lots. Early results led to several revisions to the ori­
ginalplan. For example, the sizesand shapes ofthe sten­
cilopenings appeared to be important. Therefore, we
decided to varythese factors overa widerrange ofvalues
than had been planned originally. Thus, a series of



separate experimentswasdesigned and run using new
stencilswith a greater variety ofopenings.

After the initial experiments, the board was
redesigned using the earlier results as a guide.We now
wanted to focus on optimum values. Eventually, two
large lots were run. The results showed that, under the
best levels identified for these variables, wecan obtain
solder-defect levelsof less than 100 parts per million for
the 25-mil pitch, surface-mount product.

Additional benefitsaccrue from this effort to
separate the factory introduction of newtechnology from
product introduction. All piecesmust be in placeearly in
the process so wecan build the test circuitpacks that the
experiments require.Then, problemsthat might not be
detected untilwe scale up to full production can be
discovered, when they are much less expensive to fix.

In this example, weencountered severalprob­
lems that altered the experimental programfrom what
wasoriginally planned. However, all the problemspro­
vided valuable information and suggested importantnew
workthat needed to be done.

BII.ters Formed by Trapped Ga.... To avoid prob­
lems associated with gases trapped in thin films, one
requires a detailed understandingof the process chemis­
try. However, the complexity of material and process
interactions makes such understandingdifficult.

For gate and interconnect metalizations, CMOS
ICsuse silicide films (e.g., tantalum silicide, cobalt sili­
cide, titanium silicide) over polysilicon to achieve lower
resistance than is possible with polysilicon alone. These
silicides are normally applied using an argon-sputtering
process.A phosphosilicate glass (psG) film is then depo­
sited over the patterned silicide as an insulatorbetween
the silicide interconnectand the next deposited layer,
usually an aluminum interconnect.

To achieve a smoother topography, we flow this
PSG layerat elevated temperature.At these tempera­
tures, tantalum silicide films can blister,which causes
the PSG layer to lose adhesion. In addition, loss ofadhe­
sion sometimesoccurs at the silicide-polysilicon

interface during high-temperature treatment.The high
temperature causes the release ofargon,whichwas
entrapped in the film during sputtering.l" High-energy
ion implantation ofdopants into the silicide films some­
times increases the gas evolution and adhesive loss.
Similar gas-entrapment effects havebeen observedin the
boron nitride films 11 used forfabricating X-ray masks.

The prevention offilm bubbles and delamination
requires process conditions that minimize entrapment
and subsequent release ofgases. Appropriate controlof
the argon pressure will minimize argon retention.

Summary
This paper has examined the process for achiev­

ing high reliability in materials, design,and manufacture
for electronic equipmentand devices. The delivery of
quality products that satisfy customers requires a multi­
disciplinary assessment ofall factors that are likely to
affect manufacturing and productvariation, This assess­
ment begins at the earliest stages of productdefinition. It
continuesthroughout the productdelivery process using
performance evaluations that verify the achievement of
objectives.

Process evaluations and accelerated-life tests
of the devices, components, interconnections, circuit
boards, modules, and the entire system-using statisti­
cally designedexperiments-are essential for producing
robust products. Experience-based strategies for achiev­
ing high reliability havebeen illustrated through a series
ofexamples.
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