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Developing and enhancing AT&T’s products and services
involves many disciplines and technologies (e.g., hard-

ware, software, and firmware devices). Reviews and audits

during the development process are among the tools that
ensure that development projects produce products and
services that meet customers expectations effectively and
efficiently, and drive continuous quality improvement.
The audits and reviews routinely used by projects include
project management audits, software process assess-
ments, technical reviews (e.g., architecture reviews), and
postmortems. This article discusses the nature of these
tools, their applications in the AT&T development com-
munity, and the lessons learned from the company’s
experience with them.

Overview

Audits, reviews, and process assessments are three types of
evaluative tools widely used by leading edge companies as elements of
their quality systems. Many organizations in AT&T use these instru-
ments.

Audits and reviews address many criteria for the Malcolm Bal-
drige National Quality Award, which stresses the importance of com-
petitive comparison, benchmarking, and quality assessment. Audits
and reviews are also becoming more important as companies in the
United States and Europe attempt to comply with the International
Standards on Quality Systems (ISO 9000).

An important attribute of these activities is an evaluation car-
ried out by a group of experienced professionals on a function, project,
or process to identify its strengths and weaknesses, and to find areas
for improvement. Although each of these activities has similar objec-
tives, planning and execution—and many people in the industry use
these terms interchangeably—each has a precise definition inside
AT&T.
= A project management audit aims at helping a particular project

evaluate its current plan.
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= A software process assessment evaluates a software
development process against internal and external
benchmarks.

= A technical review checks for correctness of an in-
process product relative to the internal benchmarks.

= A postmortem is an evaluation similar to a project man-
agement audit. But it is less formal, and is done at the
end of the project.

Project Management Audits
A project management audit is a formal, confi-
dential evaluation of a project’s management system by an
independent auditing group. It assesses the adequacy of
the project management system, the project’s adherence
to guidelines, policies and procedures, and whether the
project management system was effectively implemented.
Project management audits have been used suc-
cessfully at AT&T Bell Laboratories for many years to
encourage the best current practices in project manage-
ment and development, and to reduce project risks.
The Bell Laboratories project management prac-
tices identify three types of audits:
= The planning audit is performed after project planning
is completed, but before much implementation has
been done. It assesses the adequacy of the project
plan and the project management system to meet the
customer requirements.
= The compliance audit is most effectively done when
the project team has used between 20 and 40 percent
of the development effort. It determines if the project
is following its project plan, and whether the project
management system is effective. If this audit is done at
the proper time, it will give the project manager the
necessary input to take corrective actions.
= The special audit is done at upper management’s
request when a project is in trouble. It often results in

actions to replan, reorganize, or even cancel the project.

It is important that the project management audit
be constructively requested, conducted, and reported to
avoid the appearance of fixing the blame. It is easiest to
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maintain a positive atmosphere when planning and compli-
ance audits are done at the request of the project mana-
ger. Because these audits are regularly scheduled events
in the life of a project, they seldom inspire fear or mistrust.

Standard project management practices
encourage regularly scheduled audits at strategic mile-
stones early in the project lifecycle. For example, they
could be scheduled at the beginning of development of
the initial software design, or at its completion.

If the audit activity is requested by the project
manager, it normally goes smoothly, and the project
members welcome the opportunity for improvement. If
the audit is requested by a higher level manager in reac-
tion to apparent trouble on a project, a more difficult set of
human dynamics typically exists, and the audit task
becomes more difficult. The audit findings nevertheless
can provide a valuable blueprint for recovery and risk
reduction.

Audit Team Characteristics. Typically, the audit
team leader is chosen by the manager requesting the
audit. Desired characteristics for the leader are success-
ful management experience in similar development
activities, experience conducting audits, and credibility
with the management team of the project being audited.
If the audit is on a project in trouble, human relations
skills are especially critical.

The audit team is chosen by the audit team
leader. Team members should be experienced managers
chosen for their field of knowledge important to the pro-
ject, and success in working with similar projects. Inde-
pendence and interviewing skills are essential. Diversity
of experience in differing projects and disciplines is likely
to produce the best results.

The impact of the project management audit
depends on the skill and experience of the audit team.
The team must be given enough time to do the audit, dis-
cuss its findings, formulate its recommendations, and
deliver its results in a way appropriate to the project.

Audit experience with large projects (500 to
1,000 technical staff years) suggests that three to five



days are required to successfully complete the audit.
Audit teams of three to five managers have been found to
be effective, and provide sufficient coverage for a large
project. Smaller projects and audits with more focused
objectives (for example, a phase audit) are conducted suc-
cessfully with correspondingly less time and less effort.

Audit Findings. A competent audit team can pick
up weaknesses in a project plan by reviewing the plan
document and interviewing the project staff. A project
plan is seldom successful unless all project members
understand and believe in it. The project audit team can
perform a valuable service by probing the project team’s
understanding of and commitment to the plan.

Sometimes the audit team will find organiza-
tional roadblocks that, while not publicly acknowledged,
are known to the project team. In such cases, the infor-
mation must be gathered confidentially and validated
with exceptional care before being incorporated into the
audit report.

The project management audit conducted by an
independent team is a way for project personnel to com-
municate with project managers without fear of retribu-
tion through a buffer of other experienced managers.
The project management audit is also an opportunity for
successful managers to extend their experiences beyond
the normal limits of their line responsibilities.

When the auditors find that key project staff and
stakeholders privately express skepticism about the plan,
they must further explore the underlying issues, and
their findings must be sensitively communicated to the
project management.

Similarly, when a group of experienced
managers—based on their experience elsewhere—finds
the key intervals and deliverables in the project plan to
be uncharted or unrealistic, their findings must
emphasize the risk to the project and the potential con-
tainment measures.

Though an audit is a valuable exercise for reveal-
ing potential problems in a project plan, it is unlikely that
a general project management audit will uncover detailed

technical flaws in a product or process. These issues are
best addressed through focused technical reviews. If the
audit team attempts to assess all technical details of the
audited project, it is unlikely to focus on critical manage-
ment processes and work relationships.

Communicating the Audit Results. The audit team
must carefully communicate its findings to the project
team being audited. The audit report must be balanced,
reenforcing positive elements while pointing out short-
comings, risks to the project, and opportunities for
improvement,

When the project manager requests the audit,
the results are communicated to the project management
team, which passes them to the project staff. Action plans
are developed, and the audit team is invited back—after a
suitable interval—to consult and review the results of
their recommendations. If the findings identify organiza-
tional roadblocks that are institutionalized in the project
structure (e.g., management review and sign-off on work-
ing documents), a candid discussion with the responsible
managers is essential to achieve acceptance by the pro-
ject team before the public discussion. The audit of a
“project in trouble” may be reported only to some key
managers who commissioned the audit.

Project managers often use the audit team find-
ings as a lever to address weak spots in project interfaces
with other organizations or with upper management.

Software Process Assessments. A soffware process
assessment (SPA) is defined as the collection, analysis,
and reporting on information necessary to baseline (i.e.,
thoroughly define) and manage the software develop-
ment process. Increasingly, companies are using soft-
ware process assessments to baseline their current
development processes, and to identify opportunities for
improvement. These assessments can also provide a sig-
nificant amount of insight about how the development
processes of an organization compares to the general
software industry.

AT&T has conducted software process assess-
ments since the mid-1980s. Using a questionnaire-based
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methodology that has been adopted by other leading
software companies, more than 70 AT&T software pro-
jects have participated in these assessments. They are
led by experienced AT&T software developers who are
independent of the project and organization being
assessed, and who are trained in the specific assessment
technique in use. In most cases, project teams participat-
ing in these assessments are in the middle of developing
a product, i.e., usually at or beyond the design phase.
Sometimes, a software process assessment is done on a
recently completed project, and becomes input to the
next development effort.
The following subsections describe the software
process assessment methodology and our experiences
with it, as well as the benefits associated with these
assessments.
SPA Method and Experiences. 1he software pro-
cess assessment methodology has the following five
major steps:
= Individual assessment. Assessment activities begin by
having project team members individually complete a
questionnaire of several hundred questions. Their
answers are based on their experience and involve-
ment in the project being assessed.

= Project team consensus. The second step is to reach a
project team consensus on each issue in the question-
naire. Typically, a meeting is held with the project
team to review the questionnaire and discuss each
issue. During the discussion, project team members
reach a consensus agreement on each issue. Experi-
ence suggests that identifying a consensus agreement
on each issue is only a small part of the data collected
during a software process assessment. Often, discus-
sions during the consensus process are valuable and
provide significant insight into the project. The data is
communicated to the project team during the presen-
tation of results, and project teams have indicated that
this information often helps clarify issues and identify
potential solutions.

= Analysis. The third step in the assessment process is
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analysis of the collected data. This includes “scoring”
the questionnaire results and identifying project
strengths, areas for improvement, and recommenda-
tions. It also involves offering insights into what the
project team believes is going well, and into what they
would like to see improved in the project. This step
also gives the team an opportunity to compare the
assessment results against both software industry
“norms” and internal AT&T results. All projects get
their specific results compared to a model that repre-
sents an average software company in the industry.
After this, the analysis is tailored to the specific needs
and interests of the project. Project results can be
compared to any of the following:
— All AT&T projects that have been assessed
— Projects in the same area of AT&T Bell Labora-
tories
— Projects of similar staff size
— Projects producing about the same amount of soft-
ware.
Reporting. When the assessment team gives feedback
to the project team, it normally includes an overall
assessment, as well as specific information on project
strengths, opportunities for improvement, and recom-
mendations. It also includes information on how the
project compares to software industry norms, as well
as to other internal AT&T projects. The feedback is
usually given to the project team as a presentation
that discusses the findings in detail. A final report, if
desired by the project team, will be issued by the
assessment team. While much of the presentation meet-
ing is focused on specific project results, experience
tells us that this is a strong environment for technology
transfer to occur. Qur experience shows that an SPA
increases the project team’s awareness of the issues and
their willingness to change. When the opportunities for
improvement are discussed, the assessment team can
share information about other projects or parts of the
company that have had similar problems and how
those problems have been successfully solved.



= Action Plan. The final step of the software process
assessment is to develop an action plan. This step is
the responsibility of the project team that decides
what to do with the assessment results. Typically, the
project team going through an assessment will formu-
late an action plan describing how it will address the
recommendations and opportunities for improvement
presented in the assessment. The project team then
takes specific action to drive improvements in the
development process. The assessment team may be
invited by the project team to participate in this step.

Software Process Assessment Benefits. The main
benefit of software process assessments is that they help
individual project teams or organizations baseline their
development process, identify opportunities for improve-
ment, and implement actions to address them.

A second benefit is that the data collected during
these assessments have been used to establish baselines
for the maturity and effectiveness of AT&T software
development processes. The corporate database (contain-
ing the results of many assessments) has been invaluable
in giving projects specific comparative feedback about the
effectiveness of their development processes.

Another benefit is that software process assess-
ments promote sharing effective methods and techniques

within a company as well as among the companies that are

involved in software development and assessment. Such
technology transfer occurs because the assessment team
conducts these reviews throughout the company, and
holds technical exchanges with other software com-
panies performing software process assessments. Tech-
nical exchanges have already been held with several
companies with similar assessment programs.
Experience within AT&T and with other com-
panies in the software industry suggests that project
teams benefit most when they participate regularly in
software process assessments. Regular participation usu-
ally leads to continuing improvement in the development
processes, rather than one-time fixes. And it also pro-
vides specific baselines of projects (or organizations)

that can be examined to identify positive and negative
trends. This regular participation provides the project
team with a mechanism to determine if specific actions
or improvements taken have had the desired impact on
the project.

Technical Reviews

Technical reviews are in-depth evaluations of all
or part of the project’s proposed solution system to vali-
date (i.e., assure the certainty of) the solution to the
problem that the project was asked to solve.

The architecture review is a type of technical
review generally held in the early phases of a hardware
or software project. This review is predicated on a con-
sistent set of requirements, architecture, and high level
design documents. A group of knowledgeable and credi-
ble experts, independent of the project, reviews this
material and then hears a presentation by key project
staff describing how the architecture solves the problem.
The group of experts then provides feedback to the pro-
ject in terms of areas of concern and recommendations.

It is helpful to approach technical audits in a
business framework, where accounts are routinely
audited to ensure that the company’s accounting prac-
tices are consistent with the published standards. An
independent group of auditors inspects the books against
a standard, then judges the accuracy of the accounts.

With technical reviews, the goal is to ensure that
the resulting solution is consistent with the problem
statement. The opinion of the review team will be based
on its experience and knowledge because there is no
current standard to use to judge the correctness of the
solution.

This review process has been formalized in
several areas of Bell Laboratories. Some organizations
have established a standing Architecture Review Board
(ARB) to coordinate the reviews of the projects within a
given area.

Preparation. The primary benefit of the technical
review is not the review itself, but the project team’s

AT&T TECHNICAL JOURNAL « MARCH/APRIL 1991

103



104

preparation for it. To explain a problem to another per-
son, information about the problem must be presented
consistently so the listener can understand it. Often, the
very act of collecting and organizing this information for
the listener will suggest a solution to the problem,
without the listener having to say anything.
To describe the project problem and solution,
the project team follows a methodology suited to the pro-
ject environment. The output of this process is a con-
sistent set of requirements, architecture, and high level
design documents; that is, the assumptions in one docu-
ment do not contradict the assumptions in or constraints
on a solution in another document.
The first document the technical review team
should see is the project overview. It should be the cover
letter on the set of documents sent to reviewers. It is
written as an executive summary, and addresses the fol-
lowing:
= One or two paragraphs outlining the problem (the
what, why, and scope of the problem)

= Alist of the major hardware and software features the
system will provide

= The assumptions and constraints that will bound the
solution

= High-level hardware and software components of the
proposed solution

= A high-level data flow and process diagram of the pro-
posed solution

= Performance parameters relating to the critical events
that occur in the system

= Current risks that have been identified with the solu-
tion.

Another source of information the project can use to

prepare for the review is the Architecture Review Board

Check List.

Review Team. When a technical review is
requested, a chairperson is identified for the review
team. The chairperson is selected from outside the pro-
ject, and should have had prior experience on a review
team. The review should be scheduled at least a month
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in advance to allow the chairperson to arrange schedules
of the other team reviewers and the project presenters.

The chairperson is responsible for selecting the
other team members, based on the project’s require-
ments. He or she meets with the project manager to dis-
cuss the potential areas of expertise that will be needed for
the review. The project team may want to recommend cer-
tain experts outside its ranks for the review team. The
chairperson then determines the appropriate team
members either based on their knowledge or by consult-
ing the list of experts that is maintained by the ARBs.

Documentation. At least two weeks before the
review, the project team sends the reviewers documenta-
tion (with the project overview as the cover letter) so the
reviewers can familiarize themselves with the project.
The package should be under 50 pages so the reviewers
have a chance to read all of it. Most projects should
spend no more than two staff weeks of effort preparing
for the review. All documentation for the reviewers,
including the project overview and viewgraphs, should
have been generated as part of the regular output of the
project, not specifically written for the review.

As the reviewers read the documentation, they
are asked to generate a list of questions (or
clarifications) about the material. The chairperson col-
lects these questions before the review and gives them to
the project manager so the project team has an opportun-
ity to address them during the review.

The Review Process. 1he technical review is a
non-confrontational dialogue between the project team
and the reviewers. In introducing the first day of the
review, the chairperson emphasizes that this is not a
“witch hunt” where the intent is to lay blame on anyone
or make them look bad. The chairperson is responsible
for ensuring that everyone adheres to this rule during
the project team’s presentations and the review team’s
readout, when the review team provides preliminary
feedback to the project.

The review is attended by the reviewers,
presenters, project management (project manager,



business and marketing manager and funder), and as
many project team members as appropriate. This is a
learning situation for everyone, and project members
should be encouraged to attend.

Readout. When the review ends, the team gath-
ers privately to prepare its preliminary readout for the
project. The review team provides feedback to the pro-
ject in the following areas:
= Things the project did right
= Areas of concern that the project told the review team
= Areas of concern that the review found
= Recommendations.

After this material is covered, project team mem-
bers are asked if they think the readout was appropriate,
and if anything was omitted that should have been on the
lists. This is especially important for those issues the pro-
ject team would like to have emphasized to upper manage-
ment, because people normally will listen to what an out-
side consultant has to say, though they may have heard it
before from within the project. The chairperson also gets
from each reviewer a more detailed list of issues with
suggestions and recommendations to be given to the pro-
ject manager about a week after the review. If the project
manager requests, the readout also can be presented to
the upper management and the entire project staff.

Benefits. The cost to a project of preparing for
and conducting a technical review is, at most, several
staff-weeks of effort for preparation and the review itself.
However, the results from some 30 completed reviews
show—for an average project—a minimum of half a
staff-year of effort saved. On some larger projects, several
staff years have been saved by early identification of prob-
lem areas and actions taken to avoid downstream effects.

There is additional benefit because the review
team is a catalyst that brings the entire project together
for several days during the preparation and review.
Sometimes most of the questions are asked by other pro-
ject team members, not by the reviewers.

This type of review has been valuable for all pro-
jects that have gone through the process. Several years

ago, no project team would have willingly requested a
review, because that implied there were problems on the
project. Today, project teams view reviews as beneficial.
The problem is now enlisting qualified review teams to
handle the requests.

Postmortem Reviews

A postmortem is generally held at the end of
a project (i.e., after a major output is completed and
delivered), and is meant to capture knowledge about the
project and its processes. The main output of a post-
mortem review is a debriefing report that contains as
much qualitative and quantitative information as possible
about the project. Its purpose is to gather useful informa-
tion on the project itself, but, more importantly, to gain
knowledge that enables future projects to be carried out
more successfully. This knowledge consists of informa-
tion on practices that worked and didn’t, technical ideas
or approaches applied, techniques and methodology
used, problems encountered and possible ways for avoid-
ing them, and similar things learned during the course
of a project.

Experience shows that both the project and
review teams learn much from such a review experience.
Through these reviews, their knowledge can be applied
across the entire company. The project can use this
knowledge to perform root-cause analysis to determine
and correct process steps that have led to errors, failures
and technical product faults. The corporation can use
this knowledge to create new standard practices, and
create or improve education and training programs for
employees.

Given the staff years that often go into our pro-
jects, a postmortem review that costs less than 1 percent
of the original investment can generate knowledge that
can yield savings for future projects far exceeding the
postmortem costs. Technically advanced companies have
recognized the value of such knowledge and routinely
conduct postmortem reviews as a means for continuous
process improvement. Carefully organizing these
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reviews will reduce the investment and help maximize
the benefits.
The Debriefing Document. The debriefing docu-
ment is the primary vehicle for aggregating and record-
ing the information from a postmortem review. The
document is not a sequential, historical description of the
project, but is a set of nuggets of information contained
in a few paragraphs. It should be organized so readers
can quickly locate the nuggets associated with their pro-
ject needs. The document should contain:
= Information on things that were done especially well.
Innovative techniques, approaches, and technical
ideas could be helpful to future projects. Benefit infor-
mation would be useful to help convince project
managers. For example, a software project may have
notably reduced its development interval by extensive
application of more effective software reuse. Another
project may have improved its customer satisfaction
rating by using more effective techniques to capture
customer needs. A hardware project may have worked
closely with the factory to improve the design for
manufacturing.

= Information on processes, practices, tools or
approaches that should have been done differently.
Examples include a project that has not staffed docu-
mentation writers early enough in the project life cycle
to generate accurate user documents; a project that
uses new staff members in key roles such as identify-
ing user needs; or a project that does not carefully
predict the performance of a software system until the
code is written.

= Problems encountered on the project and recom-
mendations to future projects on how to avoid them.
Examples could include particular classes of faults that
showed up in a software or hardware project; technical
designs that have important missing characteristics;
late delivery of needed tools when no contingency plan
is in place; the reliability of vendor-supplied compo-
nents; or the construction of a lab for development or
testing.
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= What was learned about project planning and sched-
uling. This is an extremely fertile area for sharing
experiences, because accurate scheduling is an
extremely difficult task and is affected by many param-
eters. Many of our projects are building several prod-
uct releases in parallel, and use the same staff mem-
bers; thus, the planning process becomes extremely
important. Such detailed analysis would be impractical
in the postmortem process. Management has to foster
an environment that encourages postmortem reviews
and uses the results for process improvement.

Postmortem Techniques. A number of techniques
have been used to conduct a postmortem. One popular
technique uses a team composed of a postmortem organ-
izer and other participants empowered by management
to collect the information. The postmortem organizer
defines the scope of the data collection schedule, identi-
fies participants, and organizes the review.

To generate the report, the team may use:
= The members’ personal experiences on the project
= Findings of previous postmortems
= Project documents, logs, and notes
= The output from technical or quality reviews con-

ducted with the project
= Interviews with project members.

When the report is done, the postmortem team
meets with management to present its findings and
recommendations. The project manager should then
present a summary of the results to the entire project
team to demonstrate support for the findings, and to
encourage openness on developing an improvement
plan. Project teams have found that this process costs
two to four staff weeks of effort to collect and document
the information. Additional effort may be required to
analyze root causes and develop an improvement plan.

Instead of assembling a postmortem team, some
teams choose an alternative approach: employing a tech-
nical writer to interview a sample of the project staff and
capture the information. To be efficient and accurate in
the review, the writer must be able to communicate at a



technical level about the project. The report is presented
first to management and later to the entire project team.

Timing for conducting a postmortem review is
important; it should be late enough to avoid interfering
with the project, but early enough to influence the next
product or release. Experience has shown that a post-
mortem should be conducted from two to six weeks after
the completion of a project. Some project teams have
conducted postmortem reviews at the completion of each
major stage of the project, to permit functional groups
such as system engineers, developers, or testers to gen-
erate individual improvement plans.

The major benefits of postmortems reside in the
knowledge acquired by the project and the corporation,
and application of that knowledge in continuous process
improvement. Industry data, and analysis of the costs of
making poor judgments in various phases of the develop-
ment process, have led to predictions that we could
reduce our costs by 5 to 10 percent per year by effectively
employing postmortems to improve our development
processes. With so many concurrent development pro-
jects, AT&T has an excellent opportunity to aggregate
this knowledge effectively, and apply it to all projects.

General Observations
Companies like AT&T are applying audits and
reviews to continuously improve their development
processes. Opportunities exist for all projects to improve
if project teams are open to these reviews and are willing
to learn from their experiences with them.
Project teams should remember the following
when considering using these techniques:
= Look to audits, reviews and assessments as starting
points to identify existing strengths as well as areas
for improvement. These activities will not solve organi-
zation problems, but will provide insight into them.
= Commit to use the results for process improvement.
Participating in these activities and taking no action
often leaves a project in worse shape than before the
process began, because an unsatisfied expectation has

been created.

= Do not fear audits and reviews. In most cases, these
activities are done at the request of the project team.
Therefore, the results are private and will not be
shared by the audit team with anyone outside the pro-
ject. It is left to the discretion of the project manager
to share any of the results with upper management,
other organizations, or the customers.

= Remember that audits and reviews focus on the
development process, or portions of it, not the people
involved. The entire project team, including its
management, must be aware of this fact before start-
ing an audit or review.

= Understand that audits and reviews are quality checks
that should be a standard part of the development pro-
cess.

= Projects that have used audits or reviews tend to use
these tools in their subsequent releases.

Conclusion

This article has presented a class of diagnostic
tools used by AT&T projects to improve project plan-
ning, reduce technical and managerial risks in develop-
ment, and foster continuous improvement.

The project management audit has proved a valu-
able tool to minimize the risk associated with project
management. It is most likely to be successful when
requested by the project being audited as part of a regu-
lar process early in the project life-cycle.

A software process assessment is an effective
way to gain an understanding of the software develop-
ment process to drive improvements. The assessment is
a learning process, aimed at clearly defining the key
problems and identifying what should be done to resolve
them. Without such knowledge, priorities are hard to
establish.

The architecture review applies our experience
and expertise to ensure that projects are providing the
right solutions to customer problems.

Postmortems are used widely as a mechanism
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for project teams to look back at projects and use their
learning in future assignments.
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