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Robust Testing is a systematic test method thatuses the OATS (Orthogonal
Array Testing System) tool toconvert information from product require­
ments or specifications into a concise set oftests. We found Robust Testing
more than twice as productive as conventional testing practices for testing
PMX/StarMAIL Release 2.2, a complex private mail exchange (PMX) local
area network (LAN)-based electronic mail product thatworks with several
types and versions ofLAN software, operating systems, and personal com­
puters (pes). Robust Testing required lesstime, enabling us tocomplete
testing onschedule. It found more potentially user-affecting faults, and
inspired greaterconfidence inthe quality ofthe delivered product.
Introduction

Testingtakes up a significant propor­
tion ofdevelopment resources. Butfaults are
still discovered in the field, often causing cus­
tomerdissatisfaction, increased field repair
costs, and a perception ofpoorproduct qual­
ity. Thus, the need to improve testingeffec­
tiveness is clear.

Robust Testing, adapted from a
broaderengineering designmethod called
Robust Design, is a systematic, analytical
approach that savestimeand improves fault
detection. Originated by Genichi Taguchi in
Japan, the Robust Design method has been
used extensively to improve manufacturing
processandhardware product design. 1-2

Robust Testinguses the special pro­
pertiesoforthogonal arrays (OA) to design
efficient experiments. WhenOAare used in
Robust Testing, as proposed by MandP and
Tatsumi,' those properties efficiently cover
the test domain. This paper'spurpose is to
describe the practical resultsand benefits of
Robust Testing. Panel 2 presentsdetails ofOA
properties, andoffers a simple application
example.

Robust Testingrequiresa thorough
understanding ofthe tested product's archi­
tectureanddesign requirements, as well as
the conditions underwhich the product will
be used.These mustbe analyzed to define
the test domain in terms oftest parameters

(Le., attributes ofthe tested product) andthe
possible levels ofeach parameter. The OATS
(Orthogonal Array TestingSystem) software
tool-developed byA P. Chintapalli, S.S.
Hegde, and M. S. Phadke-uses those param­
eters and levels to selectan appropriate OA
andautomatically generatethe test casesfor
the product. P. E. Brown developed an algo­
rithmthat allows the largeorthogonal arrays
neededin somespecial cases to be generated.
- It reducestestingtimebecause fewer test

casesare needed.
- It improves the ability to find faults

becausethe resulting test casesexhibit
superior functional andfeature coverage.

Thispaperdescribes a casestudyof
PMx/StarMAIL systemtesting. System Test is
the last formal test step before the software is
released. It ensures that the software con­
forms to the formal design requirements, is
defect-free, and is functional when used in
customerenvironments andconfigurations.
Clearly, the thoroughness oftesting directly
affects customerperceptions ofproduct qual­
ity. The fewer problems customers have, the
greater their satisfaction with the product.

Testing Needs
This section describes the details of

the testingassignment basedon product
requirements and the marketdeadline reali­
ties ofproduct development. Wedemonstrate
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Rgure 1. M5-00S PCs running PMX/StarMAIL user Inter­
face. AT&T PMX/StarMAIL Is an electronic mall system for
users of M5-005-based PCs connected via a Local Area Net­
works (LAN). Specifically, AT&T StarLAN hardware and
AT&T StarGROUP software Is represented here. The PC­
based applications provide the user a screen based Inter­
face (either Microsoft Wlndows™-based or character screen
based) for creating, editing, reading and delivering mall mes­
sages. The UNIX system-based applications provide Inter­
mediate storage and mall messages transport between
users. Mall can be sent and received between users on the
LAN and users on other UNIX host systems, as well as AT&T
EasyLink services.
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- Only one staffpersonwasassigned to testing.
- Other complex productswere builton PMx/StarMAIL,

and requireda stablebasisfor development and
testing.

The challenge wasto use available resources to test
PMx/StarMAIL to ensure stableperformance in all
configurations while meetingthe deadlines.

The following sectionswill describeand com­
pare two test plansthat wereconsidered for testing
PMx/StarMAIL.
1. Atest plan, based on the conventional approach, to

test the productfunctions in selectconfigurations.
2. The test plan, based on tests defined by OATS, that

wasused.

Panel 1. Terms and Acronyms In This Paper

CPU centralprocessorunit
LAN local area network
OA orthogonal array
OATS Orthogonal ArrayTestingSystem
PC personalcomputer

that the testingassignmenthas growntoo largefor the
available testing resources. Notethat the testing needs
refer to the hardwareand software products in existence
at the timeoftesting,March 1990.

Product Requirement.. Figure 1 represents the
PMX/StarMAIL product. Our SystemTest wasperformed
to certify changes madeto the PMX/StarMAIL product
sincethe previous release.Changesincluded in
PMX/StarMAIL Release 2.2focused on supporting addi­
tional configurations ofAT&TsStarGROUP LA1\l soft­
ware. As Panel3 shows, the combinations of supported
clientand LAN server types requiringtesting increased
a factor ofnine. In addition, PMX/StarMAIL had to be
tested on the three main Intelprocessors, the 8086,
80286, and 80386 because MS-DOS® version4.01 being
releasedafter the earlier release of PMx/StarMAIL. (MS­
DOS is a registered trademarkofMicrosoft Corpora­
tion.) Compatibility of the newStarGROUP clienttypes
withthe prior release of PMX/StarMAIL (applicable only
to the prior StarGROUP server release known as MSNET)
alsorequired testing. Testing PMx/StarMAIL withevery
combination ofthese factors would haverequired test­
ing72configurations.

To support the newconfigurations ofthe AT&T
StarGROUP LAN Managersoftware, modifications had to
be madeto both the UNIX® system-based
PMX/StarMAIL software and the MS-DOS client-based
user applications. (UNIX is a registered trademark of
UNIX SystemLaboratories, Inc.) Noenhancementsor
changeswere made to the PMX/StarMAIL software to
add newfunctions. Thus, the programswould appear
unchanged from the user'sperspective, and tests ofthe
product'sfunctions could dependon the test cases used
to test the previous release.

Re.lltle. of the Test Cycle. Several factors affected
the PMx/StarMAIL test cycle.
- PMX/StarMAIL wasa critical link in a tightlyscheduled

multiple productdevelopment effort where onlyeight
weekswere scheduledfor testing.
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Panel 2. Orthogonal Array-based Test Cases

Consider a function to be testedwith fourparameters:
A, B,C,and D.Suppose each parameter has three pos­
sible levels as given inTableI. Thisparameter-level
tablespecifies the test domain consisting ofthe 81 pos­
sible combinations ofthe test parameter levels. Simi­
larly, TableIIIprovides an example ofparameters and
levels usedfordefining PMX/StarMAIL tests.

TableII shows an orthogonal array (OA) called
1.9. It has ninerows andfourcolumns. (TheOA name
refersto the numberofrows.) The rowscorrespond to
test cases; the columns correspond to the test parame­
ters.Thus,Test Case1consists oflevel 1foreach
parameter: i.e., it representsthe combination (AI, B1,
C1, D1). Case2 consists ofthe combination AI,B2, C2,
D2, etc.An orthogonal arrayhas the balancing property
that,foreach pairofcolumns, allparameter-level com­
binations occurconsistently. In the orthogonal array
1.9, there are nineparameter-level combinations for
eachpairofcolumns, andeachcombination occurs
once. For example, in the columns ofparameters C and
D,the combinations (1,1), (1,2), (1,3), (2,1), (2,2), (2,3),
(3,1), (3,2), and (3,3) occurin test numbers1,6,8,9,2,
4,5,7, and3 respectively. TableIVpresentsthe identi­
calpatternforexamples ofPMX/StarMAIL tests gen­
eratedby OATS. It would be easytoverify forthese
orthogonal arraysthat foreachpairofcolumns allcom­
binations occurexactly once.

Byconducting the ninetests indicated by1.9, we
candetect:
- Any consistent problem withanylevel ofanysingle

parameter.
- Any consistent problem with pairwise compatibility

ofparameters.

The Conventional Test Plan
The firstattempt to define a test plan focused on

testingproduct functions ina representative set ofhard­
ware andsoftware configurations. This approach has its
merits, because when a software function is broken, it
usually will not function, whatever its configuration. It is
imperative to detectandcorrectfaults ofthis type before
software is released to customers. This reasoning was
followed to test priorreleases ofPMx/StarMAIL
Hereafter, wereferto this as the conventional test plan.

Because PMX/StarMAIL function tests were

Orthogonal array-based test casescannot
prove that a product will workforallpossible
parameter-level combinations (e.g., three or more
parameter-level combinations). Butbyvirtue of
their pairwise balancing property, theygive excellent
coverage ofthe entire test domain defined bythe test
parameters.

The example 1.9 (fable IV) array provided for
PMX/StarMAIL's copy function is a simplification ofthe
tests. PMX/StarMAIL's copy function allows the user to
copy mail messages between separate folders (M5­
DOS directories) to save themforfuture reference. The
/unction scope parameter refersto the three copy
options available: copy only a single (current) message;
copy messages previously marked, or copy allmes­
sagescontained within a folder. The Target Folder Con­
tent parameter defines a rangeofpossible conditions
forthe content ofthe folder to which messages are
copied. Anempty folder anda full folder define limits or
boundaries ofthe range, while a partial folder
representsanynumberofmessages between these
boundaries.

The StarGROUP client andserverparameters
are explained in Figure 1.Tests defined forthe copy
function combined the remaining four configuration
parameters (described inthe subsection "Defining Test
Parameters and Levels'') to generatean OA of18rows
(118). OATS produced five LI6, two LI8, andseven 127
arrays fortesting13additional functions.

The OATS toolallows automatic selection and
fitting ofan orthogonal arrayto suita wide variety of
applications. SeeTaguchi'' andPhadke! fora discus­
sionoforthogonal arrayfitting methods.

available from priortesting, the nextstepwould be to
identify the appropriate configurations. The combina­
tions ofStarGROUP clients andservers (Panel 3) gave the
basisforselection. The shadedareas represents the
client andservercombinations that would have been
used to test the product functions in the hypothetical
conventional scenario. These combinations allow testing
ofevery client andservertype, andsatisfy the testing
requirements defined bythe modifications to
PMX/StarMAIL Release 2.2. The additional requirements
to test M5-DOS system versions andIntel central
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Panel 3. Summary of ATBcT StarGROUP client and serverInteroperabllity with PMX/StarMAIL Release2.2

Thispanel summarizes PMX/StarMAIL's interoperability
with the different client and serverversions ofAT&T
StarGROUP software. Foranycombination ofclientand
serverversion (any cellin the panel), PMX/StarMAIL
should work or at leastsendan appropriate error mes­
sageto the user if it cannotperform a specific function.
Asan example, the combination ofMSNET clientand
user mode LAN Manager serveris not supported forany
PMX/StarMAIL function, andshould always send error
messages.

Asdiscussed in the text,the shadedarea
representsthe combinations that would havebeen

Clients

MSNET

Basic

Enhanced

MSNET

Servers
LAN Manager

Share mode Usermode

not
supported

tested in detail usingthe conventional test plan.
TheAT&T StarGROUP LAN Manager forthe

UNIX systemis developed from licensed sourcecode
developed byIBM forits OS/2operating system. like
Microsoft's LAN Manager forOS/2, the UNIX system­
basedLAN Manager Server provides two separate and
configurable operational environments, the user and
share security modes. Eachserversecurity mode con­
stitutesa distinctly different environment foradminis­
teringandusingthe server. In otherwords, the facili­
ties forfile andprintersharingprovided byeachof
these security modes are used differently bybothusers
andapplication programs. In turn,bothLAN Manager
security modesare operationally different from the
priorStarGROUP versions referred to as MSNET. Simi­
larly, AT&T StarGROUP LAN Manager forUNIX offers
two M5-DOS system clienttypes: the basic client, with
a restricted set ofcommands to allow serverlogon and
accessto file andprintresources; anda special M5­
DOS systemversion ofthe enhanced client that allows
administration ofthe server. These two client types
differ completely from the MSNET client provided in the
earlierrelease ofStarGROUP software.

processor unit (cpu) architectures would be examined by
random assignment to the selected client types. Greater
emphasis would be placed on previously untested factors,
suchas the then new MS-DOS 4.01 andthe Intel80386
processor-based systems. (Note: later tests have certified
PMX/StarMAIL with MS-DOS 5.0, andwith the Intel80486
cpu).The remaining client-server combinations (the
unshaded boxesin Panel 3)-and compatibility tests of
the priorreleaseofPMX/StarMAIL-would be testedwith
a limited subsetofthe functional tests to ensure that the
major functions worked.

Based on testing experience with PMX/StarMAIL,
450 critical tests ofthe affected product functions were
identified. It wasestimated that testingin the three pri­
mary environments described above would require18
staff-weeks ofeffort. Test schedule extensions were
unacceptable. Even with an additional tester, the eight
weeks scheduled fortestingwould allow only 1,000 tests
to be performed, rather thanthe 1,500 that would have
been required. Therefore, additional selection and
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reduction ofthe numberoftests would be needed. The
net resultwould have beenan increased likelihood of
missing latentsoftware faults resulting in lower confi­
dencein the thoroughness ofthe planned testing.

In lightofthese concerns, andthe fact that the
Robung method hadjustbecome available, the conven­
tional test plan described above wasnever executed.

The OATS-Based Test Plan
This section describes the test plan that was put

into use.Specifically, it presents the method bywhich
test parameters and levels weredefined, andthen briefly
describes how the Orthogonal Array Testing System gen­
eratedtest casesbasedon the defined test parameters.

DeIInl", T.st P....met.,. .nd Lev.ls. Before we
could use OATS to generate specific test cases, all product
functions, test data, and hardware andsoftware config­
urations for PMX/StarMAIL specified byour testing
requirements had to be expressed in termsofparame­
ters and levels.



Table I. Sampleset Of Parameters And Levels Table IV. L9 Orthogonal Array of PMx/StarMAIL Test Cases

First, the hardware and software configurations
wereconsidered. The specific parameters and parameter
levels wereeasyto identify from our requirements. As
discussed above, theyconsisted of:
- The StarGROUP server types (MSNET server,share

mode server,anduser modeserver).
- The StarGROUP clienttypes (MSNET client, basicclient,

Test Parameters
Test Case
Number A B C D

1 I 1 1 1
2 1 2 2 2
3 1 3 3 3
4 2 1 2 3
5 2 2 3 1
6 2 3 1 2
7 3 1 3 2
8 3 2 1 3
9 3 3 2 1

Table II. L9 Orthogonal Array

Test
Parameter

A
B
C
D

1

Al
Bl
Cl
Dl

Levels

2

A2
B2
C2
D2

3

A3
B3
C3
D3

Test Parameters
Test Case StarGROUP StarGROUP Function Target
Number Server Client Scope Content

Copy Empty
1 MSNET Basic Current Folder

Copy Partial
2 MSNET Enhanced Marked Folder

Copy Full
3 MSNET MSNET All Folder

Share Copy Partial
4 Mode Basic All Folder

Share Copy Full
5 Mode Enhanced Current Folder

Share Copy Empty
6 Mode MSNET Marked Folder

User Copy Full
7 Mode Basic Marked Folder

User Copy Empty
8 Mode Enhanced All Folder

User Copy Partial
9 Mode MSNET Current Folder

andenhanced client).
- The PMX/StarMAIL release (Releases 2.2 and2.1).
- The MS-DOS systemversion ofthe client PC (Release

4.01 and Release 3.3).
- The IntelCPU type (8086, 80286, and80386).

Next, the testable functions ofPMX/StarMAIL
wereidentified and redefined in terms ofparameters and
levels. The startingpoint wasthe casesused forthe prior
releasetesting. The resultwas18tables ofparameters
andlevels, including a definition ofmail messages for
test data.

Using OATSto GeMnlte Test c..... Because
PMX/StarMAIL Release 2.2 requirements focused on
modified codeto support newhardware and software,
testinga product function had to produce the same
resultsregardless ofhardware and software configura­
tions. Therefore, we reasoned that an orthogonal array
could be constructed to combine parameters defined
for the test configurations with parameters defined to
test a specific function. The resulting arraywould define
a set oftests that systematically evaluated the effects of
allparameters relevant to the testingrequirements.
Panel2 shows a simplified example to prove the validity
ofthis approach.

AT&TTECHNICALJOURNAL.MAY/JUNE1992 45



Table V. Productivity Comparisons

Proportion Testing Relative
of testing effort testing

faults found expended productivity
Testing method (P) (E) (P/E)

Robust Testing 100% 8.0staff-weeks 12.5

Conventional Testing 7~ 16.0 staff-weeks 4.9

Productivity Ratios 1.3 0.5 2.6
(Robust Testing/Conventional)

Ofthe 422 tests used to test PMX/StarMAIL
Release 2.2, 354 (i.e., 84percent) weregeneratedby
OATS. Another 68test cases defined special conditions or
tests notapplicable to allconfiguration parameters, e.g.,
installing the software on the UNIX system. The 422
tests compared favorably with the estimated 1,000 tests
forour conventional test plan. The conclusion wasthat
less testingcould be performed with morethoroughcov­
erage oftest configurations and product functions.

Quantitative Results
This section presentsa discussion ofthe results

achieved byusingOATS. Theyare presentedin terms
oftimely completion andefficiency offault detection,
expressedas a productivity ratio offaults per unitoftest­
ingeffort. In addition, wepresentsometentative conclu­
sionsaboutthe effectiveness ofPMX/StarMAIL in the
field, basedon our use ofRobust Testingbefore the soft­
ware wasreleased.

Test Results. Using the Robust Testingstrategy
described above, the tester completed the 422 test cases
on schedule, in8 weeks, uncovering several serioussoft­
warefaults. After testing, and afterextracting and analyz­
ingthe fault listings from the changecontrol database,
wedetermined that 12 percentofthe faults found by
Robust Testingwereunlikely to havebeenfound using
conventional testingmethods. Forexample, an unsup­
ported client-server combination that could have been
inadvertently configured by the customerwould result
in a misleading error message. Timepressures often
limit conventional testingofsuch unsupported configura­
tionsin favor ofmorethorough testingofsupported
configurations.

Bycontrast, the conventional testingmethod,
becauseofthe limited testinginterval, would have
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required two testers (or 16staff-weeks). Butas noted,
evenwith the additional person, only 1,000 ofthe 1,500
planned conventional test casescould have beendonein
that time. Weestimated conservatively that limited test­
ingwould have missed another10percent ofthe faults.
Thus, 10percent+ 12= 22percentfewer faults would
have beenfound (i.e., 78percentofalltest-detected
faults) had weused a time-limited conventional test suite.

Productivity Comparison.. Testingproductivity
wasdefined as the number offaults found per unitoftest­
ingeffort expended (i.e., faults per staff-week). Table V
shows a comparison ofRobust Testingproductivity
with that ofthe conventional testingmethod. The Robust
Testingresultsprovided the actual dataforcomparison,
and included allfaults found duringthe system
testinginterval.

The relative testingproductivity ratio of2.6 in
the lower right-hand cornerofTableVshows that
Robust Testingwasmorethan twice as productive as
conventional testingforthis application.

Additional benefits thatwereobserved included:
- Test plan reviews are simpler because only parame­

ters and levels mustbe considered.
- If parameters and levels change, test plans and test

casesare easily revised.
- Requirements reviews caneasily include test-ease gen­

eration, which may reveal missing error conditions
andmessages.

Field Results. In the timecustomers have been
usingPMX/StarMAIL Release 2.2 (atthiswriting, about a
yearanda half), three additional faults have beenfound
in the field, allofthem outside the scope ofthe planned
testing. Oneresultedfrom a defect in the underlying soft­
ware uponwhich PMX/StarMAIL's functionality depends.
The remaining two werecaused bydeficiencies in the



productrequirements. Suchproblemswould be less
likely if Robust Testing were routinely applied to all
stages ofa sequentially developed product,not onlySys­
temTest.

Conclusion.
We successfully used Robust Testing to system

test PMX/StarMAIL Release 2.2in an environment with
tight schedules and manyhardwareand software combi­
nations. We estimatedresults fromthe hypothetical con­
ventional test scenarioto permita realistic comparison
withthe actual results ofRobustTesting,enablingus to
prove Robust Testing's productivity advantage overour
conventional testing methods.The result was a shorter
testing interval, lowerstaffing needs, improved quality,
and higher confidence in the coverageof requirements.

To obtainthe most conciseset of tests, we
learned to combineconfiguration and functional parame­
ters in the same array.The propertiesoforthogonal
arrays provide systematic testing ofthe product's func­
tions relative to usableconfigurations, resulting in higher
customerconfidence. In cases where onlyone or two
test parameters are defined, OATS suggests testing all
combinations.

Robust Testing and OATS continueto be used to
test PMX/StarMAIL and relatedproducts.Our experience
suggests that Robust Testing should be used wherever
there are manyindependenthardware,software, or func­
tional parameters to test. Robust Testing would also bene­
fit earlier development phases, such as requirements
reviews, design reviews, unit testing and integration test­
ing.We concluded that, for the best results, Robust Test­
mgand OATS should be used to focus and leverage-but
not replace-the judgmentofan experienced, trained test
engineer,workingfromstable requirements,whoalso is
familiar withthe product's applications.

As productcomplexity escalatesand customers
demandincreased reliability, test engineers continuously
seek to increase their productivity. In response to this
challenge, Robust Testing techniquesand OATS are
becoming more widely acceptedthroughoutAT&T Bell
Laboratories, and should be added to everytester's
toolkit.
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