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M. Hoseln Fallah As AT&T participates in increasingly competitive global markets, the need
Ahmad M. Jrad to provide consistently high-quality software products becomes more cru­

cial. Use ofthe Best Current Practices (Hep) guide is a keyelement ofthe
AT&T Bell Laboratories approach toworld-elass quality. Software quality
assurance (SQA) is a function thathelps product-development organizations
proactively measure, utilize, and improve development processes in order to
produce high-quality software. Thegoals ofSQA are to:
- Facilitate the establishment ofprocess standards,
- Achieve the desired level ofproduct quality,
- Assess compliance with established standards and processes,
- Identify instances ofnoncompliance for corrective action, and
- Take corrective action as required.
Thispaper presents the essential elements ofanSQA function, and summa­
rizes industry and AT&T experiences with SQA. Thepaper also discusses
approaches for customizing SQA to differently sized projects and various
phases ofthe software-development process.
The Need for SQA

SQA is used by many industry leaders
forcompetitive advantage, as a requirement
for Is0-90001 certification, andforadvancing
from a Software Engineering Institute (SEI)
Capability-Maturity-Model/ Levell. The pur­
poseofSQA is to assure the quality ofsoftware
and its development processes. SQA used to
meaninspecting forquality only when new
software wascompleted. Now, SQA encom­
passes the entireproduction process­
measuring andverifying quality at each step
ofproduct development.

SQA recognizes the needforindepen­
dentverification ofthe software-development
process. If developers understand the steps
beingfollowed, theycananalyze them, iden­
tify their weaknesses, and improve on them.
Suchactivities requirecontinuous attention
bythe project teamandan unwavering com­
mitment by management. SQA helpsto inte­
grate these important steps intothe produc­
tion and software-development processes.
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Is0-9000 standards forsoftware devel­
opment, and the SEI capability maturity
model, are encouraging many software­
development organizations andsuppliers to
place increasing importance on quality­
assurance functions. Today, customers are as
concerned abouthowsoftware is developed
as theyare aboutthe products themselves.
Forexample, the European community is tak­
ingstepsto ensure that allofits suppliers are
Is0-9000 certified.

AT&T software-development organi­
zations are beginning to acknowledge the
needforSQA. This needhas been reinforced
by the software-process assessments con­
ducted by QUEST overthe past several years.
These assessments have shown the needfor
a formal SQA function formany projects, rais­
ingawareness aboutSQA's importance. In
addition, many AT&T software-development
organizations have beengettingIso-9000
certification, which requiresSQA, to maintain
international competitiveness.



Panel 1.. Abbreviations, Acronyms, and Terms

BCP - BestCurrentPractices
IEEE - Institute ofElectrical and Electronics

Engineers
ISO - International Organization forStandardization
MR - modification request
QUEST - Quality, Engineering, Software, andTechno-

logies
SEI - Software Engineering Institute
SQA - software quality assurance
SQAP - software quality-assurance plan

&QA Best Current Practices
In supportofthe AT&T software-development

community, QUESfdeveloped a BCP. The BCP describes
SQA deployment, AT&T experience with SQA, and the
extensive benchmark studiescompleted byexperienced
researchers. The BCP determined that the keyelements
ofan SQA practice include:
- Standards andguidelines for the development process,

including criteriaforevaluating levels ofproduct and
processquality at alllife-cycle phases;

- Internal audits, designed to evaluate periodically the
compliance ofprojects to their statedprocesses;

- Corrective action, to ensure that noncompliance is
addressedand correctedina mannerconsistent with
the standards;

- Organization, including SQA personnel, their roles
and responsibilities, reporting structure, and project
interfaces;

- Metrics, designed to measureeffective compliance
with the quality criteria foreach processphase;

- Tracking, the procedures formonitoring SQA activities;
- Project-specific SQA plan (SQAP) , which defines allSQA

activities; and
- Exception reporting, the procedures forhandling

deviations.

The &QA Proce..
Figure1 illustrates a typical software­

development model that consistsofthree phases:
requirements, design, and testing. Eachphasetakes the
preceding inputand transforms it intooutputthat canbe
usedby the next phase. The SQA model "shadows" the

development model with the evaluation activities ofeach
phase. For instance, the design-evaluation activity
appraises the conformance ofthe design phaseagainst
certain standards andguidelines, producing an overall
score that rangesfrom zeropercent (noconformance) to
100 percent (total conformance).

This score is compared with one suggested in
the quality criteria within the SQAP to determine ifthe
design phaseshould be earmarked forcorrective action.
Figure 1shows that the requirements phaseachieves
100 percentconformance, the design phase60percent,
andthe testingphase85percent. It also shows that the
testingphaseneedscorrective action, because the test­
ingdoesnot meetthe established quality criteria.

In Figure 1,the boxesat the bottom ofthe illus­
tration depict software-development activities. The
diamond-shaped outlines representthe corresponding
SQA activities. Note that the SQA activities have feedback
paths. This allows fornoncompliance reporting to the
software developers, who can then attempt to resolve any
problems.

The SQA process consists oftwo essential func­
tions: assessment, andcontrol and improvement. SQA is not
complete without both.

Assessment is the function that enables the SQA
staffto measure the quality ofa product at anygiven
point in its life cycle. This function is shown bythe solid
linesin Figure 2.

In the control-and-improvement function, the SQA
staffhas the responsibility ofproviding regularfeedback
aboutquality (both positive and negative) to the develop­
ers and product management, therebyclosing the quality
loop. This function is shown bythe dotted linesin Fig­
ure 2.Thus,SQA ensures that propercorrective action is
takenwhenever needed to rectify nonconformance with
established processes.

&QA Organization and Goals
In planning forSQA, a product-development orga­

nization mustestablish a numberofspecific goals. These
goalshelpdefine the SQA function, and theyserve as cri­
teriaforevaluating SQA effectiveness.

Organizational goalscanhave a specific hierar­
chy, and high-level goalsoften havelower-level objec­
tives associated with them. High-level goalscan include
organizational and product oriented goals. Typical high-
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Figure 1. This illustration of the SQA process depicts a typi­
cal software-development model consisting of three phases:
requirements, design, and testing. The SQA model "sha­
dows" the development model with the evaluation activities
of each phase. The boxes at the bottom depict software­
development activities, and the dlamond-shaped outlines
represent the corresponding SQA activities.

level organizational goalsinclude:
- Achieving Is0-9000 software registration,
- Establishing a morepredictable development process,
- Moving to SEI Level 2 andhigher,and
- Reducing development costs.

Typical lower level organizational objectives
include:
- Determining the absolute or relative numberof

deficiencies per audit;
- Recording the numberofmodification requests (MRs)

detected ina systemtest;
- Ascertaining the numberoffaults per linesofcode,

detected aftersoftware releaseto the field; and
- Reporting the development costper lineofcodeor

function point.
Among the most important product oriented

goalsis achieving greater overall product quality. This
goalencompasses factors affecting reliability, efficiency,
usability, andmaintainability.
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SQA Taeks and Responslbliitle.. Figure 1infers that
SQA personnel review, audit, inspect, monitor, andtrack
the activities and progressofsoftware development for
conformance with established procedures. The SQA func­
tionis normally integrated with allphasesofthe
software-development cycle.

Inaddition, SQA canaccommodate exceptions­
incertain instances-when a project mustdeviate from
established procedures. SQA tracksanyinstances of
identified nonconformance, ensuring an appropriate
resolution.

Other tasks and responsibilities are defined in
the SQAP, which is supported bythe SQA charter. These
tasks and responsibilities canvary, depending on the
specific needsofthe organization, andcan include:
- Selecting an appropriate processmethodology forthe

project; (Benchmark studiesindicate that, in most
instances, management selectsthe development
methodology and the SQA groupapproves it before a
project starts.)

- Reviewing the initial contract proposal, andparticipat­
ing in the bidding process;

- Reviewing development plans forcompleteness and
adherence to processes;

- Participating in selected reviews and walks-through;
- Inspecting test results to ensureconformance with

standards;



Quality
report

Figure 2. The SQA process consists of two essential func­
tions: assessment, and control and Improvement. The
assessment function, shown by the solid lines, enables the
SQA staff to measure product quality at any given llfe-cycle
point. The control-and-Improvement function, shown by the
dotted lines, allows the SQA staff to provide regular feed­
back about quality to the developers and product manage­
ment, thus closing the quality loop.

- Performing periodic internal auditson projects, and
issuing reportsoffindings;

- Tracking corrective action on instances ofprocess
nonconformance;

- Tracking corrective action on problems reported by
customers;

- Collecting andanalyzing data that is basedon metrics
defined by the organization; and

- Assessing the effectiveness ofthe existing training
program for newhires,within both the SQA and
software-development groups.

SQA Resources. The SQA function mustbe fully
andvisibly supported by uppermanagement. This means
that allSQA groupsmustbe given the propertools and
resources necessary to assure the quality ofsoftware­
development projects. It is important that such support
be clearly articulated in a formal policy statement.

In order to minimize initial start-up costs, some
organizations may considerinitiating SQA trialsin areas
ofthe development process that will showimmediate
improvement. This is best doneduringthe laterstages
ofthe development life cycle-for example, in the imple­
mentation and testingphase. When positive resultsare
achieved, SQA canbe extended to include earlierlife-eycle
stages. This approach canhelpovercome anymanage-

mentskepticism by providing tangible resultssoon after
sQA-function implementation. Another benefit ofthis
approach is gaining early credibility forthe SQA group.

SQA Reporting Structure. The SQA organizational
structureshould be such that functional effectiveness is
preserved. There is always a potential forconflict of
interestbetween SQA anddevelopment roles. Essentially,
developers should notbe performing their own SQA or
monitoring themselves forcompliance with standards in
anyofficial capacity. It is true that mostdevelopers moni­
tor themselves informally to ensure that theystayon
schedule andmeet their customers' needs. However,
studiesshow that developers and project managers may
feel pressuredto use short cuts, thus compromising pro­
cess and project quality. In somecases,there may be a
temptation to abandon SQA work anddivert allresources
to software development inorder to meeta production
schedule. It is important, therefore, to have an impartial
observer, onewho can assess the situation objectively,
performing the SQA function.

This procedure is necessary fororganizations
seekingto climb the SEI ladder. SEI suggeststhatSQA
personnel canbe effective only when reporting through
an independent management chain." The SQA staff
should not report to a project manager, and should not
have anymorethan onemanagement position between it
and the seniorlocation manager. Inaddition, the SQA
staffshould have a direct-report relationship (adotted
linewithin the organizational structure) with the senior
corporate executive.

Is0-9OO0 guidelines1 and the Institute ofElectri­
calandElectronics Engineers (IEEE) 4 do notrequire a
specific reporting structure. Theydo require that the
organizational andtechnical interfaces be identified and
documented.

Establishing an SQA Function
Initially, it is important to plan foran SQA charter,

determine responsibilities andduties, agree on a report­
ingstructure, and ascertain resources. An effective SQA
function cannotexistwithout thorough planning. Many
development organizations may thinktheyalready have
a complete SQA function in place. But, in reality, they
have only bitsand pieces scattered about. Experience
shows that ifa total SQA function wasneverformally
established, then it probably doesnotexist. Adisjointed
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collection ofSQA segmentsdoes notnecessarily com­
prisea comprehensive SQA function. There mustbe a
planned andcoordinated program, inplace, before gain­
ingthe benefits SQA canprovide.

M......ment Commitment. Totalmanagement
commitment is a prerequisite to establishing an effective
SQA function. Without this crucial ingredient, SQA would
losemuchofits effectiveness. Asurvey by the Quality
Assurance Institute found that one-third ofallSQA groups
fail within two yearsofformation. This failure rate indi­
catesseveral underlying problems that impede the suc­
cess ofthe SQA process. Oneis a lackofgenuine commit­
mentby uppermanagement. Another is the absence of
the necessary resourcesto ensure success.

Management supportwill grow, both from expe­
rience andfrom earlyprogress. Nevertheless, success
storiesfrom similar organizations that have implemented
SQA functions should be used, initially, to encourage
management acceptance and support. 5

Management should focus primarily on pro­
viding an environment conducive to cooperation and
teamwork. Bydoing this,a goodworking relationship
will be established between the software-development
and SQA groups.

SQA Clutrt.r. Aspreviously discussed, a strong
beginning requiresthe establishment ofa clearand
unambiguous charter,which mustbe linked directly to
business goals. The charter mustbe defined, docu­
mented, and published within the organization. The SQA
charter provides:
- Information to managers regarding SQA goalsand

objectives,
- The meansto align the SQA function with the

organization's long-term objectives,
- An overall high-level map ofthe SQA function, and
- Mechanisms to ensure long-term management sup-

portforthe SQA function.
SQA Personnel. Whenstaffing forthe SQA func­

tion, many departments have differing philosophies and
practices. Benchmark studiesshowthat someorganiza­
tions hire recentcollege graduateswho, aftergaining
experience with SQA, move on to software-development
work. The studiesindicate that this practice resultsin an
ineffective SQA function. In addition, the entirestaffoften
becomes frustrated due to the apparent lackofmanage­
mentcommitment and the perception that SQA is not
valued work.
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In contrast, other departments staffSQA posi­
tionsfrom an experienced groupofsoftware developers.
In these organizations, SQA isviewed as a useful and
effective function having full management support and
considerable importance. In this scenario, the SQA staff
believes its job to be no less important than that ofsoft­
waredevelopers in helping to achieve organizational
goalsand objectives. In suchan environment, SQA work
is highly valued-both bydevelopers andmanagers­
and many are eager to become involved with it.

It is the organization's responsibility to determine
itsSQA charter, function, anddirection. IfanSQA groupis
established as one inwhich important work is done, then
the best people will be attracted to the groupandwill want
to work in it.Dueto their experience andabilities, such
individuals helpmakean SQA groupsuccessful, as well as
inviting to other highly qualified specialists.

Conversely, ifan SQA groupis established
merely as a tokenorganization, without anyrealrespon­
sibility or authority, mostpeople will probably disassoci­
ate themselves from it.Asa result, thosewho do staff the
groupmay nothave the properqualifications, andmight
notcommand the respectandesteemoftheircolleagues.

Ten St.,. To Esteblishing .n SQA Function. The fol­
lowing stepsare suggested forestablishing a newSQA
function:
1. Obtain Management Commitment. Management must

be committed to SQA, mustunderstand its purpose,
andshould have realistic expectations ofitsgoals. An
SQA manager mustbe appointed, and SQA teammem­
bers mustbe designated for initial planning work.

2. Develop the SQA Charter. The SQA team, consisting of
manager and staff, refines andfurtherdefines SQA
goals, and then obtains management concurrence.
Next, the teamdocuments the SQA charterand tasks,
anddesignates individuals responsible forcompleting
the tasks.

3. Obtain Software Development's Concurrence. The SQA
teamseeks the development organization's concurrence
with the SQA charter,and requests its commitment of
timeandeffort inassisting with later SQA activities.
Every project should have a teamofdevelopers that will
dedicate a portion ofits timeto SQA definition work.

4. Write the SQA Plan. The SQAP is developed andco­
authored bythe SQA teamand the software­
development organization. The SQAP should describe
the formal development process fora product, as well



as the use ofstandardsand templates. It is important
that developers take ownership ofthe SQAP through
co-authorship with the SQA team. The first SQA project
will playa keyrole in later projects in defining the rela­
tionship ofSQA to software development.

5. Activate the SQA Function. To preparefor the execu­
tionofthe SQAP, additional qualified individuals must
be addedto the SQA group.The various tasks and
responsibilities described in the SQAP mustalso be
assigned. This is alsoa goodtimeto develop training
materials or tutorials fornewSQA teammembersand
software developers.

6. Train Team Members andDevelopers. The SQA team
mustbe trainedto carryout the SQAP. In addition,
developers shouldbe introduced to the SQA function
andtrainedin its processes. Apresentation introduces
the development organization to SQA. This provides a
goodopportunity for the SQA teamto discussques­
tionsandconcernswith developers.

7. Complete the SQA Work. SQA implementation should be
donegradually. Atfirst, it shouldbe applied to justone
or two projects before beingdisseminated throughout
the development organization. Aschedule forcomplet­
ingeach SQA activity shouldbe established, and a
deviation-resolution systemshouldbe implemented.

8. Assess the Development Process. Whenimplementation
ofthe SQAP has begun,the effectivity ofthe develop­
mentprocess-including areaswhereit is the least
effective-should become clear. Root-eause problem
analysis is a goodmethod ofevaluating the develop­
mentprocessas a first step to improvement.

9. Assess the SQA Function. Anindependent thirdparty
should be commissioned to assess the performance of
the entireSQA function. This individual or group
should be askedto identify weaknesses, makerecom­
mendations, and suggestcorrective action.

10. Share Successes with Others. While SQA is being
established and implemented, successstoriesshould
be sharedwith other projects teamsanddevelopment
groups. This sharingshould leadto the acceptance
andeventual dissemination ofSQA throughout the
entireorganization.

SQA Planning
The firstand most important SQA staffactivity is

planning forquality. Obviously, the achievement ofquality
doesnothappen by accident. In fact, sometimes it does

not evenhappen whenplanned. Atthe minimum, early
and comprehensive planning is required to helpensurea
goodunderstanding ofquality goalsandobjectives.

SQAP Structure. SQA planning, accomplished in
Step4 in the previous subsection, is completed after
forming an SQA groupand developing a charter. The
SQAP servesas a contract between the SQA groupand the
development organization. Assuch, the SQAP identifies
the rolesand responsibilities ofboth the software­
development and SQA groups. The essential elements of
the SQAP include:
- Goals andobjectives;
- Reference documents;
- Management ofthe SQA function;
- Identification ofsoftware-maintenance documentation;
- Monitoring compliance with standards, practices, and

conventions;
- Reviews andaudits;
- Software-eonfiguration management;
- Problem reporting andcorrective action;
- Tools, techniques, and methodologies;
- Code control;
- Supplier control; and
- Record collection, maintenance, and retention.

In addition to SQA goalsandobjectives, the SQAP
should have two other major sections. The first additional
section is a description ofthe development process, which out­
linessoftware developers' respective rolesat various stages
in the product-development cycle. Developers are assured
offollowing these guidelines whenconforming with the
SQA function. Thus, it is important to obtain the develop­
mentorganization's concurrence with the SQAP as early as
possible. This section alsocontains a configuration­
management guide, as well as information aboutstandards,
conventions, practices, reviews, andaudits.

The second additional section ofthe SQAP is an
overview ofmanagement processes andthe SQA role. It con­
tainsguidelines fordatacollection, measurement, metrics,
problem reporting, corrective action, resolution handling,
anda supplier-management model.

Development Stllndards and Template.. When several
individuals are working on different portions ofa new
product, standards are needed to ensure that allthe pieces
will fittogetherduringproduct integration and testing.6

In a monitoring operation, standards andguide­
linesdetermine a project's characteristics, documenta­
tion requirements, andquality-assurance criteria. Lack
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ofstandardswould adversely affect the productivity and
maintainability ofthe development process, as well as
the reliability ofthe finished software.

Standards and guidelines canvarywidely from
one organization to another, and there is no obvious rea­
sonwhythose ofone groupwould always apply to
another. It is each organization's responsibility to develop
its own customized standardsandguidelines before imple­
menting the SQA process. This does not preclude the pos­
sibility ofreusingsomeexisting industry standardsand
building on them. New standardscan be developed from
various sources,including:
- An organization's experience and historical data,
- Existing BCPs,
- Existing best area practices, and
- Industry standards.

Experience with SQA
To date,AT&T has had limited experience with

formal SQA functions, although its development organiza­
tionshave longbeen involved inquality initiatives and
process-improvement programs. The experience of the
rest ofthe software-development industry varies. Some
companies haveperformed extensive SQA, and some
firms havehad no experience at allwith the SQA function.
The SQA BCP that wasdeveloped by QUEST relied on inter­
nalandexternal benchmarkstudiesto obtain real-world­
experience data from SQA practitioners.

SQA Benchmark Experience
AT&T researchers interviewed individuals repre­

sentingsixdifferent SQA organizations. These included
two internal (within AT&T research-and-development
groups) and fourexternal organizations. This bench­
markstudywas instrumental in demonstrating the vari­
ous ways in which different groupsadapted SQA to fit
individual groupneeds.

The studydetermined that there is nosingleway
ofbest performing the SQA function. In fact, sixdifferent
ways ofimplementing SQA emergedfrom the sixorgani­
zations interviewed. Several different, customized, SQA
implementation plansalsowerediscussed.

The motivation behindthe development ofdis­
parateSQA strategiesresults from two major needs:
- Meeting someoverriding businessobjective, such as

the requirement forIs0-9001 registration; and
- Reducing expenditures by lowering SQA'S cost.
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There are widely varying approaches to SQA
implementation among organizations that are driven by
the need to remain-or become-cost effective.

It is important to notethat minimizing the
resourcesallocated forSQA-with the goalofreducing
costs-may well havethe opposite effect. IfSQA cannot
serveits intended purpose due to insufficient resources,
efforts at error prevention mayeventually slacken, caus­
ing development and testingcosts to rise. Hence, it is
important to maintain SQA at an appropriately high level.

Datafrom the benchmark studiessuggested that
SQA resourcesshould be maintained on the order offive
percentto sevenpercentofthe total development cost.
This implies that forevery100 developers, five to seven
individuals dedicated toSQA are neededto support sucha
function effectively.

Current ATaT Experience
Many AT&T organizations have already begunto

deploy SQA functions. In one organization, the SQA group
washeavily focused on audits. It had tailored the func­
tionentirely toward Is0-9001 registration. The SQA staff
audited their processes muchas theywould an Interna­
tional Standards Organization (iso) registrar. Therefore,
the staffused the SQA function to conform with the ISO
requirement on internal auditing. They satisfied someof
the key ISO-standard elements directly-through the SQA
function. For instance, SQA wasused to maintain quality
recordsand to trackcorrective actions. Byusingthis
approach, the organization wassuccessful in obtaining
ISO registration.

In anotherAT&T group, SQA wasmoreofan
ongoing activity. In this case,many other activities were
performed that did notfall under the SQA "umbrella." For
instance, SQA staffmembers actedas meeting facilitators
for two development teams. Often, the staffassumed a
hands-on approach, looking forpotential problems by
anymeanspossible, including the use ofelectronic tools
to accessdevelopment data. The goalwasto uncover
problems quickly and to report them-through proper
channels-for corrective action. The SQA groupwasalso
engaged in investigating and recommending tools that
would improve the software-development environment.

Current External Experience
During the benchmark studyofan outside orga­

nization, still another strategy emerged. In this case,
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researchers conducted spot auditsat specific points in
the life cycles of several projects. The objective wasto
evaluate especially high-risk projects in order to make
informed decisions on howto proceed. The organization
did notconsiderSQA to be a continuous activity
(although it used to), but rather as a "snapshot" of
selected high-risk projects. The motivation for this strat­
egywasto reduce spending. However, the effectiveness
ofthe SQA function wasnotclear.

In each ofthe above instances, the SQA group
wasnot involved beforedevelopment activities began.
But, in yet another benchmarkstudy, an outsideorgani­
zation placed the SQA team in a key position from the
very beginning, at a timewhena customer'scontractwas
beingnegotiated. In this case, the estimated cost for the
SQA groupwasbased on the customer'squality require­
ments, and this estimated cost wasreflected in the over­
allcontractcost.The typical cost for SQA wassixpercent
ofthe overall development cost.This figure changes,
depending on a project's sizeand the customer­
requestedquality requirements.

Conclusion
The SEI capability-maturity model and the compe­

tition to obtain Iso-9000 registration haveled to a
significant "push"within AT&T-and the software indus­
try ingeneral-to implement a formal SQA value-added
function. SQA is required, not only for meetingspecific
industry standards, but alsoforan effective and efficient
software-development process. However, full implemen­
tation requires certainprerequisites, such as a compre­
hensive understanding ofSQA, unwavering management
support, and the ability to customize SQA processes to
meetorganizational needs.Attaining these prerequisites
has accelerated development ofa BCPon SQA for applica­
tionwithin AT&T, and in determining the steps needed
to implement the BCP.
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