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Testing Goes Critical Path

Within the pastfew years, testing technology has become a critical, limiting
factor inmanufacturing leading-edge products at competitive costand qual­
ity. In this paper, we highlight keydrivers for this phenomenon, andoutline
some ofthe emerging approaches to testing. These approaches are more
fully described inthe articles inthis issue oftheAT&T Technical Journal.
Introduction

Even the mostcasualobserverwill
havenoted that testing has becomean
increasingly prominent issue in the electron­
ics industryin the past few years.Themes in
professional testingcircleshavequickly
evolved from "test" to "designfor test" to
"designand test." In fact, testingis now often
in the critical path ofnewproductrealization
and, in manycases, represents more than a
third of the totalproduct-realization cost.

Testinghas become increasingly
important due to two major drivers, one
marketbased, the other technology based:
- First, due to global competition, customers

demand greater productfunctionality,
higher quality, lowercost, and improved
ease-of-use in the productsthey buy.

- Second, the increasing level ofsilicon
integration will continue through the rest
ofthe 1990's, resultingin ever-increasing
device speeds andgreater packaging den­
sityofelectronic products.

Bothofthese drivers have, in turn,
resulted in increased cost and increased
product-realization intervals, in part because
ofthe traditional test approaches used in the
product-realization process. Industry, govern­
ment, and academia haveresponded in recent
years to meet these challenges by developing
newtest approaches and technologies. In this
issue,we describesome recent efforts within
AT&T to develop and apply some ofthese
newtest technologies.

As indicated in Figure 1,testing per­
meatesour product-realization process,and is
a critical determinant ofcost,quality, and
interval. These newtest approaches, and
other test advances that will follow infuture
years,will provide such significant benefitsas:

- Shorter time to market,
- Lower manufacturing cost,
- Reduced capital for test equipment,
- Reduced development cost,
- Improved out-of-the-box quality,
- Reduced field-installation time,
- Increased productup-time, and
- Reduced field-maintenance cost.
Product-realization teams that makeearlyuse
and take full advantage ofthese newtesting
methodscancreate significant competitive
advantages in the productsthey introduce
intothe marketplace. Hence, testingis no
longera technology ofconcernonly to
specialists-it is now a mainstream business
factor for everymanufacturer ofelectronic
products whowould hope to be competitive
in today's global marketplace.

Why Test?
The long-standing conventional wis­

domregardingtesting, well articulated byDr.
W.Edwards Deming and his disciples, is that
testing is a non-value-adding activity that we
shouldstrive to minimize in our product­
realization process. The notion is that by
investing our efforts in continuously improv­
ing our processes, wecan more cost effec­
tively reach a requiredlevel ofquality than by
"screeningin"quality viatesting.

But the validity ofthis ideadepends
greatlyon certainkey parameters ofthe prob­
lem, specifically:
- Whatare the processcapabilities ofour

product-realization processes?
- How muchcan these capabilities be

improved, and at whatcost?
- Whatcapabilities must these processes

haveforus to continue to be successful in
the marketplace?
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Panel 1. Acronyms Used In This Paper

ANSI - American National Standards Institute
HISI' - Built-in self-test
DFT- Designfor testability
Ie - Integratedcircuit
SMT - Surface-mount technology

In considering these questions, the traditional
focus has been on manufacturing processes. The options
forimprovement havefocused on improving manufactur­
ingprocesscontrol to minimize processvariability and,
thereby, drive the actual processto its capability limit.

There's more to productrealization than
manufacturing, but let's stickwith manufacturing fora
moment. Whatifthe capability ofour manufacturing pro­
cess is less than what'srequiredto deliver an acceptably
high-quality productto customers? In such a case,clearly
wemust "screenin"quality viaend-of-line testing, evenas
weurgently seek ways ofimproving processcapability.

Alas, it's much easierforcustomers to establish
ever-more stringentquality requirements than it is for us
to find ways to improve processcapabilities to meet
them. In fact, given anyarbitrarily goodbut less than per­
fectprocess, our customerscaneasily establish a quality
requirement that exceedsour processcapability, thus
establishing parameterson the problem that require us
to "screenin"quality viatesting.

There is, ofcourse,an addedcost for screening
productat the end ofa manufacturing line. Mostcusto­
mers will moderate their quality demands in recognition
ofwhatit actually would cost to meet them. But they will
set cost!quality expectations based onwhatglobally
optimized, well-controlled manufacturing processescan
deliver. So, to be successful, wemust:
- Establish and maintain a product-realization process

that has a process-capability that is consistent, in
terms ofquality and cost,with whatleading-edge tech­
nology candeliver;

- Apply appropriate process-eontrol techniques to
assure that our processesare, in fact, operating near
their processcapability; and

- Incorporate someamount oftestingto achieve a level
ofquality in excessofwhatour processcapability
provides-a quality level typically requiredby a large
subset ofour customers.

This last requirement will staywith us, evenas

wecontinually improve our processcapability to ever
higher quality levels. Until weare ableto drive our pro­
cess capability and process-control mechanisms to vir­
tualperfection, wewill always need to test.Asnewprod­
uct requirements continually fuel the creation ofnew,
technology-stretching manufacturing processes, wehave
an unending supply ofimperfect processes to improve.

What's Different Now?
Asa practical matter, wetypically lookat howfar

our end-of-line productquality falls short ofthe quality
requiredby the majority ofour customers, then focus
our processimprovement efforts accordingly.

This strategyhas, in recentyears, led to a new
paradigm for testingin an environment of:
- Increasingly complex, fast, and densely packaged

product;
- Increasingly stringentdemands forout-of-the-box

quality andlife-cycle reliability;
- Increasing competitive pressure on costs;
- Everdecreasing productlife cycles and corresponding

demands on time-to-money; and
- Rapidly falling costsofmicroelectronics circuitry.
Aswelookforways to improve our manufacturing pro­
cess capability, wefind that integrating testingintothe
product-realization processis an extremely powerful
way to accomplish thisgoal. Thus, in the newpara­
digm, testingbecomes an integral, value-adding part of
a high-capability process, rather than a "necessary evil"
executed to compensate for the shortfalls ofa low­
capability process.

The value ofengineering testingintothe main­
lineproduct-realization processis magnified as wemove
the "test function" upstream in the process. Oneobvious
reasonis that,byweeding out defects early, wecanavoid
the wasteful downstream additional costs incurred by
testing, repairing, or disposing ofdefective products.
Another reason, which has evenmore impact, is that,by
identifying problems earlierin the process, wecanmore
easily isolate rootcausesand take the appropriate pro­
cess improvement measures.

Astestingis driven upstream in the product­
realization process, and used to guideprocessimprove­
ments, weincreasingly recognize that producttestability
is a critical parameter, a parameter that is basically deter­
mined byproductdesign. The advantages to be derived
from having easily testable, diagnosable productcom­
ponents andsubsystems in downstream manufacturing
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Figure 1. Testing per­
meates AT&T's prod­

uct realization pro­
cess, and has a major
Impact on product

cost, quality, and
time-to-money. In
aggregate, test­
related costs for

today's electronic
products typically
range from 30% to

50%. Moreover, the
Increasing level of
product Integration
and packaging den­
sity is outstripping

the capabilities of
traditional test
methods. The result:
new test methods are
being aggressively
developed and rapidly

deployed into our
product design,
manufacturing, and
field operations.

These new methods
can be used for
developing a wide
range of products,
Including devices,
components, and sub­

strates; circuit packs,
modules, and
subassemblies; termi­
nal products and sys­
tems products.

PM - Product maintenance
QA- Quality assurance
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processes are so significant that wecanafford to make
an incremental investment in the product design to facili­
tate this testability.

How muchofan investment canweafford to
makein improving producttestability? Clearly, the key
factor is the savings wecanmakein downstream
processes byusingthis improved testability to identify
defective products, and to provide the insightnecessary
to develop processimprovements. But, in looking down­
stream, wemustlookbeyond the manufacturing floor.
Ourproducts go intocustomer environments. Coping
with failures in thoseenvironments canbe greatly facili­
tatedbythe extentto which testability has been
designed intothe product.

Ourconsideration ofproducttestability has to be
madein the context oftestingmethodology. For exam­
ple, the design ofa testable circuit pack, which is
intended to be testedby traditional in-eircuit test equip­
ment, will include a full complement oftest pads. These
padsallow the tester to mechanically contact internal
nodes andexert control andobservation signals. If the
product's density precludes incorporating these access
points, wemust invent other testingmethods, anddirect
ourproduct-testability enhancements to these methods.

It is exactly this consideration ofpackaging den­
sitythat provided initial impetus to the development of
boundary scantechnology. Boundary scanis now both
an IEEE andANSI standard. Moreimportantly, it is
perhaps the fastest standard to move from proposal to
widespread adoption in the historyofIEEE standards.
Clearly, there mustbe a significant value-added here.
Yau et al.' provide furtherdetails on this rapid evolution
ofboundary-scan technology, both in the industry at
largeandwithin AT&T.

The revolutionary increase in complexity and
speedofmicroelectronics products has provided much
ofthe challenge for testing. For onething, traditional
probe-based testingmethodologies have definite limita­
tions in the speedatwhich theycan drive these devices
overmultiple centimeters ofinterconnect. Foranother,
unlessspecial provisions are madein the design, a very
largescaleintegration (VLSI) device typically provides
verylittle controllability andobservability ofits internals
viaits externally accessible inputs andoutputs. Controlla­
bility andobservability are keydeterminants ofhow
difficult it is to thoroughly test a complex product.

Fortunately, although the difficulty oftesting
microelectronics products has increased, the costof
embedding testability enhancements has decreased.
Hence, wehave reached aneconomic tradeoff point
where, formany applications, it is justifiable to incremen­
tally invest as muchas 30% to 40% in embedded electron­
icsto improve testability. Infact, design fortestability
(DFf) has become a hallmark ofmodemmicroelectron­
icsdesign methodology in the digital domain. Crane et
al.2 outline the major factors that are driving this trend,
andtest issuesandchallenges deriving therefrom.

Design fortestability methods canbe extended
in concept to built-in self-test (BIST). In effect, the product
becomes so "testable" that it caneffectively test itself!
Thisconcept has, in fact, been reduced to practice in
many ofAT&Tsdigital integrated circuits (lCs). Agrawal
et al.3 outline the methodologies andtools thatAT&T
has developed to support the BIST paradigm.

While built-in self-test is conceptually attractive,
in practice there are limits to the level ofthoroughness of
testingthat BIST canaccomplish with acceptable incre­
mental cost. Hence, there remains a considerable need
fortestingdigital devices using external-testing
resources. This,in tum, motivates the needforautomati­
cally generating a suiteoftests that canbe applied byan
external tester to thoroughly test a given digital device.

The computational difficulty ofsuchtest genera­
tionis heavily dependent onthe level oftestability ofthe
circuit. Thus, the test generator canbe usedto aidin
highlighting testability problems. Since the test genera­
tor needsto have access to the circuit design inelec­
tronic form, it is also the ideal tool to helpdesigners
improve the product testability byadding appropriate
test structures. Chakraborty et al.' describe several of
the technical challenges involved, andoutline how these
weredealtwith increating the GENlESTgenerator, a
tooldeveloped within AT&T to provide suchcapabilities.

What About Analog?
The application ofDFf methods, extending all

the way to built-in self-test, has been primarily inthe digi­
taldomain. Is thisbecause digital circuitry is inherently
simpler to test? Certainly, the methodology weuse to
test digital circuits is in somesense simpler, primarily
because test engineers have adopted a relatively tract­
able"stuck-at" fault model to measure the quality of
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testing. The premise ofthe "stuck-at" fault model is that
anyproduct defect will exhibita "stuck-at" symptom
whenan appropriate sequenceoftest inputsis applied.
The "stuck-at" symptom is that which would appearifa
gate-level nodeofthe circuit werepermanently forced to
a logical "0"or a logical "1"state. Using DFftechniques,
wecan designtest suitesfor "real-life" digital products
that provide virtually 100% coverage forall"testable
stuck-at" faults.

While "100%" seemsattractive, it's important to
take noteofthe qualifiers. There are somepotential gate
nodeswhosehypothetical stuck-at "0"or "1"condition
cannotbe detected by anysequenceoftests.This condi­
tioncanbe introduced, forexample, by redundant-eircuit
design. Such"untestable," stuck-at faults are usually
identified bydesign-for-testability (DFf) tools, such as
the GENTEST generator, but often are excluded from
the fault-coverage metric. For somedigital designs,
"untestable stuck-at" faults canbe 20% or moreofthe
total numberoffaults.

Beyond the question of"untestable" faults is that
ofthe validity ofthe stuck-at fault symptom in represent­
ingallimportant productdefects. Many well-known
defect mechanisms in fact do not exhibit "stuck-at" symp­
toms. Often, they cancause marginal, or intermittent, cir­
cuitoperation. Sometimes, their effect is to reducethe
lifecycle reliability ofthe product.

Asweget better at dealing with the "easy"
stuck-at faults in digital circuits, the relative importance
offaults that causemarginal or intermittent problems
increases. Oneapproach to this problem is to extendthe
fault model and DFf methods within the digital domain.
Considerable workis ongoing, for example, to model
"delay faults" indigital circuits.

Another approach is to examine analog parame­
ters and operational properties ofthe circuit. Traditional
analog testing, datingbackto the pre-digital era, relied
heavily on this approach. With today's increasing propor­
tionofdigital contentin analog products, there are
opportunities to adoptnovel methodsfor such analog
testing. Lopresti et al. 5 describe andcompare methods
that canbe used to test such digital-analog products.

Yetanotherapproach to dealing with the funda­
mentally analog natureofelectronic circuits is to seek to
moredirectly expose defects by inspecting the materials
that comprise the product before and duringthe process
ofmanufacture. (Forsomepurposes, testingis defined
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as confirming the properelectronic operation ofa
circuit, and is distinguished from inspection, which
seeks to indentify productflaws without electrically
operating them. For purposes ofthis discussion, both
ofthese approaches are included in the generalized
notion of testing).

Carver et al." outline hownovel optical tech­
niquescanbe used to characterize the quality ofsemi­
conductor materials used to fabricate the electronic
devices that are at the heart ofour complex systems.

Any concept ofproduct quality mustfactor in
the intended operating environment forthe product.
Considerations oftest thoroughness must include these
environmental variabilities. Chanet al,? outline stress­
test methodologies aimed at identifying product prob­
lemsthat are sensitive to these environmental factors.

Design-for-test is oflimited value ifthe capabili­
ties it provides are not exploited in the testingoperation
itself. Muchofthis testingactivity occurson the
manufacturing floor, wherewemustassimilate newtest­
ingmethods intoan existing infrastructure ofprocesses,
people, and equipment. Hence, a veryvital concern is
assuringthat the nuts-and-bolts problems ofmanufactur­
ingtestingare addressed as wemove newtestingcapa­
bilities intopractice. Allen et al.8 outline the evolution of
test-related processesin the manufacturing ofhigh­
density circuit packs, usingsurface-mount technology
(SMT) at oneofAT&Tsmanufacturing plants, as new
test methodshavebeen introduced.

Testing Goe. Critical Path
Acommon thread throughall ofthese develop­

ments is that testingtechnology has become intertwined
with productand processtechnology, andthis coupling
is growing evertighter.If testingeverreally wasa low
value-adding "necessary evil," to be minimized or elim­
inated, that timehas passed. Strategies fortestingare
now as important to product managers andmarketers as
theyare to engineers and developers. The "right" testing
strategies translate intocompetitive strengthin basic
successfactors: cost, quality, andtimeto market.

In the context ofsuccessful product realization,
testinghas clearly gonecritical path.
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