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Electronic messaging systems are quickly overtaking paper-based sys- 
tems, not only in large businesses, but also in small businesses, residential 
offices, and the consumer marketplace. As they do, the security of elec- 
tronic messaging will become an ever-increasing issue. Large businesses 
typically have a complete infrastructure in place to deal with security issues. 
Small businesses, however, are just beginning to use electronic messaging 
and electronic payment systems, and residential office users and consumers 
have generally had no exposure to this level of technology. This paper 
describes both the historical background of security controls in paper-based 
systems, and the current market needs, technology, standards, and future 
directions of security controls in electronic messaging systems. 

Introduction 

quickly replacing paper systems. The ability 
to create, send, file, search, retrieve, and pro- 
cess information electronically has, in large 
measure, been the impetus for this replace- 
ment. As these electronic systems prolierate 
and replace many paper systems in the busi- 
ness environment, they are also being used 
in small business settings and residential 
offices, and by the consumer. Witness the 
retail sales of PCs, fax machines, and other 
information movement and management sys- 
tems as evidence of this fundamental change 
in the degree and character of usage preva- 
lent in electronic messaging systems. 

Big business is already using elec- 
tronic messaging, and it has begun to put con- 
trols in place to deal with associated security 
issues. In some cases, however, the technol- 
ogy has evolved more rapidly than the con- 
trols. In other cases, the need for basic secu- 
rity controls has not yet been recognized, 
even for some of the more fundamental elec- 
tronic messaging applications. This paper 
describes the broad set of security functions 
that are needed in messaging systems, and 
their current and future trends. 

Electronic messaging systems are 

Historical Perspective 
Security controls for paper-based 

messaging and transaction systems have 

evolved over thousands of years. The essen- 
tial needs for the originator or recipient of a 
message in a paper-based system include the 
ability to: - Identlfy the originator of a message or 

= Verify the identity of the originator, 
= Ensure that the message or transaction 

received is the same as that sent, without 
accidental or intentional modification, 

= Prove to a third party that the transaction 
actually took place, - Keep communications private, and - Survive any failure of the communication 
system’s supporting infrastructure. 

transaction, 

In paper-based systems all these 
needs are addressed by conventions, widely 
recognized by users, that are applied almost 
without thought. We discuss these conven- 
tional paper-based security controls to moti- 
vate the need for security in electronic sys- 
tems and to provide a basis for analogy with 
electronic systems. 

Security Services 
Security systems are characterized by 

the abilities described in the previous section. 
For the following discussion, we have drawn 
on the security services defined by the Inter- 
national Organization for Standardization 
(KO) and the European Computer Manufac- 
turers Association (ECMA) .2 (See Panel 1 for 
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Panel 1. Abbrevlatlons, Acronyms, and Terms 

ANI - automatic number identification 
DSS - Digital Signature Standard 
E C m  - European Computer Manufacturers Asso- 

ciation 
hashing - In computer science, to apply an algorithm 

to a message that efficiently combines every piece 
(bit) of it into an output that represents the entire 
message. The hash value will generally be shorter 
than the original message. For security purposes, 
any change in the message will necessitate a 
change in the hash value. 

ITSEC - Information Technology Security Evaluation 
Criteria 

KDC -key distribution center 
PIN - personal identification number 
RSA - Rivest-Shamir-Adleman public key encryption 

SHA - Secure Hash Algorithm 
algorithm 

definitions of abbreviations, acronyms, and terms.) 
Identification. In paper-based systems, the name 

and/or title of the sender serves as identification. In com- 
mercial transactions, preprinted stationery with a corpo- 
rate logo often identifies the originator’s organization or 
position when the specific person is unknown to the 
recipient. 

Authentication. Written signatures are the pri- 
mary form of authenticating the end-user. In early times 
and in certain cultures, wax seals were imprinted with 
the symbol of an important individual or office. Cur- 
rently, the embossed seal of a notary public provides a 
higher level of authentication of an individual. The notary 
public serves as a trusted third party who verifies that an 
individual properly identified and authenticated himself 
or herself at a given place and time. Therefore, the trust 
that the recipient places in the notary public is trans- 
ferred to the originator. 

Integrity. In paper-based systems, transactions 
are recorded in ink on nonerasable documents. Special 
papers have been developed that display certain indica- 
tors if they are modified. 

Nonrepudiation. To prevent an individual from 
denying having engaged in a paper-based transaction, 

procedures have been established to venfy individual sig- 
natures, keep duplicate copies of transactions, and 
entrust third parties to adjudicate disputes. 

Confldentiality. Physical protection mechanisms 
have evolved to ensure the privacy of paper-based trans- 
actions. The glue seal on an envelope, the wax seal on a 
document, double wrapping of sensitive documents, etc., 
are used to discourage others from reading a paper mes- 
sage. In early societies, where most people were illiter- 
ate, writing itself provided privacy from the masses. As 
more people became literate, additional privacy controls 
were added. Cryptography, the basis of much of the 
security in electronic messaging and transactions sys- 
tems, is almost as old as writing itself. The Caesar cipher 
and the early Hebrew atbash ciphers are early examples 
of ~ryptography.~ 

systems are highly survivable, that is, even if a portion of 
a system were destroyed, the remainder would continue 
to operate. Transactions can be created on a wide variety 
of media using a vast array of tools. Broken pencils, a 
lack of 81/2 x 11 white paper, etc., do not prevent mes- 
sages from being recorded. In the US., acts of nature, 
vandalism, or bombings of post offices and mail boxes 
may destroy several transactions in transit, but do not 
significantly impair the availability of the entire system. A 
high degree of parallelism and established procedures to 
deal with such incidents have evolved over time, as have 
other paper-based security controls. 

Availability. By their very nature, paper-based 

Current Market Needs 

dled in the past by a paper-based system is now being 
sent by an electronic system, to improve the speed of 
communications, cost of handling, and the compatibility 
with the generation, transmission, reception, or storage 
system. All evidence points to an ever-increasing rate of 
evolution toward electronic systems. 

As this evolution progresses, the essential secu- 
rity needs of users are not diminishing. In fact, with easy 
access to more information on-line, the threats to 
confidentiality, integrity, availability, and other aspects of 
security are likely to increase. Attacks on paper-based 
messaging systems generally require physical access to 
one of the relatively few copies of a paper message. 

store multiple copies of entire messages, or pieces of 

The same message or transaction that was han- 

In contrast, an electronic messaging system may 
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Panel 2. The RSA Algorithm 
Signing or sealing messages by analogy. Imagine 

that Alice wants to leave a paper message for Bob in a 
public place in such a way that Bob knows that only 
Alice could have left it. (Historically, Alice and Bob are 
the actors used in describing cryptographic proto- 
cols.) By prearrangement, Alice tells Bob the com- 
bination of a lock that she has had made for her 
exclusive use, and they agree on a suitable public loca- 
tion where messages will be left (similar to the lock- 
ers at a bus terminal). At some future time, Alice can 
deposit a message in the lockbox, securing it with her 
personal lock, and inform Bob that the message is 
ready to be retrieved. Bob can then unlock the combi- 
nation lock with the combination that Alice has pro- 
vided, quite confident that no one else has surrepti- 
tiously inserted a false message. The same arrange 
ment can be used if Alice wants to send Bob a mes- 
sage that both are sure no third party can read. In this 
case, Bob provides the combination lock to Alice (in 
an unlocked state), but does not reveal the combina- 
tion to her. Alice can then lock her message in the 
locker, being assured that no one, other than Bob, 
knows the Combination and can retrieve the message. 

locks, paper messages, and lockers, the RSA algorithm 
uses hard mathematical algorithms to compute mes- 
sage exchanges similar to the exchanges above. 
Analogous to the lock and its combination, the RSA 
algorithm relies on two cryptographic keys, intimately 
related to each other but underivable from the other. 
To sign a message, m, Alice would reveal her public 

The algorithm. Instead of using combination 

key, e,, but not her secret key, d,. Signing a message 
then requires only that the message be encrypted with 
e , .  Anyone can verify the signature by using d, to 
decrypt the message. Correspondingly, RSA could be 
used to send messages secretly if Bob gave Alice his 
public key, eb, to encrypt the message, and then used 
his private key, db, to decrypt the message. 

cative inverses of each other in a finite field of size n, 
where n is the product of two large prime numbers, p 
and q. Both p and q are kept secret, but n can be pub 
lished. Anyone knowing p and q can pick an e, relatively 
prime to ($ - l)x (q - l), and can easily compute d, the 
multiplicative inverse of e in the field. Anyone else, who 
could know only n and d, will have great difficulty in 
computing e, perhaps needing to expend as much effort 
as trying to break n into its two prime factors. 

Encrypting (or signing) a message, m, requires 
that the originator calculate a cipher, c, where 

Mathematically, the two keys used are multipli- 

c=me(mod n) 

Decrypting (or verifying the signature) requires that 
the recipient calculate 

m =cd (mod n )  

Of course, since c and dare multiplicative inverses, 

(me)d =med = m  1 = m  

and the original message is recovered. 

messages. A sender or recipient of a message generally 
does not know exactly which nodes of a network carried 
his or her message. In fact, it has been reported that pop 
ular word processing packages do not always perma- 
nently erase sections of documents that the author has 
deleted. Therefore, when files are shared, some private 
notes, background material, or thoughts that have been 
temporarily entered into the document may be divulged 
to those who have sufficient knowledge of the word pro- 
cessing system's quirks. In the recent past, only a few 
highly trained, trusted people had access to the internal 
operations of the computers and applications programs 
that comprised electronic messaging systems. 

More recently, with the availability of personal 
digital assistants, desktop PCs, low-cost file servers, etc., 
control of systems resources has shifted from a central- 
ized, specialized staff who had in-depth knowledge of 
electronic security issues to an untrained staff. An end 
user may also be the system administrator and/or the 
programmer, giving that user unprecedented access to 
all messages, even those of co-workers. Because these 
users-turned-administrators may not understand the full 
security implications of their actions, or may not be trust- 
worthy, unexpected security vulnerabilities may arise. 

These issues, as well as the potential for unde- 
tectable, remote (that is, nonphysical) access to systems 
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Panel 3. Strong User Authentication Methods 
In an electronic system, authenticating a user’s iden- 
tity can be based on only a few classes of user-specific 
data. A user can be authenticated based on: - What they know (information, e.g., a personal 

identification number [PIN] or password), - What they have (a physical device, e.g., the key to a 
lock or an electronic device), - What they are (physical properties of the user, e.g., 
fingerprint, sound of hidher voice, etc.), and - Where they are (actual location in a network, e.g., 
automatic number identification [ANI] or network 
address). 

The best user authentication techniques combine 
more than one piece of user data, reducing the likeli- 
hood that an attacker would possess several indepen- 
dent items simultaneously. One method of authenti- 
cating users that is gaining wide acceptance is the 
smart card. A user requesting access to a smart card 
system must have one and must know a PIN to unlock 
it. Such devices are often used to implement dynamic 
authentication techniques that avoid the pitfalls of a 
static, easily guessed user password. The authentica- 
tion exchange in such a smart-card-based system 
might look like this: 

“ L N  

Smart card 
Session request, ID 

system 

Random challenge 
generator 

I- 

storing or transmitting electronic messages, require 
that system designers pay even more attention to system 
security requirements than did their paper-based- 
messaging predecessors. Fortunately, today a wide vari- 
ety of technologies are becoming available to address 
many of these issues. 

Technology 

graphic systems4 and the development of new methods 
of encryption (see Panel 2) ,5 many essential technolo- 
gies needed to protect electronic messaging systems 
already exist. For example, effective encryption systems 
provide ways to authenticate users (see Panel 3) and 
system nodes with high levels of confidence. Encrypt- 
ing a message is the historical way of assuring that it 
remains confidential. Creating encrypted checksums6 
that can be appended to a message ensures its integrity 
in the face of intentional modification, the same way that 
error-detection codes protect a message from accidental 
modification as it travels through an error-prone net- 
work. In short, while cryptographic processing does 
not, in itself, guarantee that messages cannot be read, 
modified, or fictitiously generated, it does provide a 
strong foundation for dealing with many of these issues. 

There are two distinct classes of cryptographic 
systems: conventional cyptosystems and public key cw- 
tosystems. Conventional cryptosystems, also known as 
“private key,” “symmetric,” or “one-key” cryptosystems 
(see Panel 4), use the same encryption key variable to 
encrypt a message as they do to decrypt it. In such cryp 
tosystems, all parties to a communication must share the 
same key variable for each subnetwork in which they 
wish to communicate securely. Public key cryptosys- 
tems, also known as “two-key,” or “asymmetric,” cryp 
tosystems, use different key variables to encrypt informa- 
tion than they do to decrypt it. The Rivest-Shamir- 
Adleman (RSA) algorithm (see Panel 2) is one example of 
a public key cryptosystem. Both key variables are inter- 
related, but one cannot be easily derived from the other. 
Users may freely distribute their encryption key vari- 
ables with little worry that someone will be able to 
decrypt their messages. 

become available is that of trusted systems (see Panel 5). 
In response to the needs of the military and intelligence 
community, several vendors of computer operating sys- 
tems have created systems that can be formally verified 
to meet certain security requirements. For instance, 
trusted systems can offer their operators assurance that 
one user or process being served by the operating sys- 
tem cannot access the information of another user or 
process. In the commercial world, not every application 
or system needs to, or can afford to, be inspected or 

With the public availability of strong crypto- 

Another relevant technology that has recently 
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Panel 4. One-Key Cryptosystems 

All parties wishing to share messages in a one-key 
cryptosystem use the same key to encrypt or decrypt 
their messages. If they would rather communicate in 
several distinct subnetworks - sharing messages 
with certain other members of the network, while 
keeping some of their messages secret from the rest 
- they may need many individual keys. In fact, 
without some type of hierarchical key management, n 
users will require on the order of n different key vari- 
ables, as illustrated in (a) below. 

n 

To avoid such a large number of distinct key variables, 
hierarchical key schemes are used where individual 
users or nodes have dataencrypting key variables for 
their messages, and keyencrypting key variables for 
exchanging key variables. A scheme that minimizes the 
number of keys in this type of system relies on a cen- 
tralized key distribution center (KDC), as shown in (b) 
below. Such a system can operate with n key variables 
for n users. 

verified with the necessary rigor applied to a military sys- 
tem. However, for critical electronic messaging systems, 
building on such a secure foundation often provides 
more assurance of design integrity. 

There are two dimensions of security in trusted 
systems: security jknctionality and design assurance. The 
security functionality dimension in a trusted system 
includes the types of access control mechanisms that the 
system provides, preventing one set of users from 
accessing information owned by another set of users. 
The second dimension of security is related to the level 
of design assurance, or the “correctness,” of the design 
and its implementation. While the U. S. Orange Book 
combines these two dimensions of security into one mea- 
sure of the “trustworthiness” of the system design, the 

European Information Technology Security Evaluation 
Criteria (rrSEC) separates the two. For many commercial 
messaging systems, high levels of security functionality 
may be more important than an assurance that the cor- 
rectness of implementation can be proven mathematically. 

Standards 

issue of the AT&T Technical Journal, presents an in- 
depth discussion of messaging system standards. In this 
paper, we focus on a few of the key standards for secu- 
rity. Earlier we pointed out that it is necessary to provide 
a secure way to seal and sign an electronic message if it 
is to be used for the same purposes that paper messages 
and contracts are used today. Central to this is the ability 

The paper by Griesmer and Jesmajian, in this 

AT&TTECHNICALJOURNAL MAY/JUNE 1994 11 



Panel 5. Trusted Systems 

The National Computer Security Center (NCSC) has 
issued a series of design and evaluation guidelines for 
stand-alone and networked computer systems.8- In 
this series - often referred to as the Rainbow Series, 
because the cover of each handbook is bound in a dif- 
ferent color - implementers of computer systems 
and networks are given security guidelines to incor- 
porate into the design of their systems. These guide 
lines are mandatory for certain military and intelli- 
gence applications, where the systems may be pro- 
cessing classified information (e.g., confidential, 
secret, top secret) or information belonging to specific 
security compartments. The NCSC Orange Book 
guidelines define a set of security functionality and 
design assurance levels. They vary from “D level,” for 
a system that was evaluated but into which no specific 
security was designed, to “A level,” which requires 
sophisticated security controls and formal proofs that 
the system has been implemented correctly. Whie 
these guidelines have been primarily designed for 
classified applications, many of the security functions 
and design procedures are applicable for commercial 
systems. For instance, systems designed to meet 
Orange Book C2 levels, and beyond, also serve many 
commercial needs well. 

to compute a cryptographic checksum of the message. 

ogy has recently published the Secure Hash Algorithm 
(SHA), to be used with its Digital Signature Standard 
(DSS). The SHA computes a 160-bit “message digest,” or 
hash, of an arbitrary length message. Any modification of 
the message is likely to produce significant changes to 
the resulting message digest, making attempts to mod@ 
the message easily detectable. Like all secure hashing 
functions, the SHA is designed to discourage computing a 
second (fraudulent) message that has the same hash 
value as the original message. 

can be signed using the DSS, in a manner similar to that 
used for other public key algorithms. The advantage of 
signing the message digest, instead of the message itself, 
is that the resulting largemodulus arithmetic need only 
be performed on the comparatively short message 
digest. Security of the exchange is not compromised, 

The National Institute of Standards and Technol- 

Once a message digest has been computed, it 

because the attacker would have to work backwards 
through the signature function and the hashing algo- 
rithm, both of which are designed to make this as 
difficult as possible. 

Future Directions 

customers to provide the same level of security in elec- 
tronic media that is available in paper media. l2 In some 
cases, the capabilities provided in electronic systems are 
difficult, if not impossible, to duplicate in paper-based 
systems. For instance, based on the strong crypto- 
graphic algorithms available in network-based informa- 
tion integrity servers or nonrepudiation servers, it is pos- 
sible to provide stronger evidence of the uncorrupted 
content of a message, date and time of origination, or 
association of the message with its originator than is pos- 
sible with a signed, witnessed piece of paper. 

As the technology to provide these strong secu- 
rity mechanisms evolves, so must the business and legal 
infrastructure in which electronic messages and con- 
tracts exist.13 Several organizations are studying the 
opportunities to provide notarization services for elec- 
tronic messages. At the same time, the legal community 
has been investigating whether the court system will 
some day recognize the validity of a digital signature as 
readily as it does a written signature today. 

Many vendors are responding to the needs of 
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