Network Security In a
Heterogeneous Environment

Ronald L. Sharp
Steven R. Eisen
W. E. Kleppinger

Mark E. Smith

This paper provides a framework for enhancing the security of networks,
large and small. It delves into the problems faced when adding new net-
work-security mechanisms. It also defines a process that can be used to
determine what security mechanisms are required, and where to place
them, within a network. A large portion of the paper describes the types of
mechanisms that are available, and provides examples of AT&T network-

security products.

Introduction

Very few hosts today are not con-
nected to some type of network. It could be a
local-area network (LAN), a wide-area net-
work (WAN), or perhaps just a modem. There
are many types of networks, with even more
types of computers attached to them. In addi-
tion, there are many different networking
protocols, including NetWare, TCP/IP, and
SNA.(NetWare is a trademark of Novell, Inc.)
Unfortunately, for most of these network
components, security was not included in
their initial design. In the last five years this
situation has been changing, with vendors
starting to provide security enhancements
and new products for networks. The difficult
part is determining the correct products to
use—and where to integrate them—without
adversely affecting network operation.

The Challenge

In order to retrofit security into an
operational environment, the primary chal-
lenge is overcoming people’s natural resis-
tance to change. Implementing changes in
security is especially difficult, because there
is usually no perceived, added value to users.
Security is often viewed as something that
“gets in the way of real work.” Without proper
administration of security controls, this per-
ception can be valid.

A basic goal of good security proce-
dures is to restrict access to data and services
only to those individuals having a legitimate
need and who are authorized. A “tight” secu-
rity policy will sometimes result in an autho-

52 AT&T TECHNICAL JOURNAL » SEPTEMBER/OCTOBER 1994

rized user being prevented from accessing a
required resource, especially when a new
product is being integrated and new proce-
dures established. Such a situation can result
in negative first impressions of a product. Any
new security “solution” should first be tested,
with a subset of users, in order to uncover
potential problems.

Another concern is integrating secu-
rity with existing network applications. A new
security mechanism may prevent an applica-
tion program from running properly. An
example of this problem is a data-base appli-
cation that bypasses the standard file-system
interface and goes directly to “raw” disk to
boost performance. A secure operating sys-
tem will usually prevent access to the raw
disk due to the security ramifications of such
a capability. Again, the recommendation is to
test-run a new security procedure, on only a
portion of the network, prior to widespread
implementation.

The best security is invisible to users
and their applications. This is one of the pri-
mary goals for all products developed by the
AT&T Secure Systems Engineering Depart-
ment. The AT&T System V/MLS operating
system, for example, modifies the UNIX ker-
nel and some of its commands, but the result-
ing secure operating system is UNIX compati-
ble, with no change to user applications.
(UNKX is a registered trademark in the United
States and other countries, licensed exclu-
sively through X/0PEN Corporation.)

Complete invisibility, however, is not
always possible. For example, one of the



Panel 1. Abbreviations, Acronyms, and Terms

ARPA—Advanced Research Projects Agency

BSO—Basic Security Option

C1PSO—Common IP Security Option

DCE—distributed computing environment

DES—data encryption standard

firewall—special routers or gateways that examine all
network packets and connections between two
networks to determine if the communication is
authorized

ftp—file transfer protocol

I&A—identification and authentication

[P—Internet protocol

LAN—Ilocal-area network

MAC—mandatory access control

NAAS—Network Audit Analysis System

telnet—remote login protocol

trust domain—geographical or conceptual groupings
of users, hosts, networks, and associated
resources

WAN—wide-area network

mechanisms provided by System V/MLS is Trusted Path.
This capability guarantees that a user will get the true
login program when establishing a login session. To initi-
ate this capability, a user must press a secure, attention-
key combination. This procedure requires a change in
user behavior, which is not easy to accomplish. In
System V/MLS, users are always required to use the
attention-key combination. This routine trains users on
the security mechanism before they log onto the system.
The Microsoft Windows NT operating system employs
the same attention-key concept. (Microsoft, Windows,
and NT are registered trademarks of Microsoft Inc.)

The Process
How does one determine what type of security is
needed and where it should be placed? There are no
definitive answers to these questions. Security location
and placement will depend on many factors, including:
- Existing network architecture (for example, a simple
LAN or set of networks);
- External networks or hosts with which communication
is required (for example, the public Internet);
= Communication services required between networks

(for example, e-mail, telnet, and ftp);

= The real cost of a security violation (for example, the
worst that could happen); and

= Funding for enhancements (for example, how much
management is willing to pay for security).

In order to help answer the questions about
security location and placement, a basic process is dis-
cussed in this section. The process is derived from—and
is consistent with—the more general and formal
approach described in the paper, “An Engineering
Approach to System Security Analysis, Design, and
Integration,” also appearing in this issue of the AT&T
Technical Journal.

Developing a Security Policy. The development of
a network-security policy is the first important step. Such
policies range from simple statements about network
security philosophy to detailed rules and regulations. A
description of the basic goal of network security should
be the starting point. Without some overall goal, it is easy
to concentrate on security against one threat and to
ignore other threats. As a consequence, a security archi-
tecture having “steel doors with paper walls” could result.

A basic goal may be to protect only from outside
threats and to provide a completely open environment
for employees. Or, the sensitivity and criticality of net-
work resources may require having a strict security poli-
cy for inside and outside users. After developing a well-
defined goal, the process should proceed without delay.
Later, the policy can be modified as knowledge of the sit-
uation grows.

Identifying Resources. It is impossible to provide
protection for resources that are not known, and to do so
without ascertaining their true value. A list of the
resources requiring protection—and their locations—
should first be developed. Such a list does not need to be
highly detailed. A research and development LAN in a
laboratory, or an employee data base containing propri-
etary information, could both be on the list.

When listing resources, the type of protection
required for each should be included. The four basic
types of resource security are protection from unautho-
rized reading, modification, creation, and use. For exam-
ple, such resources as data bases may require protection
only from modification and not from reading.

Depending on security policy, definition of
resources may be required only at the host and network
levels. Protection of files and data bases could be relegated
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Figure 1. To assist in
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rated into trust 4
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to the individual host’s security policy. If the latter approach
is taken, both the host’s and network’s security policies
should be reviewed to ensure there are no conflicts.

Defining Trust Domains. 10 assist in the determina-
tion of where protection needs to be placed, a network
can be separated into trust domains. These represent
geographical or conceptual groupings of users, hosts,
networks, and associated resources. All users and hosts
in the domain are trusted to access all resources in the
same domain. Figure 1 is a graphical representation of
various trust domains.

Domains are hierarchical in nature. The users in
a domain are trusted by the other users to access objects
only within that domain. It is also assumed that the pro-
tection of internal subdomains is sufficient to prevent
unauthorized access by the users in the next higher
domain. This assumption is based on the strength of the
protection mechanisms and the inherent trust of the
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users in the next higher domain.

For example, the Secure Systems Engineering
Department of AT&T Bell Laboratories maintains suffi-
cient protection for its local LAN to shield proprietary
information from other AT&T employees. Such local
security may not be sufficient, however, to safeguard
company resources from users on the public Internet.
The AT&T internal Internet organization is responsible
for providing sufficient additional security at the higher
trust-domain boundary, such as at the AT&T public
Internet access point.

After the trust domains have been identified, a
trust level can be assigned to each of them. Trust, in this
context, is defined as a degree of confidence; users and
hosts within a domain will not try to access resources in
a subdomain for which they are not authorized. For
example, users in AT&T departments typically can be
trusted not to attack another department’s LAN. Such
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trust is crucial in determining the strength of the securi-
ty mechanism required for this domain. Another impor-
tant factor is identifying resources, and their associated
value, as discussed in the previous subsection.

Selecting Mechanisms. In order to protect the
interfaces between domains, mechanisms must be
selected. For example, a secure operating system will
protect single-user domains from others using the same
host. The required “strength” of these mechanisms will
depend on the trust placed on the domain and the value
of the resources contained in the subdomains.

Selecting mechanisms can be very difficult. There
are many to choose from, but they are not always easy to
find—and even harder to evaluate—for a particular archi-
tecture. To assist in this process, a list of mechanisms and
their uses has been included in “The Tools” section.

The architecture must be laid out, placing the
security mechanisms in each domain. Existing mecha-
nisms must be included, such as host passwords and
physical safeguards. A personal computer, however, may
not need boot-up security if it is locked in a room.
Scrutinizing the layout ensures that no crucial areas are
missed. Attention must also be focused on low-trust
domains containing high-value resources, to ensure that
adequate protection is provided.

Integrating and Evaluating. Finally, the required
mechanisms are configured, purchased, or developed.
Not everything must be implemented at once. In fact, it

Trusted 0S |

Figure 2. Several
types of tools can be
used to improve the
security of a network.
This illustration
shows where in a net-
work the tools dis-
cussed in this paper
can be placed.

Administration |
tools
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would probably be best to introduce security measures
in phases in order to minimize network disruption. As
recommended earlier, it is best to test a mechanism first,
on a representative subsection of the network, to ensure
that the mechanism works and does not inhibit autho-
rized activity. Even users in high-trust domains will try to
circumvent security if it gets in their way.

As new mechanisms are implemented, their
effectiveness must be evaluated to determine whether
they provide the level of protection needed. Some addi-
tional security may be required to offset a weakness.
Obviously, this evaluation process is never ending and
requires constant refining of controls. In addition, a typi-
cal network architecture is always changing, requiring
constant attention to ensure that security between
domains remains intact.

The Tools

This section describes several types of tools that
can be used to improve the security of a network. Figure 2
illustrates where in a network the tools discussed in this
section can be placed.

Administration Tools. As sophisticated as comput-
er and network security sometimes appears to be, experi-
ences both within AT&T and with customers reinforce
the fact that weak system administration, low user aware-
ness, and other unsophisticated exposures often cause
the most significant security vulnerabilities.
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An authorized, after-hours survey was conduct-
ed at several AT&T sites a few years ago. Offices and
work spaces were checked for terminals left with active
connections to host computers and for passwords left in
plain sight, taped under keyboards, or programmed into
keyboard scripts. The individuals performing the study
succeeded in accessing—in fewer than two minutes
each—more than 300 of the 1,000 workspaces visited.

Even though changing the behavior of many
computer users is a daunting—if not impossible—task,
system administrators can significantly improve system
security rather easily. To address the problem of pass-
word security, for example, administrators can periodical-
ly run such programs as Crack, to determine if any sys-
tem users have unintentionally chosen easily compro-
mised passwords. Crack is a publicly available program
that automatically attempts to guess passwords in a pass-
word file using a built-in dictionary having permutation
rules. To prevent intruders from using Crack on a pass-
word file, resource owners should use a “shadow pass-
word” mechanism that hides the encrypted passwords
from nonprivileged users. Better still—local culture per-
mitting—machine-generated passwords can be used,
which are fairly easy to remember yet difficult to guess.

A great many resources have appeared over the
past few years that can be of enormous value to system
administrators. For UNIX systems, COPS! is one of the
most popular security packages. Like Crack, it is avail-
able on the Internet. The most widely used tool at AT&T
is QSA, which is the successor to Quest 2, an AT&T com-
puter-security software tool.

Organizations that have been formed to deal
with computer-security problems can be invaluable infor-
mation resources for system administrators. The
Computer Emergency Response Team/Coordination
Center, which is operated by the Software Engineering
Institute for the Advanced Research Projects Agency
(ARPA), is one such organization. System administrators
should also stay in touch with their computer-system
vendors, many of whom have dedicated staff to act as a
clearing-house of information on security vulnerabilities
for their products. System administrators may also dis-
cover in-house security functions in their own organiza-
tions that can provide support, tools, and information.

A variety of worthwhile Internet mailing lists and
USENET news groups provides valuable information about
security to system administrators, who can find a more
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Panel 2. Passwords: How Good Are They?

Probably the most obvious point of attack on
a network is through the password-identification sub-
system. Despite a widespread awareness of this fact,
surveys have continually indicated that users often do
not make any special effort to choose safe passwords
or, once chosen, to safeguard password secrecy.

This situation has prompted some organiza-
tions to propose alternatives to passwords, such as
challenge-response systems using hand-held devices,
or even smart cards. Before completely rejecting the
password approach, however, one should consider the
optimal password system.

In such a system, all passwords are generated
by machine. A user typically has a choice whether to
reject or accept machine-generated passwords,
because any one may or may not be particularly mem-
orable. For the required level of user-friendliness, a
password-generation system must present a large
selection of passwords to a user at once. AT&T
research indicates that if the generation algorithm is
well-designed (using pronounceable syllables), a user
will find at least one easily remembered password in a
set of 50 alternatives.

[ It is important to realize that writing down a
password is not, in itself, a poor security risk, as long
as the password notation is safely hidden on the user’s
person (in a wallet or purse) until memorized. Such
flexibility gives a user significant control over the
password without compromising its security.

extensive treatment of the subject in several excellent
books that have appeared over the past few years. Curry’s
book on UNIX-system security is one such publication.3
Trusted Operating Systems. If the resources to be
protected are on a host (disk files, process spaces, shared
memory, and so forth) and users in multiple security
domains have access to that host, then a secure operating
system is needed in order to preserve the trust domains.
Trust domains are instantiated on a host. As an
example of how this is done, trust domains can be estab-
lished on a UNIX host at the granularity of a user, or at the
granularity of a set of users organized into a UNIX group.
Access to active resources (executable pro-
grams) or to passive resources (disk files, and so forth)
are mediated through the access control provided by the



host. This basic host-access control is referred to as dis-
cretionary access control, so called because the creator of
the resource has the authority to alter the ability of users
in other trust domains to access the resource.

If a rule is established whereby users cannot
“give away” access to resources without proper authority,
it becomes necessary for the secure operating system to
impose some sort of nondiscretionary controls. The
name given to this type of control is mandatory access
control (MAC).

The most common model for imposing MAC is
the Bell-LaPadula model, which depicts trust domains in
a much stricter sense than purely discretionary controls.
Under Bell-LaPadula, once a resource or user has been
assigned to a trust domain, it cannot be reassigned to
another trust domain by anyone without a specific privi-
lege to do so. Furthermore, access to the resource is
strictly limited to users from a specific set of trust
domains based on mathematical lattice rules. These con-
cepts are thoroughly discussed in E. Amoroso’s recent
book on security technology.4

System V/MLS®, a UNIX-compatible operating
system, uses the Bell-LaPadula model to preserve the
secrecy and integrity of host trust domains. It combines
enhanced, discretionary controls with flexible, mandato-
ry controls. In addition, System V/MLS has a very effi-
cient auditing system containing an advanced set of
audit-analysis tools.

Network Auditing and Event Detection. Access con-
trols act like filters. Each control is very effective for
screening out undesirable elements, but there is no con-
trol over elements allowed to pass through them.
Moreover, all security controls suffer from the same
basic problems—too many restrict legitimate activity,
and too few could allow unauthorized resource access.

One solution is to require users to identify them-
selves continually, but this would not be acceptable in
most environments. The best solution is a reliable audit-
ing system that records the actions of authorized users
and applications. The resulting audit trail can then be
reviewed by an administrator for any unusual activity,
although this can be a difficult and tedious job. There are
tools available from some vendors, however, that make
audit-trail analysis much easier. The AT&T Computer-
Watch® Audit-Trail Analysis Tool6 is used to examine a
System V/MLS audit trail, providing detailed reports to
the administrator. In addition, this program has an

advanced, rule-base system to assist in identifying suspi-
cious activity. Another product, called the AT&T
Network Audit Analysis System (NAAS), is used to con-
solidate system audit trails across a network. This
process provides a complete view of network activity and
assists in detecting problems between systems, which
may not be possible by reviewing only individual system
audit trails.

An effective audit system can be a strong deter-
rent for anyone considering an unauthorized action.
Placing a message in each day’s logon greeting, inform-
ing users that all system activities are being audited, is
highly recommended to help increase security, as well as
for legal reasons.

For an even higher level of protection, there are
software tools available that analyze an audit trail contin-
uously, seeking out unusual activity. These tools normal-
ly use vendor-defined and administrator-defined rules for
detection. When a set of conditions is met, a predeter-
mined action is taken. The standard response to a condi-
tion set is the generation of an alarm, which is sent to the
administrator. For the System V/MLS, this capability is
provided by the AT&T SatWatch tool.

Firewalls. In order to separate trust domains at
the network level, firewalls are used. These are special
routers or gateways that examine all network packets
and connections between two networks to determine if
the communication is authorized. With the recent
increase of companies connecting to the public Internet,
firewalls have become a popular method of restricting
access from the Internet into a company’s private net-
work. Typical firewall systems can be divided into packet
filters and application gateways.

A packet-filter firewall performs its function at
the Internet-protocol (IP) packet layer of the protocol
stack. As each packet is received, a filter “looks” at the
source and destination IP addresses, as well as the
requested network service. The filter then allows or dis-
allows passage of the packet based on a set of rules con-
figured by the firewall administrator. An example of one
such rule is to allow all hosts to send mail to the AT&T
Mail host. Several router vendors, such as Cisco, provide
this capability.

An application-gateway firewall requires hosts to
pass through the gateway host to arrive at their desired
destination. Special applications in the gateway host
accept connections from other hosts and, if approved,
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forward the connection to the requested host. Like pack-
et filters, it is common to control access based on an
administrator-defined rule set. Application gateways have
the disadvantage that they are visible and, many times,
require special software on the source host. They are
more flexible than a packet-filter firewall, however, and
can provide a finer level of control. For example, an ftp
gateway proxy can provide control of the ftp commands
that may be used between hosts.

The AT&T Secure Systems Engineering
Department is developing a new security gateway prod-
uct, referred to as NetWatch™ Trusted Security Gateway.
This software program provides both packet-filter and
application-gateway capabilities. The packet-filter mecha-
nism uses a new “smart-packet” filtering capability,
which provides much greater security control.

Additional information concerning firewalls
can be found in a book, written by W. Cheswick and
S. Bellovin of AT&T Bell Laboratories, titled “Firewalls
and Internet Security.”” It discusses how to build a fire-
wall and identifies the many available products, some of
which are even free of charge.

Encryption. In a network environment, such cryp-
tographic techniques as encryption can be used to pro-
vide privacy, integrity, identification and authentication
(1&A), and sender-nonrepudiation services. Privacy (pre-
venting the disclosure of information) and integrity (pre-
venting or detecting the modification of information) ser-
vices can be provided using encryption and cryptograph-
ic checksum techniques. Privacy and integrity services
can be provided at the link, network, or application lev-
els, depending on the network security policy. A prereq-
uisite, however, is that both parties (the user and net-
work resource) must share a secret in the form of a cryp-
tographic key.

Sender nonrepudiation can be provided by
attaching a digital signature to a message. 1&A of the
claimed user identity is typically a prelude (either
explicitly or implicitly, through prior possession of a
cryptographic key) to other security services. In addi-
tion, in the approaches discussed in the following para-
graphs, key management is integrated into the 1&A
process, enabling the subsequent use of privacy and
integrity services.

Several cryptographic solutions have been
developed to provide 1&A, data privacy, and integrity. The
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Kerberos authentication system uses a trusted third
party as an intermediary between a user and network
resources for 1&A purposes$ Kerberos authentication
relies on encryption using the data encryption standard
(DES) algorithm to protect I&A information? It also estab-
lishes a shared encryption key between a user’s work
station and the network server (this key can be used to
protect subsequent communications). The security ser-
vices in the Open Software Foundation’s distributed com-
puting environment (DCE) standard are based on the
Kerberos modell0 The AT&T Surety™ Data Network
System addresses these issues with a combination of
public-key cryptography (the RSA algorithm) for key dis-
tribution and the DES algorithm for the subsequent provi-
sion of data privacy.!!

Secure Protocols. Protocol-level security software
provides two basic services:
= Transport of information to be used by other security

controls on a host; and
= Access control of network resources.

Controls implemented in the protocol software
can be used to manage access to other hosts and net-
works, as well as the route taken to arrive there.

A good example of protocol security is provided
by the AT&T MLS/TCP software program. This product is
an enhanced version of Wollongong’s TCP/IP software
that works together with the AT&T System V/MLS secure
operating system. For the operating system, MLS/TCP
software provides security labels associated with each
network packet, as well as address information for audit-
ing. It also facilitates complete control of communication
between hosts, including the types of network services
allowed (for example, telnet and ftp).

Advancements in protocol security have been
extremely slow because they require changes to existing
standards. Changing standards or creating new ones
require consensus among multiple companies, as well as
commercial and government organizations. Such
approvals are difficult to obtain. It is very important not to
purchase a product, however, that defines its own standard.
This commits the purchaser only to that product, which
may soon become obsolete. MLS/TCP uses two well-known
standards to pass security labels: the Basic Security Option
(BS0), and the Common IP Security Option (CIPSO).

Secure Windowing Terminals. A network having
intelligent windowing terminals, such as X terminals,



presents an additional problem in trust-domain media-
tion. In this situation, it is usually possible to render data
from various trust domains on a single windowed termi-
nal. The windowing-system software driving the intelli-
gent terminal has access, therefore, to information from
all of these trust domains.
While the windowing-terminal software may
allow simultaneous access by multiple users, it should
not allow these users to access each other’s data—at
least not without appeal to some authority, typically the
person using the terminal. This type of separation
requirement is referred to as user-based isolation. Often,
this requirement can be reasonably strengthened to
restricting the access of one application to another
(referred to as client-based isolation).
These approaches, alone, do not solve the basic
discretionary-access security problem. Individual users
(and programs operating with their authority) are still
capable of subverting either of the isolation schemes.
For this reason, various nondiscretionary solutions have
been proposed and developed, such as:
= The Compartmented Mode Workstation!2, which sepa-
rates trust domains directly in the windowing-system
software based on the Bell-LaPadula model; and

- The AT&T MLS/Xwin package that works by multi-
plexing the trust domains on the application side, thus
presenting the windowing-system side with a single,
virtual trust domain. MLS/Xwin also uses the Bell-
LaPadula model to implement the application-side
multiplexer.

Any secure windowing solution must be able to
cut and paste information between windows safely. For
the Compartmented Mode Workstation and MLS/Xwin,
this capability is provided by an application-side program
that intercepts the cut data before it can be pasted. The
program can then apply whatever policy is appropriate
for data movement between trust domains. This combi-
nation of a nondiscretionary policy and a method for
mediating data movement across trust domains results
in a safe windowing system.

Conclusion

It is possible to enhance the security of an exist-
ing network without disrupting people’s work. A goal, a
process to reach the goal, and the right tools are all that
is needed. User acceptance—the biggest hurdle—can be

achieved by implementing only the precise degree of
security required, introducing new mechanisms in stages,
and initially testing them on a small segment of the net-
work . As with most security programs, the safeguarding
of network resources is a continuous process, particu-
larly due to the ever-changing nature of networks.
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