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The process ofdesigningvertically integrated applications is enhanced if the
distinct architectures. or architecturestyll's.and relevant performance con­
straints and interactionscan first be ident ified. Applications. although run­
ning in varied environments. also may require specific arcliiiecture services.
non-operational features such as portability or fault-tolerance that might be
common across several architectural styles.111e application design process
should be an iterative exerciseat" first understanding system requirements
and then determining how they may be partitioned according to stylesand
services.An integral part of this process is to identify software components
and subsystems that must be developed orcan be reused from other sys­
tems.TI1is paper describes a design-partitioning process applied to the new
Signal Operations Platforms-Provisioning (SOP-p) operations system.The
experiment shows that it is feasible to identify large design components con­
fined within a few architecture styles thatare common to network manage­
ment and operations software.

Introduction
Developers oflarge-scale integrated

software applications are always under pres­
sure to increase a system'squality while
reducing costs anddevelopment time.This is
particularly true for the systems that provide
network management and operations support
(NMOS) for AT&Ts World Wide Intelligent
Network. Asin other integrated applications.
these systemsare characteristically composed
ofsubsystems that can be operations systems
(OSs) themselves or generic components of
other systems.

These individual systems performa
variety ofdifferent fu nctions and have substan­
tiallv differentarchitectures. However, thev
typically have substantial similarities inthe
types ofprocessing that theyperform. thus pro­
viding an opportunity to take advantage of:
-Cornrnonality ofcomponent systemsto re-

duce the total number ofsuch svsterns, and
- Commonalityof the subsystems within the

individual system architectures to reduce
the effort to design. develop,

test. and maintain them.
Inthe summer of 1994.an experi­

ment was conducted to take advantage of
thesecommonalitieson a specific application.
the SignalOperations Platforms-Provisioning
(SOp-P) operations system. SinceSOP-P
replaces 12older network management sys­
tems, thisprovided anopportunity to test a
process for partitioning the architectureofa
systemin a specific large project,

PartltJonlng Into Styles and Services.The
process applied to the SOP-I'architecturehas
evolved from two areasofwork.

Partitioning at the highest level. Thefi rst
effort is the development ofa process to take
advantage ofthe commonalitiesofvarious
systemcomponents and architectures at the
highest level ofdesign- referred to here as
architecture-by partitioning applications into
parts that havedistinct requirements for
architecturestyles and architectureservices.

An architecturestyle is a set ofopera­
tional characteristics thatare both commont
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some iamilyofsoftware ar\'h ilt', ; \;:'e ~ and ::u:'l:-'ient t,l
i (knti~' Ih:1I iamily. Architecture styles ra:l::t' in complex­
ity from simple pipelines to complex on-line tr:l1:s:lt'i;on
and decision support systems l [) ~S~) .

An architecture service is a mpabiiity that (: 1)6

not implement specific applica.ion !\' :llll l"t'S. but is essen­
tial to the application's usabili ty. For example. opera­
tions. administration. and maintenance {O.-\&~ [1 is a sl.'r·
vice required insome form by all large systems. but is
not part of the fea ture sets oi the systems. Portability.
fault tolerance. andsecurityart' other services that are
important aspects of software applications. These arrhi­
terture services make up a substantial part oi modern
systems. require sophisticated techniques to implement,
and often offer ideal opportunities for reusingsoftware
components at a high level.

Experience of t he Arch itecture Review Board . 11w sec­
ond work effort is the experience of the Architecture
ReviewBoard. operated byAT&Ts Software Technology
Center. in reviewing more than200AT&T projects.The
information gathered during thiseffort indicates that
most network operationssystems are combinations ofa
fewarchitecturestyles andservices.

Identifying the Styln and Services. ThU S. not only
can large operations systems be partitioned into a fewdis­
tinctarchitecture styles andservices. such a partitioning
offers the following benefits:
- 111e fact that there are just a fewstyles and asservices

narrows designand implementation decisions.
- The selection ofreusable components is made easier.
- Partition translates into subsystem division and helps to

divide and focus implementation.
- Up-front understandingoiconstraints and interactions

among partsofthe architecture reduces the chance of
extensive modifications that often obscure original
architectures.

The developmentofan architecture forSOP·p
started with a week- ong task force meeting to define a
Tier 1architecture for the system. ATier 1architecture
is a partition of the system into subsystems and a defini­
tion of the overall interactions among the subsystems.
This level oi architecture should be abstract enough to
apply to a family of related systems. and often leads to
the high-level reuse of components and subsystems. The
architecture is thus defi nable directly from the system
requirements.

Panel 1. Abbreviations, Acronyms, and Terms
.-\ClD- atomicirv. cousistencv, isolation. and

durability . .
nB~ [S - database management system
DSS- decision support system
ns -data stream.data streaming
FEP - front-end processor
\~ [OS - network management andoperations

support
0:\&;\1- operations. administration.and main­

tenance
OS - operations system
So p·p - Signal Operations Platforms­

Provisioning
TP - transaction processor

This paper. which describes the process of archi­
tecture partition as applied to SOp·P. is organized as fol­
lows.111e section "Distribution ofSoftware Architecture
Responsibilities" describes the generalapproach to archi­
tecture partitioning. while the section "Architecture
Styles and Services for NMOS" describes architecture
styles andservices in more detail.The section "SOP-P: An
Example ofStyle andService Partitioning" describes the
application ofthe architecture partitioning process to
SOP-PoThe last section contains ourconclusions.

Distribution of Software Architecture Responsibilities
Asoftware system iscomposed ofcomponents.

someofwhich may alreadybe available from other sys­
tems while others must be developed. Architecting is the
first step in system design that partitions requirements in
such a way that theycanbe mapped to the appropriate
software components. Aproperly implemented architect­
ing process should resultinsystemswith similar require­
ments having similar partitionings. Sucha process lever­
ages the knowledge gained in past systemdesign;
simplifies the reuse ofdesign. development. test, and
maintenance processes; andenhances quality and pro­
ductivity inconstructingthe software products.

Current Approaches. System architects often draw
primarily fromtheir own experiences and training to
come up withan ad-hoc requirement partitioning. This is
illustrated in Figure 1a where two hypothetical network



operations systems. Aand B. have been partitioned in an
ad-hoc manner into AI. .-\2. and A:-\ . and 81and 82,
respectively. Since then>are no guidelines. the result of
this ad-hoc process varies with the experience and qual­
ity of the architects and. while innovative approaches
sometimes evolve. experience has shownthat the result
is unpredictable and frequently results in radically differ­
ent designs. In this case. none ofthe subsystems have
anysimilarities.

In contrast, where platforms ofreusable compo­
nents are in use. the usual approach to system design is
to constrain the requirement partitioning based on the
operational characteristics of the available reusable corn­
ponents. This can lead to more consistent and stable
designs of operationally similar systems.

Figure 1b illustrates this approach where sys­
ternsAand Bare partitioned arbitrarily into AI, A2, and
/\3 and 81and B2, but because the partitioning is based
on operational characteristics. Al and HI are similar
enough to run on a common platform. and !'\2 and B2also
are similar. For example. they may be able to use the
same database management system (DBMS) or transac­
tionprocessor (TP) monitor.

This approach works wellwhen the available
platform components fit the architectural requirements
ofthe application. However, it can falter forapplications
that require features from platforms that support radical­
ly different functionality. For example. a rypical telecom­
munications provisioning system needs:
1.Ahigh throughput flow of network-oriented data.
2. High-quality transactional interaction with a large col­

lection of users. and
3. Datamining for decision and operations support.

Without an up-front understanding ofconfl icts
between these requirements, even with good support
from platform components the system maybedesigned
and implemented in a way that would not meet perfor­
mance requirements. In turn. this may lead to code
patches that degrade the architecture and accelerate sys­
tem "aging. "I

Styl•• and S.rvlc.... Archltectura Component•• Our
approach to architecting systems starts wi th analyzing
till' domain ofan application- that is, identifying COlli '
mon characteristics of applications in the same class-to
determine the common architecture stvlesand services.
Then. these styles and services arc uSl:d to constrain the

Figure 1 . In (a), two hypothetical network operations sys­
tems A and 8 have been partitioned In an ad-hoc manner
Into A1, A2, and A3. and 81 and 82. respectively. The result
of this ad-hoc process varies with the 8llperlence and quail·
ty of the arch itects. In (b), systems A and 8 are again partI­
tioned arbitrarily. but because the partit ioning is based on
operational characteristics. A1 and 81 are similar enough to
run on a common platform. as are A2 and 82. In (e), partI­
tioning reveals that subsystems A1 and B1 express a single
architectural style, even though they are in different sys­
tems, as does A2 and B2. Since the style-preserving reia­
tlonshlps-A1 to 81 and A2 to B2--ean be clearly Ident I­
fied, the choice 01suitable platform components now largely
hinges on the styles that they express,

design partition of a given system based 011 behauioral
properties.This is made d earer below.

Software components are recognized by their oper­
ational characteristics, Here weshall include performance
levels as operationalcharacteristics. even though theyare



not strictlyoperationa innature.This inclusion is justified
because the systems built in :\:\105 haw strict performance
requirements that often dictate what operationscanor can­
not bedone. For example. aTP systemperforms operations
with the followingso-called ACID characteristics;"
- Atomicity. which means the transaction either succeeds

or fai ls completely:
- Consistency. which means the transaction is a correct

transfo rmation oi the state and its actions do not vio­
late anyof the integrityconstraints associated with the
state;

- Isolation.which means the transaction works as if no
other transaction exists; and

- Durability. whichmeans that once a transaction com­
pletes successfully, the changesmade to the state
during the transaction will surviveany subsequent
system failures.

Conversely. if a systemalways operates with
thesecharacteristics, then it mustbe aTPsystem.

Characteristics that identify a common collec­
tion ofsystems give rise to the notion ofarchitecture
style. More detailed descriptions on architecture styles
can be found in Garland and haw~ and Perry and Wolf.3
while Gamaa et al.4 repor t on the related work on design
patterns that identify common data andprogram struc­
tures. Aset offrequentlyasked questions and answers
about domain-specific software architectures can be
found inTracz.'

Beyond operationalfeatures, the usability ofan
application also may depend on other non-operational fea­
tures suchas portability. fault-tolerance, andsecurity. In
recent years. much progress has been made in building
software components that provide suchfeatures andthat
can be used transparently in large classes ofapplications.
These components are orthogonal toarchitecture stylesf
For example. the 1ibft7 software library provides Iacili­
ties such as automatically saving dataand process states
at run time. called checkpointing, and restartingfailed
processes based on the saved states.This enables soft­
ware fault-tolerance at a process level without any process
modification. The existenceofsuch components gives
rise to the notion of architecture service.

Note that styles and servicesare defined bychar­
acteristics.Therefore. a particular style or service may
encompass different software components that provide
the sameset offu nctions but with different performance

characteristicsor environmental constraints. .'\ subser­
tion below. "Guidelines for Choosing Styles:' discusses a
way ofusingthe operational and non-operationalcharac­
teristics of stylesandservices to identify major parts oi
the overall architectureof an application.

Csing the sameexample in the last section,
Figure lc showshowdesign partitionsare mapped to
corresponding reusable components with clear subsvs­
temboundaries. Here again are two systems,AandB.
partitioned into Al and Az and81,82. and 83.
SubsystemsAl and81express a singlearchitectural
style.even though theyare in different systems. as do A2
and82. Since the style-preserving relationships-AI is
equivalent to 81and A2 is equivalent to 82-can be clear­
ly identified. the choice ofsuitable platformcomponents
nowlargelyhinges on the styles that theyexpress.

For example, ifAl isTP,81also isTPand may
use the sameplatform. Further, as these components
share similar behavioralrequirements, they may alsobe
able to share implementation. In similar veins, A2 and82
may be front-end processors (FEPs). while 83is a DSS.
The intuition behind this approach is quite straightfor­
ward. Since the related subsystems in Aand Bshare sim­
ilar behavioral characteristics, they canbe supported by
common components andthe constraintson the evolu­
tion of their design alsowill be well-defined.

Hybrid Applications. Once an architecture has
been determined to have multiple styles and is parti­
tioned appropriately. two factors greatly influence the
quality and performance of the final product stylesepara­
tion andstyle interoperability.

Style separation. The exercise ofidentifying and
partitioning an architecture along style boundaries may
not in and ofitselfbe enough. In instances where multi­
ple styles compete forcomputing resources. separation
of styles may be a necessity. Style separation can take
place in two forms: temporal separation or physical sep­
oration.

Temporal separation occurs when multiple
styles are separated into distinct phases of operation.
This implies that no one style will be competing simul­
taneously with another style fo r computing resources.
Thus. at anytime. only one styleofan architecture par­
tition will be active.

Consider. for example.a system tilat collects
large amountsofdataduring the night and then puts it in
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a database to be analyzed bythe engineering; staff the
next dav, Sucha SYSI~J1j \\'11I:1d use a data stream (DS)
style tocollect and process the data. and then a DSS style
io'r the engineering stat"i. Ii there is sufficient timeto col­
lect, process. and Iliad the data prior to the start of the
working day, these styles can be effectively separated.

Onthe other hand. if data is still being collected
and loaded into the database after the first engineering
requests are made. performanceproblemsIllay occur
due to the differentstylescompeting for the same
resources.

Physical separation is accomplishedby provid­
ing separatecomputing resources-i-such as processors
and memory- when multiple styles must be active
simultaneously. This should be necessary only when the
partitioned styles require significant resources and can­
not be separated temporally.

Consider again the above example. If the data
were collected and processed 24 hours a day, the DSstyle
process would always be competing with the DSSstyle
process. In this case. itmay be necessary to apply sepa­
ratecomputing resourcestoeach style.

Style Interoperability. Regardless ofpartitioning
styles along time and physical boundaries. experiencehas
shown thatstyle interoperabilityisdirectly related to
application integrity-and thus maintainability-and unin­
tended degradation ofan architectural system. Inorder
to maintain both, specialattention shouldbe given tohow
one particular style communicates with other styles. In
general, the initiating style should communicate ina man­
ner the receiving style is prepared to receive.

Forexample, a DSstyle process should commu­
nicate with aTPstyle process via a transaction in the
form inherent for thattransaction style.The DSstyle
process should not send theTPstyle data ina formfor
bulk loading as it would to a DSS style process.

Guidelines for Choosing Styles, Ingeneral, the fi rst
stepin defining anarchitecture is tostate or determine
the technical problem to be solved. Next.to begin the
style identification andpartitioning,keycharacteristicsof
the technical problemshould be determined.

The operational and non-operationalcharacteris­
tics ofstylesandservices can be used todesign a set of
criteria andquestions that helparchitects to identify
major parts of theoverall structure ofan application in
termsofsuch styles andservices. Let 5 standiora sub-
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systemand (" stand for :':1.l111t' characterist ic. :\;1 investiga­
tionalong the followinglint' can be used to help defineor
refi ne subsvstem boundaries:

If~S> exhibits/ requires <c>then <indicators».
Here, an Indicator is a pair (a styleor serrice and

its valuc).111e value part of sucha pair indicates the
applicabilityof the respective style or service with three
values: -I for not applicable. 0 for neutral. and ] tor applic­
able. For example.a requirementoi accessrestriction
means that a security service is needed but ithas little
bearing on the requirement for reliability.Thus,
if <5>requires <accessrestrictions» then<security. 1>: but
if <5> requires <reliability> then «security. 0>.

Oncethe key application characteristics are
known. theycan be matched' ...ri th the appropriate style
characteristics.The general stepsto complete the archi­
tecture definition are:
1. Identify the system requirements.
2. Use the developed questions to identify indicators to

relevantstyles and services.
3. Divide the architecture into regions tofit these styles

and services.
4. Model the architecture as a set ofcommunicating

regions.
5. Identify needed components fromplatforms thateither

exist or that need to be developed.
6. Determine the feasibility ofthe design based on style.

service, andcomponent constraints.
7. Repeat steps 1and 3 if appropriate torefine the process.
8. Build the system.

Note that step6 is greatly helped by the indica­
torsfor the relevant styles and services found instep 2.
Forexample,certain performance requirements may
imply that a subsystemshould not simultaneouslyexhibit
characteristics ofthe twostyles, TPand DSS.Thisdocs
not necessarilymean that such a subsystem is not build­
able, but somemeans may be necessary so that the oper­
ations from the two different styles do not overlap. Such
means could be:
- Operation scheduling, a formof temporal separation

as already discussed in the subsection "Style
Separation,"or

- The duplicationofdata. a formof physical separation.
Otherwise, certain performance requirements

may not be met. In turn. this realization may require a
redesign step.



Architecture Styles and Services for NMOS

This section takes a closer look at a few architec­
Hirai srvles and services that are ofimportance to :\ ~ I n :, .

. Transaction Processing. [ adl transaction proce::::·
inz svsrem mav COn~ i SI ofoneor more databases. with
concurrent re;d and write transactions enacted against
them.Transaction managers ensure thateachtransaction
meets the ACID test. hat is, it is atomic, isolated,consis­
tent. and durable.

Decision Support System. AOSS may consist ofone
or more databases. Data typicallygets into the databases
bydiverse means. such as bulk-loading fromTP databases
or fromtapes. and a lack ofatomicityis permitted. AOSS
produces high-level and summary analyses from such
data. Since the incomingdata may have diverse formats
andthe analysis tools may require differentoutput for­
mats. a major part of sucha systemis components that
transform data from one formattoanother.

Data Streaming. OSconsists ofa component that
accepts typed datafroma sender,processes the data ina
buffer, and then sendsthe results toa receiver.Certain
records mav be retained as a side-effect ofprocessing the
datathatgo through the buffer. Atypical requirement for
OSis very fast processing ofstreams ofdataobjects.

Front.£nd Processing. An FEP systemis needed
whenever the user is tobe presented with a restricted set
of menus ofchoices specific to the application.The FEP is
responsible for creatinga user-friendly framework that
avoids user errors, retains entered information forlater
use, andprevents the user from accidentally modifying
data thatis essential 0 the system'sfunctionality.

Each ofthe styles is reasonably wellunderstood
by practicing architects. Some, such asTP, have been
exhaustively studied anddescribedf Others, suchas OS,
have been less studied in the general literature butare
wellunderstood within the network operations software
business. For the purposes ofthis paper, it is notneces­
sary todefine the styles in great detail, that is, enough to
builda platform. It is onlynecessary to understanda style
wellenough tobe able to ask the correctquestions ofthe
requirements, both feature and non-feature, to partitiona
systemat a high level.

The SOP-Pexperiment has provided useful infer­
mation on the form of these questions, and revealed
many ofthe questions that would be useful to ask in cre­
ating a new NMOSapplication. Considerablymore expe-

rience will be needed. however, to create a set ofqU6'
tions that could be used routinely in the software archi­
tecture prat e::::.

TIle architecture stylesthat have been identi­
tier. need to be supported bythe architecture services
necessary for the non-functional requirementsoi a sy::­
rem. The technology required to provide these services
has become complex and multi-leveled in its own right.
A::a svstem evolves and new levels ofservice become
necessarv. the levels should be provided byextending
the services of the platform, rather thanaltering the
application-specific code.

Vital Operations Systems Services. Several services
thatarevital in thedomain of Nl\IOS are provided by
tools and libraries designed and built bysubject matter
experts.These services, which find broadapplications in
manv architectures. are:

. Commun ication service. This serviceallowsclients
and servers ina distributed system to send dataandcom­
municate with each other through predefined protocols.

Alarm service . Alarm service logs andmanages
the faults that have been detected by the system.111is
service may include the analysisand filtering offault
data and the configuration ofthe fault detection mecha­
nisms. Someof the capabilities may be provided bythe
svstemvendor such as in faul t-toleranthardware,

• Audit service . This service audits the use of the
system resources. It may include monitoring andcon­
trolling user-initiated load, system memory, system
files, communications channels. andcomputing
resources.The datais frequently used in performance
management functions.

Resource management service. Resource manage­
ment is the administration ofsystem resources that are
not included in the other functional areas. Included in
this area are hardware maintenance. system account­
ing, system-level configuration, backupand recovery
management. software migration capability, system
process management, and user login and password
administration.

Secur ity service . Securityservice includes the
fu nctionality fo r monitoring andauditing application
and system activity. producing logs on unauthorized
accessattempts, reporting on security-related activity.
and configuringaccess permissions on a user and appli­
cation level.
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Visual izat ion serv ice. Thisservice provides the abil­
ity to graphicallyviewthe structure or the behavior ofa
system. by interacting through a pictorial representation.
Thiscapabi lity is usefu l in understanding, debugging.
and controlling application systems.

SOP·P : An Example of Style and Service Partitioning
The SOP·p is an~i\I OS that supportsprovision­

ingior the AT&Tsignaling network. SOP·p is a multi­
phased development with the fi rst phase currently inpro­
duction. 11H.' SOP·P·s primary role is to generate update
messages that are sent to the network elements to mod­
ify the network signaling plan.The originator ofthese
messages. froma SOP·p point ofview. is either an
upstream system or a network administrator.

Another system requirement is togather data
from the network andeither provide the data to
upstream systemsor store the datafor future analysis.
There alsois the need forgeneral servicessuchas audit­
ing alltransactions. restricting users to only those
actions theyare authorized to carry out,and triggering
alarms on fault conditions.

Before discussing the styles within SOP·P.a
word is in order about the platform tools being used to
construct it sop·p has used object-oriented technology
from analysis to implementation and is using the AT&T
product LibOS. a package supporting portable object
modeling for event-driven systems. TIle means ofcom,
municating betweenobjects is a set of routinescalled
LibE.These routines provide a structured messaging
facilitywhich. for each object, triggers an appropriate
message, based on message type. The user interface is
developed using standard tools such as Visual C++ and
Visual Basicwi th a LibElibrary provided to interface
with the host servers.

sop·p sty les. The requirements ofSOP·p indicate
that its primary style is OS. In fact. a look at the SOP·p
architecture in Figure 2shows how the data moves
through SOP-P towards the network elements andalso
howdatais extracted fro m the network elements. The
dataiseither transierred to other systems or ends up
residingina localdatabase for analysis.Anumberof
common characteristics ofa OS stvle also are exhibited.
- Data comesfrom one or more sources and is delivered

to oneor moredestinations.
- The distribution of datacanbe scheduled.
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- The input data may require expansion or contraction
based on mapping informationand mayresult in more
than one pieceofdatagoing to multiple destinations.

- 111t' output data fo rmat may depend on the type and
software versionof the network element receiving it,

- TIle protocol used to talk with externaldevices may dif
fer from networkelement to network element.

The net result is thatdata continues to move
acrossthe architecture-at times being combined with
other data. at times being modified in content. and at times
being heldup for anappropriate timebefore moving on­
but it ultirnatelv makes it to its final destination. In the
SOP·p implementation. LibOSrepositories are used to hold
these dataitemswith their associated transport methods
as theymove across a machine boundary. LibOSalsocon­
tains the objects that manipulate these dataitems.

While OS is the primary style used in SOP-Po the
other styles alsoare used.The FEP styleis usedforthe
user interface. andaccessinto the systemis provided by
menus andforms with strictrules controlling dataentry.
When a user inputs information into the system. it might
be a dataitem to be sent to one or more network ele­
ments. In this case the first step.the flow ofdata from the
user interface, uses the FEPstyle before it moves to the
second step, the DS style.

On the other hand. iftheuser inputis used to mod­
ify oneofthe IJbOS repositorieswhose objects are usedto
manipulate data items. then thisbecomes aTPstyle. And
finally, ifthe dataentered by the user is interpreted as a
command to analyzedata ina repository. then this is using
the OSS style. Aparticular example of this iswhen the user
would like to have a particularviewofthe data expressed in
a graphicaluser interface representation.

While all four styles are used. they are clearly
differentiated and care has been taken to minimize any
potentially adverse results when these styles interact.
as described in a previous subsection ("Style Inter­
operability").

sop·p services. Anumber of services required by
Sop·p are used by all parts ofthe architecture, indepen­
dent ofthe stylebeing used.The basic communication
services are provided bythe LibE library. However. three
other servicesweredeveloped as LibOS repositories with
associated librariescontaining functions tobe used by the
application clients and servers.

TIle first ofthese is the auditserver. a LibOS reposi



tOI"}' for objectsthat record user actions such as connection
attempts and object creations.The objects are collected
from allservers and stored fora specific time interval. and
performance and network changehistory reports ran he'
generated using the objects. Additionally, a mechanism is
provided for archiving olderobjects to off-line stnragr and
then pur¢n~ them from the repository.

The second is the alarm server. a l.ihOSrrposito­
ry for alarm objects. Anapplication server needs onlyto
create an alarm object; populate its data members. that is,
structure fields, with information about the alarm: ami
"install' it in its disk storage space. TI:eobject is autnmati­
cally migrated to the alarm server where it may be saved
or analyzed and determined to be a duplicate. If the ohjf'rl
indicates the condition has cleared. the master ohjrrt in
the server will bediscarded.

The third is the 5/,('1I1'-ty server. so p·p IISC'':; an
object-oriented permission mechanism. in which r rich
user is assigned a specific roll' and Sl lJ '·p maintains. for
each role,a list of the classes a user is allowed to intrrart
with, as well as the operations or methods ofeach class.
Forexample, a network element administrator may hr
allowed to make changes in network elements, hut not to
the network model database.The securirvserver is the'
official repository for the objects that areused 10 control
access to SOP·!,. For example, it holds an object for each
user, loll', and server in So p·P. as wellas the class or
method pairs appropriate for each role.

Each of the other ser vers in sop·pmaintains a
synchronized copy of the securityobjects thry nrc'r. via a
distribution object mechanism. Ir. the cvcm that 1'0 111 11111 '
nications with the security server is lost. thr various

FIgure 2. The SOP·P arc:hHecture Is shown with style partl·
tlonlng that yields four distinct styles-front..nd proCH5­
Ina CFEP) , decision support system lOSS), transaction pro­
cenlng (TPI, and data stream CDS).The data moves
through sop·p towards the network elements and aiM Is
extracted from the network elements. The data Is either
transferred to other systems or ends up residing In a locat
database for analysis.

servers wouldcontinue 10 function with their copiesuntil
theyare reconnected to the security server. Whenthe
security administrator adds or modifies one or more of
the security objects ill lhe server, newcopies or deletion
notlces are broadcast to the other servers.

Ullin. tile SOP.,.. A user logs onto the system
using the FEP's lll1!in screen and. based on the role of the
individual logging ill. the security server assigns the set
ofobiects with which the user is allowed lu interact. One
way of applying' this assignment is lu present to the
user's screen only those operations assigned to that user.
If. forexample. this user is nul authorized to add a net­
work clement. the screen would not display that function,
For the rest of this example, we will assume that the
tasks discussed are included in the user's role.

If the user wants to change a table entry in a net­
work r-lr-ment, this would be within the TP style. It the
nsr-r wants 10 analyze the audillug to determine the Ire­
flu r ncyni occurrence ofa certain type 01 action and then
rnrrclat« these actions with the user's logged on, this
would hr- in th- DSS style. But the 1::05t frequent user
activirvwould be associated with data movement to and
from tile network elements.



For example. ii the user would like it) add a li nk
between two networkclements at a specified time, the
newinformation requi red tl) accomplish this wouldbe
entered using 'he appropriate forms, such as an FEP. The
appropriate objects would be launched from the user
client and star irs DS journey. andthe appropriate audit
object would be sent to the audit server.

Toaccomplish the task. a number oi messages
will be required to be sent to multiple network elements.
This message expansion occurs in the policy scheduler.
There are usually sequencing rules associated with the
order inwhich the data messages are to be sent to the
network elements. Toaccomplish this. the policy sched­
ulerhas a scheduling function embedded within it. At the
appropriate times it sends the data messages to the dis­
tributor servers. which provide the correct format and
protocol to allow them to be sent to the appropriate net­
work element.The audit server would be notified when
the data is transmitted to the network element. Ii the con­
nection to the network element fails. an alarm object is
sent to the alarm server.

Conclusions

We have described the role ofarchitecture styles
andservices in building large integrated applications.
The paper is based on a large studydone internally as
wellas our direct participation in the partitioning of the
sop-p architecture. Although the work is concentrated on
a single domain-that of~MOS systems- the techniques
for partitioning the architecture into architecturalstyles
andservices can be generally applied to other applica­
tions. Architectural stylescan span multiple domains but
theirusefulness andapplicability will vary according to
the domain. For example. aTPstyle is not likely to be
very useful in a domainwhere there is no interest incon­
current updates ofdurable records.

There is little in the literature in terms ofexperi­
mentsor case studiesabout applyingarchitectural styles
and services to building industrial-strength soitware. In
building large-scale software. a certain amountofarchi­
tectural degradation canbe expected to take place. The
approach we offer is intended tocontrol the drift bvcon­
straining the choices for initial system partition and.with­
in the components ofthe partition. constraining the
architectural elements that can be used.

TIlt' evidence so tar is pn) I:I ~ ::il: ~ . It coniinus a
l:ti;nbrr o: hypotheses, including:
- Intelligent partitioning into architectural styles ;1:1(( ::1':'.

vices can be donedirectly fromrequirements.
- Such a partition leads to better understanding ofcon­

straintson components of the system. and to an arrhi­
recture that remains stabIt'.

- 'TIle nature and specificity ofthe questions asked durin;
the partitioning process has a substantial impact 0 11 he'
system requirements.

- 1110ugh WC' ioundseveral systems which had evolved r..
this type oi partition.it was not t.w first proposal for an
architecture. In fact. forSop·p, the partitioning process
produced a different partition than what the architects
originallyenvisioned.

- Thisapproach doessupport the effective use of plat­
forms.

On the other hand. thisapproach raised some
questionsior further investigation. such as:
- Howlong intothe system's life cyclewill the partition's

impact last?
- Is there a natural way to determine inter-component

interactionsbased on the style andservice partition?
- To what extent can an algorithmicprocess for partition­

ing be developed?
Clearly. the current process requires a certain

amount ofart in its application. Ournext steps are to
investigate other system projects and to make the process
easier for anyarchitect to execute.
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