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Yennun Huang Software fault tolerance is the task ofdetecting and recovering from
Chandra M. R. Kintala failures that are not handled in the underlying hardware or operating

Lawrence Bernstein system layers ofan application. Software rejuvenation prevents failures by
Yi.Min Wang periodically, and gracefully, terminating an application and restarting it at

a clean internal state.This paper describes five reusable software compo­
nents that provide these capabilities.Theyperform automatic detection
and restart offailed processes, checkpointing and recovery ofdata in
memory, replication and synchronization offiles, and software rejuvena­
tion. These components, which have beenported to a number ofUNIX*
platforms, canbe used in any application with minimal programming
effort. The fault tolerance capabilities ofseveral communication products
and services inAT&T have beenenhanced by incorporating these compo­
nents. Experience with these products to date indicates that the compo­
nents provide efficient, economical means to increase the level offault
tolerance inan application.

Introduction
In a telecommunicationsnetwork,

switching systems are known to require the
highestdegree ofreliability-in other words,
availability and data consistency. However,
hundreds ofother systems are needed to
provision, process, operate, administer, and
maintain a large, reliable telecommunications
network and its services. If the network as a
whole is to be reliable, each ofits compo­
nents mustalsobe reliable.The challenge is
to do this with reasonable cost and effort.'

Traditionally, reliability is provided
through fault tolerance technology in the
hardware, operating system, and database
layersof the computer system executing the
application software.Twotrends emerging in
the marketplace are changing this tradition of
providing fault tolerance. First, standard com­
mercial hardware and operating systems are
becoming more reliable, distributed, and
inexpensive.These items are nowoff-the­
shelfcommoditieswithopen and evolving
standards and interfaces. Second, the propor-

tion offailures that can be attributed to faults
in the application software is increasing along
with the size and complexity ofthe software
beingdeployed.sFailures that result from
those software faults are discussed in depth
below.

Transient Failures and Software

Dynamics. Mostsoftware systems, especially
telecommunications software products and
services, are thoroughly verified and
validated 01&v) before they are deployed in
the field . However, the sizeand complexity of
the software in these systemsare increasing
andbecoming distributed in such a way that
even the mostadvanced V&V toolsand
methodscannot remove allpossible faults,
therebyleaving behind residual faults.

In software, allfaults are design and
coding faults, and allare permanentfaults.
However,a failure exhibited by these faults
can be transient; in other words, the failure
may not recur if the software is reexecuted
using the sameinput. Duringa program's
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execution, its behavior, especially that ofa distributed
applicatiun. depends not onlyon the input data and
message contents, but also on the timing and interleaving
ofmessages, signals, and interrupts received from the
resources. Italsodepends on shared variablesandother
"state" valuesin the operating environment of the applica­
tion. Asa result, residual faults are occasionally triggered,
leading to transientfailures, also called Heisen bugs.2

To understand software failures, the focus must
be shiftedfrom the programsthemselvesto programsin
execution. or processes. This shiftin focus is part ofa new
directionfor software research-software dynamics.
Software dynamics is the study ofthe dynamicbehavior
ofsoftware as il is beingexecuted,The concluding
section ofthis papercontains moregeneralremarkson
software dynamics,

KlIftlIIlng TJ_lent Softw.,. Fallur... This shiftin
focus leads to a collection ofapproaches forrecovering
from transient software failures3 and providingincreas­
inRly higher levelsof reliability. Atthe minimum, a
mechanism10 detect and restart failed processesshould
be in place. The next level is to chtckpoint-thatis, to
make a copyof the application darn-and recover the
internal slate ofa process when it fails. In addition.
messages mayalso be logged and replayed. During
recoveryaniI replay, some part ofthe environment may
change, keeping the prOCI$Sfrom failing when it is reexe­
cuted.The messages may also be reordered during
replay, thereby maskingerrors caused by unexpected
event sequences. In addition to the previous tasks, the
next level is on-line replicationofapplicationfiles al a
remotesite.
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F1!:ure 1. Software
tau" tolerance
platform and compo­
nents .

The methodsdescribed are reactive in nature-­
that is, they attemptto recover the applicationafter a
failure has occurred. Acomplementary proactive
approach, called softu:arcrejuuenaiio n, is used to handle
transient software failures, Software rejuvenation prevents
failures (romoccurring by periodically, andgracefully. ter­
minating an application and immediately restartingit at it

dean internal state. Anapplication is restarted byqueuing
the incoming messages. restarting the application
processes at a predefined state. reinitializing the in­
memory volatile data structures, and loggingndrninistra­
tiverecords.'

A PIIItfona. Individually implementingthese
software fault tolerance and rejuvenation tasks ill each
application requires expertise in reliability. It should not
he donead hoc.A middlewareplatform containing a set of
reusable software components-wetc~d.:Ki :: i bf r.•®
R J::PL, 'JY Li bckp, and edd r e j uv-e-has been developed to
performthose tasks. as shown ill Figure 1.

The hardwareplatform on which these reusable
software components are based is a network ofstandard
computers. Eachcomputer serves as a backup for another
computer on the network.11,c cnmpouents provide rucch­
auisms to checkpoint, logmessages, watch, detect,
rollback, restar t, recover from failures, and rejuvenate
software processes to avoidfailures.

Reusable components make it easy. efficient, and
economical for software developers tn embed high avail­
ability in an application, TIle componentsalsoprovide
flexibility in dt,tt'rmininR the underlying computing
platform and the amount and level offault tolerance in the
application running on that platform.111e sections that



fol low describe these components. and till' section
entitled "Applications" discusses someapplications that
have increased their reliabili ty using these components.

Watchd
\~a tend is a watchdog daemon process that runs

either on a single machine or on a network of machines to
detect application process fa ilures and machine crashes.
It detects a process crash either bypolling the process
(using k ; 11 (0, p i d l or by receiving a S IGCHLDsignal
from the process.

ivate:Jd determines whether a process is hung
by using one of two methods. In the first method,
wat ehd sends a "ping-like command to the local applica­
tionprocessusinginterprocess communication (lpe)
facilities on the local node. It then checks the return
value. If it cannotmake the connection. it waits for the
amountof timespecified by the application. and tries
again. If it fails after the secondattempt, watc hd inter­
prets the failure to meanthat the process is hung. In the
second method. the application process periodically
sends a heartbeat message to wa tehd , which checks
the heartbeat. If the heartbeat message from the applica­
tionis not received bya specified time, watchd assumes
that the application is hung. Li b f t , discussed in the next
section, provides a hbea t () function that enables appli­
cationsto send heartbeats to wat ehd.

Whenwatehd detects that an application
process has crashed or is hung, it recovers that applica­
tionat an initial internalstate or at the last checkpointed
state.The application process is recovered on the
primarynode, ifthat node has notcrashed, or on the
backupnode, as specified in a configuration file. If libf t
is also used, watehd sets the restarted application to
processall the logged messagesfrom the logfile
generated by libf t.

Wa t ehd runs on each machine and watches one
neighboring wa t ehd ina circularfashion to detect
machine failures.This methodis similar to the one used
in the adaptive distributed diagnosis algorithm.t Ifthe
wat ehd runningon a machine fails to respond to a
polling request from the neighboring wa t e hd, a
machine crash is assumed. When a machine failure is
detected, the neighboring wat e hd can execute a user­
defined recovery action, which may include migrating the
application from the failed machine to another machine.

After the machine is repaired. it can reioin the network bv
simply starting the wa t ch c daemon. To distinguish .
machine failures fro m communication linkfailures,
although not definitively. wat chd can use two communi­
cation links for polling a neighboring machine. It reports
a machine failure onlywhen it fai ls to contact a neighbor­
ing machine through both links.

\'ia :chd also facilitates restori ng the saved values
and reexecuting the logged events. It has facilities for
rejuvenation. remote execution. error reporting, remote
copy, distributed election. and status report production.
Severalcommands are also provided for operating, admin­
istering, and maintaining a network usingwatehd
daemons.

L1bft
Libf t is a user-level library ofC functions used

in application programs to specifyand checkpoint critical
data, recover the checkpointed data, logevents, and
locate and reconnectthe failed client processes to a
backupserver. It provides a set offunctions, such as
eri ti cal (), to specify critical volatile data inan applica­
tion.These items are allocated ina reserved region ofthe
virtualmemoryand are periodically checkpointed on
primaryand backupnodes.The concept ofsaving only
critical data in an application is analogous to the Recovery
Boxconcept in Spritef This techniqueallows critical data
structures to be saved without traversing them.

The ft read ( ) and f twr i te ( ) functions in
libft log messagesautomatically. In a normal condition,
whenthe ftread () function is called bya process,data
is read from a channeland automatically logged on a file.
The logged data is then duplicated and logged by the
wat ehd daemon on a backup machine. The replication of
logged data is necessary to enablea process to recover
from a primarymachine failure . Whenthe f tre a d ( )
function is called by a process that is recovering from a
failure ina recoverymode, the inputdata is read from the
logged file before anydata is read from a regular input
channel. Similarly, the f t wr i te () function logsoutput
data beforeit is sent out.The outputdata isalsoduplicat­
ed and loggedby the wa tehd daemon on a backup
machine.The log files created b)' the f tread () and
f twr i t e ( ) functions are truncatedafter a check ­
point ( ) function is successfully executed.There is a
slightpossibility that some messages may get lostduring
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theautomatic restartprocedure. If thismight affect an
application, anadditional message synchronization
mechanism canbebuilt into theapplication tocheck and
retransmit lost messages.

The following functions in 1i bf t perform fault­
tolerant versions ofthe network and tilesystem calls:
- getsvrloc (),getsvrport() ,ftconr.ect(),and

f tbind () intercept standard socket function calls,
helplocate servers, andreconnect clients toa backup
serverwhen a network failure is detected.

- ~ tfopcn I), ftfclose I) , f t.conmi t I), and
ftdbor t I) helptocommit and abortfile updates.
Files updated using ftfopen () canbecommitted
only bycalling ftfclose () or ftcorranit ( ) . In the
caseofprocess rollback recovery, file updates canbe
rolled back to the L1St commit point.

Asit iscurrently implemented. the1ibf t check­
point mechanism isnotfully transparent toprogrammers.
Atransparent checkpointing library, l.ibckp. isdescribed
laterinthispaper. However, 1 i bt t checkpoints only
critical data andthushas lesscheckpointing overhead. In
addition, l.i.bft does notrequire a new language, a new
preprocessor, orcomplex declarations andcomputations to
save criticaldatasrructures.t Sacrificing transparency for
speed hasproved useful inmany projects USillS{ l ibft.
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FIgure 2. Software architecture of the DilL
mechanism.

REPL
REPL. a file replication mechanism running ona

pairofmachines, replicates critical files ofanapplication
on-line. It often uses thesharedlibrary nor'S'? but it is not
always necessary.The mechanism intercepts file system
callsbyusingdynamic shared libraries. When a user
program issuesa file update, the sharedlibrary intercepts
the request, performstheupdate locally, andpasses the
update message to a remote REPI , server. When the
message is received. the remote REPL serverreplays it
andperforms the file update. Critical files are specified
through a UNIX· shellenvironment variable. Because
REPL is built on topofstandard file systems. itsuse
requires nochange tilthe underlying operating system.
Speed. robustness, andreplication transparency are the
primary design goals ofthe RE?L replication mechanism.

A'l shown inFigure 2,REPL consists uffour main
cornponeuts:
- Relay serv<>r (Lcp) ,
- Connection server (ens).
- Log server (bcplog), and
- Process scn'er (bcpproc).

Relay aervelllcpl. When the remote node Bis up.
the relay server (lcp) establishes a connection to
bcp l C l] (a RE?L logging process on the remote backup
nude described onthe nextpage). readsmessages from
applications (linked with the ,IDFS library), and passes



" fi1eapp contains three integers 1. 2 and 3 " /
r: a checkpoint is transparent ly taken nere • /
fp = :open("fileapp". "a" ): /" for append " /
fprintfttp, "~;d " . 4):
tcroseua):
j " :ailure occurs. roll back ' /
unli ~ krti leapp" ) : r: remove the file ' /

Figu re 3. Sample illustrating the need for correct rollback of
user files.

those messages to the remote bep l og. When the
remote is down, the relayserver creates a log file and
savesdata to it.

Connection server (cns). The connection server
(ens ) establishes a connection to the l e p , maintains a
file descriptor for the connection, andsends the file
descriptor to applications.

Log server (bcplog) . The logserver (be plog)
receives update messages from the l e p onprimary node
Aand logsthe messages onto a logfile.

Proc ess server (bcpproc). The process server
(b e pp r oe) normally reads the log file generated by
bep l og and replays the update messages. In recov­
ery, it copies fil es from the primary node for file
resynchronization.

Ubckp
Libekp isa user-transparent checkpointing

library for UNIX applications. Itcanbe linked with a user's
program to periodically save the program state onstable
storage without modifying the sourcecode.The check­
pointed program stateincludes the program counter, stack
pointer, program stack. open file descriptors, global/static
variables anddynamically allocated memoryofthe program,
andlibraries linked with the program.

Compared to other existing U~IX checkpointing
libraries,s.9libc kp has two unique features. First, the
library allowsa user to include files as part of the
process state that is checkpointed and recovered. More
specifically. when a process rolls back. all the modifica­
tions that it has made to the files since the last check-

point are undone. to ensure that the states oi the fi les
are consistent with the checkpointed volatile state.
Other checkpointing libraries either do 1I0t support the
rollback oi user files or only provide this capability to a
limited extent.

Astraightfo rward but inconsistent way of
extendingvolatile state checkpointing to user fi les is to
record the file size ofeach open file when the volatile
state is checkpointed. If a rollback is initiated. each file is
truncated to the recorded size. Figure 3showsan
example inwhich this simple approach willresult inan
inconsistency. Here, the file size of f i 1e app was not
recorded at the time ofcheckpointing (which occurred
before the first f open () call was made) because the file
was notopen at that time. If a rollback is initiated after the
: close () call, f i l eapp will not be truncated andthe
second f pr i nt f ( ) callwill incorrectly append another
4 to that file.

Tocheckpointuser files consistently andeffi­
ciently, a lazy approach is adopted, which delays the
actual checkpointing action until it is necessary. For
example, in Figure 3, the sizeof f i 1e app is recorded
(on stable storage) at f open ( ) . Then f i 1e app canbe
truncated at rollback to the correct size to undo the effect
of f print f () . lfthe failure does notoccur, a shadow
copy of f i 1eapp will be generated at un 1i nk ( ) . If a
failure occurs later, the shadow copyandthe recorded
size can be used to restoreboth the contents andsize of
f il e a pp .

The second unique feature of 1i be kp is its
ability to provide a nontransparent mode for flexible
execution control. Functions e kp e heekpo i n t () and
e kpr o11ba e k () provide application-initiated checkpoint
androllback facilities withina program.The rollback
function rolls backthe process to a location in the
program at which the previous checkpointwas made.
These two function calls canbe viewed as generalizations
ofthe UNIX systemcalls s e t j mp ( ) and long j mp ( ) ,
which can restore global/static variables, dynamically
allocated memory, and user files.

AddreJuv
Addr e juv, anadded feature ofwatehd, can

rejuvenate software by stopping and restartinga process
at a certain interval or when a particular event occurs in
the application process.The interval or event for periodic
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rejuvenation is determined through analysis andexperi­
ence withthe application.Uo.i l

When the addrej uv feature is used, wat.chd
creates a rejll\ enationshellscript anti registers the
starling timeor the event for execution oi that scriptwith
the cron daemon,which can rejuvenate the process. The
shell scriptstops the processin three steps. First.a signal
or a command. specified as the first argument to the
addrej uv feature. is sent to the processto kill it. Fifteen
secondslater, a secondsignal or command. specified as
the second argumentto the addre i uv feature. is sent to
the process. Finally, fifteen secondslater. a SIGKILL signal
is sent to the process to makesure that the process is
really terminated. 111e fifteen-second interval between the
two signalsCl\lOW~ the process to dean up its state before
being terminated. The default value oi fifteen secondscan
be changed by the application. Oncethe process is termi­
nated, 1"0 tch,j takes a recovery action to restore the
processexactly as it does when it detectsa failure .

Appllc.Uoftll
TIIC!;(' software iault tolerance components have

been used in a wide spectrumofAT&T applications,
products, and services tilenhancetheir availability.The
applications have been used in Communication Services.
fora larp;e..'lOO customerservice system; in Operations

Agure 4. A network administration .ystem
usIng watcheS.

Systems. fora network facility administration system;
inTransmission Systems. forthe UACS VI·2000; and in
Switching Systems. fora back-endbilling datacollector in
UN5-2000. Under a license agreement, Tandem Computers
Inc. is selling a productnamed Integrity HATS,' which
incorporates wa t chd, 1 Ibf t, and REPL. Tandem Com­
putersalsohas a second set oflicense agreements to usc
that software on theirWindows 1\'1"" platforms.

Adralnlmatlva Proc...... \'I'a t chd and 1i b: t
increase the availability ofadministrative processesin
network facility administration systemssuch as those
shown in Figure4.

In these typesofsystems, a script registersappli­
cation processeswith.....atchd. Assoonas war chd
detects a process failure (crashor hang),it executesa
script to recoverthe processes.The recovery script
usually:
- Shuts down the failed machine (to make sure that it is

really down):
- Notifies systemadministrators;
- Restarts the failed serviceson the backupmachine:
- Performsau Internet protocol (ilry address Iailover, to

rebind and reconnect sockets.ifnecessary;
- Notifies the necessary party to signal the completion uf

the failover: and
- Resumes services.

~ i b: t checkpoints the process states andsends
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Figure 5. A cross-connectlon .wltch using IUl:PL.

heartbeats to war chd. Tosavethe critical state of a
process, a user specifies the datacritical to recovery, and
~ ibf t checkpoints only that critical data. Al the process
recovery time. it can then restoreits critical data to make
the recovery transparentto servicerequestersor to
bypass the longinitialization procedure that the process
may otherwisehave togo through.

A Crou-ConnedlorlSptem. .bJong with we t.chd
and 1 ibf t, RE!>L is alsoused in systems such as DACS­
VI 2000. a cross-connection switch for international trans­
mission networks (see Figure5).

These systemsuse duplex components forcrus
anddisks.To prevent anysingle point offailure. all the
modifications toonedisk are duplicated toanotherdisk.
R2PL provides a solution that is simplerand lessexpen­
sivethan using mirroreddisksor diskarrays.

Lo......unnllll Progr..... Li cckc is used in several
long-running computer-aided design (CAD) programs.
simulation programs, and signal processing applications.
Theirexecution timesrangefrom 2 to t'I hours: the
checkpoint sizes range from 0.3to 40.0Mit With a :~o­

minute default checkpoint interval. the checkpoint
overhead typic-ally rangesfrom 0 to "I percent. which is
acceptable in most applications. Libc kp has alsobeen
integrated into a load-sharing migration server c-alled
CosMiC. When a user submits a job. CosMiC finds a
remote idlf' workstation to run it:when the owner f the
workstation starts using hisor her machine, C o:;~ liC kills
the joband automatically migrates it toanother irlle work­
station. If the job is linked with ; i c ckp, the migration
will restart the jobfrom the previous checkpoint to avoid
a total loss of useful work.

A B.ftlng 0111.Collection 8yatem. Software rejuvena­
tion is implemented in the BILWATS II" Collector, a
billing datacollection systemdeployed throughout the
AT&T longdistance network. and inseveral ofthe
Regional Bell Operating Companies (RBOCs) and
Independent Telephone Companies (m.:Os). Based on
predeploymeut laboratory testingwith longevity runs
approximating lWO weeks, the rejuvenation interval in
that systemis conservatively set to oneweekforfield
installations. After several yearsoffield operation of the
nIll.DATS" Collector with rejuvenation, not a single
incident ofthe lypeoffailures that affect longevity has
been encountered todate. Memory and processrejuvena­
tion is also implemented in someCAD andspeech recog­
nition applications.

About three years ago. a telecommunications
traffic network monitoring systemperiodically fell into a
nonresponsive state.Whenever this happened. the field
administrator useda secondary channel toconnect to the
systemand ki1l the user processes. 111is freedbuffersand
allowed them to be used forremote login connections on
the primarychannel. After about6 months of that mode
ofoperation and intermittent investigation to trace the
bug, it was found that a certain module in the system was
ignoring the return value from the c anput () routine.
causingthe ~TREAMS I/Obufferpool to overflow,
(STltEA,\1S is a feature of liNIX System Vthat provides a
standardway ofdynamically building andpassing
messages upand down a protucol stack) The bug was
fixed and the systemis now operating without that
problem. If the software rejuvenation module had been in
place then, it probably would haveperiodically rejuvenat­
ed the system by sweeping out the offendinguser pro­
cesses and releasing the buffersautomatically. without
requiring manual intervention.

Conclusion
Mosl ofthe theory ior today's software technol­

ogy foc-uses on the staticbehavior ofthe software. such as
analysis ofsource code.There is little theory about the
dynamic behavior oi software executing under varying
load conditions.Toavoidseriousnetwork problems, ior
example. software systemsare often overengineered,
with enough bandwidth ior two or three timesthe
expected load. Without analysis of theirdynamic
behavior. there is no wartodetermine the resources an



application will need once it is working. As an analogv .
until feed back control theory was developed, electronic
svstems had 0 be hand-crafted and tuned to prevent
them from failing intermittently. r\ similar theory is
needed for software.

To relate this to chaos theory. one cannotbe
certain that a small change in software will result ina
smallchange in system performance.111e April25. 199·l,
issue ofForbes Magazine pointsout that a three-line
changeto a 2-million line programcaused multiple
failures that were traced back to a single fault .111e
concepts and technologies described in this paper point
to a newdirection forsoftware research. onecalled
software dynamics.

An important part ofsoftware dynamics is the
software stability theory. Even after a bug is foundand
fixed. it is difficult to design a system thatcan restore
software to a known stable state. in which its operation
canbe tested. One exception to this may be custom­
designed systems.but those are known to be error prone.
When a system is restored to a stable state, ensuring that
the system behaves predictablyunder varying load condi­
tionsis a major aspectofthis stability theory. Software
behaveslikea nonlinear, nonstationary process. Reju­
venation forces the software states to be periodic.This
methoddoes notallow problems such as roundoff errors,
bufferand file overflows, and protocol retries to build up
andcorrupt the execution ofthe software systems in
untesteddomains ofoperation.

The conceptsand technologiesdescribed in this
paper point to software dynamicsas a new direction for
software research. Topics in software dynamics include
software fault tolerance (the subject of this paper),
safety-eriticalsoftware, and software testingand perfor­
manceanalysis. The codification of these technologies
will enable software developers to understand how
software performs under load. With that information at
hand. they can reliably predictsystem performance for a
range ofoffered loadsand define the point at which the
software will fa il. This body ofknowledge will not only
move the software industry toward quantitative analysis,
component modeling, and specifications, but will also
mark its maturation.
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