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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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Welcome to Veeam Backup for
Salesforce

Veeam Backup for Salesforce is a solution developed for data and metadata protection for Salesforce CRM. With
Veeam Backup for Salesforce, you can do the following:

e Run your backup environment anywhere: on-premises, in AWS, Microsoft Azure and so on.
e Manage backup and restore operations for multiple Salesforce organizations.
e Back up Salesforce files, data and metadata with near-continuous data protection.

e Restore files, dataand metadata in the form of a complete dataset including object hierarchies and
custom fields.

e Configure granular backup schedules and retention settings at the object level.

e Compare different versions of Salesforce records.

e Create real-time alerts for backup, recovery, licensing and connection issues.

e Control access to the product functionality with the help of user roles and scopes.

e Use single sign-on authentication to log in the product Web UlI.
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Planning and Preparation

Before you start installing Veeam Backup for Salesforce, check system requirements for the product
components, network ports used for data transmission, required permissions and other prerequisites. For more
information on the product components, see Architecture Overview.

In This Section

o System Requirements
e Ports
e Required Permissions

e Considerations and Limitations
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System Requirements

The machine where Veeam Backup for Salesforce will be deployed, the machines running PostgreSQL servers
used to host databases, and the file shares used to store backed -up data must meet the necessary hardware and
software requirements.

Management Server

Hardware CPU:4 cores (minimum) and additional 1 CPU core for per protected
Salesforce organization

Memory: 6 GB RAM (minimum) and additional 2GB RAM per each protected
Salesforce organization

Free space: 10 GB (minimum), excluding file storage space. For file storage
space requirements, see File Storage.

Note: Toimprove performance of the management server, it is
recommended that you use SSDs for databasesand file storage.

e CentOS 7 (centos-release-7-9.2009.1.el7.centos.x86_64 and later)
e RedHat Linux 7, 8
e Oracle Linux 7, 8

0S

PostgreSQL Servers

Hardware CPU: 4 cores (minimum)
Memory: 8 GB RAM (minimum)

Free space: Use your Salesforce Data Space value as a starting point to
consider the amount of space required to store the backed-up Salesforce
data in a database. The backed-up data will take at least x1.6 more disk
space in PostgreSQL. When calculating the required disk space, take into
account your desired data set, daily change rate, and the retention policy
settings.

To learn how to monitor your data storage and used file space in Salesforce,
see Salesforce Documentation.

Note: Toimprove performance of PostgreSQL servers, it is recommended

that you use SSDs on the machines running the servers.

PostgreSQL Versions 12-14
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File Storage

Hardware Veeam Backup for Salesforce stores file dataand metadata in the
/opt/vbst/vbsf-backup/data folder on the management server. Make sure
you have enough space to store this data. Available disk space must take
into account the total volume of your used file space in Salesforce and your
daily change rate. It is recommended to have +25% of the free space on
your file storage over the used file space amount. You can see the volume
of your data storage and file used space in Salesforce. To do that, open the
Salesforce Ul and navigate to Setup > Company information.

Network file shares are not supported.

Note: Toimprove performance of the management server, it is
recommended that you use SSDs for the file storage.

Salesforce
Salesforce API Salesforce objects available in API version 55 and earlier are supported.

Newly released objects availablein API version 56 and later are not
supported, for example the PendingOrderSummary object.
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Ports

The following network ports must be open to ensure proper communication of components in the Veeam
Backup for Salesforce infrastructure.

_

Web browser = Management server Required to access the Web Ul component
(local from a user workstation.
machine)

SSH 22 Required to communicate with the backup

service running on the management server.

Management = PostgreSQL servers TCP 5432  Required to communicate with servers
server hosting databases used to store backed-up
data.
Salesforce TCP 443 Required to communicate with Salesforce
entities.
SMTP server TCP 25 Default port used for sending email

notifications.

Veeam License Server TCP 443 Required to activate licenses, to verify license

(vbsf.butler.veeam.com) updates and metering.

Veeam Update TCP 443 Required to verify availability of product

Notification Server updates, notify users on these updates and

(repository.veeam.com) install the updates on the management
server.
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Permissions

To perform backup and restore operations, Veeam Backup for Salesforce requires the following permissions to
be provided.

Salesforce API Integration

Salesforce User Veeam Backup for Salesforce requires to connect to Salesforce organization
to perform backup and restore operations for Salesforce resources. The
user whose credentials are used to authorize the connection must be
assigned full permissions required to read and modify data:

e System Administrator profile (grants broad permissions immediately,
but not all the required ones).
e Permission set that has the following permissions enabled:
o Query All Files permission
o View and Edit Converted Leads permission
o Permissions for all record types of objects
e Permission set licenses for any managed application license that is
required for accessing the data (for example, HVS, CPQ).
e Feature-based user permissions: Marketing User, Service Cloud User,
Knowledge User, Salesforce CRM Content User.

For sandboxes, any managed application needs to be enabled and license
provided to the user. For example, High Velocity Sales requires application
activation.

Salesforce Connected App Secure and encrypted connection to Salesforce is established using the
Connected App tokens. The Connected App must be assigned the following
OAuth scopes:

e Full access (full).
e Perform requests at any time (refresh_token, offline_access).

For more information on OAuth scopes in Salesforce, see Salesforce
Documentation. To learn how to create the app, see this Veeam KB article.
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Veeam Backup for Salesforce Components

PostgreSQL Database User Veeam Backup for Salesforce creates databasesand database schemas to
store Salesforce dataand metadata. Therefore, the database user must be
granted permissions to create schemas and databases.

Note: If you do not grant the user permissions to create databases, you will
have to manually create databaseson PostgreSQL servers first, and then
add databases to Veeam Backup for Salesforce asdescribed in section
Adding Databases, before you create any backup policies.
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Considerations and Limitations

When you planto deploy and configure Veeam Backup for Salesforce, keep in mind the following limitations and
considerations.

Supported Salesforce Offerings

e Salesforce provides multiple offerings that are built on one Salesforce Platform — Sales Cloud, Service
Cloud, Financial Cloud, Health Cloud and Education. Veeam Backup for Salesforce v1 supports backup of
all data and objects available on the Salesforce Platform if these resources can be retrieved using the
Salesforce API version 55 and earlier. This means that if an object or data cannot be obtained using
standard Salesforce API requests, backup of these objects is not supported.

Salesforce Marketing Cloud is leveraging another platform and is not protected by the product.
e Both Salesforce Classic and Lightning Experience are supported.

e Salesforce sandbox organizations as well as Salesforce production organizations can be protected by
Veeam Backup for Salesforce.

e All Salesforce API-enabled editions are supported: Developer, Enterprise, Performance, Unlimited.

Backup and Restore

e Backup of personal reports and dashboards is not supported due to Salesforce limitations.

e Backup of Salesforce Geolocation and Location fields, and Salesforce Field Service objects is not supported
in Veeam Backup for Salesforce v1.

e Backup of encrypted fields is not supported.
e Backup of big objects is not supported.
e Backup of Salesforce objects listed in Appendix A. Unsupported Objects is not supported.

e Backup of certain metadata types is unsupported due to Salesforce limitations. For more information, see
Salesforce Documentation.

e Restore of the EmailCapture, MobileApplicationDetail, MailmergeTemplate, QuoteDocument and
ContentNote types of content is not supported in Veeam Backup for Salesforce v1.

e Restore of images in a rich-text format field is not supported in Veeam Backup for Salesforce v1.

Time Zone

The product Web Ul uses the time zone of a machine from which you access Veeam Backup for Salesforce.
However, the management server and databases use the UTC time zone for all operations. This means that, if
you are located in the UTC+2 time zone and you schedule a backup policy to run at 10:00 AM, the policy will run
at 8:00 AM UTC.

Salesforce User

e Set the English language in the locale and account language settings for the user in Salesforce. It is
required for error handler to work properly.
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e Make sure you have assigned the user all the required permissions.
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Licensing

A product license is required for the Veeam Backup for Salesforce to run. Each product license can be used to
protect one or multiple Salesforce organizations. Each product license can be used in one or multiple product
installations.

Veeam Backup for Salesforce is licensed per User. A User is defined as a Salesforce user license reported by the
Salesforce platform. Only Salesforce user licenses consumed by production organizations whose data is
protected are counted.

The Veeam license is not required for:
e Salesforce user licenses consumed by sandbox and Developer Edition organizations.
e Salesforce Chatter Free, Chatter Only, Chatter External user licenses.
e Salesforce Partner Community, Customer Community, Customer Community Plus user licenses.
e Salesforce Identity licenses.

If the quantity of total reported user licenses of all Salesforce production organizations protected by Veeam
Backup for Salesforce management servers that use the same license key exceeds the limit of license units for
more than 10 Users or 10% of licensed units (whichever is greater), you will not be able to perform backup
operations, and add new Salesforce organizations that you want to protect until you update the license.

IMPORTANT

The management server must have the outbound internet access to communicate with Salesforce API,
Veeam License and Update Notification servers. If the connection is lost, Veeam Backup for Salesforce will
not be able to activate new licenses, will continue operating for 30 days under the current license, and
then terminate all backup operations.

License Types

Veeam Backup for Salesforce is availablein the following license editions:

e Community Edition — the built-in license that allows you to protect up to 50 Users free of charge. This
license comes without any technical support. Only community and best-effort technical support are
available.

e NFR, Evaluation— the licenses that can be used for product demonstration, training or education. These
licenses are not for resale or commercial use. For more information, see Veeam End User License
Agreement (EULA).

e Subscription— the subscription-based license that expires at the end of the subscription term. The
maximum number of users protected by Veeam Backup for Salesforce depends on the number of units
specified in your license.

To purchase the license, it is required to provide the ID of a Salesforce organization that you will protect
with Veeam Backup for Salesforce. If you plan to protect more than one production organization, you can

provide the ID of any of these organizations. To learn how to find the Salesforce Organization ID, see
Salesforce Documentation.
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NOTE

Users of Salesforce sandbox organizations do not consume license units, you can protect as many sandbox
organizations asyou want — the total number of user licenses of sandbox organizations does not affect
license usage. However, you cannot use the Community Edition or other license type to protect a sandbox
organization if the quantity of Salesforce users in this organization exceeds the limit of licensed Users in
your Veeam license.

To learn how to obtain the license, contact a Veeam sales representative at Sales Inquiry.

Grace Period

A grace period provides a short-term buffer in cases when the license renewal was delayed, the licensed User
threshold was exceeded or licensing servers cannot be reached. The grace period is usually enabled once for the
next 30 daysstarting from the violation date and automatically reset when the violation is resolved.
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Installing and Removing License

On the Licensetab, you can see the current license details, install a new license or remove the currently used
license.

To purchase new license, renew or add more licenses, you can contact Veeam partners or request a quote from a
Veeam sales representative. For more information, see the Veeam website.

Installing License

To install or update a license installed on the management server, do the following:

—_

Switch to the Configuration page.

N

Navigate to License.
3. Click Install License.

4. In the Install License window, click Browse tobrowse to a license file, and then click Upload.

Backup Restore { Administrator v

@ Exit Configuration License Information

"""""""""""""""""""""""" ™ purchase Additional Licenses %) Install License (¥ Check License | X Remove License
Application
Status: @ License is valid (67 days left)
& Sslesforce License type: Subscription
A% Users and Roles Expiration date: Install License
Company:
B Alerts . Browse to license file
Email: rg
I Q  License Licensed (Users): 6(
3¢ avout Consumad (Usersj: 5 license_Evaluation.lic Browse..
License ID: 61
Support ID: [
License Agr S

End User License Agreement  Licensing Policy Required 3rd Party License Agreement

Veeam Backup for Salesforce @ 2022 Veeam Software Group GmbH. All rights reserved.

Removing License

To remove a license installed on the management server if you no longer need it:

1. Onthe Licensetab, click Remove License.
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2. Inthe Remove License window, click Yes toconfirm that you want to remove the license.

Remove License

A Please confirm that you want to remove the license.

IMPORTANT

After you remove the license, Veeam Backup for Salesforce will automatically switch back to the built-in
Community Edition license. In this case, you will be able to protect maximum 50 Salesforce licensed users.
For more information on license editions, see Licensing.
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Viewing License Information

The license validity is verified by the Veeam License Server right after the installation and, then, periodically
once a week. You can also verify the license manually, to do that:

1. Switch to the Configuration page.
2. Navigate to License and click Check License.

During license validation, the counts of users per protected Salesforce organization are reported to Veeam
Backup for Salesforce, and then used in license metering and billing. In case licensing servers cannot be reached
and new licenses cannot be installed, the grace period starts automatically from the last successful license
check date.

The License information section provides general information on the Veeam Backup for Salesforce license:

e Status—the license status. The status depends on the license edition, the number of days remaining until
license expiration and the license check result.

e License type —the license type (Community Edition, Evaluation, NFR, Subscription).
e Expiration date — the date when the license will expire.

e Company — the name of a company to which the license was issued.

e Email—email address of the license administrator.

e Licensed (Users) — the total number of licensed Users.

e Consumed (Users) — the total number of consumed user licenses across all protected Salesforce
organizations.

e License ID— the unique identification number of the license file.

e SupportID — the unique identification number of the Veeam support contract.

Backup Restore (‘ :I Administrater v

@ Exit Confizuration License Information

-'5 Purchase Additional Licenses '),. Install License .:3’ Check License x Remove License

Application
Status: @ License is valid (67 days left)

Salesforce License type: Subscription
Users and Roles Expiration date: 1/1/23
Company: Veeam Software
Alerts
Email: rd@veeam.com
License Licensed (Users): 6000

About Consumed (Users): 5

wewrhb

License ID: 60D11111-6DDDD-7777-7FFF-9B0E13C51D98
Support 1D: 02802808

License Agreements
End User License Agreement  Licensing PC‘IC)‘ Required 3rd Party License Agreement

Veeam Backup for Salesforce © 2022 Veeam Software Group GmbH. All rights reserved.
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Architecture Overview

This section provides information on the Veeam Backup for Salesforce architecture and its components.

Management Server

The management server is a Linux-based machine where Veeam Backup for Salesforce is installed. The
management server performs the following administrative activities:

e Manages infrastructure components.
e Coordinates backup and recovery tasks.
e Controls backup policy scheduling.

e Generates daily reports and email notifications.

Management Server Components

The management server uses the following components:

e Backup service (vbsf-backup service) — performs data retrieval from Salesforce.
e Restoreservice (vbsf-restore service) — performs data upload to Salesforce.

e Configuration database — stores application configuration, connection details to Salesforce organizations,
backup policies, restore jobs, sessions and so on. Note that this databaseis created during initial
configuration of Veeam Backup for Salesforce. Depending on your choice, the configuration databasecan
reside on the management server or remote PostgreSQL server.

e Managementserver and Web Ul (vbsf-backend service) — orchestrates operations performed by
other services and provides a web interface that allows user to access to the Veeam Backup for Salesforce
functionality.

e Veeam Updater (veeam-updater service) — allows Veeam Backup for Salesforce to check, view and
install product and package updates.

PostgreSQL Server

To store data and metadata of protected Salesforce organizations, Veeam Backup for Salesforce uses
PostgreSQL databases. Each protected organization must have a dedicated database. During backup, Veeam
Backup for Salesforce creates standard schemas and saves organization data and metadata to the database
specified in the backup policy settings. For more information on databases, see Managing Databases.

One additional database — configuration database — is required to store Veeam Backup for Salesforce
configuration. It is possible to combine application configuration schema and Salesforce backup schemas in one
database, although it is not recommended for portability reasons.

Consider the following:

e PostgreSQL server must be installed and configured separately. Itis not a partof the Veeam installation
package.

e Veeam Backup for Salesforce consumes around 50 connections to PostgreSQL database per one backup
policy. To avoid possible errors, adjust the maximum allowed number of connections to meet the needs of

all backup policies.
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File Repositories

To store backups of Salesforce binary objects and metadata, Veeam Backup for Salesforce creates a file
repository per each protected Salesforce organization on the management server in the following folder

/opt/vbst/vbsf-backup/data. The name of each file repository is static and contains the path to the folder and
organization ID. Itis recommended to mount additional storage — an array of disks — to the specified directory

to prevent any disk capacity issues on the management server. For more information on required disk capacity,
see System Requirements.
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Deployment

You can install Veeam Backup for Salesforce on a virtual or a physical machine.
Before you begin installation, check the following prerequisites:

1. Make sure the machine where you plan to install Veeam Backup for Salesforce meets the minimal system
requirements.

Itis recommended that you install Veeam Backup for Salesforce on a new or empty machine so that the
management server does not conflict with other applications. Consider having enough free disk space for
the metadata and file storage in the following location /opt/vbsf/vbsf-backup/data. If you plan to
deploy PostgreSQL server locally on the management server, make sure you have enough space for
databases. The default database location is /var/1ib/pgsql/.

IMPORTANT

You cannot update Veeam Backup for Salesforce Beta version. You must perform a new installation of the
product on a machine with a new or empty databaseand folders that do not contain any backups.

2. Make sure the Linux system locale is set to UTF-8 on the machine where you plan to install Veeam Backup
for Salesforce.

3. To install Veeam Backup for Salesforce software packages, you must use the root or super user account to
install the system components and services.

4. If you have SELinux installed, you must allow httpd to connect to the network. To do that, send the
following command:

sudo setsebool -P httpd can network connect on

4. An EPEL repository must be added to allow Nginx installations. To add the repository, send the following
command:

sudo yum install epel-release

For more information on EPEL, see EPEL Documentation.
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Installing Veeam Backup for Salesforce

You can install Veeam Backup for Salesforce automatically using the installation script or manually.

Installing Product Using Script

To install Veeam Backup for Salesforce, complete the following steps:

1. Set the Linux system locale to UTF-8. To do that, run the following command:
sudo localectl set-locale LANG=en US.UTF-8

2. Reboot the system to apply the new locale settings.

3. Download the installation script to the machine where you want to deploy Veeam Backup for Salesforce.
To do that, run the following command:

sudo curl https://repository.veeam.com/yum/el/vbsf-install-script.sh --out
put ./vbsf-install-script.sh

4. Run the script:

sudo sh ./vbsf-install-script.sh

Veeam Backup for Salesforce will start installation of packages and dependencies, configure all settings,
and then run configuration checks.

5. Copy to the automatically generated URL and paste it into a web browser to proceed with the initial
configuration of Veeam Backup for Salesforce.

IMPORTANT

By default, the URL contains an IP address of the management server. If the specified IP address is not
available over HTTPS, replace it with the public IP of the management server or the DNS name configured
for the machine where the Veeam Backup for Salesforce is installed.

Installing Product Manually

To install Veeam Backup for Salesforce, complete the following steps:

1. Set the Linux system locale to UTF-8. To do that, run the following command:
sudo localectl set-locale LANG=en US.UTF-8

2. Reboot the system to apply the new locale settings.
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3. Download the Veeam software repository installation package (veeam-release) from the Veeam Download
page to the machine where you want to deploy Veeam Backup for Salesforce:

sudo curl http://repository.veeam.com/yum/el/veeam-repo-1.0.1-6.x86 64.rpm
—-—-output veeam-repo.rpm

4. Install repository and a package manager. To do that, run the following command:

sudo yum install veeam-repo.rpm

5. Install the product using the package manager from the repository. To do that, run the following
command:

sudo yum install vbsf

Veeam Backup for Salesforce will start installation of packages and dependencies, and then run
configuration checks.

6. After all configuration checks complete successfully, you will be prompted to run the server configuration
script. To do that, run the following command:

sudo sh /opt/vbsf/server-configuration.sh

To complete server configuration, do the following:

a. Confirm that you have enough disk space to store backup data.

NOTE

To store backups of Salesforce binary objects and metadata, Veeam Backup for Salesforce will create a file
repository per each protected Salesforce organization on the management server in the following folder
Jopt/vbsf/vbsf-backup/data.

b. Configure log rotation settings.

At this step the log rotation policy must be configured. This policy defines a time period during which
the logs will be kept. It allows you to consume less storage space by deleting product logs that are no
longer needed.

The time period is specified in days. If you specify O, product logs will not be deleted. Consider that if
the management server runs out of space, Veeam Backup for Salesforce will fail to run.

c. Choose whether you want to install a PostgreSQL instance on the management server.

When installing PostgreSQL locally on the management server, Veeam Backup for Salesforce will run
the installation script and create two users: the postgres user —the root database user, and the vbsf
user — the local user. The vbsfuserwill be automatically provisioned into the default application
configuration.

User credentials will be automatically generated and saved to the /opt/vbst/vbsrf-

backend/vbsf default credentials.properties file. If you change the created passwords using the
PostgreSQL standard methods, the passwords stored in the file will not automatically change and will
become invalid.
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NOTE

You may want to install PostgreSQL locally on the management server to host the configuration database
which will help you avoid connectivity issues. Itis recommended to create databases that will be used to
protect production and sandbox Salesforce organizations on remote PostgreSQL servers. Creating the
databases on the management server may cause disk space issues.

d. Choose whether you want to automatically configure Nginx settings required for the management
server to work properly.

Itis recommended to allow Veeam Backup for Salesforce to configure Nginx automatically. To learn
how to configure Nginx manually, see this Veeam KB article.

After the automatic Nginx configuration completes, Veeam Backup for Salesforce displaysthe web
address that will be used to launch the initial configuration wizard. The address contains an IPv4
address of the server and a token used to authorize the user access.

TIP

If you accidentally close the terminal or the connection session during installation, or if you configure
Nginx manually, you can find the web address URL in the /opt/vbsf/access_token.txt file on the machine
where Veeam Backup for Salesforce is installed.

7. Copy to the automatically generated URL and paste it into a web browser to proceed with the initial
configuration of Veeam Backup for Salesforce.

IMPORTANT

By default, the URL contains an IP address of the management server. If the specified IP addressis not
available over HTTPS, replace it with the public IP of the management server or the DNS name configured
for the machine where the Veeam Backup for Salesforce is installed.
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Performing Initial Configuration

To start working with Veeam Backup for Salesforce, you must perform the initial configuration of the
management server. To do that, in a web browser, navigate to the web address that has been automatically
generated by Veeam Backup for Salesforce during installation. The address must contain a public IPv4 address
or DNS name of the server that is available over HTTPS, and a token used to authorize the first user access.

The unique token is not dependent on the host name. If the host is accessible by several IP addresses, or you
have configured a proper domain name, you can replace the host address with the more appropriate one.

IMPORTANT
Consider the following:

e Internet Exploreris not supported. To access Veeam Backup for Salesforce, use the latest versions
of Microsoft Edge, Mozilla Firefox (except Mozilla Firefox for Linux), Safariand Google Chrome.

e The backup server is using a unique self-signed SSL certificate, however, this certificate is not
trusted and will trigger a browser certificate warning. You can replace the certificate manually to the
trusted one as soon as you finish the configuration.

To configure management server, complete the initial configuration wizard:
1. Read and accept license agreement.

2. Create the default administrator.

w

Connect to a PostgreSQL database.

4. Provide a Veeam Backup for Salesforce license file.
5. Create a Salesforce Connected App.

6. Connect to a Salesforce organization.

7. Specify backup schedule settings.

8. Finish working with the wizard.
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Step 1. Accept License Agreement

At the Veeam End User License Agreement step of the wizard, read and accept the Veeam license agreement,
Veeam licensing policy and 3rd party components license agreements. If you reject the agreements, you will not
be able to continue initial configuration.

&

Veeam Backup for Salesforce Read and accept Veeam End User License Agreement

Veeam End User License Agreement
View, print or save the documents linked below.

e By clicking "Accept” button, you hereby accept the following:
Connect to PostgreSQL ® Agree and consent to the terms of End User License Agreement and Licensing Policy

® Agree and consent to each of the license agreements of the 3rd party components used
Provide license file

Create connected app m

Connect to Salesforce

Set backup schedule

.
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Step 2. Create Local Administrator

At the Create local administrator step of the wizard, specify a password for the default administrator account.
The password must contain uppercase and lowercase Latin letters and special characters (|@#$%"&). The
minimum length of the password is 8 characters.

This administrator will be able to perform all operations in Veeam Backup for Salesforce. Consider that you will
not be able to remove or change this account using the Web Ul. To learn how to change the password of the
default administrator, see Editing Users.

After you finish the initial configuration, you will be able to add other users and assign them granular
permissions. For more information, see Managing Users.

@ + Back

Veeam Backup for Salesforce Create local administrator

Username: | admin

I Veeam End User License Agreement

Create local administrator

Password: | seesssane O
Connect to PostgreSQL

Repeat password: | seesesee=s a
Provide license file

Create connected app m

Connect to Salesforce

Set backup schedule
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Step 3. Connect to Database

At the Connect to PostgreSQL step of the wizard, if you perform the initial configuration of the new instance of
Veeam Backup for Salesforce, specify connection settings that will be used to access the following databases:

e The configuration database that will be used to store product data, backup policies, restore jobs, sessions
and so on.

e A databasethat will be used to store backups of all objects, fields, records and relationships of the
Salesforce organization connected at step 6.

To configure connection settings, do the following:

1. In the Server address field, specify the DNS name or IP address of a PostgreSQL server that will host the
databases.

2. Inthe Portfield, choose a network port that will be used by Veeam Backup for Salesforce to connect to
the PostgreSQL server. The default port number is 5432.

3. Use the Username and Password fields to provide credentials of the PostgreSQL user that will be used to
access the databases. The user must be assigned permissions required to create database schemas.

Keep in mind that if you want Veeam Backup for Salesforce to be able to create the required databases
automatically, the user must also be assigned permissions required to create databases. Otherwise, you
have to create the empty databaseson the specified server manually beforehand.

NOTE

If you have chosen the option to automatically install PostgreSQL on the management server during Veeam
Backup for Salesforce deployment, this step will contain the predefined values: in the Server address field,
the address of the management server will be specified, in the Username and Password fields, credentials
of the vbsfPostgreSQL user created when installing PostgreSQL will be provided.

By default, Veeam Backup for Salesforce creates new databases with the following names:
e veeam_data — the name used for the databasethat will store the backed-up data.
e veeam — the name used for the configuration database.

If you want to rename the databases or specify the existing ones, set the Manually configure databases toggle
to On, and specify the custom names.
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NOTE

If you perform configuration of the existing instance of Veeam Backup for Salesforce, at the Connecttoa
PostgreSQL step of the wizard, specify connection settings that will be used to access the existing
configuration database.

&

Veeam Backup for Salesforce Connect to PostgreSQL server

Veeam End User License Agreement

= s
(®) New Installation (_) Existing Installation

Create local administrator

Server address: | node.app01.srv
Connect to PostgreSQL

~

Port: | 5432 >

Provide license file

Username: | dbadmin
Create connected app

Password: | sesssssesessensnns
Connect to Salesforce

Manually configure databases: (@ | off

Set backup schedule
Application databases
t Salesforce database name:  yeeam_data
. Configuration database name:  yeaam

=
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Step 4. Provide License File

At the Provide license file step of the wizard, select the Install a license file option and browse to the license file
supplied to you by Veeam. After you install the license file, Veeam Backup for Salesforce will connect to the
Veeam License Server and start the license validation process. As soon as validation completes, you will be able
to proceed to the next step of the wizard.

If you do not have a valid license, you can get a 30-day trial license key or proceed with the wizard without
providing a license. To proceed with the wizard without providing a license, select the Community Edition
option. In this case, the built-in Community Edition license that allows you to protect Salesforce organizations
with up to 50 Users will be installed. For more information on license types, see Licensing.

@ + Back

Veeam Backup for Salesforce Provide license file

Veeam End User License Agreement

'CJ' Community Edition

Create local administrator

Community Edition does not require a license. It provides Salesforce backup and restore
capabilities at full functionality, limited to crganizaticns with 50 Salesforce licenses or less,
Connact to PostgrasQL

) . y
(@) Install a license file
Provide license file

license Ewaluation.lic

©  Create connected app

o Connectto Salesforce m

0 Setbackup schedule

.
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Step 5. Create Connected App

At the Create Connected App step of the wizard, you must configure a Connected App in Salesforce. Security
credentials of the Connected App will be used to authorize access to all Salesforce organizations protected by
this Veeam Backup for Salesforce installation.

Salesforce Connected App allows Veeam Backup for Salesforce to authenticate with Salesforce and get access to
resources that will be protected. You can create the Connected App in any Salesforce organization. To learn how
to create the Connected App, see this Veeam KB article.

NOTE

You will be able to change the Connected App as described in Changing Connected App Tokens, but you
must consider that after changing the Connected App, you will have to re-authorize all Salesforce
connections added to Veeam Backup for Salesforce.

When you create the Connected App, consider the following:

e Creation of the Connected App and any changes to its configuration will take up to 10 minutes to apply on
the Salesforce side.

e The Connected App must be assigned the Full access (full) and Perform requests at any time
(refresh_token, offline_access) OAuth scopes. For more information on OAuth scopes in Salesforce, see
Salesforce Documentation.

e The callback URL specified in the Callback URLs list of the Connected App must exactly match the
management server FDQN that you use to access the Veeam Backup for Salesforce Web Ul.

Consider the following example:

You installed Veeam Backup for Salesforce on the machine with the following IP address: 772.72.0.7. To
properly configure the Connected App, you have copied the URL from the Callback URL field at the Create
connected app step of the initial configuration wizard and added it to the Connected App Callback URLs
list.

Later, you decide to create the following DNS name for the machine running Veeam Backup for Salesforce:
acme.internal.com. In this case, you must add the following callback URL to the Connected App Callback
URLs list: https://acme.internal.com.

After that, your Callback URLs list will contain the following URLs:
o https://172.12.0.1

o https://acme.internal.com
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IMPORTANT

You can protect multiple Salesforce organizations using a single Veeam Backup for Salesforce installation.
However, due to the Salesforce Connected App limit of 5 authorizations per client, authorization issues
may occur when you have several product installations leveraging the same Connected App. That is why it
is recommended to create a dedicated Connected App for each product deployment.

For more information on Salesforce OAuth Authorization Flows and Connected Apps, see Salesforce
Documentation.

@ + Back

Veeam Backup for Salesforce Create Salesforce Connected App

Veeam End User License Agreement

First, specify the domain name you will use to access the Veeam Backup for Salesforce.
- This domain name must be configured and reachable for the product installation.

Create local administrator

Connect to PostgresQL Domain name: | 172.22.222.22

You can adjust this setting later

Provide license file

Create a Salesforce Connected App and setup the Callback URL

Create connected app

Initial connection to Salesforce requires setting up a Cennected App in Salesforce.

0 (Connect to Salesforce Copy & paste the Callback URL setting below into the Connected App Callback URL settings in
Salesforce.

0 Setbackup schedule @ Read K8 on Salesforce Connected App

Callback URL: | https://172.22.222.22 3! Copy to Clipboard

=
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Step 6. Connect to Salesforce

At the Connect to Salesforce step of the wizard, connect to a Salesforce organization that will be protected by
the default backup policy, which is automatically created by Veeam Backup for Salesforce during the initial
configuration. For more information on backup policies, see Performing Backup.

To connect to the organization, do the following:
1. Choose whether you will protect a production or sandbox Salesforce organization.

2. Provide the consumer key and consumer secret created in the Connected App, and click Connect. You will
be redirected to the Salesforce authentication webpage.

To learn how to create the key and the secret, see this Veeam KB article.

IMPORTANT

It takes up to 10 minutes for Salesforce to apply any changes in a Connected App. During this time you may
get an error that key and secret pair is not active or a callback URL is configured incorrectly.

@ + Back

Veeam Backup for Salesforce Connect to Salesforce
Veeam End User License Agreement
Spedify Salesforce organization type:

Create local administrator a
(!) Production

Connect to PostgresQL () sandbox

b Consumer key: | 3MVGShq7jmfefH]LLMNGOS|UIKNGE673MVGShWPt csgrzo0tEpfmYRNOTrmfdREOTK.weCr

Create connected a -
PP CONSUMEr SECret: | ssesssssssasssssssmnssssismnsssssssnssssssssnsssssssssassnsssss &

Connect to Salesforce

Obtaining Consumer Key and Consumer Secret in Salesforce

© Set backup schedule

Copy the Consumer Key and Consumer Secret from the Salesforce Connected App that you have
created. Make sure that Connected App in Salesforce is configured with the Callback URLs from the

t previous step of the wizard.
. S @ Read KB on Salesforce Connected App

3. On the Salesforce authentication webpage, enter credentials of an account created in the Salesforce
organization that you want to protect, and click Log in.

The specified account must be assigned permissions required for Veeam Backup for Salesforce to be able
to perform backup and restore operations. For information, see Required Permissions.

NOTE

Veeam Backup for Salesforce does not have access to Salesforce user credentials. To authorize and access
Salesforce data, Veeam Backup for Salesforce uses OAuth tokens of the Connected App created during the
initial configuration. You can change the Connected App as described in Changing Connected App Tokens,
but you must consider that after changing the Connected App, you will have to re-authorize all Salesforce
connections added to Veeam Backup for Salesforce.
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4. Back to the Veeam Backup for Salesforce wizard, click Next toproceed with the initial configuration.

@ + Back

Veeam Backup for Salesforce Connect to Salesforce

Veeam End User License Agreement
Spedify Salesforce organization type:
Create local administrator

Connect to PostgreSQL

Provide license file

Consumer key:

Connect to Salesforce

Obtaining Consumer Key and Consumer Secret in Salesforce

© Set backup schedule

Copy the Consumer Key and Consumer Secret from the Salesferce Connected App that you have
created. Make sure that Connected App in Salesforce is configured with the Callback URLs from the
previous step of the wizard.

@ Read KB on Salesforce Connected App

m (] Successfully connected to vbsf@vesam.com.ar
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Step 7. Set Backup Policy Schedule

At the Set backup schedule step of the wizard, choose one of the built-in schedules that will be used to run the
backup policy:

e Hourly —select this schedule if you want the backup policy session to be launched at the beginning of
every hour.

e Daily—select this schedule if you want the backup policy session to be launched every dayat 00:00 UTC.

e Weekly —select this schedule if you want the backup policy session to be launched every Sunday at
00:00 UTC.

You can change these settings later as described in section Editing Backup Policies.

TIP

If you want Veeam Backup for Salesforce to start a backup session for the Salesforce organization right
after the initial configuration process completes, select the Start backup policy after finish check box.

S

Veeam Backup for Salesforce

+ Back

Set backup policy schedule

Veeam End User License Agreement

Create local administrator Schedule: | Hourly ~

Connect to PostgresQL start backup policy after finish

Provide license file
Create connected app !
Connect to Salesforce

Set backup schedule

%

37| VeeamBackup for Salesforce | User Guide



Step 8. Finish Working with Wizard

At the last step of the wizard, click Go to Application. After the initial configuration process completes, Veeam
Backup for Salesforce will open the product Web UL.

&

Veeam Backup for Salesforce Initial setup is completed

Veeam End User License Agreement

Create local administrator @

Connect to PostgreSQL The application is ready to use.

Provide license file
Go to Application
Create connected app h

Connect to Salesforce

Set backup schedule

<
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Accessing Veeam Backup for Salesforce

To access Veeam Backup for Salesforce, in a web browser, navigate to the Veeam Backup for Salesforce web
address. The address consists of a public IPv4 address or a DNS name of the machine where Veeam Backup for
Salesforce is installed. Keep in mind that the website is available over HTTPS only.

IMPORTANT

Internet Explorer is not supported. To access Veeam Backup for Salesforce, use the latest versions of
Microsoft Edge, Mozilla Firefox (except Mozilla Firefox for Linux), Safari or Google Chrome.

Logging In
To log in to Veeam Backup for Salesforce, do the following:

1. Inthe Username and Password fields, specify credentials of a Veeam Backup for Salesforce user.

If you log in for the first time, use credentials of the default Administrator that was created after the
product installation. In future, you canadd other user accounts to grant access to Veeam Backup for
Salesforce. For more information, see Managing Users.

2. Click Log in.

If you have previously connected an Azure AD as anidentity provider in Veeam Backup for Salesforce, you can
click Single sign-on with Azure AD. You will be redirected to the Microsoft authorization page. If you have not
logged in yet, log in to the identity provider portal. After that, you will be redirected to the Veeam Backup for
Salesforce pageas an authorized user. To learn how to configure the identity provider in Veeam Backup for
Salesforce, see Configuring IdP and SSO Settings.

)

Veeam Backup for Salesforce

Please log in

Forgot password?

e Single sign-on with Azure AD

Logging Out

To log out, at the top right corner of the Veeam Backup for Salesforce page, click the user name and then click
Log out.

39| Veeam Backup for Salesforce | User Guide



Configuring Veeam Backup for Salesforce

Right after you perform the initial configuration, you can start working with Veeam Backup for Salesforce. If you
want to add users that can access Veeam Backup for Salesforce, to add databases used to protect Salesforce
organizations, and to configure additional settings, follow the instructions in these sections:

e Managing Salesforce Organizations
¢ Managing Companies

e Managing Databases

e Managing Users

e Managing Alerts

e Changing Connected App Tokens
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Managing Salesforce Organizations

Salesforce organizations are added to Veeam Backup for Salesforce automatically when you create backup
policies. When you connect to a Salesforce organization, the basic organization details and the OAuth
authentication tokens of the Connected App are saved to the configuration database.

NOTE

Veeam Backup for Salesforce does not have access to Salesforce user credentials. To authorize and access
Salesforce data, Veeam Backup for Salesforce uses OAuth tokens of the Connected App created during the
initial configuration. You can change the Connected App as described in Changing Connected App Tokens,
but you must consider that after changing the Connected App, you will have to re-authorize all Salesforce
connections added to Veeam Backup for Salesforce.

Salesforce organizations added to Veeam Backup for Salesforce are grouped to companies. For more information
on companies, see Managing Companies.

In This Section

e Editing Organizations

e Removing Organizations
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Editing Organizations

For each Salesforce organization added to the configuration database, you can change the alias — organization
name displayedin the Veeam Backup for Salesforce Web Ul, edit connection settings and re-assign the
organization to another company.

Renaming Organizations

When you connect to a Salesforce organization, Veeam Backup for Salesforce automatically collects basic
organization details and uses the organization ID to create an alias. To change the alias, do the following:

1. Switch to the Configuration page.
2. Navigate to Salesforce > Salesforce Orgs.

3. Select the necessary organization and click Rename.

4. In the Rename Salesforce Alias window, specify a new name that will be displayed in the Salesforce Alias
column of the Salesforce Orgs tab, and click Apply.

Backup Restore ) A sy
@ Exit Configuration Salesforce Orgs Companies Databases Connected App
| Filter by text Q #* Edit Connection L2 Rename Bq Change Company 3 Delete
Application
I & Salesforce E Salesforce Alias C 1 5 Edition Salesforce User Salesforce ID Database Label Database Name
A\ Users and Rales Selected: 1 of 10
B Alerts D & Veeam- ar (sanc Sandboxes €559 Base Edition vbsf@org.com.ar 00D2C000000... ar2 ar2
2 License & Preprod (sandbr Sandboxes €5192 Base Edition vbsf@org.com.... 00D7d000007... preprod preprod
X About D & Kera - partial (s3 sandboxes = i 00D4C000000... partial partial
Rename Salesforce Alias

D & Kera (productior Sandboxes 00D7Q00000... ar_dev ar_dev

D & RN -RProd Sandboxes New Alias: | JK org (sandbox) eed... 00D8Y000000... rnd rnd

D & sandboxes- ma Sandboxes 00D01000000... — —

D & Japanlab Maxim orgs’ 00D5i000001... japan japan

D @ MaCK orgs (proc Maxim orgst 00D5e000002... max2 max2

D @ MaFGorgs-V (e Maxim orgs1 EU44 Developer Edition dg-sf-user@forc... 00D7Q00000... DG_org DG_org

D @ Max3 (productic Maxim orgs1 EU40 Developer Edition Maxcom.vr@co... 00D02000007... max3 max3

Changing Company

To assign organizations to another company, do the following:

1. Switch to the Configuration page.

2. Navigate to Salesforce > Salesforce Orgs.

3. Select the necessary organization, and click Change Company.
4. In the Change Company window:

a. Choose whether you want to assign the organization to an existing or to a new company.

= |f you want to add a new company to Veeam Backup for Salesforce and to re-assign the
organization to this company, select the Create new company option, and specify a name for the
new company.
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= |f you want to re-assign the organization to an existing company, select the Select existing
company option, and choose the necessary company from the drop-down list.

For a company to be displayed in the list, it must be created beforehand as described in Adding
Companies.

b. Click Apply.

Backup Restore
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To authorize connections to Salesforce organizations, Veeam Backup for Salesforce uses the Salesforce
Connected App specified either during the initial configuration or on the Connected App tab as described in
section Changing Connected App Tokens. When you change the Connected App, connections to all Salesforce
organizations added to Veeam Backup for Salesforce must be re-authorized. To do that, you can reconnect to
organizations in backup policy settings or edit connection settings for the organizations.

IMPORTANT

For more information on enhanced domains, see Salesforce Documentation.

To edit connection settings for a Salesforce organization, do the following:

1. Switch to the Configuration page.

2. Navigate to Salesforce > Salesforce Orgs.

3. Select the necessary organization and click Edit Connection.

The Edit Salesforce organization wizard will open.
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If you enable enhanced domains in Salesforce, URLs of your Salesforce organizations will change and
backup policies will fail to connect to Salesforce. To resolve the issue, edit the connection URL of the
Salesforce organization when it is in the failed state. The link to change the URL will appearat the Connect
step of the Edit Salesforce organization wizard.


https://help.salesforce.com/s/articleView?id=sf.domain_name_enhanced.htm&type=5

4. At the Connect step of the wizard:

a. To re-authorize connection to the organization, click Re-authorize connection. Youwill be redirected
to the Salesforce authentication webpage.

On the Salesforce authentication webpage, enter credentials of the Salesforce user and click Log in.
The specified user must be assigned permissions required for Veeam Backup for Salesforce to be able
to perform backup and restore operations. For information, see Required Permissions.

NOTE

Veeam Backup for Salesforce does not store credentials of the Salesforce user used to log in to Salesforce.
To authorize in Salesforce and access Salesforce data, Veeam Backup for Salesforce uses the Connected

App.

b. [This step applies only if you have enabled enhanced domains in Salesforce] To edit the connection
URL of the Salesforce organization, click Edit organization URL, provide the new URL in the Edit
organization URL window and click Apply.

c. To verify whether permissions assigned to the specified user are enough to perform backup and
restore operations, click the link in the Verify permissions section and wait for the check to complete.

@' Edit Salesforce organization GVCCorp (production)

| Connect Log in with Salesforce
Log in with Salesforce to autherize new Salesforce organization connection
Assign a Company

€3 railed to update refresh token, please re-authorize (sara.baker@company.mail)
summary
..;,! Re-authorize connection

#* Edit organization URL

Verify permissions

Verify that basic user permissions are set to backup and restore the Salesforce data

:,g Mot verified yet...

5. At the Assigna Company step of the wizard, choose whether you want to re-assign the organization to
another company:

o If you want to add a new company to Veeam Backup for Salesforce and to re-assign the organization
to this company, select the Create new company option, and specify a name for the new company.

o If you want to re-assign the organization to an existing company, select the Choose existing company
option, and choose the necessary company from the drop-down list.

For a company to be displayed in the list, it must be created beforehand asdescribed in Adding
Companies.

6. At the Summary step of the wizard, review configured settings and click Save.
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Removing Organizations

You can remove Salesforce organizations from the configuration database.

IMPORTANT

You cannot remove a Salesforce organization that is currently protected by a backup policy. To remove the
organization, delete the backup policy first as described in Removing Backup Policies.

To remove an organization, do the following:

1. Switch to the Configuration page.

2. Navigate to Salesforce > Salesforce Orgs.

3. Select the necessary organization and click Delete.

4. In the Delete Salesforce Connection window, select the Remove all restore jobs and restore mappings
check box and click Delete.

NOTE

When you remove an organization, the backed-up data(data, metadata, files and attachments) is not
deleted automatically. Veeam Backup for Salesforce continues storing the data for the security reasons.
You can further use this datato restore objects and fields if you add the organization back to the
management server. If you do not need the backed-up data, you can manually delete a database used to
store the data of this organization from the server where the databaseis hosted and delete files and
attachments from the location specified in the backup policy protecting the organization.

Bar:kup Restore ( ‘ | Administrator v
@ Exit Configuration Salesforce Orgs Companies Databases Connected App
Application | Filter by text Q #* Edit Connection L3 Rename &g Change Company X Delete
I & Salesforce E Salesforce Alias Company | Instance Salesforce Edition Salesforce User Salesforce ID Database Label Database Name
& Usersand Roles Selected: 1 of 10
B aerts D @ veeam - ar (sanc sandboxes Cs59 Base Edition vbsf@org.com.ar 00D2C000000... ar2 ar2
2 License @ preprod (sandbe  sandboxes 5192 Base Edition vbsf@org.com.... 00D7d000007... preprod preprod
XK About D @ Kera - partial (s2 Sandboxes Cs61 Base Edition vbsf@org.com.... 00D4C000000... partial partial
D & Kera (production Sandboxes EU44 Developer Edition maxcom.vr@co... 00D7Q00000... ar_dev ar_dev
D Delete Salesforce Connection 00D8Y000000. rnd rnd
O 00D01000000..  — —
Are you sure you want to delete the selected Salesforce connection?
O 00D51000001 .. japan japan
D Remaove all restore jobs and restore mappings 00D5e000002... max2 max2
D g 00D7Q00000... DG_org DG_org
[ @ m 00D09000007 .. max3 max3
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Managing Companies

Companies are logical groups that provide an additional level of security by controlling the scope of data
availableto the user and the alerts shown. Using companies, you can group Salesforce organizations added to
Veeam Backup for Salesforce and give users granular access only to organizations that belong to a specific
company. For more information, see Adding Users.

A company is created automatically when you connect to a Salesforce organization. You can also add companies
manually, edit created companies, re-assign company organizations and remove companies.

TIP

You can track the disk space usage of the management server by protected Salesforce organizations in the
Local Storage Consumption column on the Companies tab.
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Adding Companies

To add a new company, do the following:

wo NS

Click Add Company.

Switch to the Configuration page.

Navigate to Salesforce > Companies.

4. In the Create Company window, specify a name of a new company and click Create.

Backup Restore

Application
I & Salesforce
Users and Roles
Alerts
License

About

% % B %

Salesforce Orgs

+ Add Company

Company 4

Administrator v

Companies Databases Connected App
Create Company X

[ Rename Compan

Sandboxes
KGA Orgs

MaCorp

Company name
Mars3

=y, k=N

sforce Orgs Local Storage Size
6 967.73 GB
[s} 0 Bytes
4 50.8 MB
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Editing Companies

For each company added to Veeam Backup for Salesforce, you can change the displayed name:

—_

Switch to the Configuration page.

it

Navigate to Salesforce > Companies.

w

Select the necessary company and click Rename Company.

4. In the Rename Company window, specify a new name for the company and click Save.

Backup Restore (&) Administrator v

@ Exit Configuration Salesforce Orgs Companies Databases Connected App

=+ Add Company I3 Rename Company ¥ Delete

Application
Rename Company x .
I & szlesforce Company orce Orgs Local Storage Size

A8 Users and Roles Serdlbeas Company name 6 967.73 GB
E Alerts KGA Orgs KGACorp 9 0 Bytes
@ License MaCorp e 4 50.8 ME
»%  About
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Removing Companies

You can remove companies from the configuration database. When you remove a company, Veeam Backup for
Salesforce verifies whether you have assigned any Salesforce organizations to this company, and if yes, suggests
you to re-assign the organizations to another company.

IMPORTANT

When you remove a company and re-assign organizations to another company:

Users that have company-wide permissions to the new company will automatically get permissions
to access data of all re-assigned Salesforce organizations.

Users that have permissions to access the removed company or any Salesforce organizations
belonging to this company and do not have permissions to access the new company will not be
assigned permissions to access new company automatically.

Users that have the same roles in the removed and the new companies with permissions to access
specific organizations within the company will retain the permissions to the same organizations.
Consider the following example: User 7has the Restore operator role for organization 1 that belongs
to company 1 and the Restore operator role for organization 2 that belongs to company 2. You
remove company.1 and re-assign organization 1 to company 2. In this case, user 7 will retain his
permissions of the Restore operator role to organization 7 and organization 2 in company 2.

To remove a company, do the following:

1.
2.

Switch to the Configuration page.

Navigate to Salesforce > Companies.

3. Select the necessary company and click Delete.

4.

[Applies if any Salesforce organizations are assigned to the selected company] Inthe Delete Company
window:

a. Choose whether you want to assign the organizations to an existing or to a new company:

* |f you want to re-assign organizations belonging to the removed company to an existing
company, select the Assign to existing company option, and choose the necessary company

from the drop-down list.

For a company to be displayed in the list, it must be created beforehand as described in Adding
Companies.

= |f you want to add a new company to Veeam Backup for Salesforce and to re-assign
organizations to this company, select the Assigntoa new company option, and specify a name
for the new company.
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b. Click Assign and Delete.

Delete Com

This company is not empty. Please choose where the related
Salesforce organizations need to be reassigned.

O Assign to existing company

Select...

@ Assign to a new company

‘ KeraCorp

Company name should be unique
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Managing Databases

To store the backed-up data and metadata of Salesforce organizations, Veeam Backup for Salesforce uses
PostgreSQL databases. One databasecan be used to protect only one organization. You can add databases to
the Veeam Backup for Salesforce configuration database before or during creation of backup policies. To add
databases beforehand and to manage the existing databases, use the Database tab.

In This Section

e Adding Databases
e Editing Databases

e Removing Databases
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Adding Databases

When you create a backup policy, you can add a new database without closing the Add Backup Policy wizard or
connect to a databasethat has been added to Veeam Backup for Salesforce beforehand as described in this
section.

To add a PostgreSQL databaseto Veeam Backup for Salesforce, do the following:

1.

2.

5.

Switch to the Configuration page.

Navigate to Salesforce > Databases.

Click Add Database.

The Add Database Connection window will open.

In the PostgreSQL Server Connection section of the window, choose whether the database will be hosted
on one of the PostgreSQL servers to which Veeam Backup for Salesforce is already connected or establish
connection to a new PostgreSQL server.

If you chose to connect to a new server, you must configure the new connection settings:

a. In the PostgreSQL address field, specify the DNS name or IP address of a PostgreSQL server that will
host the databases.

b. In the Port field, choose a network port that will be used by Veeam Backup for Salesforce to connect
to the PostgreSQL server. The default port number is 5432.

c. Use the Username and Password fields to provide credentials of the PostgreSQL user that will be used
to access the databases. The user must be assigned permissions required to create database schemas.
Note that if you want Veeam Backup for Salesforce to be able to create the required databases
automatically, the user must also be assigned permissions required to create databases. Otherwise,
you have to create the empty databases on the specified server manually beforehand. For more
information, see Permissions.

In the Create or connect to a database section of the window, use the Database name and Connection
labelfields to specify a name for the database and a connection label that further will be used as the
database name displayedin the Veeam Backup for Salesforce Web Ul.

IMPORTANT

Only empty databasescan be used to store backed-up data of Salesforce organizations.
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6. Click Add.

nection

PostgreSQL Server Connection

O Use existing vsf@node.app-01.vbsf.demo.org.esx.cmp:5432

@ New server connection

PostgreSQL address: | node.app-02.vbsf.demo.org.esx.cmp

Port:

Username:

Password:

Create or connect to a database

Database name: | kera_dbw

Connection label: | kera_corgl
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Editing Databases

For each PostgreSQL database added to Veeam Backup for Salesforce you can edit the connection settings:
1. Switch to the Configuration page.
2. Navigate to Salesforce > Databases.
3. Select the necessary database from the list and click Edit Connection.

4. Inthe Edit Database Connection window, you can change the connection label used as the database name
displayedin the Veeam Backup for Salesforce Web Ul, the network port and the database user. If you
change credentials of the user, keep in mind that the new user must be assigned permissions required to
create database schemas.

NOTE

You cannot edit connection settings for the Veeam Backup for Salesforce configuration database, but you
can change user credentials used to connect to this database. To do that, click Configuration Database and
provide new credentials in the Edit Database Connection window.

Backup Restore (&) Administrator v
Salesforce Orgs Companies Databases Connected App
= Add Database #" Edit Connection X Remove ‘ B Configuration Database
Application
I & Salesforce Connection Label 1 Server Database Salesforce Alias Company
Users and Roles
” Q a2 ll  Edit Database Connection X Veeam - ar (sandbox) Sandboxes
R aerts @ ar_dev Nl PostgresQL Server Connection KICorp (production) Sandboxes
Q  License & DG org n DGOrg MaCorp
3¢ About @ japan n Connection label: | max2 JEEmiE @
@ maxt n| Server address: node.app-01.vbsf.demo.org.esx.cmp — —
@ max10_06 0 port 5432 : = =
@ kera1256 n| = =
& max2 n| MaCorp (production) MaCorp
@ max3 n| User credentials MaCorp3 (production) MaCorp
@ macorp_0005 n| = =
Username: dbadmin
(] partial n| Kera - partial (sandbox) Sandboxes
@ preprod n| Password: | eeseenereeene e Preprod (sandbox) Sandboxes
Prep E
@ rek n| RD - RProd Sandboxes
&l
© et ] = - -
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Removing Databases

You can remove databases from the configuration database. Note that Veeam Backup for Salesforce will not
automatically delete the database from the host server. You can further reconnect the removed database to the
same or to another Veeam Backup for Salesforce server and use it to protect the same organization. If you do
not need the datastored in the database anymore, you can manually delete the database after removing it from
Veeam Backup for Salesforce.

NOTE

You cannot remove a database that is currently used by Veeam Backup for Salesforce to protect a
Salesforce organization. If you want to remove the database, connect to another databasein the backup
policy settings.

To remove a database from Veeam Backup for Salesforce, do the following:

1. Switch to the Configuration page.
2. Navigate to Salesforce > Databases.
3. Select the necessary databaseand click Remove.

4. In the Remove Database Connection window, acknowledge the operation and click Remove.

Backup Restore
@ Exit Configuration Salesforce Orgs Companies Databases Connected App
=+ Add Database #" Edit Connection X Remove ‘ B Configuration Database
Application
I & Sslesforce Connection Label 1 Server Database Salesforce Alias Company
& Usersand Roles Q ar2 node.app-01.vbsf.demo.prg.esx.cis.local ar2 Veeam - ar (sandbox) Sandboxes
E Alerts. @ ar_dev node.app-01.vbsf.demo.org.esx.cmp ar_dev KJCorp (production) Sandboxes
License
2 @ DGorg Remove Database Connection X MaCorp
K About @ japan lapan Lab MaCorp
) . 1 Do you want to remove the database connection?
max . — =
& max10_06 Here is what will happen if you remaove the database from configuration: P —
@ keral256 * Saved database connection will be deleted — —
© max2 * The database itself will not be deleted. You can do that at the PostgreSQL MaCorp (production) MaCorp
server,
@ max3 MaCorp3 (production) MacCorp
@ macorp_0005 Yes, remove the database from configuration - _
(] partial Kera - partial (sandbox) Sandboxes
(] preprod Preprod (sandbox) Sandboxes
rgk T node.app-01.Vbsf.demo.0r g esx.cmp TEK RD - RPrad Sandboxes
@ test db node.app-01.vbsf.demo.org.esx.cmp klouoasf — —
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Managing Users

Veeam Backup for Salesforce can be fully managed by a single built-in administrator account created during
initial configuration. If you want to provision more users and leverage the role-based access, you can do that by
connecting to anidentity provider (IdP).

NOTE

Only Azure Active Directory oAuth 2.0 IdP is supported in Veeam Backup for Salesforce v1.

In This Section

e IdP Configuration

e User Roles and Permissions
e Adding Users

e Editing Users

e Removing Users
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Configuring IdP and SSO Settings

Veeam Backup for Salesforce supports single sign-on (SSO) authentication based on the SAML 2.0 protocol. SSO
authentication scheme allows a user to log in to different software systems with the same credentials using an
identity provider (IdP).

NOTE

Only Azure Active Directory oAuth 2.0 IdP is supported in Veeam Backup for Salesforce v1.

Configuring IdP Settings on Microsoft Azure Side

To configure the IdP settings on the Microsoft Azure side, you must create a new Azure AD application for
Veeam Backup for Salesforce in the Microsoft Azure portal. To learn how to register an application with the
Microsoft identity platform, see Microsoft Docs.

When creating the application, consider the following:
e The following API permissions must be granted to the application:
o GroupMember.Read.All
o User.Read
o User.Read.All

e The redirect URI added to the application must match the management server FDQN that you use to
access the Veeam Backup for Salesforce Web Ul. To make sure that you are adding the correct URI, switch
to the Configurationpage and navigate to Users and Roles > Single Sign-On. The address will be displayed
in the Callback URL field.

Configuring IdP Settings on Veeam Backup for Salesforce Side

To configure the IdP settings on the Veeam Backup for Salesforce side, do the following:
1. Switch to the Configuration page.
2. Navigate to Users and Roles > Single Sign-On.
3. Set the Enable Azure AD authentication toggleto On.

4. Inthe ClientID field, provide the Application (client) /D of the registered Azure AD application. You can
find the ID on the app registration Overview panein the Microsoft Azure portal.

5. Inthe Tenant IDfield, specify the Directory (tenant) /D of the registered Azure AD application. You can
find the ID on the app registration Overview panein the Microsoft Azure portal.

6. In the Secret Value field, enter the value of a client secret created in the specified Azure AD application.
To learn how to create client secrets, see Microsoft Docs.

7. Click Save and Authorize. You will be redirected to the Microsoft Azure portal. In the Microsoft Azure
portal, navigate to the created Azure AD application page, and grant admin consent to the application. To
learn how to do that, see Microsoft Docs.
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https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#option-2-create-a-new-application-secret
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As soon as the IdP settings are successfully configured, the SSO session is started. You can start adding users to
Veeam Backup for Salesforce. Consider that the SSO session time out is 30 minutes. If the SSO session is
expired, you must log in to Veeam Backup for Salesforce using the local administrator credentials once again,
and continue adding users for the next 30 minutes.

@ Backup Restore ) Administrator v

@ Exit Configuration Users Single Sign-On

Application Save and Authorize @ Do not forget to save the changes

& Salesforce
Configure Azure AD

I &\ Users and Raoles
Enable Azure AD authentication e on @

H Alerts

2 License Domain: node.app-01.vbsf.demo.org.esx.cmp

2% About
Callback URL: | https:#/node.app-01.vbsf.demo.org.esx.cmp/oauth/redire ﬂgtopj to Clipboard
Client ID: fe1456ui-ec77-4b6b-a782-879]hgto00
Tenant 1D: kj678fjkb-431b-46ed-add7-cbc3kshfnga06

Secret Value: | FWI
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User Roles and Permissions

Veeam Backup for Salesforce controls access to its functionality with the help of user roles and scopes. A role
defines what operations users can perform and a scope defines to which companies and Salesforce organizations
the permissions apply.

There are 4 user roles that you can assign to user groups and users working with Veeam Backup for Salesforce:

e Administrator — can perform all configuration actions and backup and restore operations. This role gives a
user access to all companies and all Salesforce organizations added to Veeam Backup for Salesforce.

e Backup operator — can create and manage backup policies, manage the protected data and perform all
restore operations. You can limit access to companies and Salesforce organizations for users when
assigning this role. For more information, see Adding Users.

e Restore operator —canonly perform restore operations. You can limit access to companies and Salesforce
organizations for users when assigning this role. For more information, see Adding Users.

e Viewer —can monitor backup and restore processes without performing any operations. You can limit
access to companies and Salesforce organizations for users when assigning this role. For more information,
see Adding Users.

The following table describes the functionality available to users with different roles in the Veeam Backup for
Salesforce Ul. Note that users with Backup Operator, Restore Operator and Viewer roles assigned will have the
described permissions only within the scope specified when adding these users.

Tab

Backup

Restore

Configuration

Salesforce

Functionality

Managing backup
policies,
performing backup

Downloading
backup session logs

Managing restore
jobs, performing
restore

Downloading
restore session logs

Managing
companies

Managing
Salesforce
organizations

Administrator

Full

Full

Full

Full

Full

Full
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Backup
Operator

Full

Full

Full

Full

Adding and
viewing
Salesforce
organizations

Restore
Operator

Viewing backup
policies, backup
sessions

Full

Full

Full

Viewing
Salesforce
organizations

Viewer

Viewing backup
policies, backup
sessions

Full

Viewing restore
jobs and
sessions

Full

Viewing
Salesforce
organizations



Tab

Users and
Roles

Alerts

License

About

Functionality

Managing
databases

Managing
Connected App

Managing users

Managing
notifications

Managing license

Downloading
product logs

Configuring

advanced settings

Administrator

Full

Full

Full

Full

Full

Full

Full

60 | VeeamBackup for Salesforce | User Guide

Backup
Operator

Full

Alerts on
backup policy
execution,
restore
operations,
connection
status and
license

Viewing
license
information

Restore
Operator

Viewing
databases

Alerts on
restore
operations

Viewing license
information

Viewer

Viewing
databases

Viewing license
information



Adding Users

To be able to add users and assign specific roles to them, you must first configure the IdP settings.
To add a user or group of users, do the following:

1. Switch to the Configuration page.

2. Navigate to Users and Roles > Users.

3. Click Add User.

4. In the Add User to a Role window:

a. Inthe User or group section, click the link and select the necessary IdP user or group of users in the
Select User or Group window. Click Apply.

b. From the Role drop-down list, select a user role that will be assigned to the selected user or group of
users. For more information on user roles, see User Roles and Permissions. If a user belongs to
different groups, the user will inherit the more privileged role from the roles assigned to these
groups.

c. Use the Company and Organization drop-down lists to specify the scope of resources to which the
selected user or group of users will have access in Veeam Backup for Salesforce.

NOTE
You cannot limit the scope of resources for the Administrator role. By default, this role provides access to
all companies and Salesforce organizations added to Veeam Backup for Salesforce.

d. Click Assign Role.

e. Perform steps b-d for each role that you want to assign to the selected user or group of users.

Make sure that the permissions of the assigned roles do not overlap each other. Otherwise, one role
may override another, and Veeam Backup for Salesforce will display a warning.

TIP

You can unassign roles from the selected user or group of users. To do that, click the cross button in the
necessary row of the user roles table.
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f. Click Save.

specify a user or a group and assign it one or more roles in companies and organizations

User or group:

s ACS

Role: Company: Organization:

Backup operator ‘ Sandboxes 4 ‘ ‘ Preprod (sandbox) & Assign Role

Administrator

Backup operater Company Organization

N

Restore operator . L
All companies All organizations

Viewer S
— All organizations

No access
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Editing Users

Veeam Backup for Salesforce allows you to edit settings of users added to the configuration database.

Editing Local Administrator

You cannot modify settings of the local administrator created during the initial configuration from the Web Ul.
You can only reset the password of the administrator using the terminal. To do that, connect to the machine
running Veeam Backup for Salesforce using SSH, run the /opt/vbsf/vbsf-backend/reset password.sh
script, provide and confirm the new password. The password must contain uppercase and lowercase Latin
letters and special characters (!@#$%"&). The minimum length of the password is 8 characters.

Editing IdP Users

You can edit permissions assigned to users and user groups in Veeam Backup for Salesforce. To do that:

1.

2.

Switch to the Configuration page.

Navigate to Users and Roles > Users.

Select the necessary user or group of users, and click Edit.
In the Edit User Settings window:

a. To unassign a role from the user or group of users, click the cross button in the necessary row of the
user roles table.

b. To assign a new role to the user or group of users, follow the instructions provided in Adding Users.

The changes will immediately apply after you finish working with the wizard. This will result on user access to
the Veeam Backup for Salesforce functionality. However, all backup policies and restore jobs started and
scheduled by this user will not be affected.

NOTE

If you rename a group of users in Azure Active Directory, Veeam Backup for Salesforce does not
automatically update the record in the configuration database. To update the group name in the product
Web Ul, select the group, click Editand re-save the record.
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Removing Users

You can remove Veeam Backup for Salesforce users and user groups from the configuration database:

1. Switch to the Configuration page.

2. Navigate to Users and Roles > Users.

w

4. In the Remove Users or Groups window, click Remove toacknowledge the operation.

Select the necessary user or group and click Remove.

The changes will immediately apply after you click Remove. However, all backup policies and restore jobs
started and scheduled by this user will not be affected.

Backup Restore (&) Administrator v

@ Exit Configuration Users Single Sign-On

Application Role: | Administrator ~ ‘ | Type to filter users Q

& Salesforce N

= Add User & Edit ¥ Remove
I ﬂ Users and Roles

E‘ Name T Role Username Email Last Session Type oo

B Alerts

Remove Users or Groups

@ License Selected: 10f6

XK About D ACS Mixel ! Are you sure you want to remave selected Users or groups? - Group
D cis Adm| — Group
Alex Baker Adm| 10/24/22, 8:37:25 PM User
] JehnNehn Adm Q" 6/29/22, 4:24:37 PM User
D Sofia Chi Administrator Sofia Chi sofi.chi@org.com 6/1/22, 4:32:47 PM User
D Miranda May Administrator Miranda May mmay@org.com 9/30/22, 1:12:14 PM User
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Managing Alerts

Veeam Backup for Salesforce allows you to create alerts to notify you about important events, state changes
and issues. Users assigned the Administrator role can manage alerts for all companies and Salesforce
organizations in Veeam Backup for Salesforce, users assigned the Backup operator or Restore operator roles can
manage alerts only for companies and Salesforce organizations within their specified scope of permissions.

You can create alerts for the following type of events:

Backup policy — analert created for this type of event can be triggered by the specified backup session
results, for example, you can choose whether you want to receive notifications in case backup policies
complete successfully, complete with warnings or complete with errors.

Restore job — an alert created for this type of event can be triggered by the specified restore session
results, for example, you can choose whether you want to receive notifications in case restore jobs
complete successfully, complete with warnings or complete with errors.

Database connection — an alert created for this type of event can be triggered if the connection to
PostgreSQL databasesis lost.

Salesforce connection — an alert created for this type of event can be triggered if the connection to
Salesforce is lost.

License — analert created for this type of event can be triggered if the license acquires a specific status
after a regular license check performed weekly by Veeam Backup for Salesforce or a license check
performed manually by a user. To learn how to perform a license check manually, see Viewing License
Information.

File storage size — an alert created for this type of event can be triggered by the disk space usage check.
The check is performed daily at 9:00 UTC, the alert will be sent if the specified threshold for the disk used
space is breached.

In This Section

Configuring Notification Settings
Creating Alerts

Editing Alerts
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Configuring Notification Settings

To receive notifications on alerts by email or in Slack, you must configure notification settings.

Configuring Email Notifications

To receive notifications by email, connect to SMTP server and specify notification frequency:
1. Switch to the Configuration page.
2. Navigate to Alerts > Connection Settings.
3. Set the Email alerts toggle to On.

4. In the Sender field, enter an email address of the notification sender. This email address will be displayed
in the From field of the notifications.

5. Inthe SMTP serverfield, specify a DNS name or an IP address of the SMTP server. All email notifications
(including test messages) will be sent by this SMTP server.

In the Port field, you can change a communication port for SMTP traffic. The default SMTP portis 25.
6. Inthe Timeout field, specify a timeout for the connection attempt to the SMTP server.

7. For an SMTP server with SSL/TLS support, select the Connect using SSL check box to enable SSL data
encryption.

8. If your SMTP server requires authentication, select the Require authentication check box and specify user
credentials in the Username and Password fields.

9. To savethe settings, click Save.

TIP

Veeam Backup for Salesforce allows you to send a test message to check whether you have configured all
settings correctly. To do that, click Send Test Email and specify an email address to which the email will be
sent.

Configure Slack Notifications

To receive alert notifications to a specific Slack channel or chat, you must create a Slack app. To learn how to
create anapp in Slack, see Slack Documentation. Depending on how you want the Slack app to work, the Slack
app must be assigned a scope of specific permissions, for example: the chat :write permission scope is
required to send messages to the chat.

To configure Veeam Backup for Salesforce to send alert notifications to Slack, do the following:
1. Switch to the Configuration page.
2. Navigate to Alerts > Connection Settings.
3. Set the Slack alerts toggle to On.

4. Inthe Token field, provide an access token generated by the created Slack app. The access token can be
found on your Slack app management page in the OAuth & Permissions sidebar menu.

5. To savethe settings, click Save.
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TIP

Veeam Backup for Salesforce allows you to send a test message to check whether you have configured all
settings correctly. To do that, click Send Test Message and specify the name of a user or a channel to which
the message will be sent.
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Creating Alerts

To create an alert:
1. Switch to the Configuration page.
2. Navigate to Alerts.
3. Click Add.The Add Alert wizard will open.

4. At the Alert type step of the wizard, select the type of an event for which you want to create an alert from
the Eventdrop-down list, and specify the conditions under which the alert will be sent.

5. At the Recipients step of the wizard, specify notification settings for the alert:
a. Specify the recipients of the alert notifications:

= |n the Rolessection, you can choose user roles that must be assigned to users or user groups to
receive notifications. In this case, the notifications will be sent in the Veeam Backup for
Salesforce Web Ul and by email to all users assigned these roles within their permission scopes.
To the groups of users, notifications will be sent only in the Web Ul. For a user group to receive
notifications by email, a group email address must be added to the user group settings in Azure
Active Directory.

= |n the Custom recipients section, you can specify names of Slack channels, users and additional
email addresses. In this case, the notifications will be sent to these recipients by email and in
Slack. Use a semicolon and a space character to separate multiple recipient addresses.

Addresses of the email recipients must be specified in the following format: email@domain.com,
addresses of the Slack recipients can be specified in the following formats: @username,
#channelname, @userid, channelid.

NOTE

To receive email and Slack notifications, the notifications settings must be properly configured as
described in Configuring Notification Settings.

b. In the Subject field, specify a subject for notifications. You can use runtime variables listed in section
Alert Variables.

c. Inthe Threshold field, specify the number of events that must occur before the notification is sent.
Consider the following example: the threshold is set to 5, the notification will be sent only when the 6

event occurs.

6. [This step applies only if you have selected the Backup policy or Restore job type of the alert] At the
Scopestep of the wizard, choose companies and Salesforce organizations to which the alert conditions will

apply.
7. Click Finish.

Alert Variables

When you specify a subject for notifications, you can use the following runtime variables:

o [%job name%,] — the backup policy or restore job name.
o [%job status%] — the backup policy or restore job status.

o [%job type%] — the type of a job.
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o [%company name%] — the company name.

o [%salesforce name%]— the name of a Salesforce organization with which the connection was lost.
o [%apiusage%] — number of API requests sent.

o [%deleted%] — number of records that were removed from Salesforce.

o [%failed%] — number of records that were failed to process.

o [%changed%] — number of records that were updated.

o [%inserted%] — number of records that were added to a database.
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Editing Alerts

You can edit, enable, disable and remove the created alerts:
1. Switch to the Configuration page.
2. Navigate to Alerts.
3. Select the necessary alert from the list and do one of the following:
o To edit the alert settings, click Edit and complete the wizard as described in section Creating Alerts.
o To disablethe enabled alert, click Disable.
o To enable the disabled alert, click Enable.

o To remove the alert, click Delete.
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Changing Connected App Tokens

Salesforce Connected App allows Veeam Backup for Salesforce to authenticate with Salesforce and get access to
resources that will be protected. You can create the Connected App in any Salesforce organization. To learn how
to create the Connected App, see this Veeam KB article.

IMPORTANT

You can protect multiple Salesforce organizations using a single Veeam Backup for Salesforce installation.
However, due to the Salesforce Connected App limit of 5 authorizations per client, authorization issues
may occur when you have several product installations leveraging the same Connected App. That is why it
is recommended to create a dedicated Connected App for each product deployment.

For more information on Salesforce OAuth Authorization Flows and Connected Apps, see Salesforce
Documentation.

During the initial configuration, you are prompted to provide the Connected App OAuth tokens that further used
by Veeam Backup for Salesforce for the authentication process. However, you can change these tokens later in
the Veeam Backup for Salesforce Web Ul.

IMPORTANT

After you change the Connected App tokens, you must re-authorize all connections to Salesforce
organizations added to Veeam Backup for Salesforce. Otherwise, all backup and restore operations will fail.

To re-authorize connections to Salesforce organizations, either navigate to Configuration > Salesforce >
Salesforce Orgs and edit connections as described in Editing Organizations, or navigate to Backup, launch
the Edit Backup Policy wizard for each created backup policy, and follow instructions provided in Step 2.
Configure Connection to Salesforce Organization.

To change the OAuth tokens, do the following:
1. Switch to the Configuration page.
2. Navigate to Salesforce > Connected App.

3. Click Change Connected App Tokens, and then click Proceed inthe Confirm Operation window to
acknowledge the operation.

4. Specify the type of the Salesforce organization where your Connected App is created.
5. Use the Consumer Key and Consumer Secret fields to provide the tokens obtained when creating the app.

6. Click Connect.
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IMPORTANT
If you have created a new Connected App, consider the following:

e The Connected App must be assigned the Full access (full) and Perform requests at any time
(refresh_token, offline access) OAuth scopes. For more information on OAuth scopes in Salesforce,
see Salesforce Documentation.

e The callback URL specified in the Connected App settings must exactly match the Veeam Backup for
Salesforce server address. You can copy the addressin the Setting up Salesforce Connected App
section.

e Ittakes up to 10 minutes for newly created OAuth tokens to become active.

@ Backup Restore dministrater v \'\‘ Q :\

@ Exit Configuration Salesforce Orgs Companies Databases Connected App

Salesforce Connected App

ATERceres Salesforce Connected App allows the product to integrate with Salesforce using APIs. Salesforce administrator needs to create a dedicated Connected App and save security tokens
into the product configuration settings. Please ensure secure handling of tokens and do not share or transmit tokens over the internet.

& Szlesforce

R Usersand Roles & Your Connected App is now configured.

B Aerts ‘@:' Production

aQ -

5! = ‘C’) Sandbox

)ﬁ About

Consumer Key:

sakfjsakfh7sdkfjskfjdsfkjskdio

Consumer Secret:

Setting up Salesforce Connected App

When setting the Connected App in Salesforce, please pay attention to the Callback URL details. Callback URL must
exactly match the server address.

You can copy and paste this Callback URL into the settings:

http://node.app-01.vbsf.demo.org.esx.cmp [ Copy to Clipboard

© Read KB on Salesforce Connected App
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Configuring Advanced Settings

You can get acquainted with system limits and default settings configured in Veeam Backup for Salesforce. To
do that, switch to the Configuration page, navigate to About > Advanced Settings and click Confirm.

IMPORTANT

Changing the default advanced settings may result in unsupported or unusable product configuration. Do
not change the settings unless itis advised by the Veeam Customer Support Team. If you accidentally
changed one or more settings, you can click Reset All to Default.

The list shows key settings and their values, for example:

e hierarchy.restore.on.max.input.records — the number of records that can be selected for one
restore session (if hierarchy restore is enabled).

e hierarchy.restore.off.max.input.records — the number of records that can be selected for one
restore session (if hierarchy restore is disabled).

e fields.restore.max.input.records — the number of records for which field values that can be
selected for one restore session.
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Performing Backup

Only users assigned the Administrator or Backup operator roles can perform backup operations in Veeam Backup
for Salesforce. Users can perform backup operations within their permission scope — only for companies and
organizations which data they have access to.

To perform backup of Salesforce organizations, Veeam Backup for Salesforce runs backup policies. A backup
policy is a collection of settings that define the way backup operations are performed: what datato back up,
where to store backups, when to start the backup process, and so on. One backup policy can be used to protect
one Salesforce organization.

When performing the initial configuration, a user addsa Salesforce organization, and specifies a schedule for the
backup policy that will protect this organization and a database that will be used to store backed -up data and
metadata. This policy is created automatically by Veeam Backup for Salesforce and has the following
preconfigured settings: backup of files and attachments is disabled, restore points created for Salesforce objects
are stored for 1 year. You can edit these settings as described in Editing Backup Policies.

If you want to back up more Salesforce organizations, you can create new backup policies. Each Salesforce
organization is protected by one backup policy.

In This Section

e Creating Backup Policies

e Starting and Stopping Backup Policies
e Disabling and Enabling Backup Policies
e Editing Backup Policies

e Removing Backup Policies

e Viewing Backup Policy Details
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Creating Backup Policies

When you create a new backup policy to protect a Salesforce organization, you caninstruct Veeam Backup for
Salesforce:

e To backup Salesforce object data and metadata.

To back up files and attachments associated with the Salesforce objects.
e To exclude specific objects and fields from the backup scope.
e To automatically protect new objects and fields.
e To applydifferent schedules used to launch backup sessions for different groups of objects.
e To remove the backed-up data according to the specified retention settings.
To create a backup policy, complete the following steps:
1. Launch the Add Backup Policy wizard.
2. Configure connection to a Salesforce organization.

3. Configure policy schedule and backup options.

4. Enable backup of files and attachments.
5. Configure retention settings.
6. Finish working with the wizard.
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Step 1. Launch Add Backup Policy Wizard

To launch the Add Backup Policy wizard, do the following:
1. Navigate to the Backup tab.
2. Click Add.

NOTE

If you have added multiple companies to Veeam Backup for Salesforce, before you launch the Add Backup
Policy wizard, select the company to which a Salesforce organization that you want to protect belongs
from the company drop-down list at the top of the page.

For a company to be displayedin the list, it must be added to Veeam Backup for Salesforce beforehand as
described in Adding Companies, and the user must have permissions to access the company. For more
information on user permissions, see User Roles and Permissions.

Restore ompany v \:‘-":\ Administrator v ::_: Configuration

Policy name Q Show: [ ! 2 © X
+ Ad t elete top nable ew Deta
Policydame Salesforce Alias Status Schedule Salesforce User Created Date | Last Run Date ooo
backup-policy-836255 (PJRND - Prod @ Success ) Hourly vbsf_rnd@company.... 8/18/22, 10:48:51 AM 8/29/22, 10:00:17 AM
backup-policy-836251 (P)RND - partial {(sandbax) @ Failed &) Hourly vbsf@company.com.... 8/16/22, 6:15:23 PM 8/20/22, 10:00:16 AM
backup-policy-828201 (P)RND - preprod (sandbox) X Aborted ) Hourly max@company.com.... 8/10/22, 11:08:09 AM 8/29/22, 10:00:15 AM
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Step 2. Configure Connection to Salesforce
Organization

At the Connection step of the wizard, connect to a Salesforce organization and specify a database that will be
used to store backed-up data:

1. Inthe Log in with Salesforce account section:

a. Choose whether you will protect an organization hosted on a production or sandbox Salesforce
instance.

b. Click Log inwith Salesforce account. Youwill be redirected to the Salesforce authentication webpage.

c. On the Salesforce authentication webpage, enter credentials of a Salesforce user of the organization
that you want to protect, and click Log in.

The specified Salesforce user must be assigned permissions required for Veeam Backup for Salesforce
to be able to perform backup and restore operations. For information, see Required Permissions.

NOTE

Veeam Backup for Salesforce does not store Salesforce user credentials used to log in to Salesforce. To
authorize in Salesforce and access Salesforce data, Veeam Backup for Salesforce uses the Connected App
specified during the initial configuration. You can change the Connected App as described in Changing
Connected App Tokens, but keep in mind that after changing the Connected App, you will have to re-
authorize all connections to Salesforce organizations added to Veeam Backup for Salesforce.

2. Back to the Add Backup Policy wizard, check whether any errors occurred during the authentication
process and do the following:

IMPORTANT

If an error occurs, check whether the Salesforce organization whose user you used to log in to Salesforce is
not protected by another backup policy configured on this management server.

a. In the Verify permissions section, you can verify whether the permissions assigned to the specified
user are enough to perform backup and restore operations. To do that, click Verify permissions and
wait for the check to complete.

b. In the Connect to a database section, choose a databasethat will be used to protect the specified
Salesforce organization. To do that, click Select a database. The Database connection window will
open.

You can add a new database or select a database that has already been added to Veeam Backup for
Salesforce:

* To adda database without closing the Add Backup Policy wizard, click New Database Connection
and specify connection settings in the Add Database Connection window as described in Adding
Databases.

= To specify an already added database, select the database from the list. The Database list
displaysonly databasesadded to Veeam Backup for Salesforce beforehand if these databases
are not used to protect any other Salesforce organization. To learn how to add databases, see
Adding Databases.
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IMPORTANT

You can specify only an empty database to store the backed-up data. One database can be used to protect
only one organization. If the specified database contains any data, Veeam Backup for Salesforce will not be
able to perform backup.

@ ‘ Add backup pO”C_\/ Add Database Connection

PostgreSQL Server Connection

'C::' Use existing vsf@node.app-01.vbsf..local:5432
e Connection
'@) New server connection
er

PostgreSQL address: | node.app-01.vbsf.local

~ _

port: 5432 v app-01.vbsf.local
Username: vsf app-01.vbsf.local
Password: M e

Create or connect to a database

Database name: | config_new

Connection label: | dept01

=y =
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Step 3. Configure Backup Settings

At the Backup step of the wizard, specify schedules according to which Veeam Backup for Salesforce will launch
policy sessions, exclude objects and fields from the backup scope, automatically add new objects and fields to
the policy, and limit API calls sent by Veeam Backup for Salesforce to Salesforce:

1. Configure schedules for the backup policy.

2. Configure additional backup options.
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Step 3.1 Configure Backup Schedules

In the Backup schedule section of the Backup step of the wizard, configure the default and custom schedules for
the backup policy.

Veeam Backup for Salesforce has 3 built-in schedules:
e Hourly — this schedule launches a backup policy session at the beginning of every hour.
e Daily — this schedule launches a backup policy session every dayat 00:00 UTC.
e Weekly — this schedule launches a backup policy session every Sunday at 00:00 UTC.
NOTE

You cannot edit or remove the built-in schedules. If none of the built-in schedules meets your business
needs, you can create a new schedule. To learn how to create schedules, see Creating Schedules.

Specifying Default Schedule for Backup Policy

From the Default schedule for this policy drop-down list, select the default policy schedule that will be used to
back up all data of all objects of the protected organization that have no custom schedules assigned, to back up
object metadata, to back up files and attachments if you enable this functionality at step 4, and to back up new
objects and fields if you select this option in the Additional backup options section. You can select one of the
built-in schedules or create a new one as described in section Creating Schedules.

Specifying Custom Schedules for Protected Objects

If some objects are updated frequently and need to be backed up more or less often than other objects
belonging to the protected Salesforce organization, you can assign custom schedules to these objects. Veeam
Backup for Salesforce will launch a distinct backup session to protect each group of objects according to the
assigned schedules. It is recommended that you assign the same schedule to the related Salesforce objects to
ensure that these objects can be restored properly.

To assign a schedule to an object, do the following:
1. Click the link in the Custom schedules field.
2. In the Specify schedule per object window, do the following:

a. In the Object list, select check boxes next to the objects that must be protected according to a
specific schedule.

b. Click Assign Schedule, choose the necessary schedule from the Schedule drop-down list in the Assign
Schedule window, and click Assign.

TIP

By default, Veeam Backup for Salesforce backs up all supported Salesforce objects of the protected
organization. However, some Salesforce objects can not be restored, such as history objects. If you do not
want to back up these or any other objects of the organization, you can exclude them from the backup
policy. To do that, select the Exclude from backup option from the Schedule drop-down list.

Salesforce objects that are not backed up by Veeam Backup for Salesforce are listed in Appendix A.
Unsupported Objects.
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c. Click Applytosave the changes.

@ ‘ Add backup policy

Specify schedule per object x

Some data changes more often and needs higher backup rate. Define backup schedules per object to meet your RPO
targets. Keep in mind, that related objects need to be on the same schedule to preserve data consistency.

Name or APl name Q FE Assign schedule Show: All schedules v

Schedule

1 object

Every 30 minutes
Schedule: | Exclude from backup N .

Every 30 minutes

%_

Every 30 minutes

AccHierarchy
AccHierarchy ¢

Account

A — Every 30 minutes

Tag: Account Assignment

AccountAssignment__Tag EL LT ED

Account Assignment
AccountAssignment__c

Every 30 minutes

O o0ooo

Creating Schedules

To create a new backup schedule for the policy at the Backup step of the wizard, do the following:

1. In the Backup schedule section, click Manage Schedules.

The Manage Schedules window will open.

2. In the Manage Schedules window, click Add New Schedule.

In the Add New Schedule window, do the following:

a. In the Schedule name field, specify a name for the schedule. The name must be unique in Veeam
Backup for Salesforce.

b. In the Start policy section, select the schedule type:

= To run a backup policy once, select Once atand specify the time when the backup policy must
run.

Note that you cannot combine one-time schedules with periodic schedules when configuring the
default schedule and custom schedules for backup policy. If you select the Once attype of
schedule as the default policy schedule, you must manually remove all periodic schedules
configured for Salesforce objects, wait for the policy session to complete, and then re-configure
periodic schedules for the policy.

= To run a backup policy periodically, select Daily and specify how often you want Veeam Backup
for Salesforce to run the policy.

NOTE

The configured schedules are stored in the CRON format and used to run policy sessions. If you specify to
run a session every 9 hours, Veeam Backup for Salesforce will follow the following schedule (UTC): Mon
00:00, Mon 09:00, Mon 18:00, Tue 00:00 and so on.
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c. Review the settings and click Add.

The created schedule will be available in all backup policies created for Salesforce organizations within one
company. You can further edit or delete these schedules.

IMPORTANT

If you delete a schedule that is used to back up any objects in the current or in any other backup policy
within the company, Veeam Backup for Salesforce will raise a warning. To eliminate the warning, specify a
schedule that will replace the deleted one. Consider that the schedule will be replaced in all backup

policies created for this company.
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Step 3.2 Configure Additional Options

In the Additional backup options section of the Backup step of the wizard, you can specify data protection
settings and limit the API requests.

Specifying Additional Options
To specify additional data protection options, do the following:

1. To exclude specific object fields from the backup policy, click the link in the Exclude fields from backup
field.

In the Exclude fields window:
a. From the Object list, select an object whose fields you want to exclude.
b. From the Fields list, select the necessary fields.
c. Click Add.
d. Repeat steps a-c for all fields that you want to exclude.
e. Click Applytosave the changes.

2. To automatically protect new objects added to the Salesforce organization, select the Automatically add
new objects check box.

3. To automatically protect new object fields, select the Automatically add new fields on objects check box.

Setting APl Request Limits

Salesforce limits the total API requests per 24-hour period for each Salesforce organization. To ensure that
Veeam Backup for Salesforce does not conflict with other applications that use API requests for integration with
Salesforce, it is strongly recommended to specify the limits of REST APl and BULK API requests that must not be
exceeded by Veeam Backup for Salesforce when performing backup and restore operations. For more
information on API request limits, see Salesforce Documentation.

To limit API requests sent by Veeam Backup for Salesforce to Salesforce, do the following:
1. Click Set API Limits.
2. Inthe Set API limits window, specify the maximum Llimits for the REST APl and BULK API requests, and
click Apply.

How APl Request Limits Work
After you set the maximum limit of API requests that can be used, Veeam Backup for Salesforce checks the

quantity of remaining API requests each time before starting a new policy session. If the specified threshold is
breached, the session fails with an error indicating that the API request limit has been exceeded.
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If the specified threshold is not reached, then the policy session is started and Veeam Backup for Salesforce
checks the quantity of APl requests left before starting every new cycle of objects selection. Once the specified
threshold is breached, backup of objects remaining in the queue fails with anerror indicating that the API
request limit has been exceeded. However, backup of objects that are already being processed continues until
Salesforce accepts API requests. This may cause Veeam Backup for Salesforce to accidentally exceed the
maximum limit of API requests that you specified.

@' Add backup policy

Connection Salesforce backup schedules Set API limits x
Configure main and custom schedules for Salesfof  When the threshold is reached the backup policy will fail to start
| Backup
Backup schedule REST APl usage limit: | 50 : %
Files
Default schedule is applied to all existing and new, BULK APl usage limit: | 50 : %

default policy.
Retention [ -

) Resetto Defaults
Default schedule for this policy: g

Summary Every 30 minutes v | E

Customn schedules: [} No objects use custom sch

Additional backup options

Auto-discovery for new objects and fields.

Exclude fields from backup: ¥ No fields exclude(
Automatically add new objects
Automatically add new fields on objects

[®] Set API Limits
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Step 4. Enable Backup of Files and Attachments

At the Filesstep of the wizard, to back up Files, Content, Documents and Attachments, do the following:
1. Set the Backup files and attachments toggleto On.

Veeam Backup for Salesforce will display the local directory on the management server that will be used
to store the backed-up files in the Location to store files field.

NOTE
Consider the following:

e The location used to store backed up files and folders is created automatically by Veeam Backup for
Salesforce for each organization and cannot be changed manually by a user. If you remove the
backup policy and then create a new policy for the same organization, Veeam Backup for Salesforce
will use the same location for this organization.

e Itis recommended to mount additional storage to the specified location to prevent the shortage of
storage capacity. When you configure a backup policy, Veeam Backup for Salesforce verifies whether
disk space availablein the specified directory is enough for the amount of data that will be backed
up and raises a warning in case of insufficient storage capacity.

e If you remove the backup policy, data stored in the specified location will not be removed
automatically. If you do not need the backed-up files and attachments anymore, you must delete
them manually.

2. In the File backup options section:
o To backup Salesforce Attachment Objects, select the Attachments check box.

o To backup the Salesforce Content, select the Content, Documents, Mailmerge templates, etc check
box. Veeam Backup for Salesforce will back up all types of Content such as EmailCapture,

MobileApplicationDetail, MailmergeTemplate, QuoteDocument, ContentNote, ContentDocument,
ContentVersion, Document.
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IMPORTANT

In Veeam Backup for Salesforce v1, you can back up but cannot restore using in-built product functionality
the following types of content:

e EmailCapture

e MobileApplicationDetail
e MailmergeTemplate

e QuoteDocument

e ContentNote

The restore functionality for these content types will be added in forthcoming versions.

@' Add backup policy

Connection Backup files and attachments
Sawve latest versions of files to a local folder, keep file history and restore files when needed.
Backup
Backup files and attachments: m on
Files o B
Location to store files: @ Joptivbsf’ ackup/da ) a03923cfafbc7csba7a2b54ch21bf312d3
Retention . )
File backup options
Summary

Attachments

Content, Documents, Mailmerge templates, etc

Previous m] Cancel
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Step 5. Configure Retention Settings

At the Retention step of the wizard, you can configure retention settings for the backed-up data — a time period
during which the restore points will be kept. It allows you to consume less storage space by deleting the restore
points that are older than the specified time period. Consider that the time period is calculated since creation of
a backup of a Salesforce record, not since creation of the record itself.

To configure retention settings for the backup policy, do the following:
1. In the Data and attachments retention policy section:

a. In the Keep versions for field, specify the number of days (weeks, months, years) for which you want
to keep backups of Salesforce objects and attachments.

Note that Veeam Backup for Salesforce will always keep the latest restore point in the backup chain
even if the specified retention limit is reached.

b. If you want to configure specific retention settings for different objects protected by the backup
policy, click the Define custom retention policy link.

In the Custom retention settings window, click Add Object, select the necessary object from the
Objectdrop-down list, and specify the retention period. Click Apply.

IMPORTANT

Attachments associated with objects to which custom retention settings are applied will still be removed
according to the main dataand attachments retention policy specified in the Keep versions for field.

2. The settings specified in the Data and attachments retention policy section do not apply to backups of
Files, Content and Documents created by the policy. If you want Veeam Backup for Salesforce to
automatically delete these backups according to the retention policy, you must configure their own
retention settings in the Files, Content, Documents section:

o To instruct Veeam Backup for Salesforce to remove backups of files associated with object backups
that have been already deleted according to the retention policy, select the Purge deleted content
older than check box and specify the period after which these files will be removed.
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o To instruct Veeam Backup for Salesforce to remove backups of file versions, select the Purge content
versions older than check box and specify the period after which the outdated versions will be
removed.

@' Add backup policy

Connection Retention Policy
Salesforce data tends to grow over time. Retention settings will automatically erase historical data and files based on these settings.
Backup
Data and attachments retention policy
Files
Define main retention schedule,
fetention Keep versions for: | 4 : Months ~
Summary Define custom retention policy...

Files, Content, Documents

Define retention for files, content and content versions.

~

Purge deleted content older than: 2 v Years ~
. ~

Purge content versions older than: 2 v Years ~

Previous % Cancel
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, review configured settings and do the following:

1. If you want Veeam Backup for Salesforce to run the policy right after you complete the wizard, select the
Run the policy immediately check box.

2. If you want Veeam Backup for Salesforce to run the policy according to schedules configured at step 3,
select the Enable the policy schedule check box. You will be able to disable or enable the policy later as
described in section Disabling and Enabling Backup Policies.

3. Click Finish.

@ Add backup policy

Exclude fields: 0
Connection

Files
Backup
Attachments: Yes

Files Content: Yes

Retention
Retention

Data and attachments: 1 year
Summary Custom data retention: NZA
Files, content, documents: 1day

File versions retention: 1day

l:‘ Run the policy immediately

Enable the pelicy schedule

Previous % Cancel

89 | Veeam Backup for Salesforce | User Guide



Starting and Stopping Backup Policies

You can start a backup policy manually, for example, if you want to create an additional restore point in the
backup chain and do not want to modify the configured backup policy schedules. You can also stop a backup
policy if processing of a session is about to take too long, and you do not want the policy to have an impact on
the production environment during business hours.

To start or stop a backup policy, do the following:
1. Navigate to the Backup tab.
2. Select the necessary backup policy.

NOTE

You can filter backup policies displayed on the Backup tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary policy in the list, make sure that the All filteris set.

3. Click Runor Stop.

If you stop the running backup policy, in the Confirm Policy Stop window, do the following:

o Click Hard Stop toimmediately stop the backup policy. In this case, Veeam Backup for Salesforce will
interrupt the currently running backup session, and the backup policy will acquire the Aborted status.

o Click Graceful Stop to complete backup for Salesforce objects that are already being processed by the
backup session. Veeam Backup for Salesforce will stop the policy execution when backup of the
processed objects is finished, and the backup policy will acquire the Stopped status.

— —~ — Iy
Backup Restore (Ba) reBpr~ (&) Administrator v | ([1) 20 Configuration
it -, - A
Policy name Q Show: (] 1 9 ® X
=+ add A Edit ¥ Delete P Run Stop ® Disable i View Details
Policy Name Saleslarc{gias Status Schedule Salesforce User Created Date | Last Run Date
backup-policy-464 RGB @ success O weekly vbsf_cp@company.com 11/2/22,1:13:53 PM 11/2/22, 1:14:05 PM
backup-policy-461 RGB - VM-FR (production) @ success © Dbisabled mip@company.com 1142722, 1:11:03 PM 11/2/22, 1:11:16 PM
backup-policy-454 VeRGB - Puertos (producti... @ Success ) Weekly sara.baker@company... 10/25/22, 11:45:30 PM 11/2/22, 1:00:11 AM
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Disabling and Enabling Backup Policies

By default, Veeam Backup for Salesforce runs all created backup policies according to the specified schedules.
However, you can temporarily disable a backup policy so that Veeam Backup for Salesforce does not run the
backup policy automatically. You will still be able to manually start or enable the disabled backup policy at any
time you need.

To disable or enable a backup policy, do the following:
1. Navigate to the Backup tab.
2. Select the necessary backup policy.

NOTE

You can filter backup policies displayed on the Backup tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary policy in the list, make sure that the All filteris set.

3. Click Disable or Enable.

— — -
Backup Restore ( ceer v (&) Administrator v | (1) | 05 configuration
= S b
Policy name Q Show: (-] ! 9 ® X
+ add A Edit ¥ Delete P Run Stop ® Disable i View Details

Policy Name Salesforce Alias Stal Schedule Salesforce User Created Date | Last Run Date

backup-policy-464 RGB @ Success ) Weekly vbsf_cp@company.com 11/2/22,1:13:53 PM 11/2/22, 1:14:05 PM

backup-policy-461 RGB - VM-FR (production) @ Success & Disabled mlp@company.com 11/2/22,1:11:03 PM 11/2/22, 1:11:16 PM

backup-policy-454 WeRGB - Puertos (producti... @ Ssuccess ) weekly sara.baker@company... 10/25/22, 11:45:30 PM 11/2/22, 1:00:11 AM
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Editing Backup Policies

You can edit backup policies created in Veeam Backup for Salesforce. For example, you may want to modify
some settings for a backup policy, change the backup policy schedule and so on.

To edit backup policy settings, do the following:
1. Navigate to the Backup tab.

2. Select the necessary backup policy.

NOTE

You can filter backup policies displayed on the Backup tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary policy in the list, make sure that the Allfilteris set.

3. Click Edit. The Edit Backup Policy wizard will open.
4. Edit backup policy settings asdescribed in Creating Backup Policies.

IMPORTANT

If an error occurs when you reconnect to the Salesforce organization, check whether you specified the
correct credentials of a user that belongs to the same Salesforce organization.

e
::,»\':: Configuration
2

Gepr v (&) Administrator v

Policy name Q Show: (] 1 o o X
<+ Add v Edit H Delete P Run Stop ® Disable i View Details
Policy Name Salesforce Alias Status Schedule Salesforce User Created Date { Last Run Date
backup-policy-464 RGB @ Success ) Weekly vbsf_cp@company.com 11/2/22,1:13:53 PM 11/2/22, 1:14:05 PM
backup-policy-461 RGE - VM-FR (production) @ Success ® Disabled mlp@company.com 11/2/22, 1:11:03 PM 11/2/22, 1:11:16 PM
backup-policy-454 VeRGB - Puertos (producti... @ Success &) Weekly sara.baker@company... 10/25/22, 11:45:30 PM 11/2/22,1:00:11 AM
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Removing Backup Policies

You can permanently remove a backup policy from Veeam Backup for Salesforce. Note that the backed -up data
will not be automatically deleted as soon as you remove the policy.

To remove a backup policy, do the following:
1. Navigate to the Backup tab.
2. Select the necessary backup policy.

NOTE

You can filter backup policies displayed on the Backup tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary policy in the list, make sure that the Allfilteris set.

3. Click Delete.

Backup Restore reeer v (&) Administrator v | (1) 05 Configuration

Policy name Q Show: (] ] o o X

=+ add # Edit %&\ete P Run Stop ® Disable i View Details
Policy Name Salesforce Alias Status Schedule Salesforce User Created Date | Last Run Date oo
backup-policy-464 RGB @ Ssuccess & weekly vbsf_cp@company.com 11/2/22, 1:13:53 PM 11/2/22, 1:14:05 PM
backup-policy-461 RGE - VM-FR (preduction) @ success © Disabled mlp@company.com 11/2/22, 1:11:03 PM 11/2/22, 1:11:16 PM
backup-policy-454 VeRGB - Puertos (producti... @ success &) weekly sara.baker@company... 10/25/22, 11:45:30 PM 11/2/22, 1:00:11 AM
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Viewing Backup Policy Details

After you create backup policies, Veeam Backup for Salesforce displaysthe policies on the Backup tab. Users
assigned any role can see information on backup policies created for Salesforce organizations which data they
have access to.

NOTE

You can filter backup policies displayed on the Backup tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see a policy in the list, make sure that the ALl filter is set.

Each policy in the list is described with the following set of properties:

Policy Name — the name of the backup policy.
Salesforce Alias — the alias of the Salesforce organization.

Status — the status of the latest backup policy session.

To see policy sessions, click the link in the Status column. For more information, see Viewing Policy
Session Statistics.

Schedule — the type of the schedule configured for the backup policy.

Salesforce User — the name of an Salesforce account specified during policy configuration.
Org Type — the type of the Salesforce organization.

Salesforce ID — the ID assigned to the organization in Salesforce.

Salesforce URL — the URL of the protected Salesforce organization.

Company — the name of a company that includes the Salesforce organization.

Created Date — the date and time when the backup policy was created.

Last Run Date — the date and time when the latest backup policy session started.

You can view settings configured for a specific backup policy:

1.

2.
3.

From the company drop-down list at the top of the page, select the company to which the backup policy
belongs.

For a company to be displayed in the list, the currently logged in Veeam Backup for Salesforce user must
have permissions to access the company. For more information on user permissions, see User Roles and
Permissions.

Navigate to the Backup tab.

Select the necessary backup policy.
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4. Click View Details.

The Backup Policy Details window will open.

Backup

Backup Policy Details
Database:

Rest API limit:

4 Add At X

Bulk API limit:

Policy N.
Bl Objects

_ Main schedule:

backup-policy-836255 Objects count:
backup-policy-828201 Excluded objects:
Automatically add new fields:

Exclude fields:
Files

Attachments:

Content:
Retention

Data retention:
Custom data retention:
File retention:

File versions retention:

Automatically add new objects:

partial

Jopt/vbsfivbsf-
backup/data/be2b819c61d9d6055043f0f65923b8c5c50019d361fccdea2f56c07b92d0f421

50 3
50 %

Hourly

1318

NFA

1 (Years)
N/A

1 (Years)
1 (Years)
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Viewing Policy Sessions

For each performed data protection operation, Veeam Backup for Salesforce starts a new session according to
the schedules specified in backup policies, and stores its records in the configuration database.You can track
real-time statistics of all running and completed operations from the Backup tab. To view the full list of tasks
executed during an operation, click the link in the Status column. The Backup Sessions page will open.

Backup Sessions

The Backup Sessions section displays information on all sessions of the backup policy.

Each session is described with the following set of properties:
e SessionID —the ID assigned to the session.
e Type —the type of the session.
e Start —the date and time when the session started.
e Finish —the date and time when the session ended.
e Status — the status of the session.
e Message —amessage displayedin case the session has the Warning or Error status.
e Processed Objects — the number of backup policy objects processed during the session.
e APl Usage — the number of API calls sent during the session.
e Inserted — the number of Salesforce records added compared to the previous session.
e Updated —the number of Salesforce records updated compared to the previous session.
e Deleted — the number of Salesforce records deleted compared to the previous session.
e Failed — the number of Salesforce records whose processing failed.
e Total—the number of Salesforce records processed.

e Run Type — the type of the policy run (defines whether the policy has been launched manually or
automatically by schedule).

Session Details

The Session Details section displays information on processing of all backup objects included in the selected
policy session.

Each part of the backup session dedicated to an object is described with the following properties:

Object / Event — the name of a backup object.

e Status—the status of the object processing.

e Duration — the duration of the object-related part of the session.

e Start—the date and time when the object-related part of the session started.
e Finish —the date and time when the object-related part of the session ended.

e Message — the additional information on object protection status.
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e Interval start —the start time of the interval during which changes in backup object are collected.
e Interval end — the end time of the interval during which changes in backup object are collected.
e API| Usage — the number of API calls sent during the session.
e Inserted — the number of Salesforce records added compared to the previous session.
e Updated —the number of Salesforce records updated compared to the previous session.
e Deleted — the number of Salesforce records deleted compared to the previous session.
e Failed —the number of Salesforce records whose processing failed.
e Total—the number of Salesforce records processed.
To see the detailed information on an object-related part of the session:

1. From the company drop-down list at the top of the page, select the company to which the backup policy
belongs.

For a company to be displayed in the list, the currently logged in Veeam Backup for Salesforce user must
have permissions to access the company. For more information on user permissions, see User Roles and
Permissions.

2. Navigate to the Backup tab.
3. Select the necessary session.
4. Click View Details.
The Session Details window will open.
TIP

You can download backup session logs. To do that, click Download Logs, Veeam Backup for Salesforce will
collect the backup logs and save them to the default download folder on the local machine in a single
log.zip archive.

Backup Restore qqq ¥ \:‘) Administrator v : ) @ Configuration

@ backup-policy-869504  parisi (cs61) vosi@esam.com.parcial

Backup Sessions Show: S 4 a9 ® X ¥ Download Logs

Session ID Type Start Finish Status Message APlUsage | Inserted Updated Deleted Total oon

64434 Metadata 8/29/22,12:43:... 8/29/22,12:4... X Aborted — — — — — —

64433 Data 8/29/22,12:43:... 8/29/22, 1:03:... & Ssuccess — 4,751 61,882 61,865 1 64,620

64440 Metadata 8/29/22, 1:00:1... 8/29/22, 1:01:... @ railed E'ﬂ Applicati... 4 [} a [ [

Session Details Object / Event Q i View Details Show: @ O ®© x

Object / Event Status Duration art Finish Message Inserted Updat coo

NavigationLinkSet @ Success 4 sec 8/29/22, 1:03:04 PM 8/29/22, 1:03:09 PM — 2 2 -

HardcodedEntity_ ¢ @ Ssuccess 4 sec 8/29/22, 1:03:03 PM 8/29/22, 1:03:07 PM — 1 1

Budget_c @ Success 4sec 8/29/22, 1:03:02 PM 8/29/22, 1:03:07 PM — 1 1

OpportunityCustomHisto... ® success 4 sec 8/29/22, 1:03:02 PM 8/29/22, 1:03:07 PM - 1 1

VCSPTenantAccount__Sha... @ Success A zec 8/29/22, 1:03:03 PM 8/29/22, 1:03:07 PM — 1 1

ContartBaintbhana ® <ircess 1 zor 2/30/27 1-N2N32 BM 2/20/72_1-03-02 DM — fn 0

4 3
Page | 1 | of3 -
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Performing Restore

Only users assigned the Administrator, Backup operator or Restore operator roles can perform restore
operations in Veeam Backup for Salesforce. Users can perform restore operations within their permission scope
— only for companies and organizations which data they have access to.

To recover backed-up data, Veeam Backup for Salesforce runs restore jobs. When you create a restore job, it is
created as a draft that you can further edit, remove, start and clone. Once the restore job is started, it can be
only stopped or cloned.

In This Section

e Creating Restore Jobs

e Starting and Stopping Restore Jobs
e Cloning and Editing Restore Jobs

e Removing Restore Job Drafts

e Viewing Restore Job Details
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Creating Restore Jobs

You can create drafts of restore jobs that you want Veeam Backup for Salesforce to perform. After you create a
draft, you can start the job right after you finish the restore job configuration wizard or later as described in
Starting and Stopping Restore Jobs.

Veeam Backup for Salesforce suggests you 4 restore options:

e Restore records — restores the complete records with all fields that are defined as updatable and
creatablein Salesforce. You can also restore attachments associated with these records and the related
objects hierarchy. By default, you canselect up to 100 000 of records for this type of the restore job if
hierarchy restore is disabled, and only up to 10 records if hierarchy restore is enabled. For more
information on restore limits, see Configuring Advanced Settings.

e Restore field value — restores specific field values of Salesforce records. Consider that you can only
restore values of existing fields using this type of restore. If the fields were removed from Salesforce, you
must perform the metadata restore first. By default, you can select up to 500000 of records for this type
of the restore job. For more information on restore limits, see Configuring Advanced Settings.

e Restore files — restores Salesforce files and attachments.

e Restore metadata — restores Salesforce metadata.
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Restoring Records

Record restore jobs allow you to restore earlier versions of modified or corrupted records and linked objects.
To create a record restore job, perform the following steps:
1. Launch the restore job configuration wizard.

2. Specify a name and description for the restore job.

3. Choose the restore type.

4. Select a Salesforce organization.

5. Choose the data that will be restored.

6. Choose what attachments associated with the specified records will be restored.

7. Enable restore of object hierarchy.
8. Configure additional restore settings.
9. Check permissions.

10. Finish working with the wizard.
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Step 1. Launch Restore Job Configuration Wizard

To launch the restore job configuration wizard:

1. Navigate to the Restore tab.

2. Click New Restore.

NOTE

@ Backup Restore

Organization: | Vesam (production)

+ new ?estore Clone

[] JobName Type Status
Selected: 00f11

D CLOMNE - restore-job-902305 Records @ Success
[] restore-job-006453 Records 8 Draft
D restore-job-903703 Records B praft
[] restore-job-902305 Records @ Success
D CLOMNE - restore-job-817901 Metadata @ Success
D POLIMIRPH CLONE - restore-job-... Metadata @ Success
D ANOTHER CLONE - restore-job-8... Metadata @ Success
D CLONE - restore-job-817901 Records @ Success
D restore-job-836851 Records @ Success
[] restore-job-825503 Records @ Success
D restore-job-817901 Records @ Success
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Created Date 4

9/8/22, 10:36:08 AM
9/7/22,5:26:23 PM
8/6/22,1:25:24 PM
9/6/22, 9:29:25 AM
9/2/22, 4:00:42 PM
9/2/22,3:32:21 PM
9/2/22, 2:58:16 PM
8/2/22,11:51:24 AM
8/18/22, 11:46:03 AM
8/8/22,1:58:26 PM

8/2/22,12:53:37 PM

Show: <

L 8 o m

Start Date

9/8/22, 10:36:13 AM
9/6/22,9:30:18 AM
9/2/22, 4:01:19 PM
§/2/22, 3:34:45 PM
9/2/22, 3:31:18 PM
9/2/22,2:41:22 PM
8/19/22, 3:51:15 PM
8/8/22, 2:49:16 PM

8/2/22,12:55:113 PM

If you have added multiple companies to Veeam Backup for Salesforce, before you launch the restore job
configuration wizard, select the company to which a Salesforce organization whose data you want to
restore belongs from the company drop-down list at the top of the page.

For a company to be displayedin the list, it must be added to Veeam Backup for Salesforce beforehand as
described in Adding Companies, and the user must have permissions to access the company. For more
information on user permissions, see User Roles and Permissions.

) Administrator v

Configuration

T Filter (None)

Finish Date

9/8/22, 10:36:14 AM
9/6/22, 9:30:27 AM
9/2/22, 4:01:33 PM
9/2/22, 3:34:53 PM
9/2/22, 3:31:32 PM
§/2/22, 2:41:24 PM
8/19/22, 3:51:16 PM
8/8/22, 2:49:17 PM

8/2/22,12:35:115PM



Step 2. Specify Restore Job Info

At the Name step of the wizard, use the Job name and Job details or reason for restore fields to specify a name
for the new restore job and to provide a description for future reference.

@ Restore Records

| Name Restore Job Name
This information will be included in the audit log of the restore. It may be helpful to reference the incoming ticket or work item.
Restare Type
Job name:

QOrganization restore-job-1025052
Job details or reason for restore:
Data
restoring org records
Files
Hierarchy
Options

Verification

Summary

=
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Step 3. Choose Restore Type

At the Restore Type step of the wizard, select Restore deleted, merged or corrupted records.

@ Restore Records

Name Choose Restore Type

Restore one or several full records with hierarchy, or revert field values for thousands of records. Recover metadata and reports
Restore Type with just a few simple steps.

=
Organization (@) Restore deleted, merged or corrupted records

) ;
Bale) () Restore field values

Files .

(_) Restorefiles
Hierarchy

™ pac

(_) Restore metadata
Options
Verification
Summary

Previous % Cancel
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Step 4. Select Organization

At the Organization step of the wizard, select a Salesforce organization to which you want to restore records.
For a Salesforce organization to be displayedin the list, it must belong to the company specified at step 1.

@ Restore Records restore-job-10:

Name Select Salesforce Organization

Choose what organization you would like to perform this restore for. Data will be restored back to the same organization.
Restare Type

Salesforce organization:

| Organization Kera - partial (sandbox) v

RD - RProd
Data
Kera - partial (sandbox)

Files Preprod (sandbox)
Ve - ar (sandbox)
Hierarchy
Kera (preduction)
Options
Verification
Summary

Previous q_’l Cancel
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Step 5. Choose Data to Restore

At the Data step of the wizard, you can look through the backed-up data, as well as browse, filter, and choose
data that you want to restore.

TIP

This step is available in 2 layouts, you can choose the one that is more convenient for you. To change the
layout, click the Change layouticon at the top of the page.

To choose Salesforce records for restore:
1. Specify the record search parameters.

a. Select a Salesforce object whose records you want to restore.

Only Salesforce objects that have been backed up are displayed at this step. If you do not see the
necessary object, the object does not have a backup or cannot be restored. The object may not have a
backup for the following reasons:

»= The object was excluded from the backup policy.
= The object does not contain any data.

= The Salesforce user whose permissions are used for backup operations does not have access to
the object.

= Backup of the object is not supported in the current product version. For more information, see
Appendix A. Unsupported Objects.

b. Choose whether you want to search through the latest records or the history records of the selected
object:

= Ifyou select the Latest records option, Veeam Backup for Salesforce will perform search only
through the last retrieved record states.

= |fyou select the History recordsoption, Veeam Backup for Salesforce will perform search
through all record versions in the history table for the time period that you specify.

c. The records will be shown in the table with the columns that match specific Salesforce fields. To
choose the displayed information, click the link in the Display Fields field and select the necessary
Salesforce fields in the Display Fields window.

2. Apply additional search conditions using specific filters. To do that, click Add Conditionin the Data filters
section, and select a field, a conditional operator and the necessary value from the drop -down lists.

Veeam Backup for Salesforce suggests a number of in-built conditional operators, such as contains,
equals, starts with, equals, is null and so on. These operators are used to make queries to databases. Note
that the time required to process the request depends on the operator you are using, for example,
processing a request with the eguals operator will take less time than a request with the contains
operator.
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NOTE
When adding conditions, consider the following:

e To search for records with null field values, use the /s null operator. Using the eqguals operator with
an empty value is not supported.

e Ifyou have alist of ID values, you can use the /7 operator and enter these IDs separated by a comma
in the Value field.

e When you filter records using the lookup relationship fields, you must specify the correct ID in the
Valuefield. It must be the ID of an object with which the field is associated.

By default, filters are linked by the AND logical operator. That is, a record is displayed in the search results
when all specified conditions are met. You can change this behavior by linking filters with different
operators. To do this, set the Use filter logictoggleto On, and specify the filter logic expression using
condition ordinal number, brackets and logical operators, for example: 1 AND (2 OR 3) AND NOT 4.

3. Click Search.

4. In the Records section, Veeam Backup for Salesforce will show the results satisfying your search
parameters. Select the records from the search results. Consider that the section displaysthe maximum
number of 500 records per page. You cannot select and add records to the restore session from different
pages. That is why it is recommended that you use filters to reduce the number of search results.

You can choose the version of a record that will be restored. To do that, click the link in the Version
column, then compare record versions and select the necessary version in the Select Record Version to
Restore window. If you want Veeam Backup for Salesforce to show only field values that differ between
the selected versions, set the Compare changes toggle to On.

@ Restore Records restore-job-1025052 B2 changelayout
Name Select Records To Restore 2 records found in Account
Use filters to find records and select record versions you need to restore Showing records from the backup. Use Display Fields to show more data in
Restore Type the grid.
Select object:
Organization Account (Account) v Search on this page O\
Searchin: From: To:
Data Account ID Version | Account
History records ~ 7126122 i) 10/26/22 )
. Selected: 20f2 show selected only: (@ ) off
Files Display Fields: i 5 fields selected
0018Y000020V02pQAC 9/6/22, 11:54:05 AM test
Hierarch 27
Y Data filters 0018Y000020U6JHQAD 9/1/22, 1:22:17 PM test
Options
Field: Operator: Value:
Id {Account 1D} ~ | in ~ | | 0018Y000020U6/HQA000 | 3

Verification

4 Add Condition
summary

Previous q’l Cancel
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Step 6. Choose Attachments to Restore

At the Filesstep of the wizard, you can instruct Veeam Backup for Salesforce to restore files associated with the
selected records. Salesforce content and attachments will be displayed at this step only if the records that you
restore have any associated content or attachments and these files have been backed up by Veeam Backup for
Salesforce.

1. Set the Restore attachments toggleto On.

Veeam Backup for Salesforce will display the backed-up files in the Files to restore section.

2. You can exclude files from restore. To exclude the files, Veeam Backup for Salesforce uses filters. To add a
data filter, click Add Exclusioninthe Exclusions section, and specify a field, conditional operator and the
necessary value. Then, click Apply.

Veeam Backup for Salesforce will exclude all files that satisfy the specified filter from restore.

@ Restore Records resto "e-job-102¢
Name Restore Attachments 2 files will be restored

Restore attachments and the most recent content versions for selected records. Review attachments that will be restored. Use filters to exclude some

Restore Type attachments.

Restore attachments: m on @

Organization Search on this page Q
Data Exclusions File ID Title T Is Deleted
Files Exclude files from restore 00PO900000BPCHIEAL contentVersion_h.gif Not deleted
0680200000FshylAAB fileRestore1 Not deleted
Field: Operator: Value:
Hierarchy
Id (File ID) ~ starts with ~ 034 *
Oriol 4 Add Exclusion
Verification
Apply Cancel

Summary

Previous m Cancel
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Step 7. Enable Hierarchy Restore

At the Hierarchy step of the wizard, Veeam Backup for Salesforce allows you to restore relationships to parent
and child objects linked to the record that you want to restore.

Hierarchy object restore is based on processing the lookup relationship fields of the records. When restoring
relationships, Veeam Backup for Salesforce searches for all records that link to the restored record, and does the
following:

e If achild record exists in Salesforce, the product updates the lookup field value of the child record and
does not proceed to deeper levels of the hierarchy from this child record, assuming that the lower
hierarchy is correct for this existing record.

e If a child record does not exist, the product restores the missing record using the most relevant backup
version, and then continues verifying child hierarchy at deeper levels.

Consider the following example: in a backup, an Account object has 3 Contacts. Auser has selected to restore
the [Account] [Contact] and [Account] [Contact] [Task]hierarchy branches. In this case, Veeam Backup for
Salesforce will perform the following operations during restore:

1. Restore/overwrite the Accountrecord.
2. Check whether Contact records exist — 2 Contacts have been found in our example.

3. Update the lookup field values for the existing 2 Contacts and stop processing deeper levels for these
records.

4. Restore the 3rd Contact and proceed with restoring the Task object records for this Contact.

Restoring Lookup Relationships

To restore lookup relationships for the records selected at step 5 of the wizard, do the following:

1. Set the Restore object hierarchy toggleto On.

NOTE

Hierarchy restore can affect hundreds or thousands of records in Salesforce, and restoring even a single
record and validating results can be tedious. That is why if you enable the hierarchy restore functionality,
you can select a maximum of 10 Salesforce records to recover in one restore session. You can modify the
default restore limits as described in Configuring Advanced Settings.

2. To specify the child hierarchy that must be restored, do the following for each record added to the restore
session:

a. In the Configure hierarchy for restore. Review all records. section, select a record from the Record
drop-down list.

b. In the list of lookup relationships for the record, select check boxes next to the objects to which you
want to restore relationships. Veeam Backup for Salesforce will restore relationships only to objects
that you have selected — if you do not expand the object node, objects under the node remain
unselected and relationships to these objects will not be restored.

You can click Select Allatthe top of the lookup relationships list to select all displayed objects.
However, objects under the closed nodes will remain unselected. To select all objects, expand all
nodes first, and then click Select All.
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IMPORTANT

You must review all records in the Configure hierarchy for restore section. For the records that have not
been reviewed, Veeam Backup for Salesforce will restore the complete child hierarchy to an unlimited
depth.

3. To specify the number of parent hierarchy levels that must be restored for all records, click Advanced
Settings under the Restore objects hierarchy toggle. In the Advanced Hierarchy Settings window, select
the maximum level of the parent object hierarchy. By default, Veeam Backup for Salesforce restores only
one parent relationship level.

NOTE

You must consider that the advanced hierarchy settings are applied to every restored record in the session
not only to the records selected at step 5 of the wizard. It means that if Veeam Backup for Salesforce does
not find a child record in Salesforce, it will restore the record and then will verify lookup links to it parent
records. This process will repeat for all child records that are missing from Salesforce and created by the
restore job.

@ Restore Records resto

0b-1025052

Name Restore Objects Hierarchy

Find and restore lockup relationship values on related object recards. If the related record was deleted, it will be restored as well.
Restare Type

Restore objects hierarchy: m on @
QOrganization
i': Advanced Settings

Data

Flles Configure hierarchy for restore. Review all records. AccountPartner

unconfigured records will be restored with unlimited hierarchy depth. Hierarchy restore will create any deleted records and update lookup relationships
for existing records
Hierarchy

Record: | 0010900001 TwgdgAAB (Test encryption) 4
pions [#; selectAll @ Deselect All
Record ID Name T Deleted
Verification Account
00109000000FUGYEAC Notdeleted
Summary > AccountPartner All (28)
00109000000FUSYEAS Not deleted
> Partner All2)
00I10S000000FUBIEAK. Not deleted
> Feeditem All (1)
00102000000FUGSEAC Not deleted
> OpportunityPartner All2)
00102000000FUDeEAK Not deleted
00109000000FUADEAK Not deleted
00102000000FUBHEAS Not deleted
00109000000FUSZEAC Not deleted

] 3

Previous % Cancel
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Step 8. Configure Additional Restore Settings

At the Options step of the wizard, specify additional restore settings:

1. To allow Veeam Backup for Salesforce to overwrite field values during restore, select the
Restore/overwrite all field values for existing records check box.

If you want Veeam Backup for Salesforce to replace the Salesforce existing values with the NMULL values,
select the Restore NULL values. Permit overwriting existing data with NULL values check box.

2. To manually override values of specific fields in all restored records, click Override field values. Inthe
Override field values for selected records window, click Add field, select the field for which you want to
specify value from the Field drop-down list, and provide the necessary value. Then, click Apply.

If you want to restore the value of the field savedin the restore point and add comments to it, you can use
the following format: <text> {value}, where <text> — is the text that you want to add to the backed-
up field value. For example, if the backed-up value of the Name field is Account], and you select this field
and specify the following value to override: New {value}, then the restored value of the field will be New
Accountl.

IMPORTANT

When overriding time values, consider that you specify time in the UTC time zone and this value will be
displayed in Salesforce according to the time zone set on the Salesforce site.

3. You can map fields to other Salesforce fields if you want to restore the values from the backup to the
different fields. To do that, click Map old fields to new fields. Inthe Map fields window, click Add field,
select the field from backup that you want to map to a new one, and specify the Salesforce field to which
it will be mapped. Then, click Apply.

Consider that you can configure mapping only for existing Salesforce fields. If you removed a field from
Salesforce, you cannot map it to another field.

4. Business logic and automated rules configured in Salesforce can block Veeam Backup for Salesforce
restore operations or trigger undesirable side processes. You can choose to manually handle the
Salesforce automation exceptions or to let the product permanently or temporarily disable all triggered
automation for the user that is executing the backup and restore operations. To do that, select one of the
automation modes in the Turn off automation section:

o Select the | will manually turn off all blocking automationoption, if you want to disable Flows and
inactivate Validation Rules and Apex Triggers on the Salesforce side or add the Salesforce user whose
permissions are used to perform backup and restore operations to exclusions manually.

o Select the Automatically turn off all automationoption, to automatically disable all blocking
automation for the Salesforce user whose permissions are used to perform backup and restore
operations. The user will be added to exclusions for all configured automation functionality without
specifying any time period.
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o Select the Temporarily turn off all automation option, to temporarily disable all blocking automation
for the Salesforce user whose permissions are used to perform backup and restore operations. The
automation functionality will be disabled only for the restore operation duration, and then it will be
enabled again. Note that each operation of disabling and enabling of automation my take significant
time to complete.

@ Restore Records re

Name Additional Restore Options

Customize how certain data or fields should be handled during restore.
Restore Type

Overwriting existing records
Organization

Restore/overwrite all field values for existing records

Data
I:‘ Restore NULL values. Permit overwriting existing data with NULL values.

Files

Field customization options
Hierarchy

Override field values: £3 1 field will be overriden
Options

Map old fields to new fields: % Not specified
Verification

Turn off automation (workflows, flows, apex triggers and validation rules)
Summary

= . 8
(@) 1 will manually turn off all blocking automation
I

() Automatically turn off all automation

I
(_) Temporarily turn off all automation
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Step 9. Check Permissions

At the Verification step of the wizard, you can run an automated check for the user permissions and Salesforce
objects selected for restore. To do that, click the Not verified yet link.

To export the list of Salesforce IDs of the objects that are included in the restore job, click Download CSV File.
Veeam Backup for Salesforce will export all object IDs to a CSV file and download it to your local machine.

@ Restore Records restore-job-1025052

Name

Restore Type

Organization

Data

Files

Hierarchy

Options

Verification

Summary

Verify Permissions

This verification step is optional. It provides you visibility if there are any issues immediately blocking your restore.

Verification:
ngs that can black your restare. This check does not guarantee that everything will be
¥ Download CsV File
Export the list of IDs that will be restored from the backup.
=,
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Step 10. Finish Working with Wizard

At the Summary step of the wizard, review configured settings and click Finish.

If you want Veeam Backup for Salesforce to start restore automatically after you complete the wizard, select the
Start the job after clicking the Finish button check box. Otherwise, the job draft will be created, and you will
have to manually run the job as described in section Starting and Stopping Restore Jobs.

@ Restore Records restore-job-102

Restore Attachments: Yes

Exclude conditions: -

Restore Type .
b Hierarchy

Organization Child hierarchy: Yes

Parent hierarchy:

Data

Mapping
Files

Fields mapping: —

Fields override: Field Value
Hierarcny Description restored {value}
Optians Options
Verification Disable automation: No

Roll-back disable automation: No
Summary Overwrite records: Yes

Write NULLs: No

Permanently deleted objects are restored with different IDs.
Autc-number fields will get next sequential value.

start the job after dlicking the Finish button

Previous m] Cancel
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Restoring Field Values

Field value restore jobs allow you to recover earlier versions of changed of deleted field values.

IMPORTANT

You can only restore values of existing fields using this type of restore. If the fields were removed from
Salesforce, you must perform the metadata restore first.

To create a field value restore job, perform the following steps:

1. Launch the restore job configuration wizard.

2. Specify a name and description for the restore job.

3. Choose the restore type.

4. Select a Salesforce organization.

5. Select records whose field values you want to restore.
6. Select fields whose values will be restored.

7. Configure additional restore settings.

8. Check permissions.

9. Finish working with the wizard.
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Step 1. Launch Restore Job Configuration Wizard

To launch the restore job configuration wizard:

1. Navigate to the Restore tab.

2. Click New Restore.

NOTE

@ Backup Restore

Organization: | Vesam (production)

+ new ?estore Clone

[] JobName Type Status
Selected: 00f11

D CLOMNE - restore-job-902305 Records @ Success
[] restore-job-006453 Records 8 Draft
D restore-job-903703 Records B praft
[] restore-job-902305 Records @ Success
D CLOMNE - restore-job-817901 Metadata @ Success
D POLIMIRPH CLONE - restore-job-... Metadata @ Success
D ANOTHER CLONE - restore-job-8... Metadata @ Success
D CLONE - restore-job-817901 Records @ Success
D restore-job-836851 Records @ Success
[] restore-job-825503 Records @ Success
D restore-job-817901 Records @ Success
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Created Date 4

9/8/22, 10:36:08 AM
9/7/22,5:26:23 PM
8/6/22,1:25:24 PM
9/6/22, 9:29:25 AM
9/2/22, 4:00:42 PM
9/2/22,3:32:21 PM
9/2/22, 2:58:16 PM
8/2/22,11:51:24 AM
8/18/22, 11:46:03 AM
8/8/22,1:58:26 PM

8/2/22,12:53:37 PM

Show: <

L 8 o m

Start Date

9/8/22, 10:36:13 AM
9/6/22,9:30:18 AM
9/2/22, 4:01:19 PM
§/2/22, 3:34:45 PM
9/2/22, 3:31:18 PM
9/2/22,2:41:22 PM
8/19/22, 3:51:15 PM
8/8/22, 2:49:16 PM

8/2/22,12:55:113 PM

If you have added multiple companies to Veeam Backup for Salesforce, before you launch the restore job
configuration wizard, select the company to which a Salesforce organization whose data you want to
restore belongs from the company drop-down list at the top of the page.

For a company to be displayedin the list, it must be added to Veeam Backup for Salesforce beforehand as
described in Adding Companies, and the user must have permissions to access the company. For more
information on user permissions, see User Roles and Permissions.

) Administrator v

Configuration

T Filter (None)

Finish Date

9/8/22, 10:36:14 AM
9/6/22, 9:30:27 AM
9/2/22, 4:01:33 PM
9/2/22, 3:34:53 PM
9/2/22, 3:31:32 PM
§/2/22, 2:41:24 PM
8/19/22, 3:51:16 PM
8/8/22, 2:49:17 PM

8/2/22,12:35:115PM



Step 2. Specify Restore Job Info

At the Name step of the wizard, use the Job name and Job details or reason for restore fields to specify a name
for the new restore job and to provide a description for future reference.

@ Restore Records

| Name Restore Job Name
This information will be included in the audit log of the restore. It may be helpful to reference the incoming ticket or work item.
Restare Type
Job name:

QOrganization restore-job-1025052
Job details or reason for restore:
Data
restoring org records
Files
Hierarchy
Options

Verification

Summary

=
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Step 3. Choose Restore Type

At the Restore Type step of the wizard, select Restore field values.

@ Restore Records

Name Choose Restore Type

Restore one or several full records with hierarchy, or revert field values for thousands of records. Recover metadata and reports
Restore Type with just a few simple steps.

~
Organization {_) Restore deleted, merged or corrupted records

= ;
Bale) (®) Restore field values

Files .

(_) Restore files
Hierarchy

™ pac

(_) Restore metadata
Options
verification
summary

Previous % Cancel
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Step 4. Select Organization

At the Organization step of the wizard, select a Salesforce organization to which you want to restore field
values. For a Salesforce organization to be displayedin the list, it must belong to the company specified at step

1.

@ Restore Field Values restore-job-1025054

Name Select Salesforce Organization
Choose what organization you would like to perform this restore for. Data will be restored back to the same organization.

Restore Type
Salesforce organization:

| Organization Kera - partial (sandbox) ~
RD - RProd

Data
Kera - partial (sandbox)
Fields Preprod (sandbox)

Ve - ar (sandbox)
Options

Kera (production)

Verification

Summary
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Step 5. Choose Data to Restore

At the Data step of the wizard, you can look through the backed-up data, as well as browse, filter, and choose
data that you want to restore.

TIP

This step is available in 2 layouts, you can choose the one that is more convenient for you. To change the
layout, click the Change layouticon at the top of the page.

To choose Salesforce records whose field values you want to restore:
1. Specify the record search parameters.

a. Select a Salesforce object whose record fields you want to restore.

Only Salesforce objects that have been backed up are displayed at this step. If you do not see the
necessary object, the object does not have a backup or cannot be restored. The object may not have a
backup for the following reasons:

*= The object was excluded from the backup policy.
= The object does not contain any data.

= The Salesforce user whose permissions are used for backup operations does not have access to
the object.

= Backup of the object is not supported in the current product version. For more information, see
Appendix A. Unsupported Objects.

b. Choose whether you want to search through the latest records or the history records of the selected
object:

= Ifyou select the Latest records option, Veeam Backup for Salesforce will perform search only
through the last retrieved record states.

= |fyou select the History recordsoption, Veeam Backup for Salesforce will perform search
through all record versions in the history table for the time period that you specify.

c. The records will be shown in the table with the columns that match specific Salesforce fields. To
choose the displayed information, click the link in the Display Fields field and select the necessary
Salesforce fields in the Display Fields window.

2. Apply additional search conditions using specific filters. To do that, click Add Conditionin the Data filters
section, and select a field, a conditional operator and the necessary value from the drop -down lists.

Veeam Backup for Salesforce suggests a number of in-built conditional operators, such as contains,
equals, starts with, equals, is null and so on. These operators are used to make queries to databases. Note
that the time required to process the request depends on the operator you are using, for example,
processing a request with the eguals operator will take less time than a request with the contains
operator.
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NOTE
When adding conditions, consider the following:

e Veeam Backup for Salesforce automatically adds a condition that filters the records to show only
existing Salesforce fields. If you want to restore value of a field that was removed from Salesforce,
you must perform the metadata restore first.

e To search for records with null field values, use the /s null operator. Using the eguals operator with
an empty value is not supported.

e Ifyou have a list of ID values, you can use the /7 operator and enter these IDs separated by a comma
in the Value field.

e When you filter records using the lookup relationship fields, you must specify the correct ID in the
Valuefield. It must be the ID of an object with which the field is associated.

By default, filters are linked by the AND logical operator. That is, a record is displayed in the search results
when all specified conditions are met. You can change this behavior by linking filters with different
operators. To do this, set the Use filter logictoggleto On, and specify the filter logic expression using
condition ordinal number, brackets and logical operators, for example: 1 AND (2 OR 3) AND NOT 4.

3. Click Search.

4. In the Recordssection, Veeam Backup for Salesforce will show the results satisfying your search
parameters. Select the records from the search results. Consider that the section displays the maximum
number of 500 records per page. You cannot select and add records to the restore session from different
pages. That is why it is recommended that you use filters to reduce the number of search results.

You can choose the version of a record that will be restored. To do that, click the link in the Version
column, then compare record versions and select the necessary version in the Select Record Version to
Restore window. If you want Veeam Backup for Salesforce to show only field values that differ between
the selected versions, set the Compare changes toggle to On.

@ Restore Field Values restore-job-1025054 B2 changelayout
Name Select Records To Restore 1,882 records found in Account
Use filters to find records and select record versions you need to restore Showing records from the backup. Use Display Fields to show more data
Restore Type in the grid
Select cbject:
Organization Account (Account) v Search on this page O\
Searchin:
Data [m] Account ID Version | Accou
Latest records v
. Selected: 3 of 1,882 show selected only: (@ ) oOff
Fields Display Fields: 2 5 fields selected
0014C00000VOHVCQAH Latest s
Options
P — 0014C00000davLDQAY Latest sut
+| 0014C00000davLGQAY Latest sut
Verification el o val -
ield: erator: alue:
" [] ootacooooodavLaqal Latest sut
SETTERy - [ ] oo14coo00odsvkzqal Latest AL
Account_ID__c (Accou v | | contains v | | o012 *® D 0014C00000davL 5QAI atest sut
= Add condition [] ootacooooodavkiqal Latest sut
= 0014C00000daurMQA Latest AA ¥
Use filter logic: (@ ) Off l—| Qa0 R

Stop search Page | 1 of 4 -+ 4 .
=n
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Step 6. Select Fields to Restore

At the Fields step of the wizard, choose fields whose values you want to restore for the selected records.
Consider that only values of the fields that are defined by Salesforce as updatablecan be restored. For example,
you cannot restore values of the read-only or formula fields. These fields will be grayed out.

TIP
To restore a formula field, perform the metadata restore job.
To look through the values that will be restored for the selected records in a specific field, select the necessary

field. Veeam Backup for Salesforce will display the values in the The following field values will be restored
section.

@ Restore Field Values resto

Name Select Fields To Restore The following field values will be restored

You can restore one or serveral fields at the same time. You can choose older versions of the record on the Data step.
Restore Type

QOrganization
IE‘ Name Id T Aberdeen list # of Accou
Data
Selected: 5 of4s2 0014C00000davLDQAY null
Fields " - -
I:‘ celigo_sfnsio__Days_Overdue_c 0014C00000davLGQAY
Days Overdue (10)
0014C00000VOHVCQAH null
Eptions celigo_sfnsio__NetSuite_ld_c
NetSuite Id {10)
Verification celigo_sfnsio__NetSuite_Record__c
NetSuite Record (10}
SACTER] I:‘ celigo_sfnsio__NetSuite_Sync_Error_c
Netsuite sync Error (10)
D celigo_sfnsio__Overdue_Balance_c
Overdue Balance (10)
D celigo_sfnsio__Skip_Export_To_NetSuite_ ¢
Ski ort To NetSuite (10)
1 celigo_sfnsio__Unbilled_Orders_ ¢ - »

Previous % Cancel
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Step 7. Configure Additional Restore Settings

At the Options step of the wizard, specify additional restore settings:

1.

To allow Veeam Backup for Salesforce to overwrite field values during restore, select the
Restore/overwrite all field values for existing records check box.

If you want Veeam Backup for Salesforce to replace the Salesforce existing values with the NMULL values,
select the Restore NULL values. Permit overwriting existing data with NULL values check box.

To manually override values of specific fields in all restored records, click Override field values. Inthe
Override field values for selected records window, click Add field, select the field for which you want to
specify value from the Field drop-down list, and provide the necessary value. Then, click Apply.

If you want to restore the value of the field savedin the restore point and add comments to it, you can use
the following format: <text> {value}, where <text> — is the text that you want to add to the backed-
up field value. For example, if the backed-up value of the Name field is Account], and you select this field
and specify the following value to override: New {value}, then the restored value of the field will be New
Accountl.

IMPORTANT

When overriding time values, consider that you specify time in the UTC time zone and this value will be
displayed in Salesforce according to the time zone set on the Salesforce site.

You can map fields to other Salesforce fields if you want to restore the values from the backup to the
different fields. To do that, click Map old fields to new fields. Inthe Map fields window, click Add field,
select the field from backup that you want to map to a new one, and specify the Salesforce field to which
it will be mapped. Then, click Apply.

Consider that you can configure mapping only for existing Salesforce fields. If you removed a field from
Salesforce, you cannot map it to another field.

Business logic and automated rules configured in Salesforce can block Veeam Backup for Salesforce
restore operations or trigger undesirable side processes. You can choose to manually handle the
Salesforce automation exceptions or to let the product permanently or temporarily disable all triggered
automation for the user that is executing the backup and restore operations. To do that, select one of the
automation modes in the Turn off automation section:

o Select the | will manually turn off all blocking automation option, if you want to disable Flows and
inactivate Validation Rules and Apex Triggers on the Salesforce side or add the Salesforce user whose
permissions are used to perform backup and restore operations to exclusions manually.

o Select the Automatically turn off all automation option, to automatically disable all blocking
automation for the Salesforce user whose permissions are used to perform backup and restore
operations. The user will be added to exclusions for all configured automation functionality without
specifying any time period.
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o Select the Temporarily turn off all automation option, to temporarily disable all blocking automation
for the Salesforce user whose permissions are used to perform backup and restore operations. The
automation functionality will be disabled only for the restore operation duration, and then it will be
enabled again. Note that each operation of disabling and enabling of automation my take significant
time to complete.

Restore Field Values rest

Name Additional Restore Options

Customize how certain data or fields should be handled during restore.
Restore Type

Overwriting existing records
Organization

Restore/overwrite all field values for existing records

Data
I:‘ Restore NULL values. Permit overwriting existing data with NULL values.

Fields

Field customization options
Options

Override field values: £3 1 field will be overriden
Verification

Map old fields to new fields: % Not specified
Summary

Turn off automation (workflows, flows, apex triggers and validation rules)

~ . 8
() 1will manually turn off all blocking automation
@

(@) Automatically turn off all automation

~

() Temperarily turn off all automation

© Modify all automation code such as triggers, validations, flows to exclude the backup user from any business rules. These
changes to the metadata will stay after the restore operation is finished.

Previous mj Cancel
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Step 8. Check Permissions

At the Verification step of the wizard, you can run an automated check for the user permissions and Salesforce
objects selected for restore. To do that, click the Not verified yet link.

To export the list of Salesforce IDs of the objects that are included in the restore job, click Download CSV File.
Veeam Backup for Salesforce will export all object IDs to a CSV file and download it to your local machine.

@ Restore Field Values

Name Verify Permissions Verification

This verification step is optional. It provides you visibility] Quick check to see what can block your restore.
Restore Type
Verification: @ No errors or warnings ' verify Again
Drganlzat\on

Quick check will verify any permission or data settings that cat

restored but can help avoid obvious issues. Status Operation
Data
& Success No errors or warnings
¥ Download CSV File
Fields
Export the list of IDs that will be restored from the backup.
Options
Verification
Summary

| =
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Step 9. Finish Working with Wizard

At the Summary step of the wizard, review configured settings and click Finish.

If you want Veeam Backup for Salesforce to start restore automatically after you complete the wizard, select the
Start the job after clicking the Finish button check box. Otherwise, the job draft will be created, and you will
have to manually run the job as described in section Starting and Stopping Restore Jobs.

@ Restore Field Values restore-job-1025054

e B B e .
Name Source database: partial
Target: qqq - partial (sandbox) / vbsf@veeam.com.partial
Restare Type
Data
Organization Restore type: Fields
All records: No
Data Object: Account (3)
Fields Mapping
Fields mapping: —
Options PRINE:
Fields override: Field Value
I Aberdeenlist_c NYC best prospects
Verification
Options
Summary
Disable automation: Yes
Roll-back disable automation: No
Querwrite records: ves
Write NULLs: No

Permanently deleted objects are restored with different IDs.
Auto-number fields will get next sequential value.

D Start the Job after clicking the Finish button

Previous m Cancel

125 | Veeam Backup for Salesforce | User Guide



Restoring Files

File restore jobs allow you to recover changed and deleted content and attachments.

IMPORTANT

Consider the following:

e When you restore a content version, Salesforce will create a new version for this Content Document.

e When you restore an attachment, Veeam Backup for Salesforce will create a new file with the same
file name and new ID. If the source file still exists, the file content will be updated.

e Restore of the EmailCapture, MobileApplicationDetail, MailmergeTemplate, QuoteDocument and
ContentNote types of content is not supported in Veeam Backup for Salesforce v1.

e Restore of images in a rich-text format field is not supported in Veeam Backup for Salesforce v1.

To create a file restore job, perform the following steps:
1. Launch the restore job configuration wizard.
2. Specify a name and description for the restore job.
3. Choose the restore type.
4. Select a Salesforce organization.
5. Select files and attachments to restore.

6. Finish working with the wizard.
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Step 1. Launch Restore Job Configuration Wizard

To launch the restore job configuration wizard:

1. Navigate to the Restore tab.

2. Click New Restore.

NOTE

@ Backup Restore

Organization: | Vesam (production)

+ new ?estore Clone

[] JobName Type Status
Selected: 00f11

D CLOMNE - restore-job-902305 Records @ Success
[] restore-job-006453 Records 8 Draft
D restore-job-903703 Records B praft
[] restore-job-902305 Records @ Success
D CLOMNE - restore-job-817901 Metadata @ Success
D POLIMIRPH CLONE - restore-job-... Metadata @ Success
D ANOTHER CLONE - restore-job-8... Metadata @ Success
D CLONE - restore-job-817901 Records @ Success
D restore-job-836851 Records @ Success
[] restore-job-825503 Records @ Success
D restore-job-817901 Records @ Success
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9/2/22,3:32:21 PM
9/2/22, 2:58:16 PM
8/2/22,11:51:24 AM
8/18/22, 11:46:03 AM
8/8/22,1:58:26 PM

8/2/22,12:53:37 PM

Show: <

L 8 o m

Start Date

9/8/22, 10:36:13 AM
9/6/22,9:30:18 AM
9/2/22, 4:01:19 PM
§/2/22, 3:34:45 PM
9/2/22, 3:31:18 PM
9/2/22,2:41:22 PM
8/19/22, 3:51:15 PM
8/8/22, 2:49:16 PM

8/2/22,12:55:113 PM

If you have added multiple companies to Veeam Backup for Salesforce, before you launch the restore job
configuration wizard, select the company to which a Salesforce organization whose data you want to
restore belongs from the company drop-down list at the top of the page.

For a company to be displayedin the list, it must be added to Veeam Backup for Salesforce beforehand as
described in Adding Companies, and the user must have permissions to access the company. For more
information on user permissions, see User Roles and Permissions.

) Administrator v

Configuration

T Filter (None)

Finish Date

9/8/22, 10:36:14 AM
9/6/22, 9:30:27 AM
9/2/22, 4:01:33 PM
9/2/22, 3:34:53 PM
9/2/22, 3:31:32 PM
§/2/22, 2:41:24 PM
8/19/22, 3:51:16 PM
8/8/22, 2:49:17 PM

8/2/22,12:35:115PM



Step 2. Specify Restore Job Info

At the Name step of the wizard, use the Job name and Job details or reason for restore fields to specify a name
for the new restore job and to provide a description for future reference.

@ Restore Records

| Name Restore Job Name
This information will be included in the audit log of the restore. It may be helpful to reference the incoming ticket or work item.
Restare Type
Job name:

QOrganization restore-job-1025052
Job details or reason for restore:
Data
restoring org records
Files
Hierarchy
Options

Verification

Summary

=

128 | Veeam Backup for Salesforce | User Guide



Step 3. Choose Restore Type

At the Restore Type step of the wizard, select Restore files.

@ Restore Records

Name Choose Restore Type

Restore one or several full records with hierarchy, or revert field values for thousands of records. Recover metadata and reports
Restore Type with just a few simple steps.

~
Organization {_) Restore deleted, merged or corrupted records

™ ;
Bale) () Restore field values

Files .

(@) Restore files
Hierarchy

™ pac

(_) Restore metadata
Options
Verification
Summary

Previous m”l Cancel
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Step 4. Select Organization

At the Organization step of the wizard, select a Salesforce organization to which you want to restore files and
attachments. For a Salesforce organization to be displayed in the list, it must belong to the company specified

atstep 1.

@ Restore Files restore-job-1025056
Name Select Salesforce Organization

Choose what organization you would like to perform this restore for. Data will be restored back to the same organization.

Restore Type
Salesforce organization:

| Organization Kera - partial (sandbox) 3

RD - RProd
Data
Kera - partial (sandbox)
Summary Preprod (sandbox)

Ve - ar (sandbox)

Kera (production)
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Step 5. Select Files to Restore

At the Data step of the wizard, you can look through the backed-up data, as well as browse, filter, and choose
data that you want to restore. Only files that have been backed up are displayed at this step.

To choose files for restore:
1. Specify the file search parameters.

a. In the File name field, you can specify a search pattern for the files. Veeam Backup for Salesforce will
search for those files whose names match the specified pattern.

b. From the Search in drop-down list, select a type of the restored files. If you want restore files of
different types in one restore session, you can select Everywhere.

If you select the Attachment or Content type of files, you will be able to specify an object with which
the files must be associated.

c. The results will be shown in the table with the columns that match specific Salesforce fields. To
choose the displayed information, click the link in the Display Fields field and select the necessary
Salesforce fields in the Display Fields window.

2. Apply additional search conditions using specific filters. To do that, click Add Conditionin the Data filters
section, and select a field, a conditional operator and the necessary value from the drop-down lists.

Veeam Backup for Salesforce suggests a number of in-built conditional operators, such as contains,
equals, starts with, equals, is null and so on. These operators are used to make queries to databases. Note
that the time required to process the request depends on the operator you are using, for example,
processing a request with the equals operator will take less time than a request with the contains
operator.

By default, filters are linked by the AND logical operator. That is, a record is displayed in the search results
when all specified conditions are met. You can change this behavior by linking filters with different
operators. To do this, set the Use filter logictoggle to On, and specify the filter logic expression using
condition ordinal number, brackets and logical operators, for example: 1 AND (2 OR 3) AND NOT 4.

2. Click Search.

4. In the Records section, Veeam Backup for Salesforce will show the results satisfying your search
parameters. Select the files from the search results. Consider that the section displays the maximum
number of 500 records per page. You cannot select and add files to the restore session from different
pages. That is why it is recommended that you use filters to reduce the number of search results.

For the Content Version type of files, you can choose the version of a file that will be restored. To do that,
click the link in the Version column, then compare record versions and select the necessary version in the
Select Record Version to Restore window. If you want Veeam Backup for Salesforce to show only field
values that differ between selected versions, set the Compare changes toggle to On.
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TIP

You can download up to 10 files to the local machine. To do that, select the necessary items, and click
Download.

Restore Files I Change layout

Name Search and select files to restore 5 records found in ContentVersion
Use filters to find files and select file versions you need to restore. Showing records from the backup. Use Display Fields to show more data in
Restore Type the grid.
File name:
Organization Type in a ke Q ¥ wnload
Searchin: Select object: .
Data E Type ContentVersion ID Ve
Content e All objects v
- _ ted: 2 of 5 Show selected only: (@ | Off
summary Display Fiel 2 fields selected
Content Version 0688Y00000GEIWAQAZ La
Data filters Content Version 0688Y00000GEIWBQAZ La
Content Version 0688Y00000GEIWCQAZ La
Field: Operator: Value:
Content Version 0683Y00000GEIWDQAZ La
Id (Contentversion ID v | | starts with v | | oessy X

Content Version 0688Y00000GEIWEQAZ La
+ Add Condition
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, review configured settings and click Finish.

If you want Veeam Backup for Salesforce to start restore automatically after you complete the wizard, select the
Start the job after clicking the Finish buttoncheck box. Otherwise, the job draft will be created, and you will
have to manually run the job as described in section Starting and Stopping Restore Jobs.

@ Restore Files re:

Name Summary

Restare job cenfiguration is complete. You can browse back to adjust the scope and parameters of restore.
Restore Type

Summary

Organization
Job Id: 1025056

Data Job name: restore-job-1025056
Job details: —

Summa

v Connection

Source: Kera - partial (sandbox)
Source database: kera1609
Target: Kera - partial (sandbox)
Data
Restore type: Files
Object: 2
Files
Content: 2

Permanently deleted objects are restored with different IDs.
Auto-number fields will get next sequential value.

Start the job after clicking the Finish button

Previous w Cancel
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Restoring Metadata

Metadata restore jobs allow you to recover metadata of the deleted objects. For example:

e If you want to restore the connected app configuration, restore the ConnectedApp metadata file first. For
more information, see Salesforce Documentation.

e If you want to restore the session settings, restore the ProfileSessionSetting metadata file first. For more
information, see Salesforce Documentation.

e If you want to restore the password policies, restore the ProfilePasswordPolicy metadata file first. For
more information, see Salesforce Documentation.

e Reports and dashboards are also types of metadata that can be restored using this type of restore job.
IMPORTANT

After you restore the metadata of a deleted Salesforce object, you must perform backup of this object

before you start a record restore operation. The backup is required for the object to be displayed at step 5
of the restore job configuration wizard.

To create a metadata restore job, perform the following steps:
1. Launch the restore job configuration wizard.

2. Specify a name and description for the restore job.

3. Choose the restore type.
4. Select a Salesforce organization.
5. Select objects whose metadata will be restored.

6. Review the restore list.

7. Finish working with the wizard.
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Step 1. Launch Restore Job Configuration Wizard

To launch the restore job configuration wizard:

1. Navigate to the Restore tab.

2. Click New Restore.

NOTE

@ Backup Restore

Organization: | Vesam (production)

+ new ?estore Clone

[] JobName Type Status
Selected: 00f11

D CLOMNE - restore-job-902305 Records @ Success
[] restore-job-006453 Records 8 Draft
D restore-job-903703 Records B praft
[] restore-job-902305 Records @ Success
D CLOMNE - restore-job-817901 Metadata @ Success
D POLIMIRPH CLONE - restore-job-... Metadata @ Success
D ANOTHER CLONE - restore-job-8... Metadata @ Success
D CLONE - restore-job-817901 Records @ Success
D restore-job-836851 Records @ Success
[] restore-job-825503 Records @ Success
D restore-job-817901 Records @ Success
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If you have added multiple companies to Veeam Backup for Salesforce, before you launch the restore job
configuration wizard, select the company to which a Salesforce organization whose data you want to
restore belongs from the company drop-down list at the top of the page.

For a company to be displayed in the list, it must be added to Veeam Backup for Salesforce beforehand as
described in Adding Companies, and the user must have permissions to access the company. For more
information on user permissions, see User Roles and Permissions.

) Administrator v

Configuration

T Filter (None)

Finish Date

9/8/22, 10:36:14 AM
9/6/22, 9:30:27 AM
9/2/22, 4:01:33 PM
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9/2/22, 3:31:32 PM
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Step 2. Specify Restore Job Info

At the Name step of the wizard, use the Job name and Job details or reason for restore fields to specify a name
for the new restore job and to provide a description for future reference.

@ Restore Records

| Name Restore Job Name
This information will be included in the audit log of the restore. It may be helpful to reference the incoming ticket or work item.
Restare Type
Job name:

QOrganization restore-job-1025052
Job details or reason for restore:
Data
restoring org records
Files
Hierarchy
Options

Verification

Summary

=
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Step 3. Choose Restore Type

At the Restore Typestep of the wizard, select Restore metadata.

@ Restore Records

Name Choose Restore Type

Restore one or several full records with hierarchy, or revert field values for thousands of records. Recover metadata and reports
Restore Type with just a few simple steps.

~
Organization {_) Restore deleted, merged or corrupted records

) ;
Bale) () Restore field values

Files .

(_) Restorefiles
Hierarchy

il: Restore metadata
Options
Verification
Summary

Previous % Cancel
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Step 4. Select Organization

At the Organization step of the wizard, select a Salesforce organization to which you want to restore metadata.
For a Salesforce organization to be displayedin the list, it must belong to the company specified at step 1.

@ Restore Metadata restore-job-1025057

Name Select Salesforce Organization

Choose what organization you would like to perform this restore for. Data will be restored back to the same organization.
Restare Type

salesforce organization:

| Organization Kera - partial (sandbox) 7

RD - RProd
Data
Kera - partial (sandbox)

Restore List Preprod (sandbax)
Ve - ar (sandbox)

Summary
Kera (production)

Next
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Step 5. Select Metadata to Restore

At the Data step of the wizard, you can look through the backed-up data, as well as browse, filter, and choose
data that you want to restore. Only metadata objects that have at have been backed up are displayed at this

step.

To choose metadata objects for restore:

1.
2.

From the Metadata Type drop-down list, select the type of metadata.

Apply additional search conditions using specific filters. To do that, click Add Conditionand select a field,
a conditional operator and the necessary value from the drop-down lists.

Veeam Backup for Salesforce suggests a number of in-built conditional operators, such as contains,
equals, starts with, equals, is null and so on. These operators are used to make queries to databases. Note
that the time required to process the request depends on the operator you are using, for example,
processing a request with the equals operator will take less time than a request with the contains
operator.

By default, filters are linked by the AND logical operator. That is, a record is displayed in the search results
when all specified conditions are met. You can change this behavior by linking filters with different
operators. To do this, set the Use filter logic toggle to On, and specify the filter logic expression using
condition ordinal number, brackets and logical operators, for example: 1 AND (2 OR 3) AND NOT 4.

Click Search.

In the Objects found section, Veeam Backup for Salesforce will show the results satisfying your search
parameters. Choose the files from the search results:

a. Select check boxes next to the metadata files that you want to restore.

b. To choose the version of a metadata file that will be restored, click the link in the Version column, and
in the Choose Metadata Version to Restore window, compare file versions and select the necessary
version.

IMPORTANT

If you are restoring a removed metadata object, make sure you choose the previous correct version of the
file. By default, files are restored to the latest version.

c. To add the objects to the metadata restore package, click Add to Restore List. From the list, Veeam
Backup for Salesforce will create the package.xmi(manifest that will be uploaded to the Salesforce
Metadata API.
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TIP

You can download up to 10 metadata files to the local machine. To do that, select the necessary objects,
and click Download.

Restore Metadata 7 change layout

Name Select Meti Choose Metadata Version To Restore %
Usefiltersto] Compare versions of metadata and choose the best version to restore

Restore Type
SR Gy Version torestore: 4= Latest (10/20/22, 5:58:32 PM) hd i Download

Organization All metadat:

Data =+ Add cond Preview £ Combined view
Use filter logi| |~ Compare with: Version to restore:

Restore List

9/1/22, 10:40:39 PM hd Latest (10/20/22, 5:38:32 PM)

Summary

"

><Profile xmlns="h 1 <?xml version:

2 2
3 nse</userlicenses 3
4 4 License</userlicenses
5 ga4_ CongaMerge</appl 5 s>
n>
6 T3>
7 visible> 7
8 bilities> 8
s E]

nVisibilities>
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Step 6. Review Restore List

At the Restore List step, review the list of items that you want to restore and proceed with the wizard.

TIP

You can download up to 10 metadata files to the local machine. To do that, select the necessary objects
and click Download.

Restore Metadata restore-job-

Name Restore list (5 items)

These metadata records will be restored
Restore Type

Organization
I:‘ Type Version APl Name Name Last Modified Date Created
Data
Selected: 0of5
s La D ;ﬁ Profile Latest Enterprise Service Bus null 10/20/22, 5:58:31 PM 9/1/22.1
D ;ﬂ Profile Latest Jira Profile null 10/20/22, 5:58:31 PM 9/1/22,1
Summary
D ;ﬂ Profile 9/1/22, 10:40:59 PM Customer Success Manager 10/20/22, 5:58:31 PM 9/1/22.1
[ 8 Apexpage Latest SKUWizardStepl null 9/1/22, 10:39:38 PM 9/1422,1
I:‘ 1 escalationRules Latest Case null 9/1/22, 10:39:23 PM 9/1/22,1

(oo | I, IR
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, review configured settings and click Finish.

If you want Veeam Backup for Salesforce to start restore automatically after you complete the wizard, select the
Start the job after clicking the Finish button check box. Otherwise, the job draft will be created, and you will
have to manually run the job as described in section Starting and Stopping Restore Jobs.

As soon as you start the restore job, you can see the status of the job both in the Veeam Backup for Salesforce

Web Ul and in Salesforce. Consider that if you have any other running deploy sessions in Salesforce, the restore
job may fail with an error indicating that another deploy is in progress. Wait until other sessions complete, and

start the restore job again.

@ Restore Metadata restore-job-1025057

Name Summary

Restare job configuration is complete. You can browse back to adjust the scope and parameters of restore.
Restare Type

Summary
QOrganization
Job Id: 1025057
Data Job name: restore-job-1025057
Job details: —
Restore List
Connection
Summary Source: Kera - partial (sandbox)
Source database: kera1605
Target: Kera - partial (sandbox) / vbsf@org.com.kera
Data
Restore type: Metadata
Object: Enterprise Service Bus, Jira Profile, Customer Success Manager, SKUWizardStep1, Case (5)

Permanently deleted objects are restored with different IDs.
Autc-number fields will get next sequential value.

Start the Job after clicking the Finish button

Previous m Cancel
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Starting and Stopping Restore Jobs

You can start a restore job automatically right after you finish the restore job configuration wizard or manually
on the Restoretab. Consider that after you start the restore job, it cannot be edited or removed anymore. You
can only view the job details. However, you can clone this job after the job completes, and then edit it, for
example, to create a new draft or to see the list of the restored objects. To learn how to clone and edit restore
jobs, see Cloning and Editing Restore Jobs.

To start a restore job:
1. Navigate to the Restore tab.

2. From the Organization drop-down list, select a Salesforce organization for which the restore job has been
created.

3. Select the necessary job.
NOTE

You can filter restore jobs displayed on the Restore tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary job in the list, make sure that the Allfilteris set.

4. Click Run.

Stopping Restore Jobs

You can stop a running restore job. However, it is not recommended to do that, as it may result in data
inconsistency. Consider that you cannot further edit, start or remove the stopped job.

@ Backup Restore ( ESTVEEAM v (&) Administrator v ) | 30} Configuration

Organization: | Veeam (producticn) ~ Filter by restare job name Q Show: (] ] o ® =B Y Filter (None)
=+ New Restore [ Clone /" EditDraft ¥ Delete Draft P Run Stop i View Details
E Job Name Type status Created Date | Start Date Finish Date

Selected: 10f10

D restore-job-906453 Records [ Draft 9/7/22, 5:26:23 PM — —
restore-job-303703 Records [ Draft 9/6/22, 1:25:24 PM — —

D restore-job-902305 Records @ Ssuccess 9/6/22, 9:29:25 AM 9/6/22, 9:30:18 AM 9/6/22, 3:30:27 AM
D CLONE - restore-job-817901 Metadata @ success 9/2/22, 4:00:42 PM 9/2/22, 4:01:19 PM 9/2/22, £01:33 PM
D POLIMIRPH CLONE - restore-job-... Metadata @ Success 9/2/22,3:32:21 PM 9/2/22, 3:34:45 PM ©/2/22, 3:34:53 PM
D ANOTHER CLONE - restore-job-8... Metadata @ success 9/2/22, 2:58:16 PM 9/2/22,3:31:18 PM 9/2/22,3:31:32 PM
D CLONE - restore-job-817901 Recerds @ Success 9/2/22,11:51:24 AM 9/2/22, 2:41:22 PM 9/2/22, 2:41:24 PM
D restore-job-836851 Records @ success 8/18/22, 11:46:03 AM 8/19/22, 5:51:15 PM 8/19/22, 5:51:16 PM
D restore-job-825503 Recerds @ Success 8/8/22, 1:58:26 PM 8/8/22, 2:49:16 PM 8/8/22, 2:49:17 PM
D restore-job-817901 Records @ Success 8/2/22,12:53:37 PM 8/2/22,12:55:113 PM 8/2/22, 12:55:15 PM
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Cloning and Editing Restore Jobs

You can clone a restore job if you want to launch it again or to create a new job based on the settings of the
existing one.

IMPORTANT

You cannot clone a running restore job.

To clone a restore job:
1. Navigate to the Restoretab.

2. From the Organization drop-down list, select a Salesforce organization for which the restore job has been
created.

3. Select the necessary restore job.

NOTE

You can filter restore jobs displayed on the Restore tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary job in the list, make sure that the Allfilteris set.

4. Click Clone.
5. Inthe Clone Restore Job window, specify a name for the new job, and click Clone.

After you clone the restore job, you can edit settings of the new draft.

@ Backup Restore \ ﬁﬁ_‘ TEST-VEEAM \_l Administrator v (&) 4 Configuration

Organization: | Vieeam (production) v ‘ | Filter by restore job name Q‘ Show: ﬂ ﬂ g g E T Filter (None)

+ NewRestore [l Clone # EditDraft ) Delete Draft ‘ P Run N stop ‘ i View Details

[m] job Name Type Status Created Date | Start Date Finish Date

Selected: 1 of 10

Clone Restore Job

D restorejo-905453 Recarcs You may set custom name for the cloned job. -
restore-job-003703 Records =

] restoreqob-s02305 Records New name: | CLONE - restore-job-903703 B2, 9:30:18 AM 9/6/22, 9:30:27 AM
[} cLoNE- restore job-817901 Metadata P2, 4:01:19 PM 9/2/22, 4:01:33 PM
] POLIMIRPH CLONE - restore-job-... Metadata m B2, 3:34:45 PM 9/2/22, 3:34:53 PM
[ ] ANOTHER CLONE - restore job-&... Metadata @ SueeE TIIZZ T SETOPM 72722, 3:31:18 PM 9/2/22, 3:31:32 PM
] cLONE- restore-job-817901 Records © success /2122, 11:51:24 AM 9/2/22, 2:41:22 PM 912122, 2:41:24 PM
[] restorejob-g3eest Records @ Success 8/18/22, 11:46:03 AM 8/19/22, 5:51:15 PM 8/19/22,5:51:16 PM
[] restorejob-825503 Records © success 8/8/22, 1:58:26 PM 8/8/22, 2:49:16 PM 8/8/22, 2:49:17 PM
[] restorejobg17901 Records @ Success 8/2/22,12:53:37 PM 8/2/22,12:55:13 PM 8/2/22,12:55:15 PM

Editing Restore Jobs

You can edit restore jobs created in Veeam Backup for Salesforce that were not launched yet. For example, you
may want to modify some settings specified in a restore job, change the chosen object and fields, and so on.

To edit restore job settings, do the following:

1. Navigate to the Restore tab.
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2. From the Organization drop-down list, select a Salesforce organization for which the restore job has been
created.

3. Select the necessary restore job.

NOTE

You can filter restore jobs displayed on the Restore tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary job in the list, make sure that the Allfilteris set.

4. Click Edit Draft. The restore job wizard will open.

5. Edit the job settings as described in sections Restoring Records, Restoring Field Values, Restoring Files or
Restoring Metadata.

@ Backup Restore ) TEST-VEEAM v ) Administrator v Configuration

Organization: | veeam (production) ~ Filter by restore job name Q Show: (-] ] 9 ®© = Y Filter (None)
4 New Restore [P clone A@Ed\lDra& X Delete Draft P Run Stop § view Details
E Job Name Type Status Created Date & Start Date Finish Date

Selected: 10f10

D restore-job-906453 Records [ Draft 9/7/22, 5:26:23 PM — —
restore-job-903703 Records B Draft 9/6/22, 1:25:24 PM = =

D restore-job-902305 Records @ Success 9/6/22, 9:29:25 AM 9/6/22, 9:30:18 AM 9/6/22, 9:30:27 AM
D CLONE - restore-job-817301 Metadata @ Ssuccess 9/2/22, 4:00:42 PM 9/2/22, 4:01:19 PM 9/2/22, 4:01:33 PM
D POLIMIRPH CLONE - restore-job-... Metadata @ Success 9/2/22,3:32:21 PM 9/2/22, 3:34:45 PM 9/2/22, 3:34:53 PM
D ANOTHER CLONE - restore-job-8... Metadata @ Success 9/2/22, 2:58:16 PM 9/2/22,3:31:18 PM 9/2/22, 3:31:32 PM
D CLONE - restore-job-817901 Records @ success 9/2/22,11:51:24 AM 9/2/22, 2:41:22 PM 9/2/22, 2:41:24 PM
D restore-job-836851 Recerds @ Success 8/18/22, 11:46:03 AM 8/19/22, 5:51:15 PM 8/19/22, 5:51:16 PM
D restore-job-825503 Records @ success 8/8/22,1:58:26 PM 8/8/22, 2:49:16 PM 8/8/22, 2:49:17 PM
D restore-job-817901 Recerds @ Success 8/2/22,12:53:37 PM 8/2/22,12:55:13 PM 8/2/22, 12:55:15 PM

145 | Veeam Backup for Salesforce | User Guide



Removing Restore Job Drafts

You can manually remove a draft of a restore job that is no longer needed. However, you cannot remove restore
jobs that have been already launched.

To remove a restore job draft:
1. Navigate to the Restoretab.

2. From the Organization drop-down list, select a Salesforce organization for which the restore job has been
created.

3. Select the necessary restore job with the Draftstatus.

NOTE

You can filter restore jobs displayed on the Restore tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see the necessary job in the list, make sure that the Allfilteris set.

4. Click Delete Draft.

5. In the Confirmation window, click Remove toacknowledge the operation.

@ Backup Restore (By) testveeam ~ (&) Administrator ~ ( onfiguration

Organization: | Veeam (production) ~ ‘ | Filter by restore job name Q‘ Show: g ﬂ g g E Y rilter (None)

+ NewRestore [l Clone # EditDraft ) Delete Draft ‘ P Run N Sstop ‘ 1 View Details

[m] job Name Type Status Created Date 4 Start Date Finish Date

Selected: 1of 11

CLONE - restore-job-303703 Records Confirmation =
D restore-job-906453 Records =
1 Are you sure you want to remove this job?

D restore-job-903703 Records —

D restore-job-902305 Records 22,9:30:18 AM 9/6/22, 5:30:27 AM
D CLONE - restore-job-817901 Metadata “ 22, 4:01:19 PM 9/2/22, £01:33 PM
D POLIMIRPH CLONE - restore-job-... Metadata @ Success 9/2/22,3:32:21 PM 9/2/22, 3:34:45 PM ©/2/22, 3:34:53 PM
D ANOTHER CLONE - restore-job-8... Metadata @ success 9/2/22, 2:58:16 PM 9/2/22,3:31:18 PM 9/2/22,3:31:32 PM
D CLONE - restore-job-817901 Records @ Success 9/2/22,11:51:24 AM 9/2/22, 2:41:22 PM ©/2/22, 2:41:24 PM
D restore-job-836851 Records @ success 8/18/22, 11:46:03 AM 8/19/22, 5:51:15 PM 8/19/22, 5:51:16 PM
D restore-job-825503 Records @ Success 8/8/22, 1:58:26 PM 8/8/22, 2:49:16 PM 8/8/22, 2:49:17 PM
D restore-job-817901 Records @ Success 8/2/22,12:53:37 PM 8/2/22,12:55:113 PM 8/2/22, 12:55:15 PM
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Viewing Restore Job Details

Veeam Backup for Salesforce displaysall restore jobs and restore job drafts on the Restore tab. After you run a
restore job, it cannot be edited or removed anymore. Users can only view the job details and restore session
statistics. Users assigned any role can see information on restore jobs created for Salesforce organizations which
data they have access to.

NOTE

You can filter restore jobs displayed on the Restore tab by using the icons in the Show field at the top of
the list. If you set a filter, the settings apply to all companies and do not change during the current user
session. That is why if you do not see a restore job in the list, make sure that the AlLfilter is set.

To view settings configured for a specific restore job:
1. Select the necessary restore job policy.

2. Click View Details.

The Restore Job Details window will open.

@ Backup Restore (@) sandboxes (&) Administrator v Configuration
Restore Job Details

Organization: | qqq - partial (san summary Filter (None)
= NewRestore  [J] Clone Job Id: 968102
Job name: restore-job-968102
E‘ Job Name Job details: _ [sh Date
Selected: 10f39 Connection
[] restorejob-1025057 =
Source: Kera - partial (sandbox)
[ ] restore-job-1025054 Source database: Keral605 b6/22, 10:09:13 PM
D restore-jab-1013159 Target: Kera - partial (sandbox) / vbsf@org.com.kera
[ ] restore-job-1009502 —
[ ] restorejob-1007151
Restore type: Records
[ ] restorejob-1006351 All records: o
D restore-job-1002804 Object: ContentAsset (500)
[] restore-job-1000704 Files
[] restorejob-1000702
Restore Attachments: No
[ restorejob-1000701 4122, 3:47:40 PM
- Hierarchy
D restore-job-999552
[ ] restorejob-gss104-mt1 Child hierarchy: No /22, 12:08:41 PM
~ Parent hierarchy: [4}
[] cLONE- restorejob-954211 /22, 12:09:38 PM
restore-job-068102 Mannim IQZ, 11:52:06 AM
[ ] restorejob-9sg101 mj /22, 11:50:01 AM
[7] cLONE - restore-job-961103 S S S B e 7/22, 8:41:06 PM -
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Viewing Restore Sessions

For each performed restore job, Veeam Backup for Salesforce starts a new session and stores its records in the
configuration database. You can track real-time statistics of all running and completed operations from the
Restoretab. To view the full list of tasks executed during an operation, click the link in the Status column. The

restore session page will open.

On the restore session page, Veeam Backup for Salesforce displays only Salesforce records that have been
created or changed during the restore session. The records are grouped by every Salesforce batch, that is why
one object may appearon the page multiple times. Consider that the results shown in the Result column are
limited due to performance reasons. To see the full results, download the restore session logs — the logs will be
collected and saved to the default download folder on the local machine in a single 1og.zip archive.

For more information on result display limits, see Configuring Advanced Settings.

@ Backup Restore

@ restore-job-556  insncs: producrion

Name: restore-job-556
Type: Records
Status: & Success
Duration: 13 sec
Object
Object
Attachment

ContentVersion
Contact

Case
ContentDocumentLink
Entitlement

Event

Opportunity
FeedComment
Feedltem

Task

Account

Q

Status

@ success
@ success
& success
& Success
& Success
& Ssuccess
& Ssuccess
& Ssuccess
& Success
& Success
& Success

@ success

Show:

Al

9 0 o

Result

@ Attachment with new Id 00P7Q000000r02BUAQ was updated, old Id: 00P7Q...
@ ContentVersion with new Id 0687Q000005BQ7LQAW was created, old Id: 06...
@ Contact with new |d 0037Q00000)gPH)QA3 was updated, old Id: 0037Q00000...
@ Case with new Id 5007Q00000ED6WCQAT was updated, old Id: 5007Q00000E...
@ ContentDocumentLink with new Id 06A7Q000004pXeilUAE was updated, old I...
@ Entitlement with new |d 5507Q000003If|DQAY was updated, old Id: 5507Q00...
@ Event with new Id 00U7Q000001iykUUAQ was updated, old Id: 00U7Q00000...
@ Opportunity with new |d 0067Q000009UGj1QAG was updated, cld Id: 0067Q...
@ FeedComment with new Id 0D77Q000000p3B25A1 was updated, old Id: 0D77...
(7] Feeditem with new Id 0D57Q00000eZpkhSAC was updated, old Id: 0DS7Q00...
@ Task with new Id 00T7Q00000UNs9RUAR was updated, old Id: 00T7Q00000U...

@ Account with new 1d 0017Q00000TxPwhQAF was updated, old Id: 0017Q000...
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) Administrator v

Start Time |

11/2/22, 3:49:18 PM
11/2/22, 3:49:15 PM
11/2/22, 2:49:14 PM
11/2/22, 3:49:13 PM
11/2/22, 3:49:13 PM
11/2/22, 3:49:12 PM
11/2/22, 3:49:12 PM
11/2/22, 3:49:11 PM
11/2/22, 2:49:11 PM
11/2/22, 3:49:10 PM
11/2/22, 3:49:10 PM

11/2/22, 3:49:09 PM

Configuration

¥ Dewnload Logs

End Time

11/2/22, 3:49:21 PM
11/2/22, 3:49:18 PM
11/2/22, 3:49:15 PM
11/2/22, 3:49:14 PM
11/2/22, 3:49:13 PM
11/2/22, 3:49:13 PM
11/2/22, 3:49:12 PM
11/2/22, 3:49:12 PM
11/2/22, 2:49:11 PM
11/2/22, 2:49:11 PM
11/2/22, 2:49:10 PM

11/2/22, 2:49:10 PM
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Updating Veeam Backup for Salesforce

Veeam Backup for Salesforce allows you to check for new product versions and available package updates,
download and install them right from the Web Ul.

IMPORTANT

You cannot update Veeam Backup for Salesforce Beta version. To learn how to install Veeam Backup for
Salesforce v1, see Deployment.

To view the product details:
1. Switch to the Configuration page.

2. Navigate to About.

The Aboutsection displays the following information:
o Build version — the currently installed version of Veeam Backup for Salesforce.
o Management Console version — the currently installed version of the Management Console service.
o Restore service version — the currently installed version of the Veeam restore service.
o Backup service version — the currently installed version of the Veeam backup service.
o Instance ID — the unique identification number of the default protected Salesforce organization.

Itis recommended that you timely install available updates to avoid performance issues while working with the
product. For example, timely installed security updates may help you prevent potential security issues and

reduce the risk of compromising sensitive data.

In This Section

e Checking for Updates
e |Installing Updates

e Viewing Updates History
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Checking for Updates

Veeam Backup for Salesforce automatically notifies you about newly released product versions and package
updates available for the operating system running on the Veeam Backup for Salesforce server. However, you
can check for available updates manually if required:

1. Switch to the Configuration page.
2. Navigate to About.

3. Inthe Product updates section, click Check for Updates.

If new updates are available, Veeam Backup for Salesforce will display them on the Updates tab of the Veeam
Backup for Salesforce Updater page. To view detailed information on an update, select the check box next to

the update and click What's new?

@ Backup Restore \'\‘ 4 ) Administrator v I: l:_l:\
@ Exit Configuration About Advanced Settings
Build version: 1.0.2.1992
Application
Management Console version: 1.0.2.671
& salesforce Restore module version 1.0.2.326
& Users and Roles Backup module versian: 1.0.2.9624
Instance |D: 9d00c799-b5t1-66d7a-1yrt-345gt6us9000
B Aerts
9. License
Support
I 3¢ About PP
You can open a technical support case and attach logs using the wizard.

¥ Download Logs 1) Open support Case

Product updates

Check for any available product updates.

B Check for Updates
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Installing Updates

To download and install new product versions and available package updates using the Veeam updater service.
You can also set a reminder to send update notifications.

IMPORTANT

Veeam Backup for Salesforce does not allow you to schedule the update installation asit may cause
interrupting of running activities, which may result in unpredictable data loss. It is recommended that you
make sure all backup policies are disabled and restore jobs are finished before you install a product update.

Installing Updates

To download and install available product and package updates:
1. Open the Veeam Backup for Salesforce Updater page:
a. Switch to the Configuration page.
b. Navigate to About.
c. Inthe Product updates section, click Check for Updates.
2. On the Veeam Backup for Salesforce Updater page, dothe following:
a. In the Updates are available for this system section, select check boxes next to the necessary updates.

b. In the Choose action section, select the Install updates now option, select the Reboot automatically
after installif required check box to allow Veeam Backup for Salesforce to reboot the server if
needed, and then click Install Updates Now.

Veeam Backup for Salesforce will download and install the updates; the results of the installation process will
be displayed on the History tab. Keep in mind that it may take several minutes for the installation process to

complete.

NOTE

When installing product updates, Veeam Backup for Salesforce restarts all services running on the
management server, including the Web Ul service. That is why Veeam Backup for Salesforce will log you

out when the update process completes.

Setting Update Reminder

If you have not decided when to install updates, you can set an update reminder — instruct Veeam Backup for
Salesforce to send an update notification later.

To do that, on the Veeam Backup for Salesforce Updater page, in the Choose action section, do the following:

1. Select the Remind me later option and choose when you want to receive the reminder.

If you select the Next Week option, Veeam Backup for Salesforce will send the reminder in 7 days.

2. Click Remind me later.
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Viewing Updates History

To see the results of the update installation performed on the management server, do the following:
1. Switch to the Configuration page.
2. Navigate to About.
3. Inthe Product updates section, click Check for Updates.
4. On the Veeam Backup for Salesforce Updater page, switch to the History tab.

For each date when an update was installed, Veeam Backup for Salesforce Updater will display the name of the
update and its status (whether the installation process completed successfully, completed with warnings or
failed to complete).

To download logs for the installed updates, select the necessary date in the Date section, and click View Full
Log. Veeam Backup for Salesforce will save the logs as a single file to the default download directory on the
local machine.
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Getting Technical Support

If you have any questions or issues with Veeam Backup for Salesforce, you can search for a resolution on Veeam
R&D Forums or submit a support case in the Veeam Customer Support Portal.

When you submit a support case, it is recommended that you provide the Veeam Customer Support Team with
the following information:

e Version information for the product and its infrastructure components
e The error message or an accurate description of the problem you are facing

e Log files

Opening Support Case

To open a support case:
1. Switch to the Configuration page.
2. Navigate to About.
3. In the Support section, click Open Support Case.
NOTE

It is recommended that you open only support cases related to the Veeam Backup for Salesforce specific
issues from the Web Ul. For general and license issues, use the Veeam Customer Support Portal.

@ Backup Restore (&) Administrator v

@ Exit Configuration About Advanced Settings

o Build version: 1.0.2.1992
Application

Management Console version: 1.0.2.67

Salesforce Restare madule version: 1.0.2.326

&
“ Users and Roles Backup module version: 1.0.2.9624

Instance 1D: ©2d00c799-b5t1-66d7a-1yrt-345gt6u8%000
B Aerts
@
-

License

About Support

I You can open a technical support case and attach logs using the wizard.

i Download Logs B Open Support Case

Product updates

Check for any available product updates.

I Check for Updates

Downloading Product Logs

To download the product logs, do the following:
1. Switch to the Configuration page.
2. Navigate to About.

3. Inthe Support section, click Download Logs.
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4. In the Download Logs window, specify a time interval for which logs must be collected:

o Select the Collect logs for the last option if you want to collect data for a specific number of days in
the past.

o Select the Collect logs for the specified time period option if you want to collect data for a specific
period of time in the past.

4. Click Download.

Veeam Backup for Salesforce will collect logs for the specified time interval and save them to the default
download folder on the local machine in a single log.zip archive.

NOTE

Product logs are availableonly to users with the Administrator role assigned. However, all users can
download backup or restore session logs. To learn how to download these logs, see sections Viewing Policy
Sessions and Viewing Restore Sessions.

Backup RESGI (&) Administrator v |

Application

o Salesforce

2 Usersand Roles
B Aers

D License

I % About

About Advanced Settings

Build version: 1.0.2.1992
Management Console version: 1.0.2.671
Restore module ve

Download Logs X
Backup module ve
== Download logs for the specified time period
) . ~
(@) Collect logs for the last: 7 « | days

Support )
'f) Collect logs for the specified time period from: 10/19/22 to:  10/26/22

You can open a tecl

¥ Download Logs|

Product updates
Check for any available product updates.

1 Check for Updates
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Appendix A. Unsupported Objects

Veeam Backup for Salesforce v1 supports backup of objects availablein API version 55 and earlier. However,
most of the objects that cannot be restored are not collected. You can tell these objects in Salesforce by the
following flags assigned: creatable = false, updatable = false. The only exception is that backup of the *History
objects is supported. For more information on backup and restore limitations, see Considerations and
Limitations.

Additionally, Veeam Backup for Salesforce does not support backup of the following Salesforce objects:
e * b

e *_ ViewStat

e * \oteStat
° * X
e * hd

e * ChangeEvent

e *_VersionHistory

e “*Event

e *EventStream

e *Feed

e AccountUserTerritory2View
e ActivityMetric

e ActivityMetricRollup

e AggregateResult

e AnalyticsBotSession

e ApexEmailNotification
e ApexPagelnfo

e ApexTestQueueltem

e ApexTestResult

e ApexTestResultLimits
e ApexTestRunResult

e ApexTestSuite

e AppTabMember

e AssetAttribute

e  AuraDefinitionInfo

e BackgroundOperationResult
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e BotAnalytics

e BotEventLog

e BulkApiResultEventStore
e (leanDataService

e CollaborationGroupRecord
e ColorDefinition

e ContentFolderltem

e ContentFolderMember
e ContentHubltem

e DatacloudAddress

e DatacloudCompany

e DatacloudContact

e DatacloudDandBCompany
e DatacloudSocialHandle
e DataStatistics

e DataType

e DcSocialProfile

e DcSocialProfileHandle

e EmbeddedServiceLabel
e EngagementHistory

e EntityDefinition

e EntityParticle

e FeedAttachment

e FieldDefinition

e FieldHistoryArchive

e FlexQueueltem

e FlowDefinitionView

e FlowVariableView

e FlowVersionView

e |conDefinition

e Idea

e |deaComment

e |deaReputation
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e |deaReputationLevel

e IdeaTheme

e InstalledPackage

e InterfaceFieldMapping
e ListViewChartlnstance

e ManagedCintentType

e NetworkUserHistoryRecent
e OauthToken

e OmniRoutingEventStore
e OutgoingEmail

e OutgoingEmailRelation
e OwnerChangeOptioninfo
e PermissionSetEventS

e PicklistValuelnfo

e PlatformAction

e RecentlyViewed

e RecordActionHistory

e RecordRecommendation
e RecordVisibility

e Regular_articles_kav

e RelationshipDomain

e RelationshiplInfo

e SalesStore

e SearchLayout

e SiteDetail

e SubscriberPackage

e TenantUsageEntitlement
e UserAppMenultem

e UserEmailCalendarSync
e UserEntityAccess

e UserFieldAccess

e UserProfileFeed

e UserRecordAccess
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e \Vote
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