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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

This document provides information about Veeam ONE Client. The document includes configuration details and
information about capabilities that Veeam ONE Client offers for Veeam Backup & Replication, VMware vSphere
and Microsoft Hyper-V infrastructures.

This document does not include information about working with Veeam ONE alarms. For more information on
configuring and using Veeam ONE alarms, see Veeam ONE Working with Alarms Guide.

Intended Audience

The guide is designed for anyone who plans to use the Veeam ONE solution. Itis primarily aimed at
administrators managing Veeam Backup & Replication, VMware vSphere and Microsoft Hyper-V environments,
but can also be helpful for other current and perspective Veeam ONE users.
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About Veeam ONE Client

Veeam ONE Client comes as a part of the integrated Veeam ONE solution. Itis the primary tool for monitoring
Veeam Backup & Replication, Veeam Backup for Microsoft 365, VMware Cloud Director, VMware vSphere, and
Microsoft Hyper-V environments. Veeam ONE Client provides complete visibility of the virtual and backup
infrastructure and allows you to:

Manage, view and interact with alarms and monitoring data
Analyze performance of virtual and backup infrastructure objects
Keep an eye on multi-tenant environments

Track the efficiency of data protection in the virtual environment
Generate reports and administer monitoring settings

Speed up troubleshooting and quickly isolate root causes of performance issues before they become
problems.

With Veeam ONE Client, you can monitor the virtual and backup environment from different perspectives:

Virtual infrastructure monitoring

Veeam ONE Client discovers the virtual infrastructure and provides complete visibility of its health status
and performance. With predefined and custom alarms, performance charts, dashboards, reports, and an
extensive knowledge base, you can always stay aware of the important events and eliminate potential
problems in the virtual environment.

VMware Cloud Director monitoring

Veeam ONE Client provides monitoring capabilities for multi-tenant clouds provisioned with VMware
VMware Cloud Director. A comprehensive view of cloud resources allows you to sustain consistent
processes for VMware Cloud Director operational framework and maintain established service levels.

Business view monitoring

Veeam ONE Client allows you to monitor and alert on the virtual infrastructure presented from the
business perspective — the perspective that is based on your company needs and priorities. You can group
virtual infrastructure objects by such criteria as business unit, department, purpose, SLA and so on.

Data protection monitoring

Veeam ONE integrates with Veeam Backup & Replication and Veeam Backup for Microsoft 365 to collect
real-time statistics from backup servers. You can track the latest status of data protection operations in

the managed environment, receive immediate alarms whenever a potential problem can cause data loss,
monitor performance of backup infrastructure components to optimize workloads, and plan capacity of

backup infrastructure resources.
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Accessing Veeam ONE Client

To access Veeam ONE Client:
1. Log on to the machine where Veeam ONE Client is installed.
2. From the Microsoft Windows Start menu, choose Veeam ONE Client.

3. Inthe authentication window, specify the FQDN or IP address of a server where the Veeam ONE Server
component runs and enter the credentials of the account used to connect to Veeam ONE Client. To
connect using credentials of the account under which you are logged on to the machine, select the Log in
as current user check box.

The user account must either:

o Be amember of the Veeam ONE Administrators or Veeam ONE Read-Only Users group. For more
information on user groups, see section Security Groups of the Veeam ONE Deployment Guide.

This prerequisite appliesboth to the VMware vSphere and Microsoft Hyper-V platforms.

o Have permissions assigned to objects in the vCenter Server or VMware Cloud Director inventory
hierarchy. For more information on assigning permissions to objects, see Veeam ONE Multi-Tenant
Monitoring and Reporting.

This prerequisite appliesto the VMware vSphere platform only.
4. Click Connect.
5. If Veeam ONE is configured to display a consent banner, read the banner content and click | Agree.
For more information on configuring consent banner, see Banners.

To create a shortcut for the connection, click Save Shortcut. You can create one shortcut for every Veeam ONE
server. The server name will be saved after the first successful login.

NOTE

If you want to save credentials for a connection in a shortcut, you must agree to save these credentials in
the Windows Credentials Manager.

Other Ways to Access Veeam ONE Client

To gain a faster access to Veeam ONE Client, you can launch it without providing user credentials in the
authentication window.

e To launch Veeam ONE Client under the account of a user that is currently logged to the machine, in the
command shell call the Monitor.exe file that resides in the installation directory and pass the
/currentuser parameter. For example:

"C:\Program Files\Veeam\Veeam ONE\Veeam ONE Monitor Client\Monitor.exe"
/currentuser

e To launch Veeam ONE Client with explicit user credentials, in the command shell call the Monitor.exe
file that resides in the installation directory and passthe /username and /password parameters. For
example:

"C:\Program Files\Veeam\Veeam ONE\Veeam ONE Monitor Client\Monitor.exe"
/username tech\john.smith /password PaSSwOrd

You can save this set of commands as a Windows shortcut and use it to quickly access Veeam ONE Client.
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Veeam ONE Client User Interface

Veeam ONE Client user interface is designed to let you quickly locate the required commands, facilitate
monitoring of your infrastructure and speed up the investigation and troubleshooting process. This section
describes the basic elements and features of the Veeam ONE Client user interface:

e Toolbar and Main Menu

e |nventory Pane

e Information Pane

e Actions Pane

e Configuration Issues Pane
e System Tray Icon

e Full Screen Mode

Main
Menu Toolbar  Inventory Pane Configuration Issues Pane Information Pane Actions Pane

Veeam QONE Client (YONE\Administra

€ Configuration issues (6 detected. Show details

Virtual Infrastructure ¢ Selerted Object: €3 protwesx02.tech.local (version: 7.0.3) - 1 error, Dwarnings

‘Sta"h'” ,O‘ summary  Alarms Infrastructure Objects Performance Top Chjects Hardware Tasks & Events

® v U Virtual Infrastructure .
® v 1 vcenter0t techiocsl [seare.. O] Fessal & 4 @ @ & T Filters (Honey | 5 This object | > Actions

Alarm Management

® v [Fg prague

Status Tirne + | saurce Type Na. Repeat Count | Rermediation -
P P

> g pratwesx01 tech.acal e ———— = () show History.,

D) pEmEEET i Waming  4:04:24 P backup02 & Latest s.. 1
prgtwes02 tech.loca

-~ @r € Eror 404,28 P linrepo2049 & Latest 5. 1 £D Delete snapshot (Man. W Resolue..
esources
> @ senicews i Wamning  4:04:24 Phi bekpsni012 o] Latest 5. 1 & Resohe All
® > (8 Temporany L Waming  4:04:24 P 91 & Latest 5... 1 & fcknowledge..
it repozoar € Enor 20424 Pt sr00 gl Latest 5. 1 4D Delete snapshat (Man... D Acknowledge All.,
5t repozods 1 Waming  4:04:24 PM 358 &5 Latest s... 1 o Exclude
i . o =
,_’La serv0d9 i Waming  4:04:24 P serv2040 &5 Latest s.. 1 @ Edixchusions..
£ sev2049tech.local_lktflw € Enor 4:04:24 PM sn2%-app &5 Latest 5... 1 £ Delete snapshot (Man., @ Beport Al
e
71 ubuntusn0_replica > € Enor 410424 P backup0l =) Guestd., 1
-
wirtual_lab_1
":'_,; w‘m\:jp’D:Dl;Q € Enor 4:04:24 PM s 013 & Latest 5... 1 D Delete snapshot (Man., . Remediation
s -
< >

38 prgtwenditechlocal 3 fpprove Action...

® > B copduster Page -+ Records per pag: % Approve All Actions..,
> atastores
~ -
Alarm Details Customization
- o Edit Alarrm.,

Description
W snapshot (init_snapshot) size (34.4%) is above a defined threshold (20.0%), Current size is 8.70 GB. IS Define Alarms..

< > Knowledge Navlgaton

The Wi has been running on a snapshot for extended period of time, which exceeded the configured threshold for the snapshot ile size,
B veeam Backup & Replication [A Performance
LBy A snapshot preserves the state and dats of a ¥ at 3 specific point in time, and is typically used for backup of running VMs ar maintenance activities (such 55 patching)

Open Consale
@ Yeeam Backup for Microsoft 385 Cause In-Guest Processes

AWM provides several operations for creating and managing snapshots and snapshot chains, These operations et you create snapshots, revert to any snapshot in the chain,
) and remnove snapshots, You can create extensive snapshottrees that you can use to save VM state at ary point in tiree, and restore it ater, if necessary, tis common that users
-b’ Virtual Infrastructure forget to rernove snapshotwhen it is no longer needed,

fdditional, 3rd party softwate (such 35 backup software} can automstically create snapshos far the purpose of hot backup. Sometimes, such software may be unable to
E Business Yiew automatically remoue the snapshot due to intermittent network or wCenter Server communication issue, leaving the snapshot behind.

I a VM is running off of a snapshot, its storing all disk changes to  child disk. The more changes are made to the UM disks, the larger the snapshot file grows, Snapshot file
size can never exceed the size of original VDK file though

m Alarm Management v

Service: lacalhost @ connected Database: VeeamONE (& connected Collector: idle
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Toolbar and Main Menu

Toolbar

Veeam ONE Client toolbar provides access to frequently used commands.

Back/Forward — navigate to the previous/next visited view in the Veeam ONE Client.

Refresh —retrieve the latest collected data from the Veeam ONE Monitoring Service to show up -to-date
information in the Veeam ONE Client. To perform this command, you can also press [F5] on the
keyboard.

Full Screen — switch to the full screen mode. To perform this command, you can also press [F11] on the
keyboard.

For more information on full screen mode, see Full Screen Mode.

Get Full Version (presentin Community Edition Mode or if the current license is outdated) — access the
webpage where you can download Veeam free trial that allows you to use Veeam ONE with no
functionality restrictions for a limited period of time.

Main Menu

Veeam ONE Client main menu provides access to the following commands and features:

Add Server — connect a new virtualization server, VMware Cloud Director, or Veeam Backup & Replication
server. To perform this command, you can also press [CTRL+1] on the keyboard.

For more information on connecting servers, see section Connecting Servers of the Veeam ONE
Deployment Guide.

Notifications — open the Notification Settings wizard.

For more information on configuring notifications, see section Configuring Notification Settings of the
Veeam ONE Deployment Guide.

Reports — create a report for an infrastructure object selected in the inventory pane.

For more information on creating reports, see Generating Reports.

Alarm Modeling — forecast the number of alarms that will be triggered for aninfrastructure object
selected in the inventory pane.

For more information on alarm modeling, see Modeling Alarm Number.

Settings — view or change Veeam ONE client and server settings.

For more information on customizing settings, see Configuring Veeam ONE Client.
Credentials Manager — view and manage credentials records.

For more information on working with credentials, see Credentials Manager.

License — view license information, change and update the license file, and send license usage reports.

For more information on Veeam ONE licensing, see section Licensing Veeam ONE of the Veeam ONE
Deployment Guide.
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e Help —openVeeam ONE Client help, export log files and check the current version of Veeam ONE Client.
To open help topics, you can also press [F1] on the keyboard.

Veeam ONE Client

[E] ncdserver Ctrl+l

Q Motifications
Reparts

Iy Alarm Modeling

X‘ Settings >
P Credentials Manager Ctrl+M
@ License

@ el >
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Inventory Pane

The inventory pane on the left shows a hierarchical list of infrastructure objects. The buttons at the bottom of
the inventory pane allow you to switch between Veeam ONE Client views.

Each node in the hierarchy tree reflects the state of a corresponding infrastructure object. If there exist
unresolved alarms for the object, Veeam ONE Client displayson the node an icon of an alarm with the highest
severity.

Veeam ONE reflects the state of child objects on parent nodes to let you easily find problematic objects. For
example, if an error alarm was triggered for a host, the error icon will be displayed on the host node. In addition,
a red downward error will be shown on the parent cluster node and on the parent management server node to

indicate that anerror has occurred on the child host. If necessary, you can change Veeam ONE Client settings to
displayicons next to affected objects only.

e To searchfor a Veeam Backup & Replication, Veeam Backup for Microsoft 365, virtual infrastructure,
VMware Cloud Director or Business View infrastructure component, use the search field at the top of the
inventory tree.

The search results will depend on the selected view.

e To expand/collapse all tree nodes, right-click the root node in the inventory pane and choose Expand
all/Collapse all fromthe shortcut menu.

e To show all objects with errors and warnings in the hierarchy, right-click the root node in the inventory
pane and choose Show all error objects from the shortcut menu.

Veeam ONE Client will expand all nodes that have child objects with registered errors or warnings.

e To hide and show the inventory pane, use the collapse/expand arrow at the top right corner of the
inventory pane.

e To change the inventory view display settings, click the ellipsis at the bottom right corner of the inventory
pane and select the necessary options.

Inventory view settings
Show views: Views display mode:
Veeamn Backup & Replication @ leons and labels

Veeamn Backup for Microsoft 365 Q leons only (top)
Virtual Infrastructure O leons only (bottom)
VMware Cloud Director

Business View

Alarm Management

I Apply || Cancel |

For more information on changing display settings, see Other Settings.
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Veeam Backup & Replication

The Veeam Backup & Replication tree displays a hierarchical list of connected Veeam Backup Enterprise
Manager servers, Veeam Backup & Replication servers, and components of the backup infrastructure — backup

proxies, backup repositories, WAN Accelerators, tape servers, cloud repositories, and cloud gateways.

Veeam Backup & Replication <

|Search... /G'|

[ B “eeam Backup & Replication
> fig 172.24.155.241
> fg 1722408503
L v'ﬁ backupll tech.local

[ B Eng Backup Repositaries
g:'.. Default Backup Repository
. Beta Cloud VolO!
==& Cloud repository Beta
> [Eﬂ Backup Proxies
> ﬁ backupsererOddtech. local
> ﬁ backupsr0g.tech.local
> ET@ backupsm2dtech.local

o 5 g bckpsnot2tech.lacal v

£
e

Yeeam Backup & Replication

i)

Yeeam Backup for Microsoft 365

Wirtual Infrastructure

Whdware Cloud Director

Business Wiew

P DR &

Alarm Management
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Veeam Backup for Microsoft 365

The Veeam Backup for Microsoft 365 tree displays a hierarchical list of connected Veeam Backup for Microsoft
365 servers and components of the backup infrastructure — backup proxies and backup repositories.

Veeam Backup for Microsoft 365 <

|Search... /O|

w “feeam Backup for Microsoft 365

v [@ sno101techulocal
L4 §=§ Backup Repositaries
E Default Backup Repasitary
v [E—J Backup Proxies

Ef SRwO1O

£
e

Yeeam Backup & Replication

Yeeam Backup for Microsoft 365

fi)

Wirtual Infrastructure

Whdwware Cloud Cirector

Business Yiew

DD R X

Alarm Management

Virtual Infrastructure

The Virtual Infrastructure tree displays a hierarchical list of virtual infrastructure objects — vCenter
Servers/SCVMM servers, clusters, hosts, folders, VMs, storage objects and so on. It shows the virtual
infrastructure in inventory terms, similar to vCenter Server/SCVMM topology presentation.
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If you connect a VMware Cloud Director server to Veeam ONE, the Virtual Infrastructure inventory tree will
display vCenter Servers attached to VMware Cloud Director and VMware Cloud Director VMs. To hide VMware
Cloud Director VMs from the Virtual Infrastructure inventory, enable the Hide VMware Cloud Director VMs from
Virtual Infrastructure tree option in Veeam ONE server settings. For more information on the VMware Cloud
Director display settings, see Other Settings.

Virtual Infrastructure <

|Search... /C'|

L ?ﬁ! “irtual Infrastructure

L] v% weenterli tech.local
v |§|§| Prague
e > g prgbwe sx01 tech. ocal
L ] g prgbwesx02,tech.local
v g prabwesx:03 tech.local
v G Resources
» (4 COF_Infrastructure
> (% CDP_vMs
® > (4 csatestdo-nt-delete-vms
> (¥ Datalab 02
> (:’ Datalab for Testing Backup

> (_ﬁ [Cratalab for testing plans hd

12
Cei

Yeeam Backup & Replication

Yeeam Backup for Microsoft 365

i)

Yirtual Infrastructure

Whiware Cloud Director

Business Yiew

Alarm Management

D B R &
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VMware Cloud Director

The VMware Cloud Director tree displays a hierarchical list of VMware Cloud Director objects — provider VDCs,
organizations, organization VDCs, vApps, and VMs.

Viware Cloud Director <

|Search... /O|

[ A % “Whivware Cloud Director

v EH praclouddirectondl.tech.local
- F“ Prowider wWDCs
[ Main Provider vDC
v Crganizations
@ v 5 Main-Org
® v gy Main-Org-vDC
w BE whpp-TS
EF ts-um01-Tviv
L ts-vmD22-1ZGE
» BB vappoz-Ts
® ¥ 5 organizationdl

® > /5 organizationd2 >

E-“] Yeeam Backup & Replication
{é‘ Yeeam Backup for Microsoft 365
"9‘ Yirtual Infrastructure

Eﬂ Yhiware Cloud Director

E Business Yiew

J:l Alarm Management

Business View

The Business View treedisplays a hierarchical list of categorization groups configured in Business View. It
presents the infrastructure topology in business terms and allows you to monitor, alert and report on custom

categorization units in your environment.
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By default, Veeam ONE Client hides the Uncategorized group for all Business View categories in the inventory
tree. To make it available in the Business View hierarchy, disable the Hide ungrouped objects from Business
View treeoption in Veeam ONE Client server settings. For more information on changing Business View display
settings, see Hiding Ungrouped Objects.

Business View <
|Search... /C'|
LR E Business Wiew o

® v [ Wirtual Machines
[ A m wsphere
® > 5 Datastore
® > 5 Last Backup Date
L=
5 wM Location
® > 5 WMswith Snapshats
® > 2% Hypers
> E Hosts
*> § Datastores
> Bl clusters
> Computers W

Yeeam Backup & Replication

"4
e

i)

Yeeam Backup for Microsoft 365

Wirtual Infrastructure

Whdware Cloud Director

Business YWigw

b DR &

Alarm Management
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Alarm Management

The Alarm Management treedisplays the list of availablealarm types. Use the Alarm Management view to
manage predefined alarms or create new alarms.

Alarm Management <
Search..,
~ B alarm Management 2

hd ET' Whiware wiphere

wiCenter server

Cluster

Hast

Resource pool

wirtlal machine

Dratastore

Any object

Cloud Drirector wipp

Cloud Director arganization

Cloud Director organization YDC

EERRRRER0 S0

Clond Directnr nenvider %0

E-“] Weeam Backup & Replication
{é‘ Yeeam Backup for Microsoft 365

Wirtual Infrastructure

Whdwware Cloud Cirector

Business Yiew

DD R &

Alarm Management
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Information Pane

The information pane is the main working area used for managing alarms, viewing performance data and
accomplishing other operations for monitoring your virtual and data protection environment.

Tabs in the information pane allow you to switch between Veeam ONE Client dashboards. The set of available
dashboards varies depending on the object selected in the inventory tree.

€3 Configuration issues (16 detected), Show details

Selscted Object: @ Resources - 0 errors, Dwarnings

>
g Ssummary  Alarms Infrastructure Objects Performance  Top Objects Tasks & Events
’G ——
=
£ Search.. ,O‘ Fiers: &l @ 4 & @ & Y Fitters (Mane) {2 This abject il <
I
& . |
= Status Time 4+ | Source Type Name Repeat Count Remediation _g
" —eeee. v
2 1 Maming 17972023 35351 PM tu_sry_ 01 o Latest snapshot size 2 <
= L Waming  1/%/2023 1:38:50 PM vhriZsendcevmd 51 Latest snapshot size 13
@ Resolved  1/5/2023 1:34:20 PM bl Zsenicevmd fen) High mermory usage H
L Waming 1792023 1:24:15 PM whriZsendcevmd 51 Latest snapshot size 13
1 Wdamning  1/7/2023 218:03 AW whir_azurell el Latest snapshot age 3 £ Delete snapshat (Man...
@ Resobved  1/6/2023 2:07:00 PM onelZmon 51 Latest snapshot size g
@ Resolved  1/6/2023 1:51:50 PM1 onel2mont fen) Latest snapshot size 8
D Info 1/5/2023 4:27:28 AM wbr azurell =2l M quest shutdown z v
Page - Records per page
. ~
ua Alarm Details
By .
Description
£ VM snapshot (ow_sn 01 wm-102059 1) size (10.8%) is above 3 defined threshald (10.0%). Current size is 14.02 GB.
=
a
Knowledge
%- The ¥ has been running an a snapshot for estended period of time, which exceeded the configured threshold For the snapshot file size.
A snapshot preserves the state and data of 2 WM at 2 specific pointin time, and is typically used for backup of running ¥Ms or maintenance activities (such a5 patching)
Cause
AWM provides several operations for creating and managing snapshots and snapshot chaing, These operations letyou creste snapshots, revert to any snapshat in the chain, and remave snapshots, You can create edensive
E snapshot trees that you can use to save YV state at any point in time, and restare it later, if necessary It is cormon that users forget to remave snapshotwhen it is no longer needed.
Additional, 3rd party software (such as backup software) can automatically creste snapshats for the purpose of hot backup. Sometimes, such software may be unable to automatically remove the snapshot due to intermittent ¥
Service: localhast @ connected Database: YeearnONE @ connected Collector: idle 4
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Actions Pane

The Actions paneon the right displays links to tasks and commands that can be initiated by the user. The pane
becomes available when you open the Veeam ONE Agents or Alarms tabs, or switch to the Alarm Management
view. You can hide and show the pane using the collapse/expand arrows.

Options displayed on the pane depend on the object type selected in the information pane. For example, if you
select a VM in the inventory pane and open the list of triggered alarms for this VM, all alarm actions, object
actions, and navigation actions will be availablein the Actions pane. If you select a storage object in the
inventory pane, some navigation actions will become unavailable as they do not apply to storage objects. For
more information on working with alarm actions, see Working with Alarms.

» Actions
Alarm Managernent
G‘é Show History..,
W Fesolve..
L Resolwe Al
@ Acknowledge..,
T Acknowdedge Al
o Exclude
?‘ Edit Exclusions..,

@ Expart Histony..,

Rernediation

Approve &ction,.,

e Dpprove All Actions..

Custornization

S Edit Alarm..,

tﬂ Define Alarms...

Mawigation
[~ Performance
Open Console

In-Guest Processes
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In a similar manner, if you open the Alarm Management section and select the Alarm Management nodein the
inventory pane, the New action will become unavailable, as you must select a particular object to create a new
alarm.

> Actions
New
/& Disable
S Edit..,
2 Copy
x Delete
[ Edit Assignment...
?* Edit Exclusions...

‘?‘H Show All Exclusions...
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Configuration Issues Pane

The Configuration issues panedisplays information on alarms triggered as a result of internal Veeam ONE
configuration issues (such as lost connection to a virtual server, data collection failure, license expiration and so
on). To view details of internal alarms, click the Show details link on the pane. For more information on working
with internal configuration alarms, see Working with Internal Alarms.

Q Configuration issues (6 detected), Hide details

€3 [-] Yeeam ONE agent client connection failure - object sr/32 tech.local
Weearn OME server failed to connect to Weearn OMNE Agent client

€3 [+] Yeeam intelligent diagnostics failure - object sr/92 tech,local

€3 [+] Yeeam intelligent diagnostics failure - object es-win19-vbrd1.nlocal
€3 [ +] Backup performance data collection failure - object ES-win13-uan
€3 [ +] Backup performance data collection failure - ohject ES-winl3-wan?

@) [+]150L Server Express database size - object Virtual Infrastructure
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System Tray lcon

To facilitate monitoring of your infrastructure, Veeam ONE Client addsits icon to the system tray as the status
indicator.

e If the virtual or data protection infrastructure is functioning properly, the icon color will be green.
e Ifawarning or error is triggered, the color will turn yellow or red.
e As soon as the health status of your infrastructure returns to normal, the color changes back to green.

To learn about the number of warnings and errors that occurred, move the cursor over the icon.

Veeam ONE Client
Errors: 245
\ Warnings: 366
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Full Screen Mode

The full screen mode displays only the information pane for the selected object and allows you to hide
unnecessary interface elements that may distract your attention. To switch to the full screen mode, do one of

the following:

e Press [F11] on the keyboard.

e On the toolbar, click the full screen icon.

r_

= o - ~ | Oy

Full screen mode

In the full screen mode, the toolbar is not displayed at all, which allows you to concentrate on monitoring the
virtual or backup environment state and have only the most crucial information displayed. You can collapse and

expand the inventory pane and actions pane if necessary.
To exit the full screen mode:
e Press [F11] on the keyboard.

e In the top right corner, click Exit Full Screen.
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Configuring Veeam ONE Client

Veeam ONE Client does not require complex configuration and is ready for use right after the installation.
However, before you start using Veeam ONE Client, you may need to check and adjust its default configuration.

1. Configure server connections.
2. Configure Veeam ONE client settings.
3. Configure Veeam ONE server settings.

NOTE:

To be ableto configure Veeam ONE server settings, a user must be a member of the Veeam ONE
Administrators group on a machine where the Veeam ONE Server component is installed. To be able to
configure Veeam ONE client settings, a user must be a member of the Veeam ONE Administrators or Veeam
ONE Read-Only Users or group on a machine where the Veeam ONE Server component is installed. For

more information on Veeam ONE security groups, see section Security Groups of the Veeam ONE
Deployment Guide.
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Configuring Server Connections

To collect information about the managed virtual infrastructure and track the efficiency of data protection, you
must configure connections to VMware vSphere, VMware Cloud Director, Microsoft Hyper-V virtual
management servers, Veeam Backup & Replication and Veeam Backup for Microsoft 365 servers in Veeam ONE
Client. Configured connection settings are automatically propagated to all Veeam ONE components.

For more information on how to connect servers in Veeam ONE Client, see section Connecting Servers of the
Veeam ONE Deployment Guide.
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Credentials Manager

You can use the Credentials Manager to create and maintain a list of credentials records that you plan to use to
connect to components in the virtual and backup infrastructure.

The Credentials Manager lets you create the following types of credentials records:
e Standard account

e Linux private key

Adding Standard Accounts

You can create a credentials record for an account that you plan to use to connect to infrastructure objects and
their guest OS.

To create a new standard credentials record:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Credentials Manager.
Alternatively, press [CTRL + M] on the keyboard.
3. Click Add > Standard account.

4. Inthe Username field, enter a user name for the account that you want to add. You can also click Browse
to select an existing user account.

5. Inthe Password field, enter a password for the account that you want to add. To view the entered
password, click and hold the eye icon on the right of the field.

6. In the Description field, enter a description for the created credentials record.

As there can be a number of similar account names, for example, Administrator, it is recommended that
you provide a meaningful unique description for the credentials record so that you can distinguish it in the
list. The description is shown in brackets, following the user name.
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7. Click Save.

Credentials Manager

Usernarme * | Description Last Edited Add...
admin Edit
o Add Credentials
madrministrator Delete
01014 administ -
i Nadministr Usernarne: |v0ne\adm|n|strat0r | | Browsse,., a°
sreBvadrministratg o
o Passnord: |onnonn |
techhadministrata Ho
techyjohn.smith Description: |yeesm ONE administratar account Ho
techtsophiejones o
Saue | | Cancel

Close

Adding Linux Private Keys

You can add a credentials record to connect to Linux machines using the Identity/Pubkey authentication
method.

NOTE:

To use this method, you must first generate a pair of keys using a key generation utility, for example, ssh-
keygen. Place the public key on a Linux server. To do this, add the public key to the authorized keys
file in the . ssh/ directory in the home directory on the Linux machine. Place the private key in some folder

on the Veeam ONE server or in a network shared folder.

To create a new credentials record using the Identity/Pubkey authentication method:

1.

o uA

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

In the main menu, click Credentials Manager.

Alternatively, press [CTRL + M] on the keyboard.

Click Add > Linux private key.

In the Username field, specify a user name for the created credentials record.

In the Password field, specify the password for the user account.

Click Browse nextto the Private key field to select a private key file.

In the Passphrase field, specify a passphrase for the private key on the backup server.
In the Description field, enter a description for the created credentials record.

As there can be a number of similar account names, for example, Root, it is recommended that you supply
a meaningful unique description for the credentials record so that you can distinguish it in the list.
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9. Click Save.

Credentials Manager

Usernarme * | Description Last Edited Add...
admin Add Credentials 4 Edit
rhadrministrato ago Delete
sreQ10Madmini Username: |admin | 5 ago

stvB3administ] Password: | sssssssss | aga

techtadministrg

echiadministr Private keyr  CosershddministratorDesktophkey.pp ¢ a0

techyjohn.srmitl 5 ago

techysophie jo Passphrase: |sesssssssss | : ago

Description:

Linux repositony credentials

Sawe | | Cancel

Close

Editing and Deleting Credentials Records

You can edit or delete credentials records that you have created.
To edit a credentials record:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Credentials Manager.
Alternatively, press [CTRL + M] on the keyboard.
3. Select the credentials record in the list and click Edit.

4. |If the credentials record is already used for any component in the infrastructure, Veeam ONE will display a
warning. Click Edittoconfirm your intention.

5. Editsettings of the credentials record as required and click Save.
To delete a credentials record:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Credentials Manager.
Alternatively, press [CTRL + M] on the keyboard.
3. Select the credentials record in the list and click Delete.

If the credentials record is already used for any component in the infrastructure, Veeam ONE will display a
warning. In this case, you need to connect to an infrastructure object with new credentials before deleting
current credentials record.
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Veeam ONE Client Settings

Veeam ONE client settings include:
e General settings
e Color settings
e Charts settings
e Tabs view settings

e Other settings
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General Settings

In client general settings, you can specify an FQDN name or IP address of a machine where the Veeam ONE
Server component is installed.

To specify client general settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Monitor.
2. In the main menu, click Settings > Client Settings.
Alternatively, press [CTRL + 0] on the keyboard.
3. Inthe Client Settings window, open the General tab.

4. Inthe Host settings section, specify an FQDN or IP address of a machine where the Veeam ONE Server
component is installed.

o If the connection to the Veeam ONE Server component is successful, the Veeam ONE Monitoring
Server field is filled automatically with the name of the machine where Veeam ONE Server component
is installed or localhost.

o If Veeam ONE Server component is not found on the specified machine, Veeam ONE will prompt you
to specify the correct name in the client settings.

Client Settings

S Host settings:

Colors Weearn OME Monitaring Serser: | sreld
Charts

Tahbs Wiew

Other

[0]8 | | Cancel
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Color Settings

In color settings, you can create a custom color scheme that will be used to display graphs on performance
charts.

To specify color settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Monitor.
2. In the main menu, click Settings > Client Settings.
Alternatively, press [CTRL + 0] on the keyboard.
3. Inthe Client Settings window, open the Colors tab.
4. Create a custom color scheme that must be used to display graphs on performance charts.

You can add colors from the color palette, remove and edit existing colors, as well as sort them as
required. Colors at the top are used first for graphs on performance charts.

Client Settings

General Graph colors:

Colo Caolars dd

Charts Remowve

Tabs Wiewr Edit...

Other Move Up

fliowe Dowen

Default

8]

-

| Cancel
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Charts Settings

In charts settings, you can customize display preferences for graphs on performance charts.

To specify charts settings:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Monitor.

In the main menu, click Settings > Client Settings.

Alternatively, press [CTRL + 0] on the keyboard.
In the Client Settings window, open the Charts tab.
In the Chart options section, configure display preferences for graphs in performance charts:

o In the Graphictype section, choose how line graphs must be presented in charts — as 2D or 3D line
graphs.

o Inthe Layer type section, choose how graphs layer must be presented in charts — as line layer or area
layer.

For samples of graphic type and layer type combinations, see Graphic and Layer Type Samples.

In the Overall graphs section, specify whether top line thresholds must be present on the Overview tab.

If the Auto-scalecheck box is enabled, the Y-axis will scale automatically to match the range of the
displayed data.

For samples of the Overview tabs with the Auto-scale option enabled and disabled, see Auto-Scale
Samples.

Client Settings

General

Colors Graphic type: Layer type:
Charts @ 20 line graphs @ Line layer
Tabs View O 30 line graphs O Brea layer
Other

Chart options:

Mote: Graphic options are not applied to Storage Path and Disk 170 tabs

Crserall graphs:
[] Auto-scale

[0]:8 | | Cancel
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Graphic and Layer Type Samples

You can choose to show graphs in 2D or 3D, as plain lines or filled areas.

The following images illustrate how different combinations of line graphs and layer types will be reflected on
performance charts:

e 2D line graphs with line layer

€ Confiquration issues (3 detected). Show details

Selacted Object: €3 veenterdl tech.local (version: 7.0.3) -2 errors, Qwarnings

>
g Sumrnary  Alarms Infrastructure Objects Performance Top Objects Tasks & Events Guest 0%
£ -
2
= Ouerview  CPU  Memory  Nebwork  Datastore
]
£ CPU, Last Hour
©
3 100 80
£
£
80 0
i T U RV T N
i a0 3
40
20 0
0 0
73 pm 7:36 pm 741pm 746pm 7.51pm 7:56 pm &01pm 806 pm 87T pm 816 pm 821pm 826pm
[ Display known events Advanced... Chart aptions:| Current object ~|  Chartviews:[CPULsage | Perind:|Lasthour
Performance Chart Legend
Key Object Counter Units Latest Minimum Average Maxirmum
N W wcenterdltechlocal CPU Usage % 2571 473 27.58 31,94
B W centerdltechlocal CPU Usage (Absolute) GHZ 25,91 12 49,55 50,29
=
=
Senvice: Iocalhost @ connected Database: VeearnONE ) connected Collector: idle

e 3D line graphs with line layer

€3 Configuration issues (9 detected), Show details

Selected Object: €3 weenterdl tech local (version: 7.0.3) -2 enors, Qwarnings

>
g summary  Alarms Infrastructure Objects Performance Top Objects Tasks & Events Guest 0%
t]‘ —
2
5 Ouerview  CPU  Memory  Metwork  Datastore
o
=
£ CPU, Last Hour
]
8 80
< 100
s 60
S o oo s b—u' I.hdng
® 50
e : 7 P z o ; 20
0
0
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[ Display known events Advanced.. Chart options: | Current object | Chartviews: | CPUUsage | Period:|Last hour
Performance Chart Legend
Key Object Counter Units Latest Minimurm Average Maximurm
LFI = weenterQl tech.local CPU Usage kS 257 247 2737 M
(£ -] weenterdl tech.local CPU Usage (Absolute) GHZ 45.91 4412 49,53 59.29

Veeam Backup & Replication

Q

Service: localhost @ connected Database: YeeamONE @ connected Collector: idle
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e 2D line graphs with area layer

€3 Configuration issues (3 detected). Show details

Selected Object: €3 vcenterd] techlocal (version: 7.03) -2 erors, Dwarnings

; Surmrmary Alarms Infrastructure Objects Performance Top Objects Tasks & Events Guest 05
£ _
2
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Performance Chart Legend
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=
Service: localhost @ connected Database; WeearnONE (@ conrected Collector: idle

e 3D line graphs with area layer

€ Configuration issues (3 detected). Show details

Selacted Object: €3 veenterll tech.local (version: 7.0.3) -2 enors, Qwarnings
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£
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5 100
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60
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® 50
20
0
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Performance Chart Legend
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Service: localhost @ connected Database: WeearnONE @ connected Callectar: idle
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Auto-Scale Samples

The Auto-scale option allows you to enable auto-scaling if you want to remove top line thresholds from

performance charts on the Overview tab. With auto-scale enabled, the Y-axis scales automatically, to match the

range of the displayed data.

e Auto-scale disabled
€3 Configuration issues {3 detected), Show details
K Selected Object: @3 weenterdl tech local (version: 7.0.3) - 2 errars, Dwarnings
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Tabs View Settings

In the tabs view settings, you can enable the automatic switching between the tabsin Veeam ONE Client.

Automatic switching is intended for screens and monitors in a network operations center (NOC). With this option
enabled, Veeam ONE automatically switches between its tabs (dashboards) at a certain time interval, and
displays dashboards similarly to a slideshow. An administrator can view the whole picture without interacting
with Veeam ONE, and can be sure not to miss critical situations in case they occur.

If automatic switching is enabled, Veeam ONE starts switching tabs only if there is no user input from a
keyboard, mouse, and so on. Once the user starts interacting with Veeam ONE Client, Veeam ONE Client stops
switching tabs.

Automatic switching is disabled by default. You can enable it and create rules that Veeam ONE will use to switch
tabs.

There are two types of rules for the automatic switching of tabs:

e You can choose to switch tabs for an object that is selected in the navigation tree. This rule will be useful
if you want to monitor the state of one critical object.

e You can choose to switch specific tabs for a predefined scope of objects. This view will be useful if you
want to monitor certain aspects of a critical infrastructure segment.

Switching Tabs for One Infrastructure Object

To enable automatic switching of tabs and create a rule that switches tabs for one infrastructure object:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. Inthe inventory pane, click the necessary view — Veeam Backup & Replication, Veeam Backup for
Microsoft 365, Virtual Infrastructure, VMware Cloud Director, or Business View.

3. Inthe inventory pane, select the necessary infrastructure object.

4. In the main menu, click Settings > Client Settings.
Alternatively, press [CTRL + 0] on the keyboard.

5. In the Client Settings window, navigate to the Tabs View tab.

6. In the Automatic tab switching rule section, select Switch tabs for an object selected in the navigation
tree.

7. Inthe Switch tabs every <time interval> section, specify a time interval at which tabs must be switched.

You can specify an interval in seconds, minutes, or hours.
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8. Click OK.

Client Settings

General Automatic tab switching rule:
Gl O Do not switch between tabs
Eharts @ Switch tabs for an object selected in the navigation tree
Tabs Yiew O Sweitch tabs for these objects (recommended for MOC wview)
Other
State Wiewr Ohjects Tabs Ldd..,
Delete
Edit Tabs
Swiitch tabs everyr |15 | |Seconds R

Switch tabs for objects with active alarms only

| Ok || Cancel |

Switching Tabs for Multiple Infrastructure Objects

To enable automatic switching of tabs and create a rule that switches tabs for specific objects:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Client Settings.

Alternatively, press [CTRL + 0] on the keyboard.

3. Inthe Client Settings window, navigate to the Tabs View tab.

4. In the Automatic tab switching rule section, select Switch tabs for these objects (recommended for NOC

view).

5. Choose objects to include in the scope, and specify tabs that must be displayed.

a. Click Add and choose the type of infrastructure objects to add — Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, or Business View.

b. In the Select scope window, select check boxes next to objects you want to add to the scope and click

OK.

To select an object together with its child objects, click it with the left mouse button.

If you select several objects of different types, Veeam ONE will create a new rule for each object type.
For example, if you select a resource pool with VMs, Veeam ONE will add a rule for the resource pool,

and a rule for VMs inside it.
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f.

Select the added object in the list and click Edit Tabs.
Alternatively, you can click the ALl tabs link next to the added object.

In the Select tabs window, select check boxes next to tabs that must be displayed for an object and
click OK.

Make sure that the State check box is selected for the newly added object. If the check box is cleared,
the object will not be added to the scope of automatic tab switching.

Repeat steps a-e forall objects that you want to add to the scope.

6. In the Switch tabs every <time interval> section, specify a time interval at which tabs must be switched.

You can specify an interval in seconds, minutes, or hours.

7. Select the Switch tabs for objects with active alarms only check box if Veeam ONE must switch tabs for
infrastructure objects that have unresolved alarms — that is, only for objects that have potential problems
and that may need your attention.

8. Click OK.

Client Settings

General

Colors

Charts

Tabs Yiew

Other

Automatic tab switching rule:
O Do not switch between tabs
O Swvitch tabs for an object selected in the navigation tree

@ Switch tabs for these objects (recommmended for MOC wiew)

State View T | Objects Tabs Add...
-"?‘ 2 Datastore objects Wiew Selection,.,
= 1 Carnputer object Al tabs
EF: TwCloud Provider VDC object Al tabs
-"?‘ 2 Hyper-w Host objects Al tabs
By 62 Hyper-4 W objects &)l tabs
-"?‘ 1 Hyper-w Cluster object All tabs
-'-l?' ? Datastore Folder objects All tabs
J?‘ 2 Physical Disk objects All tabs
-"?‘ 1 Cluster Resources object Al tabs
-1;)“ 1 C5W Folder 201272016 object Al tabs

Swnitch tabs every: |15 | |Sec0nds e

Swvitch tabs for objects with active alarms only

Ok | | Cancel
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Other Settings

To specify miscellaneous client settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Options > Client Settings.
Alternatively, press [CTRL + 0] on the keyboard.
3. Inthe Client Settings window, navigate to the Othertab.
4. In the Miscellaneous section, specify the following settings:
o From the Logging levellist, choose the level of detail for logging:
* High—includes events with the /nfo, Warning and Errorstatus.
» Low —includes events with the Warning and Errorstatus.
= Off —disables logging.

o Select the Minimize to tray check box if you want to hide Veeam ONE Client to a system tray icon
when the Veeam ONE Client window is minimized.

o Clear the Show child object status on a parent node in the Infrastructure tree check box if every object
in the inventory tree must reflect its own state only.

If this check box is cleared, the state of child objects with errors and warnings will not be reflected on
parent nodes. If this check box is selected, Veeam ONE will show downward arrows on parent nodes
to reflect the problematic state of child objects. For more information on displaying the infrastructure
inventory tree, see Inventory Pane.

5. In the Remote access section, specify the path to the PuTTy . exe file.
Veeam ONE requires PuTTy to provide easy access to consoles of Linux VMs.
For more information on PuTTY, see PuTTY Documentation Page.

For more information on accessing VM console for VMware vSphere, see VMware Remote Console (VMRC).
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For more information on accessing VM console for Microsoft Hyper-V, see Microsoft Hyper-V VM Console.

Client Settings

General Miscellaneous:
Charts ] Minimize to tray
Tabs Yieur Showe child object status on a parent node in the Infrastructure tree,
Other Remote access:
Specify path to PuT Ty, exe:
ChProgram FilestWeearnteearn OME\Weeam OMNE Manitor Clienthputhy. exe | | Browse..,
Ok | | Cancel

46 | Veeam ONE | Monitoring Guide



Veeam ONE Server Settings

Veeam ONE server settings include:
e Mail Server Settings
e Notification Policy
e SNMP Traps
e Guest OS Credentials
e Monitored Datastores
e Monitored VMs
e Business View
e Login Sessions
e Audit Log
e Banners

e Other Settings
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Mail Server Settings

In mail server settings, you can configure email settings that will be used for sending alarm notifications,
dashboards and reports by email.

To specify SMTP server settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Mail Server Settings tab.
4. To configure email notification settings, select the Enable email notifications check box.

For more information on configuring mail server settings, see section Configuring Notification Settings of
the Veeam ONE Deployment Guide.

5. In the Email formatsection, choose the format of email messages notifying about Veeam ONE alarms.

For more information on configuring format of alarm email notifications, see Configuring Email
Notifications.

Server Settings

Mail Server Settings Configure mail server settings to receive alarm notifications, scheduled reports and dashboards
Motification Policy Enahle ernail notifications

SMMP Traps |Custom SMTP (Basic authentication) v| |Aduanced...
Guest OS Credentials SMTP server | rrailvesarn.corm |

Wanitored Datastores Frorm: | notifications@weearm.corm |

Wonitored Yhds = Send Test Email

Business Wiew Email format

Send ernail notifications in this format:

(® HTML

O Plain Text (KB Articles will not be included)

Login Sessions
Audit Log
Banners

Other

[0]:8 | | Cancel
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Notification Policy

In notification policy settings, you can configure the default email notification group, set the necessary
notification policies, and specify other notification settings.

To specify notification policy settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Notification Policy tab.
4. Configure email notifications:

a. In the Default email notification group section, configure a list of recipients who must receive email
notifications about Veeam ONE alarms.

b. In the Email notification policies section, specify how often email notifications about Veeam ONE
alarms must be sent.

c. In the Miscellaneous section, choose whether you want to send email notifications when conditions
that triggered alarms return to normal.

For more information on configuring alarm notification options, see Configuring Email Notifications.
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SNMP Traps

In SNMP settings, you can specify trap notification settings for sending notifications about alarms.
To specify SNMP settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the SNMP Traps tab.
4. Configure SNMP settings for sending trap notifications about alarms.

For more information on configuring SNMP notification options, see Configuring SNMP Traps.
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Guest OS Credentials

In guest OS credentials settings, you can set an account that will be used to collect data from the guest OS of
Windows and Linux-based VMs.

To access Guest OS Credentials settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Guest OS Credentials tab.
4. Specify guest OS credentials:

a. In the Microsoft Windows section, select credentials of an account that will be used to collect data
from the guest OS of Windows-based VMs. To create a new credentials record, click Add.

b. In the Linux section, select credentials of an account that will be used to collect datafrom the guest
0S of Linux-based VMs. To create a new credentials record, click Add and select Standard account or

Linux private key.
In the SSH Port field, change the default connection port if required.

To disablefingerprint validation for Linux VMs, select Skip fingerprint check.
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To access credentials manager, click the Manage Credentials link. For more information on working with
credentials, see Credentials Manager.

Server Settings
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TIP:

You can set guest OS credentials on individual VMs. To do this, right-click a VM and choose Guest OS
Credentials from the shortcut menu.
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Monitored Datastores

You can manage the list of datastores that must be included in the reporting scope:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. In the Server Settings window, open the Monitored Datastores tab.

4. Expand the virtual infrastructure tree and select check boxes next to datastores that you want to include
in reporting.

For more information on choosing datastores to report on, see section Choosing Datastores to Report On of the
Veeam ONE Deployment Guide.
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Monitored VMs

On the Monitored VMs tab, you can manage the list of VMs and VM containers (hosts, clusters, datastores and
so on) that must be included in the monitoring and reporting scope.

To choose what VMs and VM containers must be included in the monitoring and reporting scope:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Monitor.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Monitored VMs tab.

4. Create rules that will be used to include VMs and VM containers to and exclude VMs and VM containers
from monitoring and reporting.

For more information on choosing objects to monitor and report on, see section Choosing VMs and VM
Containers to Monitor and Report On of the Veeam ONE Deployment Guide.
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Business View

On the Business View tab, you can define the following settings:

Categorization model — choose whether you want to import an existing categorization model or create
your own categories and groups.

Ungrouped objects — hide ungrouped objects from the Business View inventory tree.

Exclusions — define objects that must be excluded from categorization.

For more information on Business View categorization, see Business View.

Selecting Categorization Model

To select a categorization model:

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

In the main menu, click Settings > Server Settings.

Alternatively, press [CTRL + S] on the keyboard.

In the Server Settings window, open the Business View tab.

Select one of the following categorization options:

From vCenter Server and System Center Virtual Machine Manager — select this option if you have
vCenter Server tags or System Center Virtual Machine Manager properties assigned to virtual
infrastructure objects, and you want to use these tags and properties to categorize objects in Veeam
ONE Client.

From CSV file — select this option if you want to synchronize categorization data between Business
View and a 3rd party application using a CSV file.

For more information on configuring data synchronization, see Importing Categorization Data
Automatically.

Do not import — select this option if you want to create a custom categorization model in Business
View.

For more information on creating Business View categories, see Creating Business View Categories
and Groups.

Import categorization model from CSV file once — select this option if you want to map categorization
data from a 3rd party application to Business View groups using a CSV file.

For more information on manual import from, see Importing Categorization Data Manually.

1.

2.

3.

4.
o
o
o
o

NOTE:

You cannot enable synchronization with vCenter Server and System Center Virtual Machine Manager
tags and properties and a CSV file at the same time. When you switch between these options or
disable import, Veeam ONE Client deletes all previously imported categories.

Categorization model settings do not affect tags collection. For example, if you select the Do not
importoption, Veeam ONE will still collect vCenter Server tags or System Center Virtual Machine
Manager properties, but will not use them for building categories and groups.
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Hiding Ungrouped Objects

To hide ungrouped objects from the Business View inventory tree:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

In the main menu, click Settings > Server Settings.

Alternatively, press [CTRL + S] on the keyboard.

In the Server Settings window, open the Business View tab.

In the Ungrouped objects section, select Hide ungrouped objects from Business View tree.

If you select Hide ungrouped objects from Business View tree check box, Veeam ONE Client will hide the
Uncategorized group and all objects within this group from the Business View inventory tree.

For more information on displaying the Business View inventory tree, see Business View.

Defining Exclusions

To exclude objects from Business View categorization:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

In the main menu, click Settings > Server Settings.

Alternatively, press [CTRL + S] on the keyboard.

In the Server Settings window, open the Business View tab.

In the Exclusion rules section, select an object type and click Edit.

[For virtual infrastructure objects] Choose platform for which you want to define exclusions ( VMware,
Hyper-1).

In the Edit Global Exclusion Rule window, click Add Condition and specify exclusion conditions:
o From the Property drop-down list, select an object property.

The list contains all object properties that Veeam ONE collects from virtual and backup infrastructure
servers.

o From the Operator drop-downlist, select a conditional operator.

The list contains the following operators: £quals, Does not equal, Starts with, Ends with, Contains,
Does not contain, Wildcard.

o Inthe Value field, specify a value that will be checked in the condition.

The condition will be evaluated against discovered objects. To add another condition, click Add Condition.

By default, conditions are linked by the AND operator. That is, an object is excluded when all specified
conditions are met. You can change this behavior by linking conditions with the OR operator. In this case,
Veeam ONE will exclude an object from categorization when a condition for any of the linked rules is met.
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For example, you can exclude VMs based on their power state, datacenter name, and guest OS. If you
want to exclude all powered on VMs that reside in datacenter Atlanta or run Linux as their guest OS, you
must link these conditions. The second and the third conditions will be linked to each other with the OR
operator. The first condition will be linked to them with the AND operator.

To link conditions:
a. Select check boxes next to the necessary conditions and click Link.
b. In the Rule Condition window, select a link operator and click OK.

Linking supports 3 levels of nesting.

6. Click Save.
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Login Sessions

On the Login Sessions tab, you can define user session settings and timeouts.
To configure Veeam ONE Client login sessions settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Login Sessions tab.
4. To limit the duration of anidle session:

o [For users included in the Veeam ONE Power Users and Veeam ONE Read-Only Users security groups]
specify the value in the Idle user login session timeout, minutes field.

o [For users included in the Veeam ONE Administrators security group] specify the value in the Idle
administrator Login session timeout, minutes field.

For more information on Veeam ONE security groups, see section Security Groups of the Veeam ONE
Deployment Guide.

5. To limit the number of simultaneous login sessions under the same user credentials, specify the value in
the Maximum number of concurrent login sessions per user field.

To allow unlimited number of login sessions, specify O.
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6. To displaydate and time of the last successful or failed authentication to a user, select the Show previous
login attempts after logging in check box.

Server Settings
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Audit Log

In the audit log settings, you can select which user activities in Veeam ONE Client and Veeam ONE Web Client
must be logged and enable automatic shutdown of Veeam ONE services.

To configure audit log settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Audit Log tab.

4. Select which events you want to log:

o Access todata — fill this check box to log dataaccess events, for example, switching tabs or opening
dialogs.

o Changesto data —fill this check box to log data modification events, for example, changing Veeam
ONE Server settings, report parameters or modifying tree view settings.

o Privileged activities — fill this check box to log administrative events, for example, managing Veeam
ONE agent, updating a license or starting data collection.

o Loginsessions — fill this check box to log user sessions in Veeam ONE Client and Veeam ONE Web
Client.
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5. If you want to shut down Veeam ONE services in case Veeam ONE is unable to write audit logs, fill the
Stop Veeam ONE services upon audit log failure check box.

If events cannot be written to Windows Event Log, Veeam ONE will trigger the Audit log failure alarm and
gracefully shut down Veeam ONE services.
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Banners

On the Banners tab, you can configure consent and classified data banners to comply with data protection
policies and regulations.

To configure banners:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Banners tab.

4. Select Enable consent banner and specify banner title and text.

The banner will be shown to all users who log in to Veeam ONE Client and Veeam ONE Web Client. A user
must click | Agreetocontinue working with Veeam ONE.

5. Select Enable classified content banner and specify text that will be shown to all users in Veeam ONE
Client, Veeam ONE Web Client and generated reports.

In the Classified content banner color field, specify banner color in HEX format.
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Other Settings

To specify miscellaneous server settings:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

In the main menu, click Settings > Server Settings.
Alternatively, you can press [CTRL + S] on the keyboard.
In the Server Settings window, open the Other tab.

In the VMware Cloud Director section, choose whether VMware Cloud Director VMs must be shown in the
Virtual Infrastructure inventory tree:

o Ifyou select the Hide VMware Cloud Director VMs from Virtual Infrastructure tree check box, VMware
Cloud Director VMs will be shown in the VMware Cloud Director inventory tree only.

o Ifyou select the Hide expired VMware Cloud Director vApps from Cloud Infrastructure tree check box,
expired VMware Cloud Director vApps will not be shown in the VMware Cloud Director inventory tree.

For more information on displaying the virtual infrastructure inventory tree, see Virtual Infrastructure.

In the Notifications section, you can disable and enable notification messages about support contract
expiration.

If you select the Disable support contract expiration notifications check box, Veeam ONE will not display
notification messages in the Ul and notification emails.

NOTE:

This option does not disable internal alarms notifying about support expiration. It only controls
whether notification messages must be displayed in the Ul and notification emails. For more
information on working with internal alarms, see Working with Internal Alarms.

In the Support utility section, click Launch, torun the Veeam ONE Settings Utility.

The utility allows you to change configuration settings of the Veeam ONE software components. For more
information on working with Veeam ONE Settings Utility, see Appendix. Veeam ONE Settings Utility.

IMPORTANT!

The Veeam ONE Settings utility must be used only under the guidance of Veeam Support. It is
strongly recommended that you obtain detailed instructions from the Veeam Support team before
changing any configuration settings in your Veeam ONE deployment.

In the Intelligent Diagnostics section, you can disable and enable automatic update of Veeam Intelligent
Diagnostics signatures:

If you fill the Update signatures automatically check box, Veeam ONE will connect to the Veeam Technical
Support web server and update signatures once a day. For more information on working with signatures,
see Managing Signatures.
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8. In the Multi-tenant monitoring and reporting section, fill the Disable multi-tenant access check box to
restrict access to Veeam ONE Client and Veeam ONE Web Client for users who have permissions on
monitored infrastructure, but not included in Veeam ONE security groups. For more information on multi-
user access, see section Multi-Tenant Monitoring and Reporting of the Veeam ONE Reporting Guide.
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Veeam Backup & Replication Monitoring

Veeam ONE Client offers advanced functionality for monitoring Veeam Backup & Replication infrastructure and
data protection operations in the managed virtual environment.

With Veeam ONE Client, you can:

1.

Analyze Veeam Backup & Replication logs to find potential issues.

Configure Veeam ONE to perform automatic diagnostics of backup infrastructure to facilitate
troubleshooting and avoid data protection problems.

Veeam Intelligent Diagnostics feature allows you to receive alarms with recommendations and knowledge
base articles on configuration of backup infrastructure and jobs.

Monitor the overall state of the backup infrastructure.
Check the Summary dashboards to reveal hotspots in the Veeam Backup & Replication infrastructure.

Quickly review the latest status of backup, replication and SureBackup jobs, examine configuration and
performance of your backup infrastructure components, detect the most loaded proxies, repositories,
WAN accelerators, tape servers, cloud gateways and cloud repositories, and check whether your jobs
complete within the backup window.

Summary dashboards help you quickly reveal issues that can lead to job failure, and cause loss of valuable
data.

View triggered alarms.
Go to the Alarmsdashboard to see details on issues and problems in your backup infrastructure.

Data protection alarms allow you to instantaneously react to potentially dangerous situations with
ongoing data protection and take immediate actions to eliminate the risk of data loss.

Check the latest job status.

Track the status of your backup, replication, SureBackup, backup copy, SQL database transaction log
backup, Oracle database backup jobs, backup to tape, file to tape, VM copy and file copy jobs.

Get up-to-date information on the efficiency of data protection in your virtual environment and address
problems with jobs as soon as they appear.

Work with performance charts.

Drill down to performance charts to diagnose performance problems with backup infrastructure
components and identify bottlenecks.

Track CPU, memory, disk and network performance for backup servers, proxies, repositories and WAN
accelerators to make sure the backup data flow is efficient, and all resources engaged in the backup
process are optimally used.

View the list of events.

View the full list of events that triggered Veeam Backup & Replication alarms, and events notifying about
connection problems with Veeam Backup & Replication servers or Veeam Backup Enterprise Manager.
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Prerequisites

Before you start monitoring the Veeam Backup & Replication infrastructure, make sure you have configured
connections to Veeam Backup & Replication servers from which Veeam ONE will collect data. For more
information on configuring server connections, see section Connecting Veeam Backup & Replication Servers of

the Veeam ONE Deployment Guide.
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Veeam Intelligent Diagnostics

Veeam Intelligent Diagnostics is a feature that allows you to automatically detect known issues in configuration
and performance of backup infrastructure. It enables Veeam ONE to parse logs from Veeam Backup &
Replication servers and trigger alarms with recommendations based on the results of log analysis. This allows
you to eliminate configuration issues without the necessity to address Veeam Technical Support.

Veeam Intelligent Diagnostics process involves the following components:

e Signatures — problem definitions that are based on common issues investigated by Veeam Technical
Support.

Signatures are stored in Veeam ONE database and displayed as Intelligent Diagnostics alarms in the Alarm
Management view.

Signatures can be updated manually or automatically. For more information on updating and importing
signatures, see Managing Signatures.

e Veeam ONE agent —acomponent that enables communication with Veeam Backup & Replication servers,
performs collection of logs, and sends remediation commands.

Veeam ONE agent can work in the following modes:

o Server
In this mode, Veeam ONE agent is responsible for analyzing log data and signature updates.

Veeam ONE agent server is included into Veeam ONE installation package and deployed on the
machine running Veeam ONE Client server during product installation.

o Client

In this mode, Veeam ONE agent is responsible for collecting logs and executing remediation actions
on Veeam Backup & Replication servers.

Veeam ONE agent client is deployed on Veeam Backup & Replication servers when you connect these
servers to Veeam ONE. You can also deploy client agents from Veeam ONE Client. For more
information on managing client Veeam ONE agents, see Managing Veeam ONE Agents.

NOTE:

For proper operation of Veeam Intelligent Diagnostics feature, Veeam Backup & Replication servers on
which you deploy Veeam ONE agents must have a PowerShell module deployed. For more information on
Veeam Backup PowerShell module, see Veeam PowerShell Reference.

How Veeam Intelligent Diagnostics Works

Veeam Intelligent Diagnostics works in the following way:

1. When Veeam Intelligent Diagnostics session starts, Veeam ONE Client sends a command to Veeam ONE
agent client to collect logs from Veeam Backup & Replication.

2. Veeam ONE agent client creates a compressed log file and sends it to Veeam ONE agent server.

3. Veeam ONE agent server parses Veeam Backup & Replication logs for known exceptions and error
messages by comparing logs with signatures.
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4. |If any known issues found, Veeam ONE Client triggers an alarm with recommendations and knowledge

base articles from Veeam Technical Support.
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How to Configure Veeam Intelligent Diagnostics

To configure Veeam Intelligent Diagnostics, perform the following steps:

1. Install Veeam ONE agents on Veeam Backup & Replication servers connected to Veeam ONE and configure

agent settings.
For details, see Managing Veeam ONE Agents.
2. Obtain an up-to-date version of signatures.

For details, see Managing Signatures.

3. Configure log analysis schedule or start log analysis session manually.

For details, see Performing Log Analysis.
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Managing Veeam ONE Agents

In Veeam ONE Client you can install, remove, repair and configure Veeam ONE agents.

Installing Veeam ONE Agents

By default, Veeam ONE Client installs Veeam ONE agent when you connect Veeam Backup & Replication or
Veeam Backup Enterprise Manager servers in Veeam ONE Client. If you skipped Veeam ONE agent installation,
you can install it later.

To install Veeam ONE agent on Veeam Backup & Replication:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Veeam Backup & Replication.

3. Inthe inventory pane, select the main node.
4. Open the Veeam ONE Agents tab.
5. From the list of connected Veeam Backup & Replication servers, select servers on which you want to

install Veeam ONE agent and do either of the following:
o Right-click the selected server and choose Install agent from the shortcut menu.

o Inthe Actions pane, click Install.

Press and hold the [CRTL] or [SHIFT] key to select multiple servers.

Configuring Veeam ONE Agent Settings

You can configure settings of Veeam ONE agents installed on Veeam Backup & Replication servers:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the main node.
4. Open the Veeam ONE Agents tab.

5. From the list of connected Veeam Backup & Replication servers, select servers for which you want to
configure Veeam ONE agent settings and do either of the following:

o Right-click the selection and choose Agent settings from the shortcut menu.
o In the Actions pane, click Settings.
Press and hold the [CRTL] or [SHIFT] key to select multiple agents.
6. Inthe Veeam ONE Agent Settings window, specify the required settings:

o Remediation actions — keep this check box selected if you want to allow Veeam ONE agent perform
remediation actions on alarms.

For more information on alarm remediation actions, see Alarm Remediation Actions.
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o Backup log analysis — keep this this check box selected if you want to allow Veeam ONE agent
perform analysis of Veeam Backup & Replication logs.

For more information on log analysis, see Performing Log Analysis.

o Inthe Port number field, specify the number of the port that Veeam ONE Client will use to
communicate with Veeam ONE agent installed on Veeam Backup & Replication server.

If you change the port number, Veeam ONE will automatically repair Veeam ONE agent to re-establish
connection. For details, see Repairing Veeam ONE Agents.

7. Click Save.

Yeeam OME Agent Settings

VYeeam OME Agent features

Remediation actions

This functionality allows to perform predefined actions for triggered alarms

Backup log analysis
This functionality allows to analyze backup server logs to detect potential problems

Select port number for com munication between Yeeam OMNE Agents

Port number 2805

Save Cancel

Repairing Veeam ONE Agents

If the connection to Veeam ONE agentis lost, you may try to perform a repair. When you repair Veeam ONE
agent, Veeam ONE Client re-installs the agent on Veeam Backup & Replication server and re-establishes
connection.

To repair Veeam ONE agent:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the main node.
4. Open the Veeam ONE Agents tab.

5. From the list of connected Veeam Backup & Replication servers, select servers on which you want to repair
Veeam ONE agent and do either of the following:

o Right-click the selected server and choose Repair agent fromthe shortcut menu.

o In the Actions pane, click Repair.

Press and hold the [CRTL] or [SHIFT] key to select multiple servers.
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Removing Veeam ONE Agents

If you no longer want to analyze logs and perform remediation actions for Veeam Backup & Replication, you can
uninstall Veeam ONE agents:

1.

ooa w

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.
In the inventory pane, select the main node.

Open the Veeam ONE Agents tab.

From the list of connected Veeam Backup & Replication servers, select servers from which you want to
uninstall Veeam ONE agent and do either of the following:

o Right-click the selected server and choose Remove agent from the shortcut menu.

o In the Actions pane, click Remove.

Press and hold the [CRTL] or [SHIFT] key to select multiple servers.
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Managing Signatures

If automatic signature update is enabled, and Veeam ONE Client server is connected to the Internet, it will
connect to the Veeam Technical Support web server and update signatures automatically on a daily basis.

For more information on enabling automatic signature update, see Other Settings.

Alternatively, you can manually check for anavailable update of signatures or import signatures from file
provided by Veeam Technical Support.

Updating Signatures

To update diagnostic signatures:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the main node.
4. Open the Veeam ONE Agents tab.
5. At the top of the page, click Update Signatures.

Veeam ONE Client will connect to Veeam Technical Support server over the Internet, check if an update is
available, and download the latest version of signatures.

Importing Signatures

If Veeam ONE Client server has no Internet connection, you can manually import the file with the latest version
of signatures:

1. Obtain the .package file from Veeam website.
2. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
3. At the bottom of the inventory pane, click Veeam Backup & Replication.
In the inventory pane, select the main node.

Open the Veeam ONE Agents tab.

o uo&

At the top of the page, click Import Signatures.

7. Specify a pathto the .package file downloaded from Veeam website and click Open.
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Performing Log Analysis

Veeam ONE Client allows you to perform log analysis according to the defined schedule or manually:

When a scheduled log analysis session starts, Veeam ONE Client analyzes Veeam Backup & Replication
logs for the last 48 hours or since the last successful log analysis session (whichever is later).

By default, Veeam ONE agent is set to perform log analysis daily at 7:00 AM. To change the default log
analysis schedule, see Scheduling Automated Log Analysis.

When you start a log analysis session manually, Veeam ONE Client analyzes Veeam Backup & Replication
logs for the last 24 hours or since the last successful log analysis session (whichever is later).

For more information on starting log analysis manually, see Starting Log Analysis Manually.

Scheduling Automated Log Analysis

To set up daily schedule for automated log analysis:

1.

w

LIS

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.
In the inventory pane, select the main node.

Open the Veeam ONE Agents tab.

From the list of Veeam Backup & Replication servers with installed Veeam ONE agent, select servers for
which you want to configure log analysis schedule and do either of the following:

o Right-click the selection and choose Log analysis schedule fromthe shortcut menu.

o Inthe Actions pane, click Schedule.
Press and hold the [CRTL] or [SHIFT] key to select multiple agents.
In the Log Analysis Schedule window, specify the time at which log analysis must start daily.
To disablea scheduled start, select Manually.

Click Save.

Starting Log Analysis Manually

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.
In the inventory pane, select the main node.

Open the Veeam ONE Agents tab.

From the list of Veeam Backup & Replication servers with installed Veeam ONE agent, select servers for
which you want to perform log analysis and do either of the following:

o Right-click the selection and choose Start log analysis from the shortcut menu.
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o Inthe Actions pane, click Start.
Press and hold the [CRTL] or [SHIFT] key to select multiple agents.

6. To check the log analysis session history, click a link in the Log Analysis Session State column.

Stopping Log Analysis

You can stop a session, for example, if log analysis is about to take long, and you do not want to produce
workload on the production environment during business hours.

To stop log analysis:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Veeam Backup & Replication.

3. Inthe inventory pane, select the main node.
4. Open the Veeam ONE Agents tab.
5. From the list of Veeam Backup & Replication servers with installed Veeam ONE agent, select servers for

which you want to stop log analysis session and do either of the following:
o Right-click the selection and choose Stop log analysis from the shortcut menu.
o In the Actions pane, click Stop.

Press and hold the [CRTL] or [SHIFT] key to select multiple agents.
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Veeam Backup & Replication Summary
Dashboards

Veeam Backup & Replication summary dashboards serve as the 'launch point' for monitoring the backup
infrastructure and data protection operations in the virtual environment. The dashboardsreflect the latest state
of backup, replication and SureBackup jobs, and help you analyze the performance and configuration of backup
infrastructure components.

Veeam ONE Client offers the following types of summary dashboards for Veeam Backup & Replication
infrastructure components:

e Backup Infrastructure Summary
e Backup Repositories Overview
e Backup Repository Summary
e Proxy Servers Overview
e Proxy Server Summary
e  WAN Accelerators Overview
e  WAN Accelerator Summary
e Tape Servers Overview
e Tape Server Summary
e Cloud Repositories Overview
e Cloud Repository Summary
e Cloud Gateways Overview
e Cloud Gateway Pool Summary
e Cloud Gateway Summary
To view summary details for a specific backup infrastructure object or segment:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary infrastructure level.
4. Open the Summary tab.
NOTE:
For proxy servers, repositories, WAN accelerators and tape servers, there are two summary dashboards:

e Summary dashboards aggregate performance details for the previous week.
e Monthly Summary dashboards aggregate performance details for the previous month.
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Backup Infrastructure Summary

The backup infrastructure summary dashboard shows the latest state of data protection operations in the virtual
environment and indicates the most intensively used resources in the backup infrastructure.

The dashboard is available for the following nodes:
e Backup Infrastructure

e Veeam Backup Enterprise Manager

e Veeam Backup & Replication server

Veearn ONE Client (SRV1114Administrator)
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VM Jobs Status, Agent Jobs and Policies Status, File Backup Jobs Status

The charts reflect the latest status of VM protection jobs, agent protection jobs and policies, and file protection
jobs for the selected level of the backup infrastructure hierarchy.

Every chart segment shows how many jobs ended with a specific status — failed jobs (red), jobs that ended with
warnings (yellow), successfully performed jobs (green), and jobs that are currently running (blue). Click the
necessary chart segment or a legend label to drill down to the list of jobs that ended up with the corresponding
status.

For more information on Veeam Backup & Replication VM job details, see Virtual Machines.
For more information on Veeam Backup & Replication file job details, see File Shares.

For more information on Veeam Agent for Windows, Veeam Agent for Linux, Veeam Agent for Mac and Veeam
Agent for Unix jobs and policies managed by Veeam Backup & Replication servers, see Computers.

Top Repository Servers by Used Space

The chart shows 5 backup repositories with the greatest amount of used storage space.
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For every repository in the chart, you can track the amount of used storage space against the amount of
available space. If free space on the repository is running low, you may need to free up storage space, revise
your backup retention policy or even move your backups from the repository and point backup jobs to a new
location.

Top Proxy Servers by Weekly Transferred Data

The chart shows 5 backup proxies that processed the greatest amount of data over the past 7 days.

To draw the chart, Veeam ONE analyzes how many VM disk and file share processing tasks were successfully
performed by every proxy; failed tasks are not taken into account.

The chart helps you detect the most heavily loaded VM and file proxies and optimize the performance of your
backup infrastructure. If specific proxies are overloaded with processing tasks, and the jobs often need to wait
for proxy resources, you may need to deploy additional proxies or balance the processing load by assigning jobs
to other proxies.
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Backup Repositories Overview

The summary dashboard for the Repositories node provides a configuration overview and performance analysis
for backup repositories managed by a backup server.
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Repository Servers Overview

The section provides the following details:
e Number of repositories managed by the backup server
e Number of scale-out backup repositories
e Number of external repositories
e Number of object storage repositories
e Number of regular backup repositories
e Number of VMs and computers whose datais stored in backups on repositories
e Cumulative amount of storage space occupied by full VM and computer backups
e Cumulative amount of storage space occupied by incremental VM and computer backups
e Amount of space occupied by short-term and long-term file backups

e Amount of space occupied by application backups

Top Repository Servers by Used Space

The chart shows 5 backup repositories with the greatest amount of used storage space.
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For every repository in the chart, you can see the amount of storage space used by VM, agent, file and
application backups against the amount of available space. If free space on the repository is running low, you
may need to free up storage space on the repository or revise your backup retention policy.

Top Repository Servers by Days Left

The chart shows 5 backup repositories that can run low on storage space sooner than others.

To drawthe chart, Veeam ONE analyzes historical data and checks how fast free space on repositories has been
decreasing in the past. Veeam ONE uses historical statistics to forecast how soon the repository will run out of
space.

Top Repository Servers by Weekly Backup Window

The chart allows you to detect the most ‘busy’ repositories over the past7 days.

For every repository, the chart shows the cumulative amount of time that the repository was busy with backup,
backup copy and file backup job tasks.
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Backup Repository Summary

Veeam ONE Client offers the following types of summary dashboards for backup repositories:
e Regular backup repository summary
e Scale-out backup repository summary
e Object storage repository summary

e External repository summary

Regular Backup Repository Summary

The regular repository summary dashboard provides overview details, capacity planning information and
performance analysis for a chosen backup repository for the last week or month.
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Repository Overview

The section provides the following details:
e Number of tasks that are currently running on the repository
e Maximum number of concurrent tasks allowed for the repository
e Repository type
e [For Linux repositories] Immutability feature state (Enabled, Disabled, N/A)
e Number of VMs and computers whose datais stored in backups on the repository

e Cumulative amount of storage space occupied by full VM and computer backups
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e Cumulative amount of storage space occupied by incremental VM and computer backups
e Cumulative amount of storage space occupied by short- and long-term file backups

e Cumulative amount of storage space occupied by enterprise application backups

Capacity Planning
The section provides the following details:
e Storage capacity of the repository
e Amount of free space on the repository

e Number of days before the repository runs out of free space

To forecast the value, Veeam ONE uses a trend that is calculated based on historical statistics — it analyzes how
fast the amount of free space on the repository was decreasing in the pastand uses historical statistics to
forecast how soon the repository will run out of space.

Space Usage

The chart shows the amount of used storage space against the amount of available space on the repository.
If free space on the repository is running low, you may need to free up storage space on the repository, revise

your backup retention policy, or consider pointing jobs to a scale-out backup repository.

Backup Window Utilization

The chart shows the cumulative amount of time that the repository was busy with backup job tasks and backup
copy job tasksduring the pastweek or month.

The chart can help you reveal possible resource bottlenecks on the repository side. If the backup window on the
chart is abnormally large, this may evidence that the required 1/0 operations cannot complete fast enough, and
your target is presenting a bottleneck for the whole backup data processing conveyor. To identify performance
bottlenecks, you can switch to repository Veeam Backup & Replication Performance Charts.
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Scale-Out Backup Repository Summary

The scale-out repository summary dashboard provides overview details, capacity planning information and
performance analysis for a chosen scale-out backup repository for the last week or month. You can select

underlying scale-out repository extents to see details of performance, capacity and archive tiers. For more
information on scale-out repository configuration, see section Scale-Out Backup Repository of the Veeam

Backup & Replication User Guide.
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Repository Overview

The section provides the following details:
e Number of tasks that are currently running on the repository
e Repository type (Scale-out backup repository)
e Backup placement policy (as configured in the scale-out repository settings)
e Copy policy (as configured in the capacity tier settings)
e Move policy (as configured in the capacity tier settings)
e Archiving policy (as configured in the archive tier settings)
e Number of performance, capacity and archive tier extents that make up the scale-out backup repository
e Number of VMs and computers whose datais stored in backups on the repository
e Cumulative amount of storage space occupied by full VM and computer backups
e Cumulative amount of storage space occupied by incremental VM and computer backups
e Cumulative amount of storage space occupied by short- and long-term file backups

e Cumulative amount of storage space occupied by enterprise application backups
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Capacity Planning
The section provides the following details:
e Storage capacity of the repository
e Amount of free storage space on the repository

e Number of days before the repository runs out of free space.

To forecast the value, Veeam ONE uses a trend that is calculated based on historical statistics — it analyzes how
fast the amount of free space on the repository was decreasing in the pastand uses historical statistics to
forecast how soon the repository will run out of space.

Space Usage

The chart shows the amount of used storage space against the amount of available space on the repository.

If free space on the repository is running low, you may need to free up storage space on the repository, revise
your backup retention policy, or consider pointing jobs to another repository.

Top Extents by Used Space

The chart shows extents with the greatest amount of used storage space.

For every extent in the chart, you can see the amount of used storage space against the amount of available
space.

Object Storage Repository Summary

The object storage repository summary dashboard provides overview details and performance analysis for a
chosen object storage repository added as a Capacity Tier for the last week or month.
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Repository Overview

The section provides the following details:
e Repository type
e Region at which the repository is located
e Name of bucket or container
e Limit of storage consumption
e Immutability feature state (Enabled, Disabled, N/A)
e Class of the infrequent access storage
e Cumulative amount of storage space occupied by full and incremental VM and computer backups

e Cumulative amount of storage space occupied by short- and long-term file backups

Capacity Planning
The section provides the following details:
e Storage capacity of the repository
e Amount of free storage space on the repository
e Number of days before the repository runs out of free space.

To forecast the value, Veeam ONE uses a trend that is calculated based on historical statistics — it analyzes how
fast the amount of free space on the repository was decreasing in the pastand uses historical statistics to
forecast how soon the repository will run out of space.

Space Usage

The chart shows the amount of used storage space against the amount of available space on the repository.

If free space on the repository is running low, you may need to free up storage space on the repository, revise
your backup retention policy, or consider pointing jobs to another repository.
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External Repository Summary

The external repository summary dashboard provides overview details and performance analysis for a chosen
external repository for the last week or month.
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Repository Overview

The section provides the following details:

e Repository type

Region at which the repository is located

e Name of a bucket or container

e Number of cloud VMs whose data is stored in backups on the repository

e Cumulative amount of storage space occupied by full cloud VM backups

e Cumulative amount of storage space occupied by incremental cloud VM backups

e Encryption settings (as configured in the external repository settings)

Space Usage

The chart shows the amount of storage space used by the files on the repository.

If the space consumed on the repository is running high, you may need to free up storage space on the
repository, revise your backup retention policy, or consider using another repository.
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Backup Proxies Overview

The summary dashboard for the Proxies node provides a configuration overview and performance analysis for
VM, file and CDP proxies managed by a backup server.

This dashboard can help you detect configuration inefficiencies in your data protection infrastructure. If the
same proxy server appears to process a great number of disks, transfer the greatest amount of backup data and
use the largest backup window, you may need to re-balance the processing load across your backup proxies. The
charts may also help you reveal 'lazy' proxies that you may decide to decommission.
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Proxy Servers Overview

The section shows the breakdown of backup proxies by the proxy type (VM Proxies, File Proxies, CDP Proxies).

Top VM Proxy Servers by Transferred Data

The chart shows 5 backup proxies that transferred the greatest amount of backup data to the target destination
(backup repository or replica datastore/volume) over the past 7 days.

For every backup proxy, the chart shows the total amount of data that the proxy transferred over the network
after the source-side deduplication and compression. The chart can help you detect backup proxies that transfer
the greatest amount of backup data and estimate the load that backup and replication jobs impose on the
network.

Top File Proxy Servers by Transferred Data

The chart shows 5 file proxies that transferred the greatest amount of backup datato the target destination
(backup repository) over the last 7 days.

For every backup proxy, the chart shows the total amount of data that the proxy transferred over the network
after the source-side deduplication and compression. The chart can help you detect backup proxies that transfer
the greatest amount of backup data and estimate the load that file backup jobs impose on the network.
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Top CDP Proxy Servers by Transferred Data

The chart shows 5 CDP proxies that transferred the greatest amount of VM data to the target host over the last
7 days.

For every proxy, the chart shows the total amount of data that the proxy transferred over the network after the
source-side deduplication and compression. The chart can help you detect proxies that transfer the greatest
amount of data and estimate the load that CDP sessions impose on the network.

VM Proxy Servers Overview

The summary dashboard for the VM Proxies node provides a configuration overview and performance analysis
for VM proxies and file proxies managed by a backup server.

NOTE:

Veeam Cloud Connect service providers cannot see performance data for proxies used by tenant data
protection jobs.
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Proxy Servers Overview

The section shows the breakdown of backup proxies by the transport or backup mode:

e [VMware vSphere] You can see how many VMware backup proxies retrieve VM data from source
datastores using the Direct SAN Access, Hot Add or Network transport mode.

If a backup proxy uses different modes to retrieve VM data from various source datastores, Veeam ONE
will detect its primary transport mode quantitatively, based on the number of processed VM disks. For
example, if a backup proxy processed 10 VM disks using the Hot Add mode and 20 VM disks using the
Network mode, the proxy would be reported as a 'Network proxy server'.
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e [Microsoft Hyper-V] You can see how many Hyper-V proxies retrieve and process VM data in the on-host
and off-host backup modes.

Top Proxy Servers by Processed Disks

The chart shows 5 backup proxies that processed the greatest number of VMs over the past 7 days.

To drawthe chart, Veeam ONE analyzes how many VM processing tasks were successfully performed by every
proxy; failed tasks are not taken into account.

The chart helps you detect the most heavily loaded backup proxies and optimize the performance of your
backup infrastructure. If specific proxies are overloaded with VM processing tasks, and the tasks often need to
wait for proxy resources, you may need to deploy additional proxies or balance the processing load by assig ning
jobs to other proxies.

You can use the Chart views list to view the number of VMs processed by VMware and Hyper-V backup proxies.

Top Proxy by Transferred Data

The chart shows 5 backup proxies that transferred the greatest amount of backup data to the target destination
(backup repository or replica datastore/volume) over the past 7 days.

For every backup proxy, the chart shows the total amount of data that the proxy transferred over the network
after the source-side deduplication and compression. The chart can help you detect backup proxies that transfer
the greatest amount of backup data and estimate the load that backup and replication jobs impose on the
network.

Top Proxy Servers by Weekly Backup Window

The chart allows you to detect the most 'busy' proxy servers over the past 7 days.

For every proxy, the chart shows the cumulative amount of time that the proxy was retrieving, processing and
transferring VM data.

The chart can help you reveal possible resource bottlenecks. If the backup window on the chart is abnormally
large, this can evidence of low source dataretrieval speed, high proxy CPU load or insufficient network
throughput.
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File Proxy Servers Overview

The summary dashboard for the File Proxies node provides a configuration overview and performance analysis
for file proxies managed by a backup server.
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Proxy Servers Overview

The section provides the following details:
e Number of file backup jobs configured to use file proxies
e Number of job sessions that the proxies have processed during the last 7 days
e Number of files that the proxies have processed during the last 7 days

e Total amount of data that the proxy has processed during the last 7 days

Top Proxy Servers by Processed Files

The chart shows 5 file proxies that processed the greatest number of files over the last 7 days.
To drawthe chart, Veeam ONE analyzes how many files were successfully processed by every proxy.

The chart helps you detect the most heavily loaded file proxies and optimize the performance of your backup
infrastructure. If specific proxies are overloaded with file processing tasks, and the tasks often need to wait for
proxy resources, you may need to deploy additional proxies or balance the processing load by assigning jobs to
other proxies.

Top Proxy by Transferred Data

The chart shows 5 file proxies that transferred the greatest amount of backup data to the target destination
(backup repository) over the last 7 days.
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For every backup proxy, the chart shows the total amount of data that the proxy transferred over the network
after the source-side deduplication and compression. The chart can help you detect backup proxies that transfer
the greatest amount of backup data and estimate the load that file backup jobs impose on the network.

Top Proxy Servers by Weekly Backup Window

The chart allows you to detect the most 'busy' proxy servers over the last 7 days.

For every proxy, the chart shows the cumulative amount of time that the proxy was retrieving, processing and
transferring file share data.

The chart can help you reveal possible resource bottlenecks. If the backup window on the chart is abnormally
large, this can evidence of low source dataretrieval speed, high proxy CPU load or insufficient network
throughput.

CDP Proxy Servers Overview

The summary dashboard for the CDP Proxies node provides a configuration overview and performance analysis
for CDP proxies managed by a backup server.
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CDP Proxy Servers Overview

The section provides the following details:
e Number of CDP proxies configured on the backup server.
e Number of CDP policies configured to use proxies
e Number of VMs that CDP proxies have processed in the last 7 days
e Maximum number of VM disks that proxies have simultaneously processed in the last 7 days

e Total amount of data that proxies have processed during the last 7 days
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Top CDP Proxy Servers by Max Simultaneously Processed Disks

The chart shows 5 CDP proxies that simultaneously processed the greatest number of VM disks over the last 7
days.

To draw the chart, Veeam ONE analyzes how many disks were successfully processed by every proxy.

The chart helps you detect the most heavily loaded CDP proxies and optimize the performance of your backup
infrastructure. If specific proxies are overloaded with disk processing tasks, and the tasks often need to wait for

proxy resources, you may need to deploy additional proxies or balance the processing load by assigning policies
to other proxies.

Top CDP Proxy Servers by Transferred Data

The chart shows 5 CDP proxies that transferred the greatest amount of VM data to the target host over the last
7 days.

For every proxy, the chart shows the total amount of data that the proxy transferred over the network after the
source-side deduplication and compression. The chart can help you detect proxies that transfer the greatest
amount of data and estimate the load that CDP sessions impose on the network.

Top CDP Proxy Servers by Max Cache Usage

The chart shows 5 CDP proxies that used the maximum amount of space allocated for storing cache over the last
7 days.

For every proxy, the chart shows the amount of free and used space allocated for cache storage. The chart can
help you detect proxies that store the greatest amount of temporary cached data and estimate which proxies
require allocating more storage space.
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Backup Proxy Summary

Veeam ONE Client offers the following types of summary dashboards for proxy servers:
e VM proxy summary
e  File proxy summary

e CDP proxy summary

VM Proxy Summary

The VM proxy summary dashboard provides overview details and performance analysis for a chosen VM backup
proxy for the last week or month.

NOTE:

Veeam Cloud Connect service providers cannot see performance data for proxies used by tenant data
protection jobs.
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Proxy Server Overview

The section provides the following details:
e Number of tasks that the proxy is currently processing

e Mode that the proxy uses to process VM disks (Direct SAN Access, Hot Add or Network for VMware backup
proxies; on-host or off-host for Hyper-V proxies)

e Number of VM disks that the proxy has processed during the last 7 days
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e Number of concurrent VM disk processing tasks that can be assigned to the proxy (as configured in proxy
settings)

Number of Processed Disks

The chart shows how many VM disks the proxy processed over the last 7 days.

To drawthe chart, Veeam ONE Client analyzes how many disk processing tasks were successfully performed by
the proxy; failed tasks are not taken into account.

The chart helps you to analyze workload on the proxy and optimize the performance of your backup
infrastructure. If the proxy is overloaded with processing tasks, and the tasks often need to wait for the proxy
resources, you may need to deploy additional proxies or balance the processing load by assigning jobs to other
proxies.

Transferred Data

The chart shows the amount of backup data that the proxy transferred to the target destination (backup
repository or replica, datastore/volume) over the last 7 days.

The chart shows the total amount of data that the proxy transferred over the network after the source-side
deduplication and compression. The chart can help you measure the amount of backup traffic coming from the
proxy.

Backup Window Utilization

The chart allows you to estimate how 'busy' the proxy was during the last 7 days. The chart shows the
cumulative amount of time that the proxy was retrieving, processing and transferring VM data.

The chart can help you reveal possible resource bottlenecks. If the backup window on the chart is abnormally
large, this can evidence of low source dataretrieval speed, high proxy CPU load or insufficient network
throughput. To identify performance bottlenecks, you can switch to proxy Veeam Backup & Replication
Performance Charts.
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File Proxy Summary

The file proxy summary dashboard provides overview details and performance analysis for a chosen file backup
proxy for the last week or month.
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Proxy Server Overview
The section provides the following details:
e Number of tasks that the proxy is currently processing
e Number of job sessions that the proxy has processed during the last 7 days
e Number of files that the proxy has processed during the last 7 days
e Number of file backup jobs configured to use the proxy

e Total amount of data that the proxy has processed during the last 7 days

e Number of concurrent file processing tasks that can be assigned to the proxy (as configured in proxy
settings)

Number of Processed Files

The chart shows how many files the proxy processed over the last 7 days.
To drawthe chart, Veeam ONE Client analyzes how many files were successfully processed by the proxy.

The chart helps you to analyze workload on the proxy and optimize the performance of your backup
infrastructure. If the proxy is overloaded with processing tasks, and the tasks often need to wait for the proxy
resources, you may need to deploy additional proxies or balance the processing load by assigning jobs to other
proxies.
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Transferred Data

The chart shows the amount of backup data that the file proxy transferred to the target destination (backup
repository) over the last 7 days.

The chart shows the total amount of data that the proxy transferred over the network after the source -side
deduplication and compression. The chart can help you measure the amount of backup traffic coming from the

proxy.

Proxy Utilization Time

The chart allows you to estimate how 'busy’ the proxy was during the last 7 days. The chart shows the
cumulative amount of time that the proxy was retrieving, processing and transferring file share data.

The chart can help you reveal possible resource bottlenecks. If the utilization time on the chart is abnormally
large, this can evidence of low source dataretrieval speed, high proxy CPU load or insufficient network
throughput. To identify performance bottlenecks, you can switch to proxy Veeam Backup & Replication
Performance Charts.

CDP Proxy Summary

The CDP proxy summary dashboard provides overview details and performance analysis for a chosen CDP proxy
for the last week or month.
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Proxy Server Overview

The section provides the following details:
e Number of tasks that the proxy is currently processing

e Number of CDP policies configured to use the proxy
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e Total amount of cache dataused by the proxy
e Number of VMs that the proxy has processed in the last 7 days
e Maximum number of VM disks that the proxy has simultaneously processed in the last 7 days

e Total amount of data that the proxy has processed during the last 7 days

Max Number of Simultaneously Processed Disks

The chart shows how many VM disks the proxy processed over the last 7 days.
To drawthe chart, Veeam ONE Client analyzes how many VM disks were successfully processed by the proxy.

The chart helps you to analyze workload on the proxy and optimize the performance of your backup
infrastructure. If the proxy is overloaded with processing tasks, and the tasks often need to wait for the proxy
resources, you may need to deploy additional proxies or balance the processing load by assigning jobs to other
proxies.

Transferred Data

The chart shows the amount of VM data that the proxy transferred to the target host over the last 7 days.
The chart shows the total amount of data that the proxy transferred over the network after the source-side
deduplication and compression. The chart can help you measure the amount of traffic coming from the proxy.

Max Cache Usage

The chart shows the amount of temporary cached datathat the proxy offloaded to the cache folder and the
amount of free space in this folder over the last 7 days. If the size of the offloaded cache changed during the
day, the chart will show the maximum size.

The chart can help you analyze how data blocks of continuously replicated VMs change during the week and
estimate if the proxy require allocating more storage space.
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WAN Accelerators Overview

The summary dashboard for the WAN Accelerators node provides a configuration overview and performance
analysis for WAN accelerators managed by a backup server.

NOTE:

For WAN accelerators used in Veeam Cloud Connect jobs, performance data is available only if the target
WAN accelerator is present in the Veeam ONE infrastructure.

Charts in this dashboard can help you estimate the efficiency of VM and computer data transfer over WAN Llinks.
Comparing the amount of transferred and saved traffic, you can measure how the amount of VM and computer
traffic was reduced by means of Veeam WAN acceleration.

Veeam ONE Client (SRV111%\Administrator)
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WAN Accelerator Overview

The section provides the following details:
e Number of WAN accelerators managed by the backup server

e Number of VMs and computers stored in restore points transferred by WAN accelerators during backup
copy job and replication job sessions

e Cumulative amount of network traffic transferred by WAN accelerators to the target destination
(secondary repositories or replica datastore/volume)

e Cumulative amount of saved traffic — that is, the difference between the amount of VM or computer data
that was read from the source location (source repository or datastore/volume) and the amount of data
that was actually transferred to the target destination (secondary repository or replica datastore/volume)

Top Accelerators by Acceleration Efficiency

The chart shows 5 pairs of WAN accelerators that saved the greatest amount of traffic over the past 7 days.
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To drawthe chart, Veeam ONE analyzes the difference between the amount of VM or computer dataread from
the source location (source repository or datastore/volume) and the amount of data that was actually
transferred to the target destination (secondary repository or replica datastore/volume) over the past7 days.

Top Accelerators by Transferred Data

The chart shows 5 pairs of WAN accelerators that transferred the greatest amount of VM and computer data
over the past 7 days.

Every graphin the chart shows the total amount of VM and computer data that was sent from the source -side
accelerator to the target-side accelerator over the network.
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WAN Accelerator Summary

The WAN accelerator summary dashboard presents overview details and performance analysis for the chosen
WAN accelerator.

NOTE:

For WAN accelerators used in Veeam Cloud Connect jobs, performance data is available only if the target
WAN accelerator is present in the Veeam ONE infrastructure.
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WAN Accelerator Overview

The section provides the following details:

e Number of VMs and computers stored in restore points transferred or received by the WAN accelerator
during backup copy job or replication job sessions.

If the same server acts as a target- and source-side accelerator at the same time, the dashboard will show
aggregate values for transferred and received restore points.

e Amount of network traffic transferred from the accelerator to target.

e Amount of saved traffic — the difference between the amount of VM and computer data that was read
from the source location (source repository or datastore/volume) and the amount of datathat was
actually transferred to the target destination (secondary repository or replica datastore/volume).

Accelerator Efficiency

The chart shows WAN accelerators that saved the greatest amount of traffic over the past period.

The chart lists tenant or accelerator IP, the average amount of traffic the accelerator saves daily in GB, and the
ratio between the amount of VM and computer dataread from the source location and the amount of data that
was transferred to the destination.
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Transferred Data by Day
The chart shows the amount of VM and computer data that was read from the source location (source repository

or datastore/volume) and the amount of data that was actually transferred to the target destination (secondary
repository or replica datastore/volume) over the past period.
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Tape Servers Overview

The summary dashboard for the Tape Servers node presents a configuration overview and performance analysis
for tape servers managed by a backup server.
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Tape Servers Overview

The section shows the number of tape servers managed by a Veeam Backup & Replication server, and tape
libraries connected to these servers.

Top Tape Servers by Processed Objects
The chart shows 5 tape servers that processed and archived to tape the greatest number of VM and computer

disks and files over the past 7 days. To draw the chart, Veeam ONE calculates the total nhumber of VM and
computer disks and files in all backup restore points archived to tape.

Top Tape Servers by Transferred Data

The chart shows 5 tape servers that transferred the greatest amount of data to tape devices over the past 7
days.

Top Tape Servers Utilization

The chart allows you to detect the most 'busy’ tape servers over the past 7 days. For every tape server, the chart
shows the cumulative amount of time that the server was retrieving, processing and transferring data.

The chart can help you reveal possible resource bottlenecks. If the graph on the chart is abnormally large, this
can evidence of low data retrieval speed, high CPU load or insufficient network throughput.
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Tape Server Summary

The tape server summary dashboard provides overview information and performance analysis for the chosen
tape server.
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Tape Server Overview

The section outlines the number of tape libraries connected to the tape server.

Number of Processed Objects
The chart shows how many VM and computer disks and files the tape server processed and archived to tape over

the past 7 days. To draw the chart, Veeam ONE calculates the total number of VM and computer disks and files
in all backup restore points archived to tape.

Transferred Data

The chart shows the amount of data that the tape server transferred to tape devices over the past 7 days. The
chart can help you measure the amount of traffic coming from the tape server.

Backup Window Utilization

The chart allows you to estimate how ‘busy’ the tape server was during the past 7 days. The chart shows the
cumulative amount of time that the tape server was retrieving, processing and transferring data.

The chart can help you reveal possible resource bottlenecks. If the backup window on the chart is abnormally
large, this can evidence of low source dataretrieval speed, high CPU load or insufficient network throughput.
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Cloud Repositories Overview

The summary dashboard for the Cloud Repositories node presents a configuration overview and storage
utilization analysis for cloud repositories (repositories allocated for users by Veeam Cloud Connect Service
Providers).
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Cloud Repositories Overview

The section provides the following details:
e Number of cloud repositories created for Veeam Cloud Connect users
e Number of cloud repository leases that will expire within 30 days
e Number of VMs and computers whose datais stored in backups on cloud repositories

e Cumulative amount of storage space occupied by VM and computer backups on all managed cloud
repositories

Top Cloud Repositories by Utilization

The chart shows 5 cloud repositories with the greatest amount of used storage space.

For every repository in the chart, you can see the amount of used storage space against the amount of available
space. If free space on the repository is running low, you may need to increase the repository quota.

Top Cloud Repositories with Least Days Left
The chart shows 5 cloud repositories that can run low on storage space sooner than others. To draw the chart,

Veeam ONE analyzes historical data and checks how fast free space on repositories has been decreasing in the
past. Veeam ONE uses historical statistics to forecast how soon the repository will run out of space.
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Top Cloud Repositories by Daily Utilization Growth
The chart allows you to detect how fast the amount of used space on repositories increased over the past 7

days. For every repository, the chart shows the daily disk space growth usage rate (the average increase in GB
per day).
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Cloud Repository Summary

The cloud repository summary dashboard provides overview details and space utilization analysis for the chosen
cloud repository (repository allocated for a user by a Veeam Cloud Connect Service Provider).
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Cloud Repository Overview
The section provides the following details:
e Name of the user that owns the cloud repository
e Date when the repository lease is set to expire
e Number of VMs and computers whose datais stored in backups stored on the cloud repository

e Cumulative amount of storage space occupied by VM and computer backups on the cloud repository

Capacity Planning

The section outlines the following details:
e User quota, that is the amount of space allocated to a user
e Amount of free storage space on the cloud repository

e Number of days before the cloud repository runs out of free space

To forecast the value, Veeam ONE uses a trend that is calculated based on historical statistics — it analyzes how
fast the amount of free space on the repository was decreasing in the pastand uses historical statistics to
forecast how soon the repository will run out of space.
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Space Utilization by Day

The chart shows the amount of used storage space against the amount of available space on the cloud
repository. If free space on the repository is running low, you may need to increase the repository quota.

VM and Computer Backups

The chart shows the number of VMs and computers whose backups were written to the repository during the
past period.
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Cloud Gateways Overview

The summary dashboard for the Cloud Gateways node presents a configuration overview and performance
analysis for cloud gateways managed by a backup server.
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Cloud Gateways Overview

The section provides the following details:
e Number of cloud gateways managed by the backup server
e Number of gateway pools configured on the backup server
e Number of standalone cloud gateways configured on the backup server
e Number of connections to the gateways over the past 24 hours
e Amount of backup data that was transferred through all cloud gateways

e Average amount of time during which the gateways were utilized over the past 24 hours

User Connections

The chart shows the most loaded cloud gateways in terms of user connections. The chart shows the number of
connections to the most utilized gateways, as well as connections to other gateways.

To draw the chart, Veeam ONE calculates how many connections were established to each cloud gateway over
the past 24 hours.
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Data Transferred

The chart shows the amount of data transferred by the most utilized gateways, as well as data transferred by
other gateways.

The chart can help you detect cloud gatewaysthat transfer the greatest amount of backup data and estimate
the load on gateways.
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Cloud Gateway Pool Summary

The cloud gateway pool summary dashboard provides overview information and performance analysis for the
chosen gateway pool over the past day, week or month.

Veeam ONE Client (VONEVAdministrator)

3 Configuration issues (3 detected). Show details

Selected Object: (@ Cloud gateway pool Main - 0 errars, Qwarnings

_g Summary Alarms Top Objects
5 —
=
EL Cloud Gateways Overview User Connections
« 35
& 0d 1
g_ E;. Cloud gateways 1 10
=
2 25
& N Standalone doud gateways 1
— 20
£
3 , i 15
H > Total uzer connections & E
= 10
— )
w2 Data processed in last 24 hours 124 GEB
=0 P 05
= "
=(® Last 24 nours average utlization 8 min, 35 sec z £ X ® z X  Z & & & & =
o g8 3 8 e = =} & <] 8 e o
® MNumber of connections on top gateway Other connections
Data Transferred
12
10
alF] s
oy .
o ¢
=
PO |
o
= = b3 = = b3 z z z z z z b3
= = T T = T o & i . & & T
= S 3 8 8 e o 8 3 <] 8 e B
E ® Data transferred by top gateway, GB Other transferred data, GB
Service: lacalhost (% connected Database: WeearnOMNE @ connected Collector: Synchronizing

Cloud Gateways Overview
The section outlines the following details:
e Number of cloud gateways in a pool
e Number of users that connected to the gatewaysin the pool over the last 24 hours
e Amount of backup data that the cloud gateways in a pool processed over the last 24 hours

e Amount of time that the cloud gatewaysin the pool were retrieving, processing and transferring data

User Connections

The chart shows how many times the connection to the top cloud gatewayand other gateways in a pool was
established to transfer backup traffic over the past period.

Data Transferred
The chart shows the amount of backup data that the to the top cloud gateway and other gatewaysin a pool

transferred to the cloud repository over the past period. The chart can help you measure the total amount of
backup traffic coming through the cloud gatewaysin a pool.
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Cloud Gateway Summary

The cloud gateway summary dashboard provides overview information and performance analysis for the chosen
gateway over the past day, week or month.

Veeam ONE Client (SRV111\Administrator)

Selected Object: @ srv12techlocal - O errors, Qwarmnings

>
.5 Daily Summary  Weekly Summary Monthly Summary  Alarms
§ ————
?; Cloud Gateway Overview User Connections
4 12
cg_ @ Last 24 hours user sessions 1
5 10
Fl e
- =,T; Connection port 6180 08
E - 06
b -'6} Data processed in last 24 hours 201 KB
L] -0 04
E@ Last 24 hours total utilization 20 sec 02
00
i % i i % % & & & & & & =
o 8 3 8 8 e & 8 3 8 8 Q o

® Number of connections

Data Transferred

200

150

100

50

L]

i B
o I

2 PM
02PM
04PM
06 PM
08 PM

10PM
12 AM

@ Data transferred, KB

=TI N
12 AM
02 AM
04 AM
06 AM
08 AM

Service: localhost @ connected Database: VeeamONE @ connected Collector: Synchronizing

Cloud Gateway Overview

The section outlines the following details:
e Number of users that connected to the gateway over the past day, week or month
e Port configured for external connections on the cloud gateway
e Amount of backup data that the cloud gateway processed over the last 24 hours, 7 days or month

e Amount of time that the cloud gateway was retrieving, processing and transferring data

User Connections/Sessions

The chart shows how many times the connection to the cloud gateway was established to transfer backup traffic
over the past period.

Data Transferred/Processed Data
The chart shows the amount of backup data that the cloud gateway transferred to the cloud repository over the

past period. The chart can help you measure the total amount of backup traffic coming through the cloud
gateway.

[Weekly/Monthly Summary] Utilization

The chart allows you to estimate how ‘busy’ the cloud gateway was during the past period. The chart shows the
cumulative amount of time that the cloud gateway was retrieving, processing and transferring backup data.
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The chart can help you reveal possible resource bottlenecks. If the utilization graph on the chart is abnormally
large, this can evidence of high CPU load or insufficient throughput.

111| Veeam ONE | Monitoring Guide



Veeam Backup & Replication Alarms

Veeam ONE includes a set of alarms monitor the efficiency of Veeam Backup & Replication data protection in the
virtual environment.

Predefined data protection alarms are configured to warnyou about events or issues that can cause loss of data
or prevent Veeam Backup & Replication infrastructure from functioning properly:

e Connectivity issues and inability of backup infrastructure components to communicate with each other
e State of Veeam Backup & Replication software installed on backup infrastructure components
e Failing jobs or jobs finished with warnings
e Configuration issues, such as fast decreasing space on backup repositories or cloud repositories
e Long-running jobs that exceed the backup window
e Product license and prepaid support contract
To view the list of data protection alarms:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary backup infrastructure node.
4. Open the Alarmstab.

On the Alarmsdashboard, you can view triggered alarms, track alarm history, resolve and acknowledge alarms
and perform other actions. For more information on available actions, see Working with Triggered Alarms.
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Data Protection

Veeam ONE Client allows you to track jobs and policies configured to protect the following workloads:

Virtual Machines
Computers
File Shares
Databases

Networks

By analyzing job details, you can reveal potential problems with the efficiency of data protection operations.

For example, if job duration has significantly increased in comparison with the average monthly duration value,
while there are no noticeable changes to the amount of transferred data, you may need to investigate the root
cause. Such a behavior may evidence that the job has to wait for proxy resources, which increases the backup
window.
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Virtual Machines

Veeam ONE Client allows you to track jobs and policies configured to protect on-premises virtual machines and
cloud virtual machines and instances with Veeam Backup & Replication.

You can track real-time job and policy statistics at different levels of your backup infrastructure:

e Jobs on a specific backup server

e Jobs on all backup servers controlled by Veeam Backup Enterprise Manager

e All jobs across the entire backup infrastructure

Viewing VM Job Details

To view the list of VM jobs at the necessary backup infrastructure level:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Veeam Backup & Replication.

3. Inthe inventory pane, select the necessary backup infrastructure node.

4. Open the Data Protectiontab and navigate to Virtual Machines > On-premises.

5. To find the necessary job, you can use filters at the top of the job list:

o

To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show all jobs, Show failed jobs, Show jobs with warnings, Show successful jobs, Show running jobs or
Show jobs with no status).

To show or hide jobs of a specific type, use the job type filter at the top of the list ( Backup,
Replication, Backup copy, Backup to tape, CDP policy, VM copy, SureBackup, Microsoft SQL database
transaction log backup, Oracle Database transaction log backup, PostgreSQL transaction log backup,
or Snapshot-only).

To show or hide jobs that protect VMs residing on a specific hypervisor, use the platform filter at the
top of the list (VMware vSphere, VMware Cloud Director, Microsoft Hyper-V, Nutanix AHV).

To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

To find jobs by name, use the search field at the top of the list.
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The list of jobs shows all types of VM jobs for the backup infrastructure level that you selected in the inventory
pane.

Weearmn ONE Client (SRW111%Administrator)
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

e Job Status — latest status of the job session (Success, Warning, Failed, Running, or jobs with no status).
e Job Name — name of the job.

e Backup Server —name of the backup server on which the job is configured. Click the server name link to
drill down to the list of alarms for a chosen backup server.

e Job Type—type of the job (Backup, Replication, Backup copy, Backup to tape, CDP policy, VM copy,
SureBackup, Microsoft SQL database transaction log backup, Oracle Database transaction log backup,
PostgreSQL transaction log backup, or Snapshot-only).

e LastRun—dateand time of the latest job run.
e Duration —time taken to complete the job during its latest run.

e Avg. Duration (Last Month) —average time taken to complete the job (total job duration time for the
previous month divided by the number of times the job ran).

e Transferred Data (GB) — amount of backup data that was transferred to the target destination (backup
repository or replication target datastore/volume) during the latest job run.

NOTE:

The "MNo infod" label indicates that no information is available for the job because data has not been
collected yet.
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Viewing Cloud VM Job Details

To view the list of cloud VM policies and jobs at the necessary backup infrastructure level:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary backup infrastructure node.
4. Open the Data Protectiontab and navigate to Virtual Machines > Cloud.
5. To find the necessary job or policy, you can use filters at the top of the policies list:

o To show or hide jobs and policies whose sessions ended with a specific status, use the status buttons
at the top of the list (Show all jobs, Show jobs with errors, Show jobs with warnings, Show successful
Jjobs).

o To show or hide jobs and policies of a specific type, use the job type filter at the top of the list
(Backup policy, Backup copy, Backup to tape).

o To show or hide jobs and policies configured for a specific platform, use the platform type filter at the
top of the list (AWS, Microsoft Azure, Google Cloud Platform).

o To set the time interval when jobs and policies ran for the last time, use the Filter jobs by time period
button. Release the button to discard the time period filter.

o To find jobs and policies by name, use the search field at the top of the list.

The list of jobs shows all Veeam Backup for Microsoft Azure, Veeam Backup for AWS and Veeam Backup for
Google Cloud Platform policies and jobs for the backup infrastructure level that you selected in the inventory
pane.
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

Job State — state of the cloud policy or job schedule (£nabled, Disabled).

Click the > icon to show details of the last cloud protection sessions based on a specific policy.

Job Status — latest status of the cloud policy or job session (Success, Warning, Failed, Running, or jobs
with no status).

Job Name — name of the cloud policy or job.

Platform — name of the cloud platform for which the policy or job is configured.
Job Type —backup job or policy type (Backup policy, Backup copy, Backup to tape).
Instance Type — type of a protected instance.

Backup Server —name of a backup server to which external repository with cloud backups is connected.

Click the server name link to drill down to the list of alarms for a chosen backup server.

Instances Count — number of Microsoft Azure VMs, AWS EC2 or Google Cloud instances processed during
the last cloud protection session.

Last Snapshot—dateand time when the latest cloud-native snapshot was created for a Microsoft Azure
VM, AWS EC2 or Google Cloud instance.

Last Backup — dateand time of the latest backup restore point was created for a Microsoft Azure VM, AWS
EC2 or Google Cloud instance.

Last Replication — dateand time of the latest replication restore point was created for AWS EC2 instance.
Last Archive — date and time of the latest archive restore point was created for a cloud instance.

Last Run —dateand time of the latest policy run.

Instance ID —id of a Microsoft Azure VM, AWS EC2 or Google Cloud instance.

Duration — time taken to complete the job during its latest run.

Avg. Duration (Last Month) —average time taken to complete the job (total job duration time for the
previous month divided by the number of times the job ran).

Transferred Data (GB) — amount of backup data that was transferred to the target destination during the
latest job run.

NOTE:

The "MNo infod" label indicates that no information is available for the job because data has not been
collected yet.
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Computers

Veeam ONE Client allows you to track Veeam backup agent jobs and policies managed by Veeam Backup &
Replication servers connected to Veeam ONE.

You can view real-time job statistics at different levels of your backup infrastructure:

Jobs managed by a specific backup server
Jobs managed by all backup servers controlled by Veeam Backup Enterprise Manager

All jobs across the entire backup infrastructure

Viewing Job Details

To view the list of Veeam backup agent jobs and policies at the necessary backup infrastructure level:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.

In the inventory pane, select the necessary backup infrastructure node.

Open the Data Protectiontab and navigate to Computers.

To find the necessary job or policy, you can use filters at the top of the job list:

o To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show all jobs, Show failed jobs, Show jobs with warnings, Show successful jobs, Show running jobs or
Show jobs with no status).

o To show or hide jobs and policies by type, use the filters at the top of the list (Agent backup, Agent
backup policy, Backup copy, Backup to tape, SureBackup, Microsoft SQL transaction log backup,
Oracle Database transaction log backup, PostgreSQL transaction log backup).

o To show or hide jobs and policies by platform of Veeam backup agent, use the filters at the top of the
list (Microsoft Windows, Linux, mas0S, IBM AlX, Oracle Solaris).

o To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

o To find jobs and policies by name, use the search field at the top of the list.
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The list of jobs shows all Veeam backup agent jobs and policies for the backup infrastructure level that you
selected in the inventory pane.
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

Job Name — name of the job or policy.

Click the > icon to show details of agent job sessions based on a specific backup policy.

Job Status — the latest status of the job or policy session (Success, Warning, Failed, Running, or jobs with
no status).

Backup Server — name of the backup server on which the job or policy is configured. Click the server name
link to drill down to the list of alarms for a chosen backup server.

Job Type — backup job type (Agent backup, Agent backup policy, Backup copy, Backup to tape,
SureBackup, Microsoft SQL transaction log backup, Oracle Database transaction log backup, PostgreSQL
transaction log backup).

Computer — name of the computer for which the job or policy is configured.
Last Run — dateand time when the backup job was performed for the last time.
Duration — time taken to complete the backup job during its latest run.
Computer Count — number of computers included in the backup job.

IP Address — IP addresses of computers to which the backup policy was applied.

Transferred Data (GB) — amount of backup data that was transferred to the target destination during the
latest job run.

Avg. Duration (Last Month) — average time taken to complete the backup job (total job duration time for
the previous month divided by the number of times the job ran).
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NOTE:

The "MNo infod" label indicates that no information is available for the job because data has not been
collected yet.
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File Shares

Veeam ONE Client allows you to track file backup, file backup copy, file to tape and file copy jobs configured to
protect on-premises and cloud file shares.

You can track real-time job statistics at different levels of your backup infrastructure:
e Jobs managed by a specific backup server
e Jobs on all backup servers controlled by Veeam Backup Enterprise Manager

e All jobs across the entire backup infrastructure

Viewing File Share Job Details

To view the list of file jobs at the necessary backup infrastructure level:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary backup infrastructure node.
4. Open the Data Protectiontab and navigate to File Shares > On-premises.
5. To find the necessary job, you can use filters at the top of the job list:

o To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show all jobs, Show failed jobs, Show jobs with warnings, Show successful jobs, Show running jobs or
Show jobs with no status).

o To show or hide jobs of a specific type, use the job type filter at the top of the list ( File backup,
Backup copy, Backup to tape, File to tapeor File copy).

o To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

o To find jobs by name, use the search field at the top of the list.
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The list of jobs shows all file backup, file backup copy, file to tape and file copy jobs for the backup
infrastructure level that you selected in the inventory pane.
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

e Job Status —the latest status of the job session (Success, Warning, Failed, Running, or jobs with no
status).

e Job Name — name of a file share job.

e Backup Server —name of a backup server on which the job is configured. Click the server name link to drill
down to the list of alarms for the chosen backup server.

e Job Type—job type (File backup, Backup copy, Backup to tape, File to tapeor File copy).
e LastRun—dateand time of the latest job run.
e Duration — time taken to complete the job during its latest run.

e Avg. Duration (Last Month) —average time taken to complete the job (total job duration time for the
previous month divided by the number of times the job ran).

e Transferred Data (GB) — amount of backup data that was transferred to the target destination (backup
repository or tape) during the latest job run.

NOTE:

The " MNo infod" label indicates that no information is available for the job because data has not been
collected yet.
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Viewing Cloud File Share Job Details

To view the list of file jobs at the necessary backup infrastructure level:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.
In the inventory pane, select the necessary backup infrastructure node.
Open the Data Protectiontab and navigate to File Shares > Cloud.

To find the necessary job, you can use filters at the top of the job list:

o To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show all jobs, Show jobs with errors, Show jobs with warnings, Show successful jobs).

o To show or hide jobs for a specific platform, use the job type filter at the top of the list (AWS or
Microsoft Azure).

o To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

o To find jobs by name, use the search field at the top of the list.

The list of jobs shows all file backup policies for the backup infrastructure level that you selected in the
inventory pane.
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

Job State — the latest status of the job session (Success, Warning, Failed, Running, or jobs with no status).

Job Name — name of the file share job.
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e Platform —name of the cloud platform for which file job is configured.
e Instance Type —type of the protected instance.

e Backup Server —name of the backup server on which the job is configured. Click the server name link to
drill down to the list of alarmsfor a chosen backup server.

e Instances Count — number of Microsoft Azure Files or AWS EFS instances processed during the last cloud
protection session.

e LastSnapshot —dateand time when the latest cloud-native snapshot was created for a Microsoft Azure
Files or AWS EFS instance.

e LastBackup —dateand time of the latest backup restore point was created for a Microsoft Azure Files or
AWS EFS instance.

e LastBackup Copy —dateand time of the latest backup copy restore point was created for a Microsoft
Azure Files or AWS EFS instance.

e InstanceID —id of the Microsoft Azure Files or AWS EFS instance.
NOTE:

The " MNo infod" label indicates that no information is available for the job because data has not been
collected yet.
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Databases

Veeam ONE Client allows you to track databasejobs and policies configured to protect on-premises and cloud
databases.

You can track real-time job statistics at different levels of your backup infrastructure:
e Jobs managed by a specific backup server
e Jobs on all backup servers controlled by Veeam Backup Enterprise Manager

e All jobs across the entire backup infrastructure

Viewing Database Job Details

To view the list of database protection jobs at the necessary backup infrastructure level:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary backup infrastructure node.
4. Open the Data Protectiontab and navigate to Databases > On-premises.
5. To find the necessary job, you can use filters at the top of the job list:

o To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show all jobs, Show disabled jobs, Show failed jobs, Show jobs with warnings, Show successful jobs,
Show running jobs or Show jobs with no status).

o To show or hide jobs of a specific type, use the job type filter at the top of the list ( Backup policy,
Backup copy, Transactfon log backup).

o To show or hide jobs for a specific platform, use the platform filter at the top of the list ( Oracle
Database, SAP HANA, SAP on Oracle Database)

o To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

o To find jobs by name, use the search field at the top of the list.
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The list of jobs shows all policies, backup copy and transaction log backup jobs for the backup infrastructure
level that you selected in the inventory pane.
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

e Job Status —the latest status of the job session (Success, Warning, Failed, Running, or jobs with no
status).

e Job Name — name of the database protection job.

e Backup Server —name of a backup server on which the job is configured. Click the server name link to drill
down to the list of alarms for the chosen backup server.

e Job Type —type of the database protection job (Backup policy, Backup copy, Transaction log backup)
e LastRun—dateand time of the latest job run.
e Duration — time taken to complete the job during its latest run.

e Avg. Duration (Last Month) —average time taken to complete the job (total job duration time for the
previous month divided by the number of times the job ran).

e Transferred Data (GB) — amount of backup data that was transferred to the target destination during the
latest job run.

NOTE:

The " MNo infod" label indicates that no information is available for the job because data has not been
collected yet.
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Viewing Cloud Database Job Details

To view the list of database protection jobs at the necessary backup infrastructure level:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary backup infrastructure node.
4. Open the Data Protectiontab and navigate to Databases > Cloud.
5. To find the necessary job, you can use filters at the top of the job list:

o To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show all jobs, Show jobs with errors, Show jobs with warnings, Show successful jobs).

o To show or hide jobs for a specific platform, use the platform filter at the top of the list (AWS,
Microsoft Azure, Google Cloud Platform)

o To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

o To find jobs by name, use the search field at the top of the list.

The list of jobs shows all database protection jobs for the backup infrastructure level that you selected in the
inventory pane.
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

e Job State —state of the Microsoft Azure SQL Database, AWS RDS or Google Cloud SQL policy schedule
(Enabled, Disabled).

Click the > icon to show details of the last cloud protection sessions based on a specific policy.
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e Job Name — name of the Microsoft Azure SQL Database, AWS RDS or Google Cloud SQL policy.
e Platform —name of the cloud platform for which policy is configured.
e Instance Type — type of the protected instance.

e Backup Server —name of a backup server to which external repository with cloud backups is connected.

Click the server name link to drill down to the list of alarms for a chosen backup server.

e Instances Count — number of Microsoft Azure SQL Database, AWS RDS or Google Cloud SQL instances
processed during the last cloud protection session.

e LastSnapshot—dateand time when the latest cloud-native snapshot was created for the AWS RDS or
Google Cloud SQL instance.

e LastBackup —dateand time of the latest backup restore point was created for the Microsoft Azure SQL
Database or Google Cloud SQL instance.

e LastReplication —dateand time of the latest replication restore point was created for the AWS RDS
instance.

e LastArchive —dateand time of the latest archive restore point was created for the Microsoft Azure SQL
Database or Google Cloud SQL instance.

e Instance ID —id of the Microsoft Azure SQL Database, AWS RDS or Google Cloud SQL instance.

NOTE:

The “MNo infd" label indicates that no information is available for the job because data has not been
collected yet.
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Networks

Veeam ONE Client allows you to track AWS policies configured to protect cloud networks.

You can track real-time job statistics at different levels of your backup infrastructure:

Jobs managed by a specific backup server
Jobs on all backup servers controlled by Veeam Backup Enterprise Manager

All jobs across the entire backup infrastructure

To view the list of network protection policies at the necessary backup infrastructure level:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.
In the inventory pane, select the necessary backup infrastructure node.
Open the Data Protectiontab and navigate to Networks.

To find the necessary job, you can use filters at the top of the job list:

o To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show all policies, Show policies with errors, Show policies with warnings, Show successful policies).

o To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

o To find jobs by name, use the search field at the top of the list.

The list of jobs shows all policies for the backup infrastructure level that you selected in the inventory pane.
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Each job in the list is described with a set of properties. To show or hide properties, right-click the list header
and choose properties that must be displayed.

e Job State —state of the cloud policy schedule (£nabled, Disabled).

Click the > icon to show details of the last cloud protection sessions based on a specific policy.
e Job Name — name of the cloud backup policy.
e Platform —name of the cloud platform for which policy is configured.
e Instance Type — type of the protected instance.

e Backup Server —name of the backup server to which external repository with cloud backups is connected.

Click the server name link to drill down to the list of alarms for a chosen backup server.
e LastBackup —dateand time when the latest backup restore point was created for a cloud instance.
NOTE:

The “MNo infd" label indicates that no information is available for the job because data has not been
collected yet.
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Veeam ONE Agents

You can monitor the state of Veeam ONE agents installed on the Veeam Backup & Replication servers that are
connected to Veeam ONE.

Viewing Veeam ONE Agent Details

To view the list of Veeam ONE agents installed in the backup infrastructure:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the Veeam Backup & Replication node.
4. Open the Veeam ONE Agents tab.

The list of agents shows all Veeam ONE agents installed on connected Veeam Backup & Replication servers.

Veearn ONE Client (SRV111\Administrator)

€ Configuration issue (1 detected), Show details

Weearn OME Agent version 12,0.0.2421 | Signatures version 15.35.0 Last signatures update 12/%/2022 8.06:02 AM @ Success

Summary Alarms Data Protection Veeam ONE Agents

bl

c

2

2

[

= ¥ Updste Signatures 583 Impart Signatures.. <
7

4 Z
o3 Backup Server Agent Status Remnediation Actions Log Analysis Lag Analysis Start Time Log Analysis Session State Part Nurmber o
& T
2 @ backup0ltech.lacal (11.0.0.837) @ Installation failed <
5

:g O 172.24.185.193 (12.0.0.1329) o Connected Enabled Enabled T.00 A0 2805

E @ bpl2070950.¢2ch local (12.0.0.1326) @ Cannected Ensbled Ensbled 700 4M 2805

@

g @ 172.24.155.241 (12.0.01328) @ Connected Enabled Enabled T:00 &0 2805

=03
fa

i

(=TI 5

Service: localhost @ cannected Database: VeearnOMNE @ connected

For every agent, the following details are available:
e Backup Server —name of a Veeam Backup & Replication server connected to Veeam ONE.
e Agent Status — the latest status of Veeam ONE agent connection.

e Remediation Actions — displays if remediation actions for alarms are enabled for a Veeam Backup &
Replication server.

e Log Analysis —displaysif log analysis is enabled for a Veeam Backup & Replication server.

e Log Analysis Start Time — scheduled time to start log analysis session.
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e Log Analysis Session State — state of the latest log analysis session.

Click a link in this column to see log analysis session history details.

e Port Number — port number used for communication with Veeam ONE agent installed on the Veeam
Backup & Replication server.
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Veeam Backup & Replication Performance
Charts

To identify performance bottlenecks within the backup data flow, you can drill down to the following
performance charts:

CPU Performance Chart
Memory Performance Chart
Disk Performance Chart
Network Performance Chart

Cache Performance Chart

To drawthe charts, Veeam ONE gathers Windows Performance Monitor metrics from the guest OS of backup
infrastructure components (for this reason, performance charts for Linux-based repositories are not available).
You can track performance metrics for physical and virtual backup servers, proxies, repositories, WAN
accelerators or Enterprise Manager servers.

To drill down to a performance chart for a backup infrastructure component:

1.

2.

3.
4.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.
Select the necessary backup infrastructure component.

Open the necessary performance chart tab.

For performance charts in the Veeam Backup & Replication, youcan change chart views and set time intervals,
define objects to show on charts or select custom metrics.
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CPU Performance Chart

The CPU chartshows the amount of used processor resources on a machine where a backup infrastructure
component runs. Graphs in the CPU chartillustrate the level of processor usage for every separate CPU on the
machine. The Totalgraphshows the cumulative processor utilization for all CPUs.
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Memory Performance Chart

The Memory chartshows the amount of used memory resources on a machine where a backup infrastructure
component runs. Graphs in the Memory chartillustrate the amount of total available memory and memory that
is currently used on the machine.
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Disk Performance Chart

The Disk chartshows the rate at which the disk is transferring data during read and write operations. Disk usage
is shown as an average for all physical disks on a machine where a backup infrastructure component runs.
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Network Performance Chart

The Network chartshows the throughput for NICs on a machine where a backup infrastructure component runs.
Graphs in the Network chartillustrate the rate at which data is sent on the network interface for each separate
NIC. A separate graph shows the cumulative rate for all NICs on the machine.
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Cache Performance Chart

The Cache chartshows the amount of space consumed by the data processed during CDP operations. Graphs in
the chart display how much data is stored in the cache folder on the machine where CDP Proxy component runs
and the percentage of allocated cache space consumed by this data.
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Data Transfer

The Data Transfer dashboard provides detailed information on data transfer sessions for the chosen scale-out
backup repository and helps to monitor the amount of data transferred between the repository extents.

To view data transfer details for a specific repository:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, click Veeam Backup & Replication.

In the inventory pane, select the necessary scale-out backup repository.

» oW

Open the Data Transfer tab.
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@ Success Offload (mo...  SOBR Offload Capacity Tier Amazon $3 1/14/2023 :06:11 AM  1/14/2023 4:13:11 AM 0.00
)Ll".; @ Success Offload (copy... Backup Job 1Offload Capacity Tier Armazon $3 1/14/2023 101058 PM  1/14/2023 10:18:08 PM 0.00
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# @ success Offload (copy... Backup Job 1Offload Capacity Tier Amazon $3 1/16/2023 10:10:31 PM  1/16/2023 10:17:47 PM 0.00
@ Ssuccess Offload (mo...  SOBR Offload Capacity Tier Amazon $3 1/17/2023 12:09:00 AM  1/17/2023 12:17:08 AM 0.00
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Service: localhost @ connected Database: VeeamONE @ connected Collector: Synchronizing

Capacity Tier Transferred Data

The chart shows the amount of data transferred during capacity tier offload and download sessions.

Archive Tier Transferred Data

The chart shows the amount of data transferred during archive tier data transfer sessions.

Sessions

The list of sessions shows all types of data transfer sessions for the scale-out backup repository that you
selected in the inventory pane. Each session in the list is described with a set of properties. To show or hide
properties, right-click the list header and choose properties that must be displayed. To quickly find the
necessary session, use the session status and session type filters at the top of the list.

e Status— latest status of the data transfer session (Success, Warning, Failed).
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e Session Type — type of the data transfer session (Offload (copy policy), Offload (move policy), Download,
Archiving, Retrieval).

e Session Name —name of the data transfer session.

e Target Extent — type of extent to which data transfer session is targeted (Archive Tier, Capacity Tier).
e Repository Type — type of the object storage repository used as the scale-out backup repository tier.
e Start Time—date and time when the data transfer session started.

e End Time—dateand time when the data transfer session completed.

e Transferred Data (GB) —amount of data transferred between the tiers during the session.
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Protected Data

The Protected Data tab allows you to view backups on repositories for the following workloads:
e Virtual Machines
e Computers

e File Shares
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Virtual Machines

To view the list of VMs stored in backups on repositories:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary repository.
4. Open the Protected Data tab and navigate to Virtual Machines.

5. To quickly find VMs by name, use the Search field at the top of the list.

VWeeam ONE Client (WONEVAdministrator)

€ Configuration issues (7 detected), Show details

Selected Object: € Amazon Scale-aut Backup Repository - 0 errors, O warnings
summary Monthly Summary Alarms Protected Data Tasks & Events

Virtual Machines Computers

[search.. 2l

Veeam Backup & Replication

Job Status VM 1 | Lstest Restore Point Restare Points | Job Name Job Type Next Job Run
O Success RB-Fake-2 B/9/2022 9:03:22 PM 1 “hvluware Backup lob to Amazon SOBR Backup 1/19/2023 8:00:00 PM
@ Success RB-Lin-zlab /82021 10:46:30 PM 1 Backup Copy Job 15 Backup Copy A5 new restore paints appear
@ Success RB-Lin-zlah? /82021 10:46:30 PM 1 Backup CopyJob 15 Backup Copy A5 new restore paints appear
@ Suceess indows 10x64 Z1H1 5/8/2021 10:46:30 PM 1 Backup Copylob 15 Backup Copy A5 new restore paints appear

g

By

[

=

Service: localhost @ connected Database: YeeamOME @ connected Collector: Synchranizing

For every VM in the list, the following details are shown:

e Job Status — the latest status of the job that created the VM backup (Success, Warning, Failed or
Running).

e VM — name of the VM stored in a backup on the repository.

e Latest Restore Point —dateand time when the latest restore point was created for the VM.
e Restore Points — number of restore points created for the VM.

e Job Name — name of a backup or backup copy job that created VM backup.

e Job Type—type of the job that created the VM backup (Backup job or Copy job).

e NextJob Run — schedule according to which the job will start next time.

You can click column names to sort VMs by a specific parameter. For example, to view what VMs do not have
recent backups, you can sort VMs in the list by Latest Restore Point.
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Computers

To view the list of computers stored in backups on repositories:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, select the necessary repository.
4. Open the Protected Data tab and navigate to Computers.

5. To quickly find computers by name, use the filters and Search field at the top of the list.

VWeeam ONE Client (WONEVAdministrator)

€ Configuration issues (7 detected), Show details

Selacted Object: @ CC repository far backup - Derrors, Owarnings
summary Monthly Summary Alarms Protected Data Tasks & Events

Vittual Machines  Computers

[search.. L] obstawses: &l @ 4 @ © @  Veiers (one)

Jab Status Computer * | Opersting Systam Agent Editian Latest Restors Paint Restore Paints | Job Name Jab Type Next Job Run

@ Suceess ES-agentUb-1 Linux Server 3/16/2022 12:04:00 AW 3 LinAgent Backup Job to CC Agent Backup lab 1/7/2023 12:00:00 AM
€ Failed ES-agentWini0-3.nlocal  Windows Workstation 1141042021 5:03:06 PM 9 “Win Agent Backup Palicy to CC Agent Backup Policy  12/31/2022 5:00:00 PR

Veeam Backup & Replication +

et

&
3

i)

(=ECII

Service: lacalhost (8 connect ted Database: YeeamONE () connec tod Collector: Synchranizing

For every computer in the list, the following details are shown:

e Job Status — the latest status of the job session that created the computer backup ( Success, Warning,
Failed or Running).

e Computer —name of the computer stored in a backup on the repository.

e Operating System — type of computer operating system (Windows, Linux, Mac, AlX, Solaris).

e AgentEdition — mode in which the backup agent job or policy operates ( Server, Workstation, Free).
e Latest Restore Point —dateand time when the latest restore point was created for the computer.

e Restore Points — number of restore points created for the computer.

e Job Name — name of the backup policy, backup or backup copy job that created computer backup.

e Job Type—type of the job that created the VM backup (Agent Backup Policy, Agent Backup Job, Backup

Copy).

e NextJob Run —schedule according to which the job or policy will start next time.

You can click column names to sort computers by a specific parameter. For example, to view what computers do

not have recent backups, you can sort computers in the list by Latest Restore Point.
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File Shares

To view the list of source file shares stored in backups on repositories:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Veeam Backup & Replication.

3. Inthe inventory pane, select the necessary repository.
4. Open the Protected Data tab and navigate to File Shares.
5. To quickly find file shares by name, use the Search field at the top of the list.

Veeam ONE Client (SRV111\Administrator)

Selected Object: @ Default Backup Repository - 0 errors, 0warnings
Summary Monthly Summary Alarms Protected Data Performance Tasks & Events

Virtual Machines Computers File Shares

£

Latest Backup Name T Latest Restore Point Restore Points Backup Size | Job Last Run Files Processed | Next Job Run

@ Success \WNZ2019VBRVI\Vee...  12/23/2022 3:57:22 AM 1 (Short term) 262 GB  File Backup Job 2 1025 Notscheduled

Veeam Backup & Replication

N
e

Service: localhost @ connected Database: VeeamONE @& connected Collector: retrieving infrastructure data

For every file share in the list, the following details are shown:

e Latest Backup — the latest status of the job that created the file share backup (Success, Warning, Failed or
Running).

e Name —name of the file share stored in a backup on the repository.

e Latest Restore Point —dateand time when the latest restore point was created for the file share.
e Restore Points — number of short term and long term restore points stored on the repository.

e Backup Size — totalsize of file backups on the repository.

e Job —name of the backup or backup copy job that created file share backup.

e LastRun Files Processed — number of files processed during the last file backup job session.

e NextJob Run—schedule according to which the job will start next time.

You can click column names to sort file shares by a specific parameter. For example, to view what file shares do
not have recent backups, you can sort file shares in the list by Latest Restore Point.
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Veeam Backup & Replication Events

The Tasks & Events dashboard shows the history of events that triggered Veeam Backup & Replication alarms.
For the list and detailed description of data protection alarms, see section Veeam Backup & Replication Alarms
of the Veeam ONE Working with Alarms Guide.

To view the list of events for a specific level:

1.

w

LIS

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Veeam Backup & Replication.
In the inventory pane, select the necessary backup infrastructure node.
Open the Tasks & Events tab.

The Tasks & Events list can display up to 1000 tasks and events at a time. To find the necessary task or
event, you can use the following controls:

o To display tasks or events for a specific period, select the necessary time interval from the Events
from list.

o To show or hide tasks or events, use filter buttons at the top of the list — Show all events, Show
errors, Show warnings, Show info messages, Show user events, Show tasks.

o To find the necessary tasks or events by description, use the Search field at the top of the list.
To view the detailed description of an event, click it in the list.
The event description will be shown in the Event Details pane at the bottom.

When you choose a virtual infrastructure container in the inventory pane, you can view events for the
selected object and events for its child objects. To hide events related to child objects, clear the Include
events from child objects check box at the bottom of the Event Details section.
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7. To exportdisplayed events to a CSV file, click Export to CSV atthe top of the list and specify the location
where the file will be saved.

v

Summary

Type

© Eror
©® info
O Info
@ Info
O nfo
© Eror
€ Enor
© Eror
€ Emor
© Eror

Veeam Backup & Replication

Selected Object: €3 nz2019 (version: 12.0.

11357 ) -4 errors, 3warnings

Alarms Data Protection Performance  Top Objects

O] Fites i @ 0 @ & &
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Backup job 'FF Job will be deleted" finished with Failed,

Backup job 'FF Job will be deleted’ has been started.

Backup job 'FF Job will be deleted' has been started.

Backup job 'FF Job will be deleted' has been started.

Backup job 'FF Job will be deleted’ has been started.

Job "FF Job will be deleted" finished with error and will be retried. Task...

Job "FF Job will be deleted” finished with error and will be retried. Task...

Job "FF Job wiill be deleted" finished with error and will be retried. Task...
Job "FF Job will be deleted” finished with ervor and will be retried. Task...
Job "FF Job will be deleted" finished with error and will be retried. Task...

ﬂj‘ Event Details

Type: error Time: 1/1%/2023 10:01:20 AM Name: 130Veeam MP
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Backup job 'FF Job will be deleted' finished with Failed.

ISR o

Include events from child objects
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Top Cloud Tenants

The Top Objects dashboard helps you detect top Veeam Cloud Connect users.

The dashboard displays top users in terms of transmitted data, used cloud storage space, number of
connections, amount of gateway utilization time, traffic savings, peak transmission rate, number of failovers,
number of replicated VMs and so on. By default, the dashboard displays top 3 user accounts ranged by

consumed cloud repository space. You can change the number of displayed used accounts in the dashboard
settings:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Veeam Backup & Replication.

3. Inthe inventory pane, select the necessary backup server.

4. Open the Top Objects tab.

5. Click the Change Options link in the top left corner of the dashboard and select the necessary number of

tenants to display.

6. Click OK.

Veeam ONE Client (SRV111\Administrator)

€ Configuration issue (1 detected). Show details

Selected Object: @ stv13techlocal (version: 12.0.0.1364) - 0 errors, Owarnings

v

H Surmmary Alarms Data Protection Performance Top Objects Tasks & Events
-] R
-
- Change Options...
7
©
3 Last week stats
o
3
o
2 By quota reach By datastore usage ol
£ Tenant Quota reach Storage provided Storage used Tenant Storage provided Storage used Quota reach
o
g ABC Comnpany A6% 100.0 GB 46.2 GB ABC Company 100.0 GB 462 GB 46%
Omega 123 100.0GB 0KB Omega 100.0 GB 0KB %
QWE Systems 0% 100.0 GB 0kB QWE Systems 100.0 GB 0KB 0%
By repository fill By data transmitted
Tenant Repository name Used space Freespace Tenant Backup data Replication data Total data
ABC Company ABC Company Cloud Repository 46,2 GB 53.8 GB ABC Company 19.3 GB 2.6GB 2,868
Omega Omega Cloud Vol 01 oKe 100.0GB Omega 0KB OKB 0KB
:L‘l'EI QWE Systems QWE Cloud Vol 01 0Ke 100.0GB QWVE Systems 0KB OKe 0Ke
Al
{:H By utilization time By N of connections
=
Tenant Utilization time Idletime Tenant Backup Replica Total
i ABC Company 51 min, 23 sec 6 days, 23 hours, 8 min ABC Cornpany 2 12 14
= Omega 0 min, 0 sec 2 days, 2 hours, 51 min Omega 0 0 0
QWE Systems Qrnin, 0 sec 3 days, 8 hours, 14 min QWE Systems 0 Q 0
Q v
Service: localhost @ connected Database: VeeamONE @ connected Collector: Synchronizing
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Top Cloud Gateways

The Top Objects dashboard provides performance data of the most utilized cloud gateways for the selected
server or gateway pool over the last week. The dashboard shows the most 'busy' cloud gateways for the last 7
daysin terms of:

e Amount of data transferred to cloud repositories
e Number unique users connected to each cloud gateway
e Maximum number of user connections to the gateway
e Total amount of time the gateway was utilized
To view the list of the most loaded cloud gateways:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Monitor.
2. At the bottom of the inventory pane, click Veeam Backup & Replication.
3. Inthe inventory pane, expand select the necessary node:

o To view the most utilized standalone gateways, select the Cloud Gateways node under the necessary
backup server.

o To view the most utilized gatewaysfrom a gateway pool, select the necessary gateway pool under the
Cloud Gateways node.

4. Open the Top Objects tab.

Veeam ONE Client (SRV111\Administrator)

€3 Configuration issue (1 detected). Show details

Selected Object: @ Cloud Gateways - 0 errors, 0 warnings

v

Summary  Alarms  Top Objects
Change Options...
Last week stats

By data transferred By peak number of connections

Veeam Backup & Replication

Gateway
snil3

sh12tech.local

By number of connections

Data transferred
23.6GB
22.2GB

Gateway
srvlZtech.local

sr13
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Peak number of connections
a
1

Al
@ Gateway Nurmber of connections Gateway Utilization time Idletime
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=
= snl3 7 sw13 51 min, 23 sec G days, 23 hours, 8 rin

Service: localhost @ connected

Database: VeeamONE @ connected
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Veeam Backup for Microsoft 365
Monitoring

Veeam ONE Client offers advanced functionality for monitoring Veeam Backup for Microsoft 365 infrastructure
and data protection operations in the managed virtual environment.

With Veeam ONE Client, you can:

1. Monitor the overall state of the backup infrastructure.
Check the Summary dashboards to reveal hotspots in the Veeam Backup for Microsoft 365 infrastructure.
Quickly review the latest status of data protection jobs, examine configuration and performance of your
backup infrastructure components, detect the most loaded proxies and repositories and check whether
your jobs complete within the backup window.
Summary dashboards help you quickly reveal issues that can lead to job failure, and cause loss of valuable
data.

2. View triggered alarms.
Go to the Alarms dashboard to see details on issues and problems in your backup infrastructure.
Data protection alarms allow you to instantaneously react to potentially dangerous situations with
ongoing data protection and take immediate actions to eliminate the risk of data loss.

3. Check the latest job status.
Track the status of your backup jobs.
Get up-to-date information on the efficiency of data protection in your virtual environment and address
problems with jobs as soon as they appear.

4. Work with performance charts.
Drill down to performance charts to diagnose performance problems with backup infrastructure
components and identify bottlenecks.
Track CPU, memory, disk and network performance for Veeam Backup for Microsoft 365 servers and
proxies to make sure the backup data flow is efficient, and all resources engaged in the backup process are
optimally used.

5. View the list of events.
View the full list of events that triggered Veeam Backup for Microsoft 365 alarms, and events notifying
about connection problems with Veeam Backup for Microsoft 365 servers.

Prerequisites

Before you start monitoring the Veeam Backup for Microsoft 365 infrastructure, make sure you have configured
connections to Veeam Backup for Microsoft 365 servers from which Veeam ONE will collect data. For more
information on configuring server connections, see section Connecting Veeam Backup for Microsoft 365 Servers
of the Veeam ONE Deployment Guide.
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NOTE:

Veeam ONE monitors cloud Organizations protection only, monitoring of hybrid and on-premise
(Exchange) platform protection is not supported.

In This Section

e Veeam Backup for Microsoft 365 Summary Dashboards
e Veeam Backup for Microsoft 365 Alarms

e Veeam Backup for Microsoft 365 Data Protection

e Veeam Backup for Microsoft 365 Performance Charts

e Veeam Backup for Microsoft 365 Protected Data

e Veeam Backup for Microsoft 365 Events
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Veeam Backup for Microsoft 365 Summary
Dashboards

Veeam Backup & Replication summary dashboards serve as the 'launch point' for monitoring the backup
infrastructure and data protection operations. The dashboards reflect the latest state of backup jobs, and help
you analyze the performance and configuration of backup infrastructure components.

Veeam ONE Client offers the following types of summary dashboards for Veeam Backup & Replication
infrastructure components:

e Veeam Backup for Microsoft 365 Infrastructure Summary
e Veeam Backup for Microsoft 365 Repositories Overview
e Veeam Backup for Microsoft 365 Repository Summary

e Veeam Backup for Microsoft 365 Proxies Overview

e Veeam Backup for Microsoft 365 Proxy Summary
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Veeam Backup for Microsoft 365 Infrastructure
Summary

The Veeam Backup for Microsoft 365 infrastructure summary dashboard shows the latest state of data
protection operations and indicates the most intensively used resources in the infrastructure.

The dashboard s available for the following nodes:
e Veeam Backup for Microsoft 365 Infrastructure

e Veeam Backup for Microsoft 365 server

Veeam OMNE Client (VONEVAdministrator)

€3 Configuration issue {1 detected), Show details
K Selected Object: (@ Veearn Backup for Microsoft 365 - 0 errars, Dwarmings
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Backup Repositories Overview L
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E= Total backup repositories 3 160
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Ee Extended backup repositories 2
i = »
Y] &0
Ohiject storage 2
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&
==} 20
. . 0
.'§- Backup Proxies Overview Default Backup Repository Local Storage AzureBlob Storage Amazon Deep Archive
= Egj Backup prowes y ® Used space (GB) Free space (GB)
- —
Q z
Service: localhost @ connect ted Database: VeearnONE @ connec ted

Protected Objects by Object Type

The section provides the following details:

e Number of organizations with object backups

e Number of objects (Users, Groups, Sites, Teams) with backups

Job Status

The charts reflect the latest status of Veeam Backup for Microsoft 365 protection jobs for the selected level of
the infrastructure hierarchy.

Every chart segment shows how many jobs ended with a specific status — failed jobs (red), jobs that ended with
warnings (yellow), successfully performed jobs (green), and jobs that are currently running (blue). Click the
necessary chart segment or a legend label to drill down to the list of jobs that ended up with the corresponding
status.
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Backup Repositories Overview

The section provides the following details:
e Total number of backup repositories for the selected infrastructure node
e Number of repositories extended with an object storage

e Number of object storage repositories

Backup Proxies Overview

The section provides the following details:
e Number of proxies for the selected infrastructure node
e Number of jobs that the proxies are currently processing

e Number of jobs queued for processing

Top Repositories by Used Space

The chart shows 5 backup repositories with the greatest amount of used storage space.

For every repository in the chart, you can track the amount of used storage space against the amount of
available space. If free space on the repository is running low, you may need to free up storage space, revise
your backup retention policy or even move your backups from the repository and point backup jobs to a new
location.

Top Backup Proxies by Weekly Transferred Data

The chart shows 5 backup proxies that processed the greatest amount of data over the past 7 days.

To drawthe chart, Veeam ONE analyzes how many object processing tasks were successfully performed by
every proxy; failed tasks are not taken into account.

The chart helps you detect the most heavily loaded proxies and optimize the performance of your backup
infrastructure. If specific proxies are overloaded with processing tasks, and the jobs often need to wait for proxy
resources, you may need to deploy additional proxies or balance the processing load by assigning jobs to other
proxies.
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Veeam Backup for Microsoft 365 Repositories
Overview

The summary dashboard for the Repositories node provides a configuration overview and performance analysis
for backup repositories and object storage extents managed by Veeam Backup for Microsoft 365 server.

Backup Repositories

Veeam ONE Client (3l TiAdministrator)
€3 Configuration issue (1 detected). Show details
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Protected Objects by Object Type

The chart displays types of objects protected with Veeam Backup for Microsoft 365 jobs and policies.

Every chart segment shows the number of objects of a specific type — the number of protected Users, Groups,
Sites or Teams.

Backup Repositories Overview

The section provides the following details:
e Total number of repositories managed by Veeam Backup for Microsoft 365 server
e Number of backup repositories and repositories extended with object storage
e Number of organizations with object backups that reside on backup repositories

e Number of Users, Groups, Sites and Teams backups that reside on backup repositories
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Top Repositories by Used Space

The chart shows backup repositories with the greatest amount of used storage space.

For every repository in the chart, you can see the amount of storage space used by Microsoft 365 object backups
against the amount of available space. If free space on the repository is running low, you may need to free up
storage space on the repository or revise your backup retention policy.

Top Repositories by Weekly Backup Window

The chart allows you to detect the most ‘busy’ repositories over the past7 days.

For every repository, the chart shows the cumulative amount of time that the repository was busy with backup
job tasks.

Top Repositories by Days Left

The chart shows backup repositories that can run low on storage space sooner than others.

To draw the chart, Veeam ONE analyzes historical data and checks how fast free space on repositories has been
decreasing in the past. Veeam ONE uses historical statistics to forecast how soon the repository will run out of
space.

Object Storage

Protected Objects by Object Type

The chart displays types of objects protected with Veeam Backup for Microsoft 365 jobs and policies.

Every chart segment shows the number of objects of a specific type — the humber of protected Users, Groups,
Sites or Teams.

Object Storage Overview

The section provides the following details:
e Total number of object storage extents
e Number of organizations with object backups that reside on object storage extents

e Number of Users, Groups, Sites and Teams backups that reside on object storage extents

Space Usage

The chart shows the amount of used storage space in object storage.

If free space in the object storage is running low, you may need to free up storage space, revise your backup
retention policy, or consider pointing jobs to another repository.

Top Object Storage by Used Space

The chart shows object storage extents with the greatest amount of used storage space.

For every object storage in the chart, you can see the amount of storage space used by Microsoft 365 object
backups. If free space in the object storage is running low, you may need to free up storage space or revise your
backup retention policy.
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Top Object Storage by Weekly Backup Window

The chart allows you to detect the most ‘busy’ object storage extents over the past 7 days.

For every repository, the chart shows the cumulative amount of time that the repository was busy with backup
job tasks.

Veeam ONE Client (SRW1114Administrator)
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Veeam Backup for Microsoft 365 Repository
Summary

Veeam ONE Client offers the following types of summary dashboards for backup repositories and object storage
extents managed by Veeam Backup for Microsoft 365 server.

Backup Repository

The backup repository summary dashboard provides overview details, capacity planning information and
performance analysis for a chosen backup repository for the last week or month.
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Repository Overview

The section provides the following details:

Number of jobs that are currently running

® Used space (GB] ® Free space (GB)

Backup Window Utilization

Tue

® Hours

Protected Data

25

20

15
10

and queued on the repository

Repository type: Backup repository or Extended with object storage

Type of retention configured in the repository settings

Backup proxy that processes jobs targeted to the repository

[For extended repository] Object storage used as the repository extent

Number of organizations with object backups that reside on the repository

Number of Users, Groups, Sites and Teams backups that reside on the repository
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Capacity Planning
The section provides the following details:
e Storage capacity of the repository
e Amount of free space on the repository

e Number of days before the repository runs out of free space

To forecast the value, Veeam ONE uses a trend that is calculated based on historical statistics — it analyzes how
fast the amount of free space on the repository was decreasing in the pastand uses historical statistics to
forecast how soon the repository will run out of space.

Space Usage

The chart shows the amount of used storage space on the repository.
If free space on the repository is running low, you may need to free up storage space, revise your backup

retention policy, or consider pointing jobs to another repository.

Backup Window Utilization

The chart shows the cumulative amount of time that the repository was busy with backup job tasks during the
past week or month.

The chart can help you reveal possible resource bottlenecks on the repository side. If the backup window on the
chart is abnormally large, this may evidence that the required I/O operations cannot complete fast enough, and
your target is presenting a bottleneck for the whole backup data processing conveyor. To identify performance

bottlenecks, you can switch to repository Veeam Backup for Microsoft 365 Performance Charts.

Protected Data

The chart shows the number of Microsoft 365 objects (Users, Groups, Sites, Teams) whose data was backed up
to the repository during the past week or month.
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Object Storage

The object storage summary dashboard provides overview details, capacity planning information and
performance analysis for a chosen backup repository for the last week or month.
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Object Storage Overview

The section provides the following details:

e Number of jobs that are currently running and queued on the object storage

Object storage type

e Region at which the storage is located

e Name of bucket or container

e Limit of storage consumption

e Class of the infrequent access storage

e Number of organizations with object backups that reside on the repository

e Number of Users, Groups, Sites and Teams backups that reside on the repository

Capacity Planning
The section provides the following details:

e Amount of used space in the object storage

e Number of days before the object storage runs out of free space

159 | Veeam ONE | Monitoring Guide



To forecast the value, Veeam ONE uses a trend that is calculated based on historical statistics — it analyzes how
fast the amount of used space in the object storage was increasing in the past and uses historical statistics to
forecast how soon the object storage will run out of space.

Space Usage

The chart shows the amount of used space in the object storage.

If free space in the object storage is running low, you may need to free up storage space, revise your backup
retention policy, or consider pointing jobs to another repository.

Backup Window Utilization

The chart shows the cumulative amount of time that the object storage was busy with backup job tasks during
the past week or month.

The chart can help you reveal possible resource bottlenecks on the object storage side. If the backup window on

the chart is abnormally large, this may evidence that the required 1/0 operations cannot complete fast enough,
and your target is presenting a bottleneck for the whole backup data processing conveyor.

Protected Data

The chart shows the number of Microsoft 365 objects (Users, Groups, Sites, Teams) whose data was backed up
to the repository during the past week or month.
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Veeam Backup for Microsoft 365 Proxies
Overview

The summary dashboard for the Backup Proxies node provides a configuration overview and performance
analysis for backup proxies managed by a Veeam Backup for Microsoft 365 server.

This dashboard can help you detect configuration inefficiencies in your data protection infrastructure. If the
same proxy server appears to process a great number of objects, transfer the greatest amount of backup data
and use the largest backup window, you may need to re-balance the processing load across your backup proxies.
The charts may also help you reveal 'lazy' proxies that you may decide to decommission.
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Q
o
3

g

iguration issue {1 detected), Show details

Selected Object: @ Backup Proxies - 0 errors, Qwarnings

Summary Alarms Tasks & Events

>

w

@

&

&

% Backup Proxies Overview Processed Objects

g s

% EET Backup proxies 1 B

£ 6

% @i 0 running jobs 5

=

] 4

@ ?" 0 d job

c () 0 queued jobs 3

b 2

B ! I
0

Wed Thu Fri Sat Sun Mon Tue

Phi

=
[

i)
I

0

(=TI

Service: localhost (@ connec ted Database: VeeamONE () conner ted Collector: Synchronizing

Backup Proxies Overview

The section provides the total humber of backup proxies for the chosen Veeam Backup for Microsoft 365
infrastructure node and the total number of running and queued jobs that these proxies process.

Processed Objects

The chart shows the number of Microsoft 365 objects (Users, Groups, Sites, Teams) whose data the proxies
processed during the pastweek.

Top Backup Proxies by Transferred Data

The chart shows backup proxies that transferred the greatest amount of backup data to the target destination
over the past 7 days.

For every proxy, the chart shows the total amount of data that the proxy transferred over the network after the
source-side deduplication and compression. The chart can help you detect backup proxies that transfer the
greatest amount of backup data and estimate the load that backup jobs impose on the network.
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Veeam Backup for Microsoft 365 Proxy Summary

The proxy summary dashboard provides overview details and performance analysis for a chosen backup proxy
for the last week or month.
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Backup Proxy Overview

The section provides the following details:

Number of jobs that the proxy is currently processing
Number of jobs queued for processing

Number of Microsoft 365 organizations

Number of threads configured in the backup proxy settings
State of network throttling settings

Port through which the proxy communicates with Veeam Backup for Microsoft 365 server

Transferred Data

The chart shows the amount of backup data that the proxy transferred to the target destination (backup
repository or object storage) over the last 7 days.

The chart shows the total amount of data that the proxy transferred over the network after the source -side
deduplication and compression. The chart can help you measure the amount of backup traffic coming from the
proxy.
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Backup Window Utilization

The chart allows you to estimate how 'busy’ the proxy was during the last 7 days. The chart shows the
cumulative amount of time that the proxy was retrieving, processing and transferring Veeam Backup for

Microsoft 365 data.

The chart can help you reveal possible resource bottlenecks. If the backup window on the chart is abnormally
large, this can evidence of low source dataretrieval speed, high proxy CPU load or insufficient network
throughput. To identify performance bottlenecks, you can switch to proxy Performance Charts.
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Veeam Backup for Microsoft 365 Alarms

Veeam ONE includes a set of alarms monitor the efficiency of Veeam Backup for Microsoft 365 data protection
in the virtual environment.

Predefined data protection alarms are configured to warn you about events or issues that can cause loss of data
or prevent Veeam Backup for Microsoft 365 infrastructure from functioning properly:

e Connectivity issues and inability of backup infrastructure components to communicate with each other
e State of Veeam Backup for Microsoft 365 software installed on backup infrastructure components
e Failing jobs or jobs finished with warnings
e Configuration issues, such as fast decreasing space on backup repositories
e Long-running jobs that exceed the backup window
e Product license and prepaid support contract
To view the list of data protection alarms:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup for Microsoft 365.
3. Inthe inventory pane, select the necessary backup infrastructure node.
4. Open the Alarmstab.

On the Alarmsdashboard, you can view triggered alarms, track alarm history, resolve and acknowledge alarms
and perform other actions. For more information on available actions, see Working with Triggered Alarms.
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Veeam Backup for Microsoft 365 Data
Protection

Veeam ONE Client allows you to track jobs configured to protect Microsoft 365 objects with Veeam Backup for
Microsoft 365.

You can track real-time job statistics at different levels of your infrastructure:
e Jobs on a specific Veeam Backup for Microsoft 365 server
e All jobs across the entire Veeam Backup for Microsoft 365 infrastructure
To view the list of jobs at the necessary backup infrastructure level:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup for Microsoft 365.
3. Inthe inventory pane, select the necessary infrastructure node.
4. Open the Data Protectiontab.
5. To find the necessary job, you can use filters at the top of the job list:

o To show or hide jobs that ended with a specific status, use the status buttons at the top of the list
(Show failed jobs, Show jobs with warnings, Show successful jobs, Show running jobs or Show jobs
with no status).

o To show or hide jobs of a specific type, use the job type filter at the top of the list (Backup, Backup
copy).

o To show or hide jobs that protect specific object types, use the objects filter at the top of the list
(Entire organization, Users, Groups, Sites, Teams).

o To set the time interval when jobs ran for the last time, use the Filter jobs by time period button.
Release the button to discard the time period filter.

o To find jobs by name, use the search field at the top of the list.
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The list of jobs shows all types of VM jobs for the backup infrastructure level that you selected in the inventory
pane.

Yeearn ONE Client (SRV111\Administrator)
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For every job, the following details are available:
e Status—the latest status of the job session (Success, Warning, Failed, Running, or jobs with no status).
e Job Name —name of a job.
e Objects to Protect — list of objects included in the job.
e Organization — name of Microsoft organization to which protected objects belong.
e LastRun—dateand time of the latest job run.
e Duration — time taken to complete the job during its latest run.
e Backup Proxy — name of the backup proxy configured in job settings.
e Backup Repository — name of the target backup repository.

e Transferred Data (GB) — amount of backup data that was transferred to the target destination during the
latest job run.
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Veeam Backup for Microsoft 365
Performance Charts

To identify performance bottlenecks within the backup data flow, you can drill down to the following
performance charts:

e CPU Performance Chart
e Memory Performance Chart
e Disk Performance Chart

e Network Performance Chart

To drawthe charts, Veeam ONE gathers Windows Performance Monitor metrics from the guest OS of Veeam
Backup for Microsoft 365 infrastructure components (for this reason, performance charts for Linux-based
repositories are not available). You can track performance metrics for Veeam Backup for Microsoft 365 servers
and proxies.

To drill down to a performance chart for a backup infrastructure component:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup for Microsoft 365.
3. Select the necessary backup infrastructure component.
4. Open the necessary performance chart tab.

For Veeam Backup for Microsoft 365 performance charts, you can change chart views and set time intervals,
define objects to show on charts or select custom metrics.
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CPU Performance Chart

The CPU chartshows the amount of used processor resources on a machine where a backup infrastructure
component runs. Graphs in the CPU chartillustrate the level of processor usage for every separate CPU on the
machine. The Totalgraphshows the cumulative processor utilization for all CPUs.
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Memory Performance Chart

The Memory chartshows the amount of used memory resources on a machine where a backup infrastructure
component runs. Graphs in the Memory chartillustrate the amount of total available memory and memory that
is currently used on the machine.
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Disk Performance Chart

The Disk chartshows the rate at which the disk is transferring data during read and write operations. Disk usage
is shown as an average for all physical disks on a machine where a backup infrastructure component runs.
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Network Performance Chart

The Network chartshows the throughput for NICs on a machine where a backup infrastructure component runs.
Graphs in the Network chartillustrate the rate at which data is sent on the network interface for each separate
NIC. A separate graph shows the cumulative rate for all NICs on the machine.
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Veeam Backup for Microsoft 365 Protected
Data

The Protected Data tab allows you to view the list of protected Microsoft 365 objects stored in backupson
backup and object storage repositories:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Veeam Backup for Microsoft 365.
3. Inthe inventory pane, select the necessary repository.
4. Open the Protected Data tab.

5. To quickly find the necessary object, use the Search field and object type filter at the top of the list.
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For every object in the list, the following details are shown:
e Object—name of the Microsoft 365 object stored in a backup on the repository.
e Object Type — typeof Microsoft 365 object (Users, Groups, Sites, Teams).
e Email Address — address of the Microsoft 365 object.
e Organization —name of the Microsoft 365 to which the object belongs.
e LastJob Run—dateand time of the latest job session.
e LastJob Status —status of the latest job session.
e Job Name — name of the data protection job to which the object is included.

e Restore Points — number of restore points stored on the backup repository.
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Veeam Backup for Microsoft 365 Events

The Tasks & Events dashboard shows the history of events that triggered Veeam Backup for Microsoft 365
alarms. For the list and detailed description of data protection alarms, see Veeam Backup for Microsoft 365
Alarms.

To view the list of events for a specific level:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Veeam Backup for Microsoft 365.

3. Inthe inventory pane, select the necessary backup infrastructure node.
4. Open the Tasks & Events tab.
5. The Tasks & Events listcan display up to 1000 tasks and events at a time. To find the necessary task or

event, you can use the following controls:

o To display tasks or events for a specific period, select the necessary time interval from the Events
from list.

o To show or hide tasks or events, use filter buttons at the top of the list — Show all events, Show
errors, Show warnings, Show info messages, Show user events, Show tasks.

o To find the necessary tasks or events by description, use the Search field at the top of the list.
6. To view the detailed description of an event, click it in the list.
The event description will be shown in the Event Details pane at the bottom.

When you choose a virtual infrastructure container in the inventory pane, you can view events for the
selected object and events for its child objects. To hide events related to child objects, clear the Include
events from child objects check box at the bottom of the Event Details section.

7. To exportdisplayed events to a CSV file, click Export to CSVatthe top of the list and specify the location
where the file will be saved.
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VMware vSphere Monitoring

Veeam ONE Client offers a variety of tools for monitoring the VMware vSphere environment from any
perspective and with any level of detail.

With Veeam ONE Client, you can:
1. Monitor health status of the virtual environment.

o Start with the Summary dashboards tocheck the overall health status of the virtual environment and
reveal hotspots.

Quickly review the state of virtual infrastructure components, see the latest alarms, detect the most
problematic objects and drill down to the problem source for further investigation.

o Use the Virtual Machines dashboard to view the list of VMs in a virtual infrastructure container and
check additional details for every VM — VM current state, parent host, IP address, DNS name and the
amount of resources currently consumed by the VM.

o Use the Top Objects dashboard to detect the most and less loaded components in the virtual
environment.

Detect what virtual infrastructure objects are consuming the most and the least amount of CPU,
memory, disk, network, and swap resources, or select additional counters to detect resource
consumers in other areas.

2. View triggered alarms.

Switch to the Alarms dashboard to see details on breached thresholds, events and problems that occurred
in the virtual environment.

Use the Actions paneon the alarmsdashboard to detect root causes — drill down to performance charts,
open VM console or view the list of in-guest processes.

3. Work with performance charts and track events.

Drill down to performance charts to diagnose performance problems. You can change predefined views,
quickly switch between charts and view events occurring in your environment to get all-round statistics.

4. Investigate problems from within the guest OS.

Open the VM console or view the list of in-guest processes to diagnose problems related to a specific
service, module or application.

Prerequisites

Before you start monitoring your virtual environment, make sure you have configured connections to virtual
servers from which Veeam ONE will collect data. For more information on configuring server connections, see
section Connecting VMware vSphere Servers of the Veeam ONE Deployment Guide.
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VMware vSphere Summary Dashboards

VMware vSphere infrastructure summary dashboards serve as the starting point for monitoring and
troubleshooting. Summary dashboards reflect the health status of the selected infrastructure object or
infrastructure segment.

The following types of summary dashboards are available for virtual infrastructure objects:
e VMware vSphere Infrastructure Summary
e Host Summary
e Virtual Machine Summary
o Datastore Summary
To access a summary dashboard for a virtual infrastructure object or virtual infrastructure segment:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object or segment.

4. Open the Summary tab.
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VMware vSphere Infrastructure Summary

The VMware vSphere infrastructure summary dashboard provides the health status overview for the selected
virtual environment segment.

The dashboardis available for the following infrastructure levels:
e Virtual infrastructure (root node)

e Virtual infrastructure container (such as folder, resource pool, host, cluster, datacenter or vCenter Server)
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Host Status, Datastores Status, Virtual Machines Status

The charts reflect the status of virtual infrastructure objects.

Every chart segment represents the number of objects in a certain state — objects with errors (red), objects with
warnings (yellow) and healthy objects (green). Click a chart segment or a legend label to drill down to the list of
alarms with the corresponding status for the selected type of virtual infrastructure objects.

Latest Alarms

The list displays the latest 15 alarms that were triggered for objects in the selected virtual environment
segment. Click a link in the Source column to drill down to the list of alarms triggered for a specific virtual
infrastructure object.

Alarms by Object

The list displays 15 objects with the highest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to a specific virtual infrastructure object.
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For more information, see Working with Triggered Alarms.
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Host Summary

The host summary dashboard provides the health status and performance overview for the selected ESXi host
and its child objects.
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Datastores Status, Virtual Machines Status

The charts reflect the status of datastores connected to the host and the state of VMs running on the host.

Every chart segment represents the number of objects with a certain status — objects with errors (red), objects
with warnings (yellow) and healthy objects (green). Click a chart segment or a legend labelto drill down to the
list of alarms with the corresponding status for host child objects.

Resource Usage
The section displays capacity and performance summary for host CPU and memory. It also shows an overview

for datastores connected to the host — status of the datastore, its capacity and the amount of free space on the
datastore.

Latest Alarms

The list displays the latest 15 alarms triggered for the host and its child objects. Click a link in the Source column
to drill down to the list of alarms for the host and its child objects.

Alarms by Object

The list displays 15 objects with the greatest number of alarms (including the host and its child objects).

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to the host and its child objects.
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For more information, see Working with Triggered Alarms.

Business View Groups

The section displays the list of categories and groups to which the host is included.
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Virtual Machine Summary

The VM summary dashboard provides the health status and performance overview for the selected VM. In
addition, this dashboard shows the state of objects that can affect the VM performance — the parent host and
the datastores where VM files are located.
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Selected Object

The section at the top of the dashboard shows the VM health status (number of warnings and errors) and the
date when the latest backup or replica restore point was created for the VM with Veeam Backup & Replication.

CPU Usage, Memory Usage

The charts display the amount of CPU and memory resources currently consumed by the VM.

Guest Disk Usage

The chart displays the amount of available and used guest disk space with a breakdown by disks. By default, 5
guest disks with the greatest amount of used space are displayed.

Use the Disks to show list to change the number of disks to display on the chart. Click the View all disks link to
view details for all guest disks. In the Guests Disks window, you can suppress Guest disk space alarms for
specific disks. To suppress alarms for a disk, select the Suppress alarms check boxes next to the disk name.

NOTE:

Details on the guest disk usage are available only for VMs with VMware Tools installed.
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Parent Object Health Status

The section displays the current state of the host where the VM resides and the state of datastores that host
VMs files. Information available in this section may help you estimate how the state of parent objects impacts
the VM performance. Click the host or datastore link to drill down to the list of alarms for the host or datastore.

Latest Alarms

The list displays the latest 15 alarms for the VM.

For more information, see Working with Triggered Alarms.

Business View Groups

The section displays the list of categories and groups to which the VM is included.
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Datastore Summary

The datastore summary dashboard provides the health status and performance overview for the selected
datastore. In addition, it shows the status of objects that can affect the datastore performance — hosts that
work with the datastore and VMs whose files reside on the datastore.
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Hosts Status, Virtual Machines Status

The charts reflect the health status of hosts that work with the datastore and VMs whose files reside on the
datastore.

Every chart segment represents the number of objects with a certain status — objects with errors (red), objects
with warnings (yellow) and healthy objects (green). Click a chart segment or a legend label to drill down to the
list of alarmswith the corresponding status for hosts or VMs.

Disk Space Usage

The chart shows the amount of available, used and provisioned disk space on the datastore.

Latest Disk Latency

The section displays the current read and write latency values as well as the average latency values for the past
hour.

Latest Alarms

The list displays the latest 15 alarms for the datastore and for objects that work with this datastore. Click a link
in the Source column to drill down to the list of alarms for the selected object.

For more information, see Working with Triggered Alarms.
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Business View Groups

The section displays the list of categories and groups to which the datastore is included.
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VMware vSphere Alarms

Veeam ONE includes a set of alarms for monitoring VMware vSphere virtual environment. These alarms warn
you about events or changes that can affect performance of operations and services in the virtual environment.

To view the list of triggered VMware vSphere alarms:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary virtual infrastructure node.

4. Go to the Alarmstab.

On the Alarmsdashboard, you can view triggered alarms, track alarm history, resolve and acknowledge alarms
and perform other actions. For more information on available actions, see Working with Triggered Alarms.
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VMware vSphere Performance Charts

Performance charts show how key performance counters have been changing over time to help you diagnose
performance issues and perform root cause analysis.

Performance charts include the following elements:

Axes

Performance charts display data for a particular time period (the horizontal axis) using two scales of
measurement units (vertical axes). The measurement units may vary depending on selected performance
counters. However, the number of units is always limited to two.

Graphs

Performance charts include one or more graphs. Every graph on a performance chart visualizes a specific
counter for an infrastructure object or a container of infrastructure objects.

Legend

The chart legend shows details about objects and counters displayedin the chart. The details include key
color, object name, list of counters and units of measurement, the latest, minimum, average, and
maximum counter values.

Chart views

Performance charts come with a number of predefined chart views. Every view logically groups related
counters to display the most valuable data and help you speed up troubleshooting and root cause analysis
of performance problems.

Performance charts can be easily customized. For more information on customization options, see Customizing
VMware vSphere Performance Charts.

Accessing Performance Charts

To access a performance chart for an infrastructure object or infrastructure segment:

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
At the bottom of the inventory pane, click Virtual Infrastructure.

In the inventory pane, select the necessary infrastructure object or segment.
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4. Open the Performance tab.
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Overview

The Overview page shows aggregated performance data for the selected infrastructure object or segment: CPU

usage, memory usage, memory swapped, network and datastore usage. Performance data is shown for the
previous 60 minutes.

In the Top line field, you can set a threshold value. The top line is displayed as the red dotted line in the chart to
help you monitor whether resource usage exceeds the healthy value range. If you do not need to display the top
line, enter '0' (zero) in the Top line field or disable top lines in Veeam ONE Client chart settings. With the top
line disabled, the Y-axis will scale automatically to match the range of the displayed data.

To drill down to performance chart details, click the counter link above a performance widget. A corresponding
performance chart for the selected virtual infrastructure object will open.
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CPU Performance Chart

The CPU chartdisplays historical statistics on CPU utilization for the selected infrastructure object.
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Host

The following table provides information on predefined views and counters that apply to hosts.

Chat View Measurement

Unit

Counter

Description

CPU Usage

CPU
Bottlenecks

CPU Usage

CPU Usage
(Absolute)

Average CPU
Ready
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Percent

GHZ

Percent

CPU actively used on a host, as a percentage of
total available CPU.

Sum of actively used CPU for all powered on VMs
on a host.

Average CPU Ready value for all VMs on a host.



Virtual Machine

The following table provides information on predefined views and counters that apply to VMs.

Chat View Counter Measurement | Description

Unit

CPU Usage CPU Usage Percent Amount of actively used virtual CPU resources, as a
percentage of total available CPU (this is the host
view, not the guest OS view).

CPU usage GHz Amount of actively used virtual CPU resources (this is
(Absolute) the host view, not the guest OS view).
CPU Average CPU Idle  Percent Average amount of time all CPU cores spent in an idle
Bottlenecks  All cores state.
Average CPU Percent Average CPU Ready value across all cores on a host.

Ready All cores

Average CPU Percent Average amount of time all CPU cores spent in a
Standstill All standstill state.

cores

Average CPU Wait = Percent Time spent waiting for hardware or VMKernel lock
All cores thread locks.

CPU Co-stop all Percent Average amount of time a VM was ready but unable
cores to run due to co-scheduling constraints.

For objects that are parent to ESXi hosts and VMs, Veeam ONE displays rollup values.
Charts for folders, clusters, datacenters, vCenter Servers display rollup values for all hostsin the container. Chart for a
resource pool displays rollup values for all VMs in the resource pool.
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Memory Performance Chart

The Memory chartdisplays historical statistics on memory utilization for the selected infrastructure object.
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The following table provides information on predefined views and counters that apply to hosts.

Chart View Counter Measurement | Description

Unit

Memory Usage Memory Active  GB Sum of all active memory metrics for all powered-on
VMs and vSphere services (such as COS, vpxa)on a
host, as estimated by VMkernel based on recently
touched memory pages.

Memory GB Amount of physical memory used on a host, including

Consumed memory used by the Service Console, VMkernel,
vSphere services and total memory consumed by
running VMs.

Memory Percent Potential memory demand that is based on total

Pressure allocated memory for running VMs, memory overhead,
effects of memory Transparent Page Sharing and total
available memory.
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Chart View Counter

Memory Usage

Memory Swap  Memory Swap
Rate Used

Swap In Rate

Swap Out Rate

Memory Memory
Management Balloon

Memory
Compressed

Memory
Overhead

Memory Memory
Sharing Shared

Memory
Shared
Common

Memory Memory
Latency Latency
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Measurement | Description

Unit

Percent Memory usage as percentage of available machine
memory.

B Amount of memory swapped to disk: sum of memory
swapped for all powered on VMs and vSphere services
on a host.

B/s Rate at which memory is swapped from disk into host

active memory during the current interval.

B/s Rate at which memory is swapped from host active
memory to disk during the current interval.

B Amount of memory allocated by the VM memory
control driver (vmmemctl).

B Amount of RAM pages memory compressed by a host
instead of swapping to disk.

B Total amount of memory overhead metrics for all
powered-on VMs, plus memory overhead of running
vSphere services on a host.

MB Sum of memory shared metrics for all powered-on
VMs, and memory consumed by vSphere services on a
host.

MB Amount of memory shared by all powered-on VMs and

vSphere services on a host.

Percent Percentage of time a VM is waiting to access swapped
or compressed memory.



Virtual Machine

The following table provides information on predefined views and counters that apply to VMs.

Chart View Counter Measurement | Description

Unit

Memory Usage Memory Active  GB Amount of guest physical memory actively used, as
estimated by VMkernel based on recently touched
memory pages.

Memory GB Amount of guest physical memory consumed by a VM.

Consumed The value includes the shared and memory that might
be reserved but not actually used; overhead memory is
not taken into account.

Memory GB Amount of host physical memory a VM is entitled to, as
Entitlement determined by the ESXi scheduler.
Memory Usage  Percent Memory usage as percentage of configured physical

memory for a VM.

Memory Swap Memory B Amount of guest physical memory swapped out to the
Rate Swapped VM swap file by the VMkernel. The metrics refers to
VMkernel swapping, not to guest OS swapping.

Swap In Rate B/s Rate at which memory is swapped from disk into active
memory during the current interval.

Swap Out Rate  B/s Rate at which memory is swapped from active memory
to disk during the current interval.

Memory Memory MB Amount of memory allocated by the VM memory
Management Balloon control driver (vmmemctl).
Memory MB Amount of RAM pages compressed by a host instead of
Compressed swapping to disk.
Memory MB Amount of machine memory used by VMkernel to run a
Overhead VM.
Memory Saved = MB Amount of memory saved by memory zipping.
by Zipping
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Chart View Counter Measurement | Description

Unit

Memory Memory B Amount of guest physical memory that a VM shares
Sharing Shared with other virtual machines (through VMkernel
Transparent Page Sharing and RAM deduplication).

Memory Memory Percent Percentage of time a VM is waiting to access swapped
Latency Latency or compressed memory.

For objects that are parent to ESXi hosts and VMs, Veeam ONE Client displays rollup values.
Charts for folders, clusters, datacenters, vCenter Servers display rollup values for all hostsin the container. Chart for a
resource pool displays rollup values for all VMs in the resource pool.
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Network Performance Chart

The Network chartdisplays historical statistics on network usage for the selected infrastructure object.
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Host

The following table provides information on predefined views and counters that apply to hosts.

Chart View Counter Measurement | Description

Unit

Network Usage = Network Receive KB/s Rate at which data is received across each physical
Rate NIC instance on a host. The counter represents the
bandwidth of the network.

Network Transmit = KB/s Rate at which data is transmitted across each
Rate physical NIC instance on a host.
Network Usage KB/s Network utilization, sum of data received and

transmitted across all physical NIC instances
connected to a host.

Received Packets Number Average number of packets received per second
per Second across each physical NIC instance on a host.
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Chart View Counter Measurement | Description

Unit

Network Transmitted Number Average number of packets transmitted per
Transfer Rate Packets per second across each physical NIC instance on a
(Packets) Second host.
Dropped and Packet Receive Number Number of packets with errors received.
Error Packets Errors

Packet Transmit Number Number of packets with errors transmitted.

Errors

Receive Packets Number Number of receives dropped.

Dropped

Total Errors Number Total number of packets with errors received and

transmitted.

Total Packets Number Total number of dropped packets.
Dropped

Transmit Packets Number Number of transmits dropped.
Dropped

Virtual Machine

The following table provides information on predefined views and counters that apply to VMs.

Chart View Counter Measurement Description
Unit
Network Usage Network Receive KB/s Rate at which data is received across the vNIC
Rate instance on a VM. The counter represents the

bandwidth of the network.

Network Transmit KB/s Rate at which data is transmitted across the vNIC
Rate instance on a VM.
Network Usage KB/s Network utilization, sum of datareceived and

transmitted across all vNIC instances on a VM.

Received Packets Number Average number of packets received per second
per Second by each vNIC instance on a VM.
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Chart View Counter Measurement Description

Unit
Network Transmitted Number Average number of packets transmitted per
Transfer Rate Packets per second by each vNIC instance on a VM.
(Packets) Second

For objects that are parent to ESXi hosts and VMs, Veeam ONE Client displays rollup values.
Charts for folders, clusters, datacenters, vCenter Servers display rollup values for all hostsin the container. Chart for a
resource pool displays rollup values for all VMs in the resource pool.
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Datastore Performance Chart

The Datastore chartdisplays historical statistics for all datastores (including vSAN datastores) used by the
selected infrastructure component and its child objects.
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€3 Configuration issues (5 detected). Show details

Selacted Objact: €3 pratwesx01 techlocal {version: 7.03) - 1 error, Qwarmings

¥
g Summary  Alarms Infrastructure Objacts Performance Top Objects Hardware Tasks & Events
i+
E]
] Ouerdiew  CPU Merory  Metwork  Datastore  Storage Path  Storage Adapter
il
L=
= Datastore, Last Hour
"
3 2000
=
£
0
10.00am 10.05am 1010 am 1015 am 10:20am 1025am 1030am 1035am 1040am 1045 am 1050am 1055 am
[ Display known events  Advanced... Chart options: | Current object ~v | Chartviews: | Datastore [0PS | period: [ tast hour
Performance Chart Legend
Key Object Counter Units Latest Minimurm Average Maxirmurn
Eﬂ I protwesdltechlocal/prgtwesdl-..  Disk/ESK: Datastore [/O Hurmber a8 &0 % 268
B protwesdltechlocalfprotwescdl-..  Disk/ESG: Datastore Read /0 Hurmber 12 6 15 144
=) = proesx01tech local/protwescdl-..  Disk/ESK: Datastare Write 170 Muraber 76 )l 80 178
B protwes@ltechlocalfprgtwesxdl-..  Disk/ESK: Datastore /O Hurmber 1128 607 1068 1686
# [ ] protesx01tech local/protwesdl-.,  Disk/ESKN: Datastore Read 1/0 Muraber 28 137 305 661
[ | prgtwesQtech.local/protwesdl-...  Disk/ESKi: Datastare Write /0 Mumber 843 470 762 1252
¥ (] protesx01tech.localVeearn_dr w6, Disk/ESKD: Datastore 1/ Muraber Q Q Q Q
= prgtwes@tech.local/Veearn_dr_v6..  Disk/ESKi: Datastore Read /0 Mumber 0 0 0 0
E [ | protwesx0ltechlocalfVeearn_dr w6, Disk/ESXi: Datastore Write /O Murmber Q Q Q Q

Service: localhost ) connected

Host

Database: YeearmONE @ connected

Collector idle

The following table provides information on predefined views and counters that apply to hosts.

Chart View

Datastore |OPS

Datastore
Usage Rates

Counter

Disk/ESXi: Datastore I/O

Disk/ESXi: Datastore Read
1/0

Disk/ESXi: Datastore Write
1/0

Disk/ESXi: Datastore Read
Rate
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Measurement

Unit

Number

Number

Number

MB/s

Description

Aggregate number of I/O operations on
a datastore.

Average number of read commands per
second to a datastore.

Average number of write commands per
second to a datastore.

Rate at which data is read from a
datastore.



Chart View Counter Measurement Description

Unit
Disk/ESXi: Datastore Usage MB/s Sum of read and write rates to a
datastore.

Disk/ESXi: Datastore Write MB/s Rate at which data is written to a

Rate datastore.
Datastore Disk/ESXi: Datastore Millisecond Highest latency value across all
Latency Highest Latency datastores used by a host.

Disk/ESXi: Datastore Millisecond Average datastore latency asseen by

Latency Observed by VMs VMs.

Disk/ESXi: Datastore Read Millisecond Average amount of time that a read

Latency from the datastore takes.

Disk/ESXi: Datastore Write Millisecond Average amount of time that a write

Latency operation to a datastore takes.
Datastore Disk/ESXi: Datastore Bus Number Number of SCSI bus reset commands.
Issues Resets

Disk/ESXi: Datastore Number Number of aborted SCSI commands.

Command Aborts

Disk/ESXi: Datastore Number Number of outstanding requests to a
Maximum Queue Depth storage device.

Virtual Machine

The following table provides information on predefined views and counters that apply to VMs.

Chart View Counter Measurement Description
Unit
Datastore Datastore 1/0 Number Aggregate number of I/O operations on a
I0PS datastore.
Datastore Read 1/0 Number Average number of read commands per second

to a datastore.
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Chart View Counter

Datastore Write I/O

Disk/vSAN: Recovery
Write /O

Datastore Datastore Read Rate
Usage Rates

Datastore Usage

Datastore Write Rate

Disk/vSAN: Recovery

Write Rate
Datastore Datastore Highest
Latency Latency

Datastore Read
Latency

Datastore Write
Latency

Disk/vSAN: Recovery
Write Latency

Datastore Datastore Bus
Issues Resets

Datastore Command
Aborts

Measurement Description

Unit

Number Average number of write commands per second
to a datastore.

Number Average number of write commands per second
to a vSAN datastore disk that contains copy of
VM data.

MB/s Rate at which data is read from a datastore.

MB/s Sum of read and write rates for a datastore.

MB/s Rate at which data is written to a datastore.

MB/s Rate of writing data to a vSAN datastore disk that

stores copy of VM data.

Millisecond Highest latency value across all datastores used
by a host.
Millisecond Average amount of time that a read operation

from a datastore takes.

Millisecond Average amount of time that a write operation to
a datastore takes.

Millisecond Average amount of time that a write operation to
a VSAN datastore disk storing copy of VM data
takes.

Number Number of SCSI bus reset commands.

Number Number of aborted SCSI commands.

For objectsthat are parent to ESXi hosts and VMs, Veeam ONE Monitor displays rollup values.
Charts for folders, clusters, datacenters, vCenter Servers display rollup values for all hostsin the container. Chart for a
resource pool displays rollup values for all VMs in the resource pool.
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Virtual Disks Performance Chart

The Virtual Disks chartdisplays historical statistics for partitions of all disks on the selected VM.
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The following table provides information on predefined views and counters.

Chat View Measurement Description

Unit

Virtual Disks IOPS Read I/O Number Average number of read operations issued per
second to a virtual disk.

Write 1/0 Number Average number of write operations issued per
second to a virtual disk.

Virtual Disks Usage Read Rate MB/s Rate at which data is read from a virtual disk.
Rates

Write Rate MB/s Rate at which data is written to a virtual disk.
Virtual Disks Read Millisecond Average amount of time that a read operation from
Latency Latency a virtual disk takes.

Write Millisecond Average amount of time that a write operation to a

Latency virtual disk takes.
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Storage Path Performance Chart

The Storage Path chartdisplays historical statistics for paths used by the storage adapteron the selected host.
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You can switch between adapters using the Adapter list below the performance chart.

The name of each storage device connected to the storage adapter through the selected path is specified after
the host address (separated by a forward slash). It has the following format: <HBA>:<SCS/ target>:<SCS/
LUN>:<disk partition>

The following table provides information on predefined views and counters.

Chart View Measurement Description
Unit

Pathl/O Number Average number of commands issued per second through a path.

PathReadl/O Number Average number of read commands issued per second through a
path.

PathWrite l/O Number Average number of write commands issued per second through a
path.

Path Read Rate MB/s Rate at which data is read through a path.

Path Write Rate MB/s Rate at which data is written through a path.
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Chart View Measurement Description

Unit
PathRead Millisecond Average amount of time taken for a read operation through a path.
Latency
Path Write Millisecond Average amount of time that a write operation through a path
Latency takes.
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Storage Adapter Performance Chart

The Storage Adapter chartdisplays historical statistics for the storage adapters on the selected host.
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The following table provides information on predefined views and counters.

Chart View Counter Measurement Description

Unit

Adapter IOPS Adapter /O Number Average number of commands issued per second on a
storage path during the collection interval.

Adapter Read Number Average number of read commands issued per second

1/0 on a storage path during the collection interval.

Adapter Write Number Average number of write commands issued per second

1/0 on a storage path during the collection interval.
Adapter Adapter Read MB/s Rate at which data is read on a storage path.

Usage Rates Rate

Adapter Write ~ MB/s Rate at which data is written on a storage path.
Rate
Adapter Adapter Read Millisecond Average amount of time that a read operation on a
Latency Latency storage path takes.
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Chart View Counter Measurement Description

Unit

Adapter Write ~ Millisecond Average amount of time that a write operation on a
Latency storage path takes.

204 | Veeam ONE | Monitoring Guide



Disk Space Chart

The Disk Space chartis available for datastores and datastore clusters. It displays historical statistics on disk
space resources and usage for the selected datastore or datastore cluster.
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The following table provides information on predefined views and counters.

Chart View Counter Measurement Description

Unit

Datastore Disk/Datastore: Datastore ~ TB/GB Amount of free space on a datastore.
Space Usage Free Space

Disk/Datastore: Datastore ~ TB/GB Amount of storage allocated for a datastore.
Provisioned Space Size of files on the datastore cannot exceed
this value.
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Disk I/O Chart

The Disk I/O chartis available for datastores and datastore clusters. It displays historical statistics on the read
and write load.
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Use the Chart options list to display graphs for the current object (for example, a specific datastore or a virtual
infrastructure container), for VMs or hosts that work with the selected datastore. For VMs or for hosts, this chart
displays stacked graphs to let you see actual cumulative load on a particular datastore. If you choose to view the
chart for the top Datastore parentobject, you will also be able to stack graphs by all available datastores.

The following table provides information on predefined views and counters.

Chart View Measurement Description
Unit
Disk/ESXi: Datastore MB/s Rate at which data is read from a datastore.
Read Rate
Disk/ESXi: Datastore MB/s Rate at which data is written to a datastore.
Write Rate
Disk/ESXi: Datastore MB/s Sum of read and write rates for a datastore.
Usage
Disk/ESXi: Datastore Number Number of times data was read from the disk by all VMs
Read /O residing on a datastore.
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Chart View Measurement Description

Unit
Disk/ESXi: Datastore Number Number of times data was written to the disk by all VMs
Write 1/O residing on a datastore.
Disk/ESXi: Datastore Number Average number of commands issued per second to a storage
1/0 device by the adapter.
Disk/ESXi: Datastore Millisecond Average amount of time that a read operation from a datastore
Read Latency takes (from the perspective of an ESXi host).
Disk/ESXi: Datastore Millisecond Average amount of time that a write operation to a datastore
Write Latency takes (from the perspective of an ESXi host).
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Disk Issues Chart

The Disk Issues chartdisplays historical statistics on the number of disk bus resets and disk command aborts
that have occurred in the defined interval. This chart is available for datastores and datastore clusters.
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The following table provides information on predefined views and counters.

Chart View Measurement Unit Counter | Description

Datastore Issues Disk/ESXi: Datastore Bus Resets Number  Number of aborted SCSI commands.

Disk/ESXi: Datastore Command Aborts Number Number of SCSI bus reset commands.
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Customizing VMware vSphere Performance
Charts

You can customize performance charts to select specific objects, time intervals or performance counters to
display on the charts.

Selecting Objects to Chart

By default, all performance charts display data for an infrastructure object selected in the inventory pane. You
can also choose to display performance data on charts for:

e Child components or objects of the selected virtual infrastructure object (for example, all hosts in the
cluster)

e Child VMs for the selected virtual infrastructure object or segment
To display performance data for direct children of the selected virtual infrastructure object:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary infrastructure object.
4. Open the necessary performance chart tab.
5. From the Chartoptions list, select Custom.

6. In the Customize Chart Options window, choose Show performance data for these child objects.

7. Select check boxes next to child objects that should be included in the chart scope.
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8. Click OK.

Customize Chart Options

O Showe performance data for current object only
@ Show performance data for these child objects:

O Shonw performance data for these Wids:

|Search... /O|

[]COP cluster

B protwes=01 techlocal
B protwesx02 tech.local
B pratwesx03 tech.local

Select &)l Clear Selection

| 614 | | Cancel |

To display performance data for a set of VMs in the selected infrastructure segment:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, select the necessary infrastructure object.
3. Open the necessary performance chart tab.
4. From the Chart options list, select Custom.

5. In the Customize Chart Options window, choose Show performance data for these VMs.

You can select both direct and indirect children (children of children) of the selected virtual infrastructure
object.

6. Select check boxes next to VMs that should be included in the chart scope.
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7. Click OK.

Customize Chart Options

O Showe performance data for current object only
O Show performance data for these child objects:

@ Shonw performance data for these Wids:

|Search... /O|

[Jagentid 'S
v ElG¥]

B apache0d
B apachels
B appsre0
Eulls
| B
B backupol
B3 backup0z

Select &)l Clear Selection

614 | | Cancel

NOTE:

The legend pane displays objects for which data is available for the selected time interval.

Selecting Chart Views and Performance Counters

Performance charts come with a set of predefined chart views that logically group related performance
counters. You can switch between chart views using the Chart view listat the top of the chart legend.

Instead of using predefined views, you can choose a custom set of performance counters to show on the chart:

1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object.
4. Open the necessary performance chart tab.
5. From the Chart views list, select the Custom option to open the Select Devices and Counters window.
6. From the Devices list, select the necessary resource device(s).
Select 7otal to display all available devices on the chart.
NOTE:

The list of devices is not available for some performance charts. For example, for the CPU or Memory
performance chart, you can only choose counters to display.
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7. From the Counters list, select counters to display on the chart.

When you select a counter, its description appearsin the Counter description section of the window.

8. Click OK.

Select Devices and Counters

Devices: Counters:

B Total []Metwark Receive Rate (Bifs) -
Dvmnicﬂ |:|Network Transmit Rate (B

[Jwranic [JMetwark Usage (B#s)

Packet Receive Errors (Mumber)

Packet Transmit Errars (Mumber)

Receive Packets Dropped (Murmber)
[JReceived Packets per Second (Murnber)
Total Errors (Murnber)

B Total Packets Dropped (Murmber) v

Select &)l Clear Selection Select &)1 Clear Selection

Counter description:
The rate atwhich data is received across each physical MIC instance on the host, This represents the
bardwidth of the netwark,

| o] 4 | | Cancel

Selecting Time Interval

You can choose the time interval for which performance data on the chart will be displayed. Available options
are:

e Lasthour (real-time information)
e Lastday

e Lastweek

e Last month

e lastyear

e Custom time range (you can choose any time interval within the specified number of hours, days, or
weeks, or specify any from/to period)

To specify a time interval for which performance datashould be displayed:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object.

4. Open the necessary performance chart tab.
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5. From the Period list, select Last hour, Last day, Last week, Last month or Last year.

To define a custom time range, select Custom. In the Select Custom Time Interval window, define the
necessary interval and click OK.

When you change the time interval, the time scale (X-axis) of the performance chart and the chart will change
respectively.

Select Custom Time Interval

@ Last |'| o | |H0urs s
O From: 121272022 10:22:24 &M
Tor 1271272022 11:22:24 &M
[o]9 | | Cancel
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VMware vSphere Tasks & Events

You can view information about tasks and events that occur in the virtual environment within the selected time
interval. Veeam ONE loads tasks and events from vCenter Server. For each loaded task, it creates two events —
one informs you when the task starts and the other informs you when the task ends.

To view the list of tasks and events:

1.

w

LIS

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Virtual Infrastructure.
In the inventory pane, select the necessary infrastructure object.
Open the Tasks & Events tab.

The Tasks & Events list can display up to 1000 tasks and events at a time. To find the necessary task or
event, you can use the following controls:

o To display tasks or events for a specific period, select the necessary time interval from the Events
from list.

o To show or hide tasks or events, use filter buttons at the top of the list — Show all events, Show
errors, Show warnings, Show info messages, Show user events, Show tasks.

o To find the necessary tasks or events by description, use the Search field at the top of the list.
To view the detailed description of an event, click it in the Tasks & Events list.
The event description will be shown in the Event Details pane at the bottom.

When you choose a virtual infrastructure container in the inventory pane, you can view events for the
selected object and events for its child objects. To hide events related to child objects, clear the Include
events from child objects check box at the bottom of the Event Details section.
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7. To exportdisplayed events to a CSV file, click Export to CSV atthe top of the list and specify the location
where the file will be saved.

€ Configuration issues (§ detected). Show details

Selected Object: (% Prague - 0 errars, Dwarnings

>
g Summary  Alarms Infrastructure Objacts Performance  Top Objacts Tasks & Events
g
z |Search /O‘ Filters: 81l €3 A 2 Events from iy Export to CSV..
&=
£ Type Description Tirne 1 Target Initiated By ~
g O Info A duplicate [P address was detected for 172.16,24.0 on the interface vk, 127122022 10:25:17 ... protwesx01-virttech.local
= O Info A, duplicate P address was detected for 172,16.24.0 on the interface wmk..,  12/12/200210:25:17...  prgtwvesx02-virttech.local
O Irfa & duplicate IP address was detected for 172.16.24.0 on the interface vk, 121202022 102518, protwesx0T-wvirttech.ocal
@ Info Bursting event 'esx,problem.netymknic.ip.duplicate’ occurred 211 times .. 12/12/2022 102541 ... protwesd02-virt tech.local
O infe Bursting event ‘esx,problem.netvmknic.ip duplicate’ occurred 00 times 5. 12/12/2022 102541 ... prgtwess01-virt tech.local
@ Info Event burst of ‘esx.problem.netymknic.ip.duplicate’ ended 12/12/2002 1025:41 ... prgtwesedl-virttech.local
O Info Euent burst of ‘esx problem.netumknic.ip.duplicate’ ended 12/12/2022 1025:41 ... profwes0Z-virt tech.local
L Warming  Event burst of esxproblem.netumknic.ip duplicate started 12/12/2022 102603 ... pratwes0Z-virttech.lacal
I Warming  Event burst of esx.problerm.net.vmknic.ip duplicate’ started 12/12/2022 1026:03 .. prgtwesx01-virt tech.local
@ Irfa & duplicate IP address was detected for 172,16.24.0 on the interface vk, 121202022 102613 .. protwesx02-virttech.ocal
©® Info A& duplicate P address was detected for 172,16.24.0 on the interface vk, 12/12/2022 102613 ... prgtwesx02-virttech.local
@ Info A& duplicate P address was detected for 172.16.24.0 on the interface vk, 1211272022 102674 ... protwesx0Z-virttech.local
@ Irfo A& duplicate IP address was detected for 172,16.24.0 on the interface vk, 12/12/2002 102614 ... protwe sx02-virt tech.ocal v
Eﬂ Page of 166 g Records per page

(=] Event Details

Type: info Time: 12/12/2022 10:25:17 A Mame: esx.problem.netvmknic.ip.duplicste
Description

A duplicate IP address was detected for 172.16.24.0 on the interface vk 10. The current owner is 00:50:56:68:96:68,

Include events fram child objects

Senice lacahost @ cormected | Databases VeesmONE @ comnected | Callectan e
For every task or event in the list, the following details are available:
e Event type (User, Task, Info, Warning or Error)
e Short description
e Time of occurrence
e Object to which the task or event relates

e Object or user that caused or initiated the event
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Viewing Events on Performance Charts

Performance charts for VMware vSphere infrastructure objects allow you to display the following resource -
consuming events:

e Live Migration (vMotion)
e Snapshot creation events
e Snapshot removal events
e Veeam Backup & Replication events

This option can help you detect events that caused performance degradation. For example, you can see what
was the reason for a steep increase in the network resources usage.

To display events on a performance chart:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object.

Open the necessary performance chart tab.

SRS

At the bottom of the performance chart, select the Display known events check box.

6. To choose what type of events to show on the performance chart, click the Advanced link next to the
Display known events check box, and select the necessary events.

Veeam ONE Client (SRV1114Administrator)

€3 Configuration issues (§ detected), Show details

Selected Object: € Prague - 0 erars, Dwarnings (3

>
g Summary  Alarms Infrastructure Objects Performance Top Chbjects Tasks & Events
t; —
=4
B Overview  CPU Memory  Metwork  Datastors
o
&
£ Network, Last Day
=
3 150
E
£
| |
100 i |
& I
£ ‘ ‘ | I
|
50 | i i
Dec 11,2022 20:20:00 it
1 A EPrague, Network Receive Rate [VBis] PA k
[ S S N S e — W Prague, Network Transmit Rate [MBis] AN | ST R—— —
1200 pm 200 pm 4:00 pm 600 prm 800pm ;:rffg\“:eg‘f:gimsgfﬂfﬂn Lo B Bk 1 4:00 am 600 am 500am 1000 am
Event: Snapshot Event on enterprise0d 20459
Display known events  Advanced... Chart options: | Current object | Chartviews; Network Usage ~| period:[lastday
Performance Chart Legend
Key Object Counter 1| Units Latest Minimura Average Meximurn
i E Prague Wetwork Receive Rate WiB /s 1.96 1.62 416 12057
B Prague Hetwark Transmit Rate MBfs 031 0.5 045 8.7
o B Prague Hetwark Usage WEfs 2.06 1.88 4.61 121.66
Service: locslhost @ connected Database: WeearnONE @ connected Collector idle
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Events are shown as vertical lines crossing the performance graphs. To learn more about an event, hover the
mouse cursor over it to see a tooltip, or click the line in the graph. The Events Description window will provide
detailed information about the event.

Events Description

Event #1

Stort event descrption:

Starktime: 12/17/2022 &:00:43 PM
Userlogged event: Source: Weearn Backup
Action: lob "EM Backup”

Operation: Started

Status: Success

End zvent descnption:

Stop tirme: 1241172022 220012 PM
Userlogged event: Source: Weearn Backup
Auction: Job "EM Backup”

Operation: Stopped

Skatus: Warning

Event #2

Start event descption:

Starktime: 1271772022 81844 PM

Target: enterprize(d

Started: Rermove snapshot and delete its associated storage
End svent desonption:

Stop tirme: 12/11/2022 8:12:55 PM

Target: enterprize(d

Finished: Rernowe snapshot and delete its associated storage

NOTE:

The Display known events option is available only for time intervals not greater than 3 days. You will not
be able to view events on the performance chart if a longer time interval is selected.
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VMware vSphere Virtual Machines

You can view the list of VMs within a virtual infrastructure container — on a host, on a datastore, in a folder and
So on.

To view the list of VMs:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.

In the inventory pane, select the necessary infrastructure container.

» oW

Open the Infrastructure Objects tab and navigate to Virtual Machines.

vl

To find the necessary VM by name, use the Search field at the top of the list.

6. Click column names to sort VMs by a specific parameter.

For example, to view what VMs are consuming the greatest amount of memory, you can sort VMs in the
list by Memory Usage.

Weearn ONE Client (SRW111\Administrator)

€ Configuration issues (8 detected), Show details

Selected Object: €% Prague - 0 errars, Dwarnings

>
g Summary  Alarms Infrastructure Objects Performance Top Objects Tasks & Events
E
B Virtual Machines  Hosts  Datsstores
o
E Search.. 2
5
£ Stste | Mame t | Status Hast Provisioned Space | Used Space | CPUUssge | MemoryUssge | IPwdAddress | IPvE Address | DNS Name A
z = 172,24,30.226. 350y @ Hesbthy  pratwessd techlocsl 133 6B 0GB
& 172.34.31.67 g57ma @ Healthy  protwess01 techlocsl 13368 0GB
& 172.24.31.67_prkehq @ Hesbthy  pratwesd techlocsl 1,55 GB 0GB pekehq
& 172,34,31.67 sjrrmuT @ Healthy  pratwessd techlocsl 13368 0GB
& 172.28,31.67 52425 @ Healthy  pratwess techlocal 1,55 GB 068 s
= LBC Company @ Healthy  pratwessd techlocsl 24768 0GB
& £BC Company_files@ v, @ Heslthy  pragtwes0 techilocal 05,7968 41.23 6B
= BB Company_files®r., @ Heslthy  pratuesxd tech.local 83,96 6B 277068
herl Agentll @ Healthy  prgtwesxd3.tech.local 27610 GB 148.27 GB 1.20% 3.72% 172243811 g;%g::fg;?s Agentilte.
& s Q Eror prates0 tech.local WERITOR 222817 GB
& apachedt @ Healthy  protwess01 techlocsl 503 GB 00168
& apacheds @ Hesbthy  pratwessd techlocsl 59368 0.01 6B
2 5 appsradl @ Heslthy  pratwess01 techlocal 126,00 GB 104,68 GB 12.00% 00 AT g;‘?’gfg;i; appsrebl.te..
& 2520160C b Waming  pratwessdl techlocal 106.57 5B 275768 1.24% B4 1722520014 T samenca.
=] 5 avspern] @ Hesbthy  pratwessd techlocsl 25457 5B 116,08 58 awspern
& backup01 Q trror pratwesx02.tech.ocal 252,07 GB 121,64 GB 2.08% 1963% 172243004 felalqdddn o o0t
% 5 backup0? L Waming  protwess0?.techlocsl 188.30 58 #1.11GB 7% 1555% 1722430116 bisckup02.te..
& backup0s L Waming  protwess02 techlocsl 223.99 58 97.91 68 1.86% 160 1722430138 backupii.te..
s & backupserver0l L Waming  protwesdl techlocsl 4101 56 252,08 50 backupser.,
& backupserver02 L Waming  pratwessd techlocsl 157.57 58 354768 backupseri.,
= S backupserver00d A Waming  prgbwesdl tech.local 535,34 GB 321,95 GB 716% 8E7% 1722420100 ;;a‘a,g:gs:;:fsu backupstrv..
D v
Services Iocslhost @ connected Distabase; YeesrnONE @ connected Collectors idle

For every VM in the list, the following details are available:
e State —stateof the VM (powered on, powered off, suspended)
e Name —name of the VM
e Status—current status of the VM in terms of alarms (healthy, warning or error)
e Host—name of the host on which the VM resides

e Provisioned Space — amount of storage space provisioned for the VM
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Used Space — amount of storage space actually used for storing VM files (for VMs with thin provisioned
disks, this value is normally less than Provisioned Space)

CPU Usage —amount of actively used virtual CPU as a percentage of total available CPU resources
Memory Usage — amount of actively used memory resources as a percentage of configured VM memory
IP V4 Address — IP v4 address assigned to the VM

IP V6 Address — IP v6 address assigned to the VM

DNS Name — DNS name of the VM

vCPU — number of virtual CPUs configured for the VM

Assigned Memory — amount of virtual memory allocated for the VM

Guest OS — guest operating system installed in the VM

VMware Tools — state of VMware Tools

Hardware Version — hardware version of the VM

You can choose what columns to show or hide in the Virtual Machines table:

To hide one or more columns, right-click the table header, and clear check boxes next to the
corresponding data fields.

To make hidden columns visible, right-click the table header, and select check boxes next to the
corresponding data fields.
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VMware vSphere Hosts

You can view the list of ESXi hosts in your VMware vSphere infrastructure — on vCenter Server orin a
datacenter.

To view the list of hosts:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary infrastructure container.
4. Open the Infrastructure Objects tab and navigate to Hosts.
5. To find the necessary host by name, use the Search field at the top of the list.

6. Click column names to sort hosts by a specific parameter.

For example, to view hosts with the greatest number of VMs, you can sort VMs in the list by VM Count.

Veeam ONE Client (SRV111yAdministrator)

€3 Configuration issues (6 detected), Show details

Selacted Object: € Prague - 0 erars, Dwarnings

>

g surnrmary Alarms Infrastructure Objects Performarnce Top Objects Tasks & Events

b‘ —_—

2

= Wirtual Machines  Hosts Datastares

il

=

£ Search.. Il

"

=i

E Narne Parent Object CPU Count CPU Frequency Memary Size VM Count

=
pratwesx03 tech.ocal Prague 2 2.40 GHz 282,66 GB 51
pratwesx02 tech.local Frague X 240 GHz 382,66 GB 51
pratwesx02-virt tech.local CDP cluster 12 2.40 GHz 40,00 GB 5
pratwesx0l tech.ocal Frague 16 210 GHz 511,89 GB 20
pratwesx0l it tech.local CDP cluster 12 2.40 GHz 40,00 GB 6

Bk
8]

LY

D0 wx &

Senvice: localhost @ carnected Database: WeearnONE @ connected Callectaridle

For every host in the list, the following details are available:
e Object—name of the host
e Parent Object—name of the parent infrastructure object
e CPU Count —number of CPU cores on the host
e CPU Frequency — frequency of the host CPU core in GHz

e Memory Size —amount of physical memory availableon the host

220 | Veeam ONE | Monitoring Guide



e VM Count— number of VMs that reside on the host
You can choose what columns to show or hide in the Hosts table:

e To hide one or more columns, right-click the table header, and clear check boxes next to the
corresponding data fields.

e To make hidden columns visible, right-click the table header, and select check boxes next to the
corresponding data fields.
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VMware vSphere Datastores

You can view the list of datastores in your VMware vSphere infrastructure — on vCenter Server or in a
datacenter.

To view the list of datastores:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary infrastructure container.
4. Open the Infrastructure Objects tab and navigate to Datastores.
5. To find the necessary datastore by name, use the Search field at the top of the list.

6. Click column names to sort datastores by a specific parameter.

For example, to view what datastores have the greatest amount of free space, you can sort datastores in
the list by Free Space.

Weearn ONE Client (SRW111\Administrator)

€ Configuration issues (8 detected), Show details

Selected Object: €% Prague - 0 errars, Dwarnings

>
g Summary  Alarms Infrastructure Objects Performance Top Objects Tasks & Events
t; —_—
2
& Yirtual Machines  Hosts  Datastores
Il
E
= Search.. 2
K]
3
£ Narne Parent Object File Systern Capacity Free Space WM Count
=
Weeam_dr_v6_nfsd1_SHMufyTOKzk 13 3a052R13 Datastores MFS 100.00 GB 99.06 GB 2
prghiesx03-ds0n Datastores VMFS 16637.25 GB 10731.47 GB 85
protwves:02-virt-ds1 Datastores WhFS 792.50GB 74773 GB 3
prghuvesx02-ds0l Datastores YMFS 16637.25 GB 12886.95 GB a1
pratwes:0l-virt-ds1 Datastores WMFS 792.50GB 599.36 GB 4
protwesx01-ds02 Datastores WhAFS T450.75 GB 501.83 GB 61
pratwes:0l-ds0l Datastores WMFS 3718.00 GB 592,72 GB 2
docopsubuntunfs0l Datastores HFS 491.08GB 380,48 GB 5
docapslinuznfs Datastores MFS 491.08GB 38048 GB 1
Alg]
=y
o
=
Service: localhost @ connected Databases YeearmONE @& connected Collectors idle

For every host in the list, the following details are available:
e Object—name of the datastore
e Parent Object—name of the parent object in the infrastructure
e File System — type of the file system on the datastore
e Capacity — total capacity of the datastore

e FreeSpace—amount of available free space on the datastore
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e VM Count— number of VMs that reside on the datastore
You can choose what columns to show or hide in the Hosts table:

e To hide one or more columns, right-click the table header, and clear check boxes next to the
corresponding data fields.

e To make hidden columns visible, right-click the table header, and select check boxes next to the
corresponding data fields.
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VMware vSphere Top Objects

The Top Objects dashboards help you detect VMs and hosts consuming the most and the least amount of
resources in the selected virtual infrastructure segment:

Top vSphere VMs dashboard displays top VM consumers in terms of CPU, memory, datastore, network
usage, memory swapped, active snapshot size, active snapshot age and the number of existing snapshots.

Top vSphere Hosts dashboard displays top host consumers in terms of CPU, memory, datastore, network
usage and swapped memory.

Bottom vSphere Hosts dashboard displays least loaded hosts in terms of CPU, memory, datastore,
network and memory swap used.

You can use this dashboard to choose hosts where you can deploy new VMs or to which you can move
existing VMs.

To detect the most and the least loaded hosts or VMs:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Monitor.
At the bottom of the inventory pane, click Virtual Infrastructure.
In the inventory pane, select the necessary infrastructure container.

Open the Top Objects tab and switch to the necessary dashboard — Top vSphere VMs, Top vSphere Hosts
or Bottom vSphere Hosts.

At the top left corner of the dashboard, click the Change Options link.
a. Inthe Interval field, set the time interval for which resource utilization statistics must be analyzed.

b. In the VMs to display/Hosts to display field, specify the number of objects to display on the
dashboard.

At the top left corner of the dashboard, click the Select Counters link.

a. In the Select Counters window, choose metrics that must be included in the dashboard.

Press and hold the [sHIFT] or [CTRL] key on the keyboard to select multiple counters.
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b. Click OK.

€3 Configuration issues (§ detected), Show details

Selected Object: (% Prague - 0 errars, Dwarnings

¥
g Summary  Alarms Infrastructure Objects Performance Top Objects  Tasks & Events
t; —
=
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Il —_—
=
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2 .
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Service: locslhost @ connected

Memary Swap Used
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0008

Database: YeearnONE @ connected Collectar: idle
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Host Hardware State

You can monitor the health of ESXi host hardware components. Veeam ONE collects sensor details for chassis,
memory, power, processors, software components, storage, system, watchdog, fan, temperature, voltage and
other components.

To monitor the health status of host hardware components:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary host.

4. Open the Hardware tab.

Weeam ONE Client (SRV1113Administrator)

€9 Configuration issues (6 detected). Show details

Selected Object: €3 pratwes<l techlocal {version: 7.0.3) - 1 errar, Dwarmings

Surnrmary Alarrns Infrastructure Objects Perforrmance Top Objects Hardware Tasks & Events

Sensar Status Details

Virtual Infrastructure
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@ Healthy
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@ Healthy
3 2 Storage @ Unknown
> 9% Fan @ Healthy
> B Other @ Heslthy
3 §% Power @ Healthy
3 [I° Temperature @ Healthy
» & Vaoltage @ Healthy

BK
29

i

IS

Senvice: localhost @ cornected Database: WeearmONE @ connected Collectaridle 4

The color of the status indicator changes depending on the state of the corresponding component for a
standalone host and on the status of a triggered vCenter Server alarm:

e  Green — the subsystem is functioning properly.

e Yellowand Red — the performance threshold is exceeded, performance has gone down or the subsystem
has stopped operating.
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VMware Remote Console (VMR(C)

You can access the VMware Remote Console (VMRC) right from the Veeam ONE Client interface. From within
the VMware Remote Console, you can isolate the root cause of VM performance problems and perform
management tasks — for example, restart an unresponsive VM.

This option requires no additional software installed on the Veeam ONE server and is available for both Window -
based and Linux-based OS's.

Accessing VMware Remote Console

To access the VMware Remote Console:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, right-click the necessary VM and select Open Console from the shortcut menu.

Weeam ONE Client (SRM1114Administrator)
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Service! localhost (@ connected Database: YeearmOME @ connected Collector: idle .

You can use buttons at the top of the VMware Remote Console to manage the VM and change its power state.

To connect to a VM or change the VM power state, you can also right-click the VM in the inventory pane and use
one of the following shortcut menu commands:

e To access the VM using Windows Remote Desktop Connection, choose Remote Management > Connect to
VM.

e To change the VM power state, choose Remote Management and choose the necessary command.

227 | Veeam ONE | Monitoring Guide



VMware vSphere In-Guest Processes

You can view and control processes currently running inside a VM or vCenter Server.
e For Windows-based machines, you can view, end or restart processes.

e For Linux-based machines, you can view or end daemons.

Prerequisites

Before viewing in-guest processes, check the following prerequisites:
e For VMs, make sure that VMware Tools are installed.

e For Linux-based machines, make sure that the SSH Server is started.

Viewing In-Guest Processes

To view the list of processes:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object.
4. Open the Guest OStaband navigate to Processes.

5. Provide OS authentication credentials (user name and password) to access the list of running processes.

Weeam ONE Client (SRV111{Adminis
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Every process is described with a set of counters that are presented as column headings. You can add or remove
counters to monitor running processes:

1. In the upper right corner of the Processes dashboard, click the Select Columns link.
2. Inthe Select Columns window, select check boxes next to counters you want to display.

3. To view the detailed description of a counter, click it in the Counters list. The description will be displayed
in the lower pane of the window.

Select Columns

[ Privileged Tirne ~
B % Processor Time

B 3% User Time

B Creating Process D

B Flapsed Tirme

[JHandle Count

B 1D Process

10 Data Bytes/sec

[]10 Data Operations/sec

[T RO N WRpy

Select &)1 Clear Selection

Counter description:

% Processor Tire is the percentage of elapsed tirme that all of process
threads used the processor to execution instructions, & instruction is
the basic unit of execution in a computer, a thread is the object that
executes instructions, and a process is the object created when a
pragram is run, Code executed to handle some hardware interrupts and
trap conditions are included in this count,

| [o]4 | | Cancel |

You can end unwanted processes running on the VM or create an alarm based on the process state or object
performance:

e [For Windows-based machines] To end a process, select it in the list and click the Kill Process button, or
right-click a necessary process and select Kill Process from the shortcut menu.

e [For Linux-based machines] To end a daemon, select it in the list and click the Kill Process button and
choose one of the following options:

o Hangup —tosend the sTGHUP signal
o Kill —tosend the STGKILL signal

o Terminate —to send the SIGTERM signal

You can also right-click a necessary process and select Kill Process and choose the necessary option from
the shortcut menu.

e [For Windows-based machines] To create analarm, select one or more processes in the list, click the
Create Alarm button, and select the type of rule on which the alarm must be based. For more information
on alarm rules, see section Alarm Rules of the Veeam ONE Working with Alarms Guide.
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VMware vSphere In-Guest Services

You can view and control services currently running inside a VM or vCenter Server.

e For Windows-based machines, you can view, start, stop and restart services, and create alarms based on
retrieved services.

e For Linux-based machines, you can view or end services.

Prerequisites

Before viewing in-guest services, check the following prerequisites:
e For VMs, make sure that VMware Tools are installed.

e For Linux-based machines, make sure that the SSH Server is started.

Viewing In-Guest Services

To view the list of services:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object.
4. Open the Guest OStaband navigate to Services.

5. Provide OS authentication credentials (user name and password) to access the list of running services.
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You can start, stop and restart a running service, or create an alarm based on the service state or object
performance:

e To restart a service, click the Restart button, or right-click a necessary service and select Restart from the
shortcut menu.

e To disconnect from guest OS, click the Disconnectbutton.

e [For Windows-based machines] To create analarm, select a service in the list, click the Create Alarm
button, and select the type of rule on which the alarm must be based. For details on alarmrules, see
section Alarm Rules.
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Launching vSphere Client

You can launch vSphere Client or vSphere Web Client from within Veeam ONE Client.

Prerequisites

Before launching vSphere Client, check the following prerequisites:

e The Openwith vSphere Client option is available only if vSphere Client is installed on the machine where
the Veeam ONE Client runs.

e To launch vSphere Client from Veeam ONE Client, you must have the x86 version of Veeam ONE Client
installed.

Launching vSphere Client

To launch the vSphere Client from Veeam ONE Client:

1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, right-click a vCenter Server or ESXi host and choose Open with vSphere Client or
Open with vSphere Web Client from the shortcut menu.
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VMware Cloud Director Monitoring

Veeam ONE Client offers a comprehensive view for the logical and physical layers of the VMware Cloud Director
infrastructure. Veeam ONE collects real-time statistics from connected VMware Cloud Director servers and
underlying vCenter Servers to help you track provider capacities, monitor resource usage and identify issues that
may potentially result in SLA breaches.

With Veeam ONE Client, you can:

1. Monitor health status of the VMware Cloud Director infrastructure.

Start with the Summary dashboards tocheck the health status of the VMware Cloud Director
infrastructure and supporting VMware vSphere components.

View the latest alarms, track pending blocking tasks and expired leases and review the overall state of
vApps and VMs provisioned by Cloud Director tenants.

2. View triggered alarms.

Switch to the Alarms dashboard to see details on issues and problems occurred in the VMware Cloud
Director infrastructure. VMware Cloud Director alarms will notify you on increasing resource usage for
provider and organization VDCs, expiring vApp runtime and storage leases, blocking tasks left with no
response, and the health status of Cloud Director infrastructure components.

3. Work with performance charts.
Drill down to performance charts to diagnose performance problems and identify resource bottlenecks.

Track CPU, memory, disk and network performance for underlying hosts, VMs, VM containers,
organizations, organization VDCs and vApps.

4. Monitor Cloud Director capacities and resource usage.

Monitor available, allocated and consumed resources to make sure that VMs and vApps have enough
allocated CPU, memory and storage resources, and Cloud Director tenants have enough capacities to run
their workloads.

5. Investigate problems from within the guest 0S.

View the list of in-guest processes to diagnose problems related to a specific service, module or
application within the guest OS.

Prerequisites

Before you start monitoring the VMware Cloud Director environment, make sure you have configured
connections to Cloud Director servers from which Veeam ONE will collect data. For more information on
configuring server connections, see section Connecting VMware Cloud Director Servers of the Veeam ONE
Deployment Guide.
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VMware Cloud Director Summary
Dashboards

VMware Cloud Director summary dashboards serve as the 'launch point' for monitoring the VMware Cloud
Director infrastructure state. The dashboards reflect the health status of all VMware Cloud Director
infrastructure levels — from VMware Cloud Director cells to separate vApps and VMs.

The following types of summary dashboards are available for VMware Cloud Director infrastructure objects:
e VMware Cloud Director Infrastructure Summary
e Provider VDCs Overview
e Provider VDC Summary
e Organizations Overview
e Organization Summary
e Organization VDC Summary
e VApp Summary
e Virtual Machine Summary
To access a summary dashboard for a VMware Cloud Director infrastructure object or segment:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.
3. Inthe inventory pane, select the necessary infrastructure object or segment.

4. Open the Summary tab.
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VMware Cloud Director Infrastructure Summary

The VMware Cloud Director infrastructure summary dashboard provides the health status overview for all
organizations and child VMware Cloud Director objects.

The dashboard s available for the following infrastructure levels:

e VMware Cloud Director Infrastructure (root node)

¢ VMware Cloud Director cell
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Top Organizations by VM Errors, Top Organizations by VM Warnings, Top
Organizations by Healthy VMs

The charts represent organizations with the greatest number of errors, warnings and organizations with no
registered alarms. Click a chart segment or a legend label to drill down to the list of alarms with the
corresponding status for the selected organization.

Latest Alarms

The list displays the latest 15 alarms for the selected VMware Cloud Director segment. Click a link in the Source
column to drill down to the list of alarms triggered for a specific VMware Cloud Director infrastructure object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to a specific VMware Cloud Director infrastructure object.

For more information on alarms, see Working with Triggered Alarms.
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Provider VDCs Overview

The summary dashboard for the Provider VDCs node displays the health status overview for provider virtual
datacenters under a VMware Cloud Director cell.
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Error Objects, Warning Objects, Healthy Objects

The charts group provider VDCs by their health status.

Every chart reflects the number of provider VDCs with a specific state — provider VDCs with errors (red),
provider VDCs with warnings (yellow) and healthy provider VDCs (green). Click the problematic chart to drill
down to the list of alarms for VDCs with the chosen health status.

Latest Alarms

The list displays the latest 15 alarmsthat were triggered for provider VDCs and underlying virtual infrastructure
objects (datastores and hosts). Click a link in the Source column to drill down to the list of alarms triggered for a

specific object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to

drill down to the list of alarmsrelated to a specific object.

For more information on alarms, see Working with Triggered Alarms.

236 | Veeam ONE | Monitoring Guide



Provider VDC Summary

The provider VDC summary dashboard reflects resource utilization analysis results and the health status
overview for the chosen provider virtual datacenter and VMware vSphere resources.
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CPU Usage, Memory Usage, Storage Usage

The charts reflect the amount of currently consumed CPU, memory and storage resources for the chosen
provider virtual datacenter.

Latest Alarms

The list displays the latest 15 alarms for the provider VDC and underlying virtual infrastructure objects
(datastores and hosts). Click a link in the Source column to drill down to the list of alarms triggered for a specific

object.

Alarms by Object

The section displays the current state of hosts and datastores that provide compute and storage resources for
the provider VDC. Information in this section may help you estimate the impact of underlying VMware vSphere
objects on the provider VDC and speed up root cause analysis.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to

drill down to the list of alarmsrelated to a specific object.

For more information on alarms, see Working with Triggered Alarms.
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Organizations Overview

The summary dashboard for the Organizations node provides an overview for organizations under the selected
VMware Cloud Director cell.
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Error Objects, Warning Objects, Healthy Objects

The charts group VMs in organizations by their health status.

Every chart reflects the number of organization VMs with a specific state — VMs with errors (red), VMs with
warnings (yellow) and healthy VMs (green). Click the problematic chart to drill down to the list of alarms for
VMs with the chosen health status.

Latest Alarms

The list displays the latest 15 alarmsthat were triggered for organizations, organization VDCs, as well as for VMs
and vApps within these organizations. Click a link in the Source column to drill down to the list of alarms
triggered for a specific object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to a specific object.

For more information on alarms, see Working with Triggered Alarms.
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Organization Summary

The organization summary dashboard presents the health status overview for the chosen organization and its
child objects.
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Virtual Machines by State

The chart reflects the summary health status of VMs in the organization.

Every colored segment represents the number of VMs in a certain state — VMs with errors (red), VMs with
warnings (yellow) and healthy VMs (green). Click the chart segment or a legend label to drill down to the list of
alarms triggered for organization VMs with the chosen health status.

Latest Blocking Tasks

The list displays the latest 15 suspended operations that require approval before the operation will resume.

For each pending operation, Veeam ONE Client provides a description, the organization for which the operation
was initiated and the time when the operation was initiated by an organization user. Blocking tasks that expired
with timeout are not included in the list.

Latest Alarms

The list displays the latest 15 alarms for the organizations, organization VDCs, as well as for VMs and vApps
within these organizations. Click a link in the Source column to drill down to the list of alarms triggered for a
specific object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.
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The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to a specific object.

For more information on alarms, see Working with Triggered Alarms.
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Organization VDC Summary

The organization VDC summary dashboard presents resource utilization analysis and the health status overview
for the chosen organization virtual datacenter.
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Virtual Machines by State

The chart reflects the summary health status of VMs in the organization virtual datacenter.

Every colored segment represents the number of VMs in a certain state — VMs with errors (red), VMs with
warnings (yellow) and healthy VMs (green). Click a chart segment or legend label to drill down to the list of
alarms triggered for VMs with the chosen health status.

VApps Expiration

The list displays vApps whose runtime lease or storage lease has expired. The list shows 15 items with the
recently expired lease, and is only populated if the storage lease cleanup policy for the organization is set to
Move to Expired Items.

Latest Alarms

The list displays the latest 15 alarms for the organization VDC and its child objects (vAppsand VMs). Click a link
in the Source column to drill down to the list of alarms triggered for a specific object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to a specific object.

For more information on alarms, see Working with Triggered Alarms.
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VApp Summary

The vApp summary dashboard provides a health status overview for the chosen vApp and VMs in this vApp.
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Virtual Machines by State

The chart groups VMs in the vApp by health status.

Every colored segment represents the number of VMs in a certain state — VMs with errors (red), VMs with
warnings (yellow) and healthy VMs (green). Click a chart segment or a legend labelto drill down to the list of
alarms triggered for VMs with the chosen health status.

VMs by VMware Tools Status

The chart groups VMs in the vApp by VMware Tools status.

Every colored segment reflects the number of VMs with a specific state — VMware Tools not installed (red),
VMware Tools need to be updated to the latest version (yellow), VMware Tools up -to-date and running (green)
and VMware Tools installed but not running for some reason (grey).

Virtual Machines by Power State

The chart groups VMs in the vApp by power state. Every colored segment reflects the number of VMs with a
specific power state — powered off VMs (red), suspended VMs (yellow) and powered on VMs (green).

Latest Alarms

The list displays the latest 15 alarms triggered for the vApp and VMs that belong to it. Click a link in the Source
column to drill down to the list of alarms triggered for a specific object.
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Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to a specific object.

For more information on alarms, see Working with Triggered Alarms.
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Virtual Machine Summary

The VM summary dashboard provides the health status and performance overview for the selected VM. In
addition, this dashboard shows the state of objects that can affect the VM performance — the parent host and

the datastores where VM files are located.
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The section at the top of the dashboard shows the VM health status (number of triggered warnings and errors)
and the date when the latest backup or replica restore point was created for the VM with Veeam Backup &

Replication.

CPU Usage, Memory Usage

The charts display the amount of CPU and memory resources currently consumed by the VM.

Guest Disk Usage

The chart displays the amount of available and used guest disk space with a breakdown by disks. By default, 5
guest disks with the greatest amount of used space are displayed.

Use the Disks to show list to change the number of disks to display on the chart. Click the View all disks link to
view details for all guest disks. In the Guests Disks window, you can suppress Guest disk space alarms for
specific disks. To suppress alarms for a disk, select the Suppress alarms check boxes next to the disk name.

NOTE:

Details on the guest disk usage are available only for VMs with VMware Tools installed.

Latest Alarms

The list displays the latest 15 alarms for the VM.
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Parent Object Health Status

The section displays the current state of the host where the VM resides and the state of datastores that host
VMs files. Information available in this section may help you estimate how the state of parent objects impacts
VM performance. Click the host or datastore link to drill down to the list of alarms for the host or datastore.

For more information on alarms, see Working with Triggered Alarms.

Business View Groups

The section displays the list of categories and groups to which the VM is included.
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VMware Cloud Director Alarms

Veeam ONE includes a set of alarms for monitoring VMware Cloud Director health status and resource usage.
Predefined VMware Cloud Director alarms are configured to warn you about events or issues that can cause
disruptions in cloud service availability:

e Expiring runtime and storage leases for customers' vApps
e Pending blocking tasks left without timely response

e Breached thresholds for compute, storage and network resource utilization at various layers of the
VMware Cloud Director infrastructure

e Changes in health status of VMware Cloud Director components
To view the list of alarms for VMware Cloud Director infrastructure:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.
3. Inthe inventory pane, select the necessary infrastructure node.
4. Open the Alarms tab.

In addition to Cloud Director-specific alarms, the dashboard displays alarms triggered for VMware vSphere
infrastructure components. Thus you can monitor both the logical cloud layerand the state of underlying
VMware vSphere infrastructure components.

For more information on alarms, see Working with Triggered Alarms.
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VMware Cloud Director Performance
Charts

To facilitate the troubleshooting process and quickly identify resource bottlenecks, you can drill down to
performance charts right from the VMware Cloud Director view:

e Overall Chart

e CPU Performance Chart

e Memory Performance Chart

e Datastore Performance Chart

e Network Performance Chart

e Virtual Disks Performance Chart

You can track performance metrics for separate VMs within an organization, for a VM container (such as vApp,
organization or organization VDC) and for hosts that support provider VDCs.

To drill down to a performance chart from the VMware Cloud Director view, do one of the following:

e Inthe VMware Cloud Director inventory, select aninfrastructure object (VM or VM container) and go to
the necessary performance chart tab in the information pane.

e Open the Alarmsdashboard. Inthe list of alarms, select an alarm for the necessary VM or host. Click
Performance inthe Actions paneon the right and choose the required performance chart.

e Open the Alarmsdashboard. Inthe list of alarms, select an alarm for the necessary VM or host. Right-click
the alarm, choose Performance and select necessary performance chart from the shortcut menu.

NOTE:

When you open a performance chart for a host, Veeam ONE Client automatically switches to the Virtual
Infrastructure.

For performance charts in the VMware Cloud Director view, Veeam ONE supports a similar set of actions as for
virtual infrastructure performance charts: you can change chart views and set time intervals, define objects to
show on charts or select custom metrics. For more information on customizing performance charts, see
Customizing VMware vSphere Performance Charts.
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VMware Cloud Director Resources

Veeam ONE Client includes a set of dashboards for monitoring resource allocation and utilization at the VMware
Cloud Director infrastructure and service layers. These dashboards help you compare VMware Cloud Director
capacities to the current level of resource usage and estimate the size of virtual datacenter capacities required
to maintain customer workloads.

248 | Veeam ONE | Monitoring Guide



Provider VDCs

You can view a list of provider virtual datacenters configured within a Cloud Director cell:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.
In the inventory pane, select a VMware Cloud Director cell or the Provider VDCs node.

3
4. Open the Provider VDCtab.

Veeam ONE Client (VO
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For every provider VDC in the list, the following details are shown:
e Name — name of the provider virtual datacenter
e Processor used, % —amount of provider VDC CPU resources that is currently used by organizations
e Memory used, % —amount of provider VDC memory resources that is currently used by organizations
e Storage used, % —amount of provider VDC storage resources that is currently used by organizations

e Processor allocation, GHz — amount of provider VDC CPU resources that is committed to organization
VDCs

e Memory allocation, GB —amount of provider VDC memory resources that is committed to organization
VDCs

e Storage allocation, GB — amount of provider VDC storage resources that is committed to organization
VDCs

e Resource pools —number of resource pools that are backing compute resources of the provider VDC

You can click column names to sort provider VDCs by a specific parameter. For example, to identify what
provider VDCs are running out of storage resources, you can sort provider VDCs in the list by Storage used, %.
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Datastore Resources

You can view a list of datastores attached to provider virtual datacenters:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.

3. Inthe inventory pane, select a provider VDC node to view datastores attached to this provider VDC. Select
the Provider VDCs node to view datastores attached to all provider VDCs within the VMware Cloud
Director cell.

4. Open the Datastores tab.

Yeeam OMNE Client (WONEVADministrator)
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For every datastore in the list, the following details are shown:

e Name —name of the datastore (you can click the name to switch to the summary dashboard for the
datastore)

e Type —datastore file system (VIMFS or NFS)
e Used Storage, GB —amount of storage resources currently consumed on the datastore

e Provisioned Storage, GB —amount of space provisioned to VMs. If VMs are created using thin provisioning,
some of the provisioned space might not be used

e Requested Storage, GB —amount of provisioned storage used by Cloud Director-managed objects. If thin
provisioning is enabled on Cloud Director, some of the requested space might not be used

e Provider VDC — number of provider VDCs to which the datastore is attached

e vCenter —name of the vCenter Server that manages the datastore
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Host Resources

You can view a list of hosts that are backing a provider virtual datacenter:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.
In the inventory pane, select a provider VDC node.

3
4. Open the Hosts tab.

Veeam ONE Client (WONEYAdministrator)
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For every host in the list, the following details are shown:

e Name —name of the host (you can click the name to switch to the summary dashboard for the host)

e Status— health status of the host (Healthy, Warning or Error)

e Available —flagindicating whether the host is available to VMware Cloud Director
e Total VMs —number of VMs currently registered on the host

e vCenter —name of the vCenter Server that manages the host
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Organizations

You can view a list of organizations within the VMware Cloud Director cell:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.
In the inventory pane, select the Organizations node.

3
4. Open the Organizations tab.

Veeam ONE Client (WONEYAdministrator)
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For every organization in the list, the following details are shown:
e Name —name of the organization

e Status—status of the organization indicating whether the organization is enabled (that is, users can log in
to the organization and the current user sessions can run)

e VDCs —number of virtual datacenters configured for the organization
e (Catalogs — number of organization's catalogs, both shared and non-shared
e vApps—number of vApps configured for the organization (including expired vApps)

e Running VMs —number of VMs currently running within this organization
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Organization VDCs

You can view a list of VDCs configured for a specific organization:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.
In the inventory pane, select an organization node.

3
4. Open the Virtual Datacenters tab.

Veeam ONE Client (WONEYAdministrator)
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For every virtual datacenter in the list, the following details are shown:
e Name —name of the organization VDC

e CPU, % —amount of CPU resources currently used by the organization (as a percentage of resources
allocated to the organization within this virtual datacenter)

e Memory, % —amount of memory resources currently used by the organization (as a percentage of
resources allocated to the organization within this virtual datacenter)

e Storage, % —amount of storage resources currently used by the organization (as a percentage of
resources allocated to the organization within this virtual datacenter)

e Allocation Model — allocation model for the virtual datacenter (Allocation Pool, Reservation Pool, Pay-as-
you-go, Flex)
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VApPpS

You can view a list of virtual applications created within a specific organization VDC:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.
In the inventory pane, select an organization VDC node.

3
4. Open the vApps tab.

Veeam ONE Client (WONEYAdministrator)
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For every vApp in the list, the following details are shown:

e Name —name of the vApp

Status — health status of the vApp

e Processor, GHz —amount of CPU resources currently consumed by the vApp and all its VMs
e Memory, GB —amount of memory resources currently consumed by the vApp and all its VMs
e Storage, GB—amount of storage resources currently consumed by the vApp and all its VMs

e Lease Expiration Period — amount of time left before the vApp runtime lease expires (for running vApps),
or amount of time left before the vApp storage lease expires (for inactive vApps and templates)
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Tracking Blocking Tasks

You can track pending blocking task requests for a specific organization or all organizations at once:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click VMware Cloud Director.

3. Inthe inventory pane, select an organization node to view blocking tasks pending for this organization.

Select the Organizations node to view blocking tasks pending for all organizations within this VMware
Cloud Director cell.

4. Open the Blocking Tasks tab.
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For every blocking task in the list, the following details are shown:
e Name — name of the organization
e Status—current status of the blocking task
e User—name of the user who initiated the task
e Started At —dateand time when the task was initiated
e Timeout —default timeout set for blocking tasks
e Timeout Action — the action that will be triggered upon the task after the timeout expires

e Organization — name of the organization
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Troubleshooting Virtual Machine
Performance

Veeam ONE Client includes a set of dashboards that give you enhanced control over VMs provisioned in the
VMware Cloud Director environment, and help you facilitate the troubleshooting process:

Top VMsdashboard displays the top resource consumers for CPU, memory, datastore, network usage,
snapshot size and snapshot age.

To view VMs that consume the greatest amount of compute, network and storage resources, select the
necessary VM container in the inventory pane and go to the Top VMs tab. For more information, see
VMware vSphere Top and Lowest Load.

Tasks & Events dashboard shows VMware vSphere tasks and events targeted at a specific VM.

To view the list of tasks and events for a VM, select it in the inventory pane and go to the Tasks & Events
tab. For more information, see VMware vSphere Tasks & Events.

Processes dashboard provides control over processes currently running inside the guest OS of a VM. You
can view, end and restart processes on Windows- based machines. You can also view and end daemons on
Linux-based machines.

To view the list of processes, select the necessary VM in the inventory pane and go to the Processes tab.
For more information, see VMware vSphere In-Guest Processes.

Services dashboard provides control over services currently running inside the guest OS of a VM. You can
view, start, stop and restart services on VMs. For Windows-based machines, you canalso create alarms
based on the service state or object performance.

To view the list of processes, select the necessary VM in the inventory pane and go to the Services tab. For
more information, see VMware vSphere In-Guest Services.

Console dashboard lists running in-guest processes and helps you diagnose problems related to a specific
service, module or application.

To access a VM console, select the necessary VM in the inventory pane and go to the Console tab. For
more information, see VMware vSphere VM Console.
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Hyper-V Monitoring

Veeam ONE offers a variety of tools for monitoring the Microsoft Hyper-V environment from any perspective
and with any level of detail.

With Veeam ONE Client, you can:
1. Monitor health status of the virtual environment.

o Start with the Summary dashboards tocheck the overall health status of the virtual environment and
reveal hotspots.

Quickly review the state of virtual infrastructure components, see the latest alarms, detect the most
problematic objects and drill down to the problem source for further investigation.

o Use the Virtual Machines dashboard to view the list of VMs in a virtual infrastructure container and
check additional details for every VM — such as VM current status, parent host, IP address, DNS name
and the amount of resources currently consumed by the VM.

o Use the Top Objects dashboard to detect the most and less loaded components in the virtual
environment.

Detect what virtual infrastructure objects are consuming the most and the least amount of CPU,
memory, disk, network, and swap resources, or select additional counters to detect resource
consumers in other areas.

2. View triggered alarms.

Switch to the Alarms dashboard to see details on breached thresholds, events and problems that occurred
in the virtual environment.

Use the Actions paneon the alarmsdashboard to detect root causes — drill down to performance charts,
open VM console or view the list of in-guest processes.

3. Work with performance charts and track events.

Drill down to performance charts to diagnose performance problems. You can change predefined views,
quickly switch between charts and view events that occur in your environment to get all-round statistics.

4. Investigate problems from within the guest OS.

Open VM console or view the list of running in-guest processes to diagnose problems related to a specific
service, module or application.

Prerequisites

Before you start monitoring your virtual environment, make sure you have configured connections to virtual
servers from which Veeam ONE will collect data. For more information on configuring server connections, see
section Connecting Microsoft Hyper-V Servers of the Veeam ONE Deployment Guide.
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Microsoft Hyper-V Summary Dashboards

Microsoft Hyper-V infrastructure summary dashboards serve as the starting point for monitoring and
troubleshooting. Summary dashboards reflect the health status of the selected infrastructure object or
infrastructure segment.

The following types of summary dashboards are available for virtual infrastructure objects:

Infrastructure Summary
Host Summary

Virtual Machine Summary
Local Storage Summary
SMB Share Summary

Cluster Shared Volume Summary

To access a summary dashboard for a virtual infrastructure object or virtual infrastructure segment:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Virtual Infrastructure.

In the inventory pane, select the necessary infrastructure object or segment.

Open the Summary tab.
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Microsoft Hyper-V Infrastructure Summary

The Hyper-V infrastructure summary dashboard provides the health status overview for the selected virtual
environment segment.

The dashboardis available for the following infrastructure levels:

e Virtual infrastructure (root node)

e Virtual infrastructure container (such as SCVMM, cluster or storage container)
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Hosts Status, Datastores Status, Virtual Machines Status

The charts reflect the status of virtual infrastructure objects.

Every chart segment represents the number of objects with a certain status — objects with errors (red), objects
with warnings (yellow) and healthy objects (green). Click a chart segment or a legend labelto drill down to the
list of alarms with the corresponding status for the selected type of virtual infrastructure objects.

Latest Alarms

The list displays the latest 15 alarms that were triggered for objects in the selected virtual environment
segment. Click a link in the Source column to drill down to the list of alarms triggered for a specific virtual
infrastructure object.

Alarms by Object

The list displays 15 objects with the highest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to a specific virtual infrastructure object.

259 | Veeam ONE | Monitoring Guide



For more information, see Working with Triggered Alarms.

Business View Groups

The section displays the list of categories and groups to which the cluster is included.
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Host Summary

The host summary dashboard provides the health status and performance overview for the selected Microsoft
Hyper-V host and its child objects.
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Datastores Status, Virtual Machines Status

The charts reflect the status of volumes connected to the host and the status of VMs running on the host.

Every chart segment represents the number of objects with a certain status — objects with errors (red), objects
with warnings (yellow) and healthy objects (green). Click a chart segment or a legend label to drill down to the
list of alarms with the corresponding status for host child objects.

Resource Usage

The section displays capacity and usage summary for host CPU and memory. It also shows an overview for
volumes connected to the host — state of the volume, its capacity and the amount of free space on the volume.

Latest Alarms

The list displays the latest 15 alarms triggered for the host and its child objects. Click a link in the Source column
to drill down to the list of alarms for the host and its child objects.

Alarms by Object

The list displays 15 objects with the greatest number of alarms (including the host and its child objects).

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 error alarms and 1 warning alarm triggered for the object. Click a link in the Source column to
drill down to the list of alarmsrelated to the host and its child objects.
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For more information, see Working with Triggered Alarms.

Business View Groups

The section displays the list of categories and groups to which the host is included.
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Virtual Machine Summary

The VM summary dashboard provides the health status and performance overview for the selected VM. In
addition, this dashboard shows the status of objects that can affect the VM performance — the parent host and
the volumes where VM files are located.

Weeam ONE Client (SRV111yAdministrator)
€3 Configuration issues (6 detected), Show details

Selected Object: & 5rv24 - O errars, 1warning Last protected: never

Summary Alarms Performance Tasks & Events Congole Guest 0S

CPU Usage Memory Usage Guest Disk Usage
0% 0%
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60%
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Business View Groups

Category Group
Datastore Disk 0 C: D
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Senvice: localhost @ carnected Database: WeeamONE @ connected Callectariidle

Selected Object

The section at the top of the dashboard shows the VM health status (number of warnings and errors) and the
date when the latest backup or replica restore point was created for the VM with Veeam Backup & Replication.

CPU Usage, Memory Usage
The charts display the amount of CPU and memory resources currently consumed by the VM.

NOTE:
e On Hyper-V hosts prior to version 2016, memory usage is shown as 100% for VMs with Static
Memory.
e For Microsoft SQL Server or Exchange VMs running on Hyper-V 2016 hosts, memory usage can be
shown to exceed 100%.

Guest Disk Usage

The chart displays the amount of available and used guest disk space with a breakdown by disks. By default, 5
guest disks with the greatest amount of used space are displayed.

Use the Disks to show list to change the number of disksto display on the chart. Click the View all disks link to
view details for all guest disks. In the Guests Disks window, you can suppress Guest disk space alarms for
specific disks. To suppress alarms for a disk, select the Suppress alarms check boxes next to the disk name.
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Parent Object Health Status
The section displays the current state of the host where the VM resides and the state of volumes that host VMs

files. Information in this section may help you to estimate the impact of parent objects on the VM performance.
Click the host or volume name link to drill down to the list of alarms for the host or volume.

Latest Alarms

The list displays the latest 15 alarms for the VM.

For more information, see Working with Triggered Alarms.

Business View Groups

The section displays the list of categories and groups to which the VM is included.
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Local Storage Summary

The local storage summary dashboard provides the health status and performance overview for the selected
host local storage. In addition, it shows the state of objects that can affect the storage performance — the
parent host and VMs on the local storage.

Weeam ONE Client (SRV111yAdministrator)
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Service: localhost @ connected Database: VeearmONE & connected Collector: idle

Hosts Status, Virtual Machines Status

The charts reflect the health status of the host and VMs that work with the local storage.

Every chart segment represents the number of objects in a certain state — objects with errors (red), objects with
warnings (yellow) and healthy objects (green). Click a chart segment or a legend label to drill down to the list of
alarms with the corresponding status for hosts or VMs.

Disk Space Usage

The chart reflects the amount of availableand used disk space on the local storage.

Latest Alarms

The list displays the latest 15 for the local storage and objects that work with the local storage. Click a link in the
Source column to drill down to the list of alarms for the selected object.

For more information, see Working with Triggered Alarms.

Latest Disk Latency

The section displaysthe current read and write latency values as well as the average latency values for the past
hour.
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Business View Groups

The section displays the list of categories and groups to which the storage is included.
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SMB Share Summary

The SMB shares summary dashboard provides the health status and performance overview for the selected SMB
share. In addition, it shows the state of objects that can affect SMB share performance — hosts that work with
SMB shares and VMs residing on the shares.

Veeam ONE Client (SRV111\Administrator)
€ Configuration issue (1 detected). Show details
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Hosts Status, Virtual Machines Status

The charts reflect the health status of the hosts that work with the SMB share and VMs located on the share.

Every chart segment represents the number of objects with a certain status — objects with errors (red), objects
with warnings (yellow) and healthy objects (green). Click a chart segment or a legend labelto drill down to the
list of alarms with the corresponding status for hosts or VMs.

Disk Space Usage

The chart reflects the amount of availableand used disk space on the SMB share.

Latest Alarms

The list displays the latest 15 alarms for the SMB share and alarms for hosts that work with the file share and for
VMs located on the share. Click a link in the Source column to drill down to the list of alarms for the selected

object.

For more information, see Working with Triggered Alarms.

Latest Disk Speed

The section displays the current read and write rate as well as the average read and write rate values for the
past hour.
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Cluster Shared Volume Summary

The CSV summary dashboard provides the health status and performance overview for the selected Cluster
Shared Volume. In addition, it shows the state of objects that can affect the volume performance — hosts that
work with the CSV and VMs residing on the CSV.

Veeam ONE Client (SRV111\Administrator)
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Hosts Status, Virtual Machines Status

The charts reflect the health status of hosts that work with the volume and the state of VMs stored on the
volume.

Every colored segment represents the number of objects with a certain status — objects with errors (red),
objects with warnings (yellow) and healthy objects (green). Click a chart segment or a legend label to drill down
to the list of alarms with the corresponding status for hosts or VMs.

Disk Space Usage

The chart reflects the amount of available and used disk space on the Cluster Shared Volumes.

Latest Alarms

The list displays the latest 15 alarms for the Cluster Shared Volumes and objects that work with the volumes.
Click a link in the Source column to drill down to the list of alarms for the selected object.

For more information, see Working with Triggered Alarms.

Latest Disk Speed

The section displays the current direct and redirected I/0 values as well as the average values for the past hour.
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Microsoft Hyper-V Alarms

Veeam ONE includes a set of alarms for monitoring Microsoft Hyper-V virtual environment. These alarms warn
you about events or changes that can affect performance of operations and services in the virtual environment.

To view the list of triggered Microsoft Hyper-V alarms:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary virtual infrastructure node.

4. Open the Alarms tab.

On the Alarmsdashboard, you can view triggered alarms, track alarm history, resolve and acknowledge alarms
and perform other actions. For more information on available actions, see Working with Triggered Alarms.
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Microsoft Hyper-V Performance Charts

Performance charts show how key performance counters have been changing over time to help you diagnose
performance issues and perform root cause analysis.

Performance charts include the following elements:

Axes

Performance charts display data for a particular time period (the horizontal axis) using two scales of
measurement units (vertical axes). The measurement units may vary depending on selected performance
counters. However, the number of units is always limited to two.

Graphs

Performance charts include one or more graphs. Every graph on a performance chart visualizes a specific
counter for an infrastructure object or a container of infrastructure objects.

Legend

The chart legend shows details about objects and counters displayed in the chart. The details include key
color, object name, list of counters and units of measurement, the latest, minimum, average, and
maximum counter values.

Chart views

Performance charts come with a number of predefined chart views. Every view logically groups related
counters to display the most valuable data and help you speed up troubleshooting and root cause analysis
of performance problems.

Performance charts can be easily customized. For more information on customization options, see Customizing
Microsoft Hyper-V Performance Charts.

Accessing Performance Charts

To access a performance chart for an infrastructure object or infrastructure segment:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
At the bottom of the inventory pane, click Virtual Infrastructure.

In the inventory pane, select the necessary infrastructure object or segment.
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4. Open the Performance tab.

€3 Configuration issues (8 detected), Show details
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Overview

The Overview page shows aggregated performance data for the selected virtual infrastructure object or

segment: total run time, memory usage, network, disk/host read and write speed. Performance data is shown
for the previous 15 minutes.

In the Top line field, you can set a threshold value. The top line is displayed as the red dotted line on the chart
to help you monitor whether resource usage exceeds the healthy value range. If you do not need to display the
top line, enter '0' (zero) in the Top Lline field or disable top lines in Veeam ONE Client chart settings. With the
top line disabled, the Y-axis will scale automatically to match the range of the displayed data.

To drill down to performance chart details, click the counter link above a performance widget. A corresponding
performance chart for the selected virtual infrastructure object will open.

Weeam ONE Client (SRV111yAdministrator)
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CPU Performance Chart

The CPU chartdisplays historical statistics on CPU utilization for the selected virtual infrastructure object.

Veeamn ONE Client (SRW111\Administrator)
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Host

The following table provides information on predefined views and counters that apply to hosts.

Chart View Counter Measurement | Description

Unit

CPU Usage Total Run Time  Percent Percentage of time a physical processor required to run
both VMs and the hypervisor itself.

Total Run Time  GHz Amount of time physical processor required to run both
VMs and the hypervisor itself.

CPU Usageby Guest Run Percent Percentage of time a physical processor required to run
Host/VMs Time VMs.
Hypervisor Run  Percent Percentage of time a physical processor required to run a
Time hypervisor.
vCPU Total Percent Percentage of time vCPUs were used by all VMs on a
Run Time host.
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Chart View Counter Measurement | Description

Unit
CPU Idle Time Idle Time Percent Percentage of time a physical processor spent in an idle
state.
CPU Total Number Number of interrupts to which a processor was asked to
Interrupts Interrupts/sec respond. Interrupts are generated from hardware

components like hard disk controller adaptersand
network interface cards. A sustained value over 1000
usually indicates of a problem.

CPU Host CPU Wait ~ Microsecond Average amount of time that VMs on a host spend
Bottlenecks Time waiting for their virtual processors to be dispatched onto
a logical processor.

Virtual Machine

The following table provides information on predefined views and counters that apply to VMs.

Chart View Counter Measurement Description
Unit
CPU Usage Guest Run Time  Percent Percentage of time a physical processor required to
run a VM.

Guest vCPU MHz Amount of virtual CPU resources used by a VM.

Run Time
CPUUsageby  Hypervisor Run  Percent Percentage of physical processor time consumed by
Host Time Hyper-V host for a VM.

Total Run Time Percent Percentage of time a Hyper-V host required to run a

VM, plus time consumed by the VM itself.

vCPU Total Run ~ MHz Amount of vCPU resources consumed by all VMs on a
Time host.
CPU CPU Wait Time Microsecond Amount of time that a virtual processor spends
Bottlenecks waiting to be dispatched onto a logical processor.

For objects that are parent to hosts and VMs, Veeam ONE Client displays rollup values.
Charts for folders and clusters display rollup values for all hosts in the container. Chart for a resource displays rollup values
for all VMs registered as shared resources.

274 | Veeam ONE | Monitoring Guide



Memory Performance Chart

The Memory chartdisplays historical statistics on memory utilization for the selected virtual infrastructure
object.

Weeam ONE Client (SRM1114Administrator)
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Host

The following table provides information on predefined views and counters that apply to hosts.

ChartView | Counter Measurement | Description

Unit

Memory Hyper-V GB Amount of memory currently consumed by Hyper-V
Usage Services services.
Memory
Consumed
Hyper-V Percent Amount of memory resources currently used by Hyper-V
Services services.
Memory

Usage

Memory GB Amount of physical memory resources used on a host.
Consumed
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ChartView | Counter
Memory
Usage

Memory Average
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Memory Page
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Page
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Input/sec

Pages
Output/sec

Pages/sec
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Measurement | Description

Unit

Percent Memory usage as percentage of available machine memory.

Percent Amount of memory resources available on a host.

GB Demand for virtual memory. The counter shows how much
memory were allocated for processes and to which
processes the OS has committed a RAM page frame or a
page slot in the pagefile (or both). As the Committed
counter grows above the available RAM, paging increases
and the amount of the pagefile in use increases as well. At
some point, paging activity starts to affect perceived
performance significantly.

Page faults that occur when any process attempts to read
from a virtual memory location that is marked as 'not
present'. The best counter value is zero.

Number

The counter displays both hard pageand soft page faults.

Number Lack of memory resources. The counter shows how often

the system reads from disk because of hard page faults.

The counter shows the number of read operations, not
taking into account the number of pages retrieved in each
operation. The counter can reveal different kinds of faults
that cause system delays.

Number of attempts taken by running the write
command/operation to clear unused items out of memory.

Number

Pages are written to disk only if they change while in
physical memory, so they are likely to hold data, not code.
The counter shows write operations, not taking into account
the number of pages written in each operation.

Number Rate at which memory pages are read from disk.

Number Rate at which memory pages are written to disk.

Number Sum of Pages Input/sec and Pages Output/sec counters.

The counter indicates how often the system uses a hard
drive to store and retrieve memory-associated data.



Virtual Machine

The following table provides information on predefined views and counters that apply to VMs.

Counter Measurement | Description
Unit

Memory Guest Visible  GB Amount of memory visible to the guest OS running inside a
Usage Physical VM.

Memory

Physical GB Amount of memory currently used by a VM.

Memory
Memory Demand B Amount of memory a VM requires to run all active processes.
Pressure

The counter represents the total committed memory based
on data obtained from other performance counters.

Current Percent Current pressure in a VM.

Pressure
To calculate the counter, Microsoft Hyper-V analyzes the VM

total committed memory and calculates the pressure as the
following ratio: the amount of memory the VM wants / the
amount of memory the VM has.

For objects that are parent to hosts and VMs, Veeam ONE Client displays rollup values.
Charts for folders and clusters display rollup values for all hosts in the container. Chart for a resource displays rollup values
for all VMs registered as shared resources.
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Network Performance Chart

The Network chartdisplays historical statistics on network usage for the selected virtual infrastructure object.

Veeamn ONE Client (SRW111\Administrator)
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Host

The following table provides information on predefined views and counters that apply to hosts.

Chart View Counter Measurement | Description

Unit

Network Network Bytes KB/s Rate at which data is received across each network
Transfer Rate Received/sec adapteron a host. The counter represents the
bandwidth of the network.

Network Bytes KB/s Rate at which data is sent across each network
Sent/sec adapteron a host.
Network Bytes KB/s Rate at which data is sent and received across a
Total/sec network interface.

Network Output Network Output Number Length of the output queue, in packets.

Queue Length Queue Length _
If the Output Queue Length value exceeds 2, it can

be an indicator of delays across the network. In this
case, you should find and eliminate the bottleneck
to improve performance.
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Chart View

Network
Connections

Network Errors

Network
Transfer Rate
(Packets)

Counter Measurement
Unit

Network Number

Offloaded

Connections

Network Number

Outbound Errors

Network Number

Received Errors

Network Packets = Number

Received/sec

Network Packets = Number

Sent/sec

Network Number

Packets/sec

Virtual Machine

The following table provides information on predefined views and counters that apply to VMs.

Chart View

Counter

Measurement

Unit

Description

Number of TCP connections (over both IPv4 and
IPv6) currently handled by a TCP Chimney Offload
network adapter.

Number of outbound packets that could not be
transmitted because of errors.

Number of inbound packets that contained errors
preventing them from being deliverableto a
higher-layer protocol.

Rate at which packets are received on the network
interface.

Rate at which packets are sent on the network
interface.

Rate at which packets are sent and received on the
network interface.

Description

Virtual Network
Usage

Virtual Network
Usage (Packets)

Virtual Network
Bytes Received/sec

Virtual Network
Bytes Sent/sec

Virtual Network
Bytes/sec

Virtual Network
Packets Received/sec

Virtual Network
Packets Sent/sec
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KB/s

KB/s

KB/s

Number

Number

Rate at which data is received across the vNIC
instance on a VM. The counter represents the
bandwidth of the network.

Rate at which data is sent across the vNIC
instance on a VM.

Network utilization, sum of datareceived and
sent across all vNIC instances on a VM.

Total number of packets received per second
by the network adapter.

Total number of packets sent per second by
the network adapter.



Chart View Counter Measurement | Description

Unit
Legacy Network Legacy Network B Amount of data dropped on the network
Bytes Dropped Bytes Dropped adapter.
Legacy Network Legacy Network B/s Amount of data received by the network
Usage Bytes Received/sec adapter.
Legacy Network B/s Amount of data sent by the network adapter.

Bytes Sent/sec

For objects that are parent to hosts and VMs, Veeam ONE Client displays rollup values.

Charts for folders and clusters display rollup values for all hosts in the container. Chart for a resource displays rollup values

for all VMs registered as shared resources.
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Virtual Switch Performance Chart

The Virtual Switch chartdisplays historical statistics on virtual switch usage for Microsoft Hyper-V hosts.

Veeam ONE Client (SRV111\Administrator)

€ Configuration issues (2 detected). Show details

Selected Object: €3 ms-22-cluster - 1 error, warnings

v

g Summary  Alarms Infrastructure Objects Performance  Top Objects  Tasks & Events
£ -
=1
‘E Owerview CPU Memary Network Disk. Virtual Switch
8 -
E Virtual Switch, Last Hour
=
F] 200
=
<
150
@ 100
50
1055 am T1:00 am T1:05 am 10 am 115 am T:20 am T:25 am T1:30 am T35 am Ti:40 am Ti45am T1:50 am
Chart options: Chartviews: Virtual Switch Transfer Rate Bytes) | Period: | Last hour
Nl Performance Chart Legend
[
Key Object Counter Units Latest Minimum Average Maximum (o)
{é =] rs-22-cluster Wirtual Switch Bytes/sec MB/s 1215 10.63 24.77 170.60
] 13-22-cluster Virtual Switch Bytes Receivedssec ME/s 134 9.81 2392 169.75
.b. ] ms-22-cluster Virtual Switch Bytes Sentfsec MB/s 081 0.72 0.84 117
1] ms-22-cluster/Lab solated ... Virtual Switch Bytes/sec MB/s 0.00 0.00 0.00 0.00
E [ | rns-22-cluster/Lab lsolated ... Virtual Switch Bytes Receivedysec MB/s 0.00 0.00 0.00 0.00
0 ] rs-22-cluster/Lab Isolated ... Virtual Switch Bytes Sent/sec ME/s 0.00 0.00 0.00 0.00
v
Service: localhost @ connected Database: VeeamONE @ connected Collector: retrieving infrastructure data

The following table provides information on predefined views and counters.

Chart View Counter Measurement Description
Unit
Virtual Switch Virtual Switch Bytes KB/s Amount of data received per second by
Transfer Rate (Bytes) Received/sec a virtual switch.
Virtual Switch Bytes KB/s Amount of data sent per second by a
Sent/sec virtual switch.
Virtual Switch KB/s Amount of data received and sent per
Bytes/sec second by a virtual switch.
Virtual Switch Virtual Switch Packets ~ Number Total number of packets received per
Transfer Rate Received/sec second by a virtual switch.
(Packets)
Virtual Switch Packets Number Total number of packets sent per
Sent/sec second by a virtual switch.
Virtual Switch Number Total number of packets received and
Packets/sec sent per second by a virtual switch.
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Cluster/Host Disk Performance Chart

The Diskchartis available for Microsoft Hyper-V clusters and hosts. The chart displays historical statistics on
disk usage for the selected cluster or host.

Weeam ONE Client (SRM1114Administrator)

€3 Configuration issues (5 detected), Show details

Selacted Objact: €3 pdchuhvOl.tech.lacal (version: 10.0,14393 ) -2 errors, Qwarnings  {}

¥
g Summary  Alarms Infrastructure Objacts Performance Top Objects Tasks & Events Guest O
g JE—
E]
ﬁ Qwerview cpy Mernony Metwork Disk. Wirtual Switch
il
= .
= Disk, Last Day
"
3 30
=
£
20
g
=
10 ‘
800am 10:00am 1200 pm 200pm 4:00pm 600pm &00pm 0:00 pm 1200am 200am 4:00am 600am |
Chart Dptluns‘ Chart isws: Disk Usage | Period:[Lastday ]
Performance Chart Legend
NuE Key Object Counter Units Latest Minimurm Average Maxirmurn
[
= pdctwhwll tech.local/C: Disk/Host: Disk Read Bytes/sec MB/s 0.02 0.00 om 061
o B pdetwhull tech localfC: Disk/Host: Disk Wite Bytes/sec MEfs 0.03 0.0 0,06 431
=1
= poetitkndl tech.locsl/C Disk/Host: Disk Usage Bytes/sec MBS 0.08 0.02 0.07 4.62
.b- W pdetwhudl tech.local/D: Disk/Host: Disk Read Bytes/sec MEfs 11.48 1.28 1021 1938
[ ] pdetwhndl tech.locsl/D: Disk/Host: Disk Write Bytes/sec MEB/s 114 0.90 149 T4
o B pdctwhudl techdocal/D: Disk/Host: Disk Usage Bytes/sec WB/s 1263 220 1 2650
] pdetwkndl tech.local Disk/Host: Disk Read Bytes/sec MEB/s 11.50 1.28 1023 19.38
E (] pdctwhwdl tech.local Disk/Host: Disk Write Bytes/sec MBfs 17 092 155 72
] prctwhdl tech.local Disk/Host: Disk Usage Bytes/sec ME/s 12.68 222 178 2692
| Sensice: localhost @ connected Database: VeeamONE & connected Callectar idle "

The following table provides information on predefined views and counters.

Chart View Counter Measurement Description

Unit

Disk Usage Disk/Host: Disk Read  MB/s Rate at which bytes are transferred from a disk
during read operations.

Disk/Host: Disk Write ~ MB/s Rate at which bytes are transferred from a disk
during write operations.

Disk/Host: Disk MB/s Rate at which bytes are transferred to and from a
Usage disk during read and write operations.
Disk Queue  Disk/Host: Avg Disk Number Average number of read and write requests that
Length Queue Length were queued for a disk during the sample interval.
Disk Latency Disk/Host: Avg Disk Millisecond Average amount of time that a read operation from
sec/Read a disk takes.
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ChartView | Counter Measurement Description

Unit

Disk/Host: Avg Disk Millisecond Average amount of time that a write operation to a
sec/Write disk takes.
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VM Disk Performance Chart

The Disk chartfor VMs displays historical statistics for partitions of all disks on the selected VM.

€3 Configuration issues (8 detected), Show details

Selected Object: €3 ahwbkpsry -1 errar, 2 warnings

Weeam ONE Client (SRV11

TyAdministrator)

> |
g Summary  Alarms Performance Tasks & Events Conscle Guest O3
¥
2
g Overdew  CPU Wemory  Metwork  Disk
b= .
£ Disk, Last Day
"
2 50
=
's |
100 ‘
o |
2
£ NS |
=
50
800am 1000 am 12:00 pm 200 pm 4.00pm 6:00 pm 800 pm 10:00 pm 1200am 200am 4:00 am 6:00am
Chart views: Virtual Storage lssues | Period: |Last day |
Performance Chart Legend
a1 Key Object Counter Units Latest Minimum Average Maximum
[ERY
= atwbkpsrs Errors/rnin Murber Q Q Q Q
{a [ ] ahwbkpsre Flushes/min Mumber 74 62 74 96
=
= ahwbkpsrfahvbkpsne CATIBAS-C..  Errorsfrin Murber Q Q Q Q
# =] ahwbkpsrefahwbkpsre_CAFIBAS-C..  Flushes/min Mumber 74 62 74 96
‘ Service: localhost & connected Database: YeearnONE connected Collectar: idle

#

The following table provides information on predefined views and counters.

Chart View Counter

Measurement
Unit

Description

Virtual Storage
Issues

Errors/min

Flushes/min

Virtual Storage
Usage

Virtual Storage
Read

Virtual Storage
Write

Virtual Storage
Usage

Virtual Storage  10PS

IOPS
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Number

Number

KB/s

KB/s

KB/s

Number

Number of virtual storage errors per minute.

Number of virtual storage flush operations per
minute.

Total number of bytes that have been read per
second on a virtual storage.

Total number of bytes that have been written per
second on a virtual storage.

Rate at which bytes have been read and written
per second on a virtual storage.

Average number of read and write operations per
second to a virtual storage.



Chart View Counter Measurement Description

Unit

Reads/sec Number Total number of read operations issued per second
to a virtual storage.

Writes/sec Number Total number of write operations issued per
second to a virtual storage.
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Disk Space Chart

The Disk Space chartit displays historical statistics on disk space resources and usage for the selected disk.

Veeamn ONE Client (SRW111\Administrator)

€3 Configuration issues (8 detected), Show details ‘

Selected Object: € Disk 0: D: - 0 errors, Owarnings ‘

¥
g Summary  Alarms Infrastructure Objects Performance
¥
2
= Disk  Disk Space
o —————
b= .
= Disk Space, Last Day
"
2 5
=
= i
= 4 ‘
3 |
=] |
2
1
0
800am 900am 10:00 am 11:00 am 1200 pm 100pm 200 pm 300pm 4:00 pm 500 pm 600pm 7:00pm 800pm 9.00pm 10:00 pm T1:00 pm 1200am 100am 200am 300am 4.00am 500am 600am 7.00am
Chartviews: [Space Usage | Period: [Last day |
Performance Chart Legend
a1 Key Object Counter Units Latest Minimum Average Maximum
[ERY
= Disk 0C: D: Disk Used Space B 2,34 2,34 2,34 2,34
{a [ ] Disk 0C: D; Disk Prowisioned space TE 416 4.05 416 416
=
‘ Service: localhost & connected Database: YeearnONE connected Collectar: idle

#

The following table provides information on predefined views and counters.

Chart View Counter Measurement Unit | Description

Space Usage Disk Free Space B Amount of free space on a disk.
Disk Provisioned Space TB Amount of disk space provisioned to VMs.
Disk Used Space B Amount of used space on a disk.
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Local Volume Performance Chart

The Disk chartdisplays historical statistics on disk usage for the selected local volume.

Veeamn ONE Client (SRW111\Administrator)
€3 Configuration issues (8 detected), Show details

Selected Object: € Disk 0: D: - 0 errors, Owarnings

¥
g Summary  Alarms Infrastructure Objects Performance
19
2
= Disk Disk Space
o
b= .
£ Disk, Last Day
"
3
=
's i
) =
800am 10:00 am 12:00 pm 200 pm 4:00 pm 600 pm 10:00 pm 1200 am 200am 4.00am 6:00 am
Chartviews: Datastore Usage (ytes) | Feriod: [Lastday
Performance Chart Legend
a1 Key Object Counter Units Latest Minimum Average Maximum
[ERY
= Disk 0C: D: Disk/Physical Disk: Disk Read Bytes/fsec MEB/s 1.25 1.28 1023 19.38
{a [ ] Disk 0C: D; Disk/Physical Disk: Disk Write Bytes/sec MBfs 140 092 155 72
=
= Disk 0C: D: Disk/Physical Disk: Disk Bytes/fsec MEB/s 12,65 2,22 178 2652
‘ Service: localhost & connected Database: YeearnONE connected Collectar: idle 4

The following table provides information on predefined views and counters.

Chart View Counter Measurement Description
Unit
Datastore Disk/Physical Disk: Disk ~ MB/s Rate at which data is read from a volume.
Usage Read
Disk/Physical Disk: Disk ~ MB/s Rate at which data is written to a volume.
Write
Disk/Physical Disk: Disk ~ MB/s Sum of read and write rates for a volume.
Datastore Disk/Physical Disk: Avg. ~ Number Average number of read and write operations
Queue Length  Disk Queue Length queued for a volume.
Datastore IOPS Disk/Physical Disk: Disk ~ Number Number of read and write operations
Transfers/sec completed per second, regardless of how

much data they involve.

This counter measures disk utilization. If the
value exceeds 50, it can be an indicator of a
bottleneck.
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Chart View Counter Measurement | Description

Unit
Datastore Disk/Physical Disk: Avg Millisecond Average time that a read operation from a
Latency Disk sec/Read volume takes.
Disk/Physical Disk: Avg Millisecond Average time that a write operation to a
Disk sec/Write volume takes.
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Cluster Shared Volume Disk Performance Chart

The Disk chartdisplays historical statistics on disk usage for the selected Cluster Shared Volume.

Veeam ONE Client (SRV111\Administrator)

€ Configuration issue (1 detected). Show details

Selected Object: @ Cluster Shared Volumes - 0 errors, 0 warnings

v

g Summary  Alarms Infrastructure Objects Performance  Tasks & Events
£ -
=1
g Disk Volume Cache Disk Space
£
E Disk, Last Hour
=
F] 500
=
> 400 4
i
W 300 i
200 i ”
I\
7
100 / 1
\
817 am 822am 827 am 832am 837 am 842am 847 am 852am 857 am 902 am 907 am 912am
Chart options: | Current object /| Chartviews: |Usage | Period: | Last hour
Nl Performance Chart Legend
[
Key Object Counter Units Latest Minimum Average Maxirmum
% B Cluster Shared Volumes Disk/CSV: Read Bytes/sec KB/s 154 1.32 10.80 368.50
B Cluster Shared Volumes Disk/CSV: Write Bytes/sec KB/s 1659 514 2256 45.61
# =] Cluster Shared Yolumes Disk/CSV: Total Bytesfsec KB/fs 1813 848 33.36 41411
Service: localhost @ connected Database: VeeamONE @ connected Collector: idle

The following table provides information on predefined views and counters.

Chart View Counter Measurement | Description
Unit
Usage Disk/CSV: Read KB/s Rate at which data is read from the volume
Bytes/sec in the Direct Access or Redirected Access
mode.
Disk/CSV: Write KB/s Rate at which data is written to the volume
Bytes/sec in the Direct Access or Redirected Access
mode.
Disk/CSV: Total KB/s Rate at which data is read from and written
Bytes/sec to the volume in the Direct Access or

Redirected Access mode.

I0PS Disk/CSV: Number Rate at which read operations were
Reads/sec performed directly on a volume.
Disk/CSV: Number Rate at which write operations were
Writes/sec performed directly on a volume.
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Chart View

Latency

Datastore Queue
Length

Direct/Redirected
Usage

Direct/Redirected
Latency

Direct/Redirected
I0PS

Counter

Disk/CSV2012: IOPS

Disk/CSV: Read
Latency

Disk/CSV: Write

Latency

Disk/CSV: Latency

Disk/CSV: Read
Queue Length

Disk/CSV: Write

Queue Length

Disk/CSV: Queue

Length

Disk/CSV:
Redirected
Bytes/sec

Disk/CSV: Direct

Bytes/sec

Disk/CSV: Direct

Latency

Disk/CSV:

Redirected Latency

Disk/CSV: Direct

I0PS
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Measurement

Unit

Number

Millisecond

Millisecond

Millisecond

Number

Number

Number

KB/s

KB/s

Millisecond

Millisecond

Number

Description

Rate at which read and write operations were
performed directly on a volume.

Average latency between the time a read
request arrived to a file system and the time
when it was completed.

Average latency between the time a write
request arrived to a file system and the time
when it was completed.

Average latency required to complete read
and write operations on a volume.

Number of read operations queued for a
volume.

Number of write operations queued for a
volume.

Number of read and write operations that
were queued for a volume during the sample
interval.

Average amount of data transferred to or
from a disk during write or read operations
over the network stack.

Average amount of data transferred to or
from a disk during write or read operations.

Average latency required to for complete
read and write operations on a volume in the
Direct Access mode.

Average latency required to complete read
and write requests on a volume in the
Redirected Access mode.

Rate at which read and write operations were
performed directly on a disk.



Chart View Counter Measurement | Description

Unit

Disk/CSV: Number Rate at which read and write operations were
Redirected IOPS redirected to a volume through the network.
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SMB Share Disk Performance Chart

The Disk chartdisplays historical statistics on disk usage for the selected SMB file share.

The following table provides information on predefined views and counters.

Chart View Counter Measurement Description
Unit
Virtual Storage  Errors/min Number Number of virtual storage errors per minute.
Issues
Flushes/min Number Number of virtual storage flush operations per
minute.
Virtual Storage Virtual Storage KB/s Total amount of data that have been read per
Usage Read second on the virtual storage.
Virtual Storage KB/s Total amount of data that have been written per
Write second on the virtual storage.
Virtual Storage KB/s Rate at which data is read and written per second
Usage on the virtual storage.
Virtual Storage Reads/sec Number Total number of read operations that have occurred
IOPS on the virtual storage.
Writes/sec Number Total number of write operations that have

occurred on the virtual storage.

IOPS Number Average number of read and write operations per
second during collection interval.
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HA SMB Performance Chart

The HA Disk chartdisplays historical statistics on disk usage for the selected Highly Available SMB share created
on Cluster Shared Volumes.

The following table provides information on predefined views and counters.

Chart View Counter Measurement Description

Unit

Usage Disk/CSV: Read KB/s Rate at which data was read from a volume in
the Direct Access or Redirected Access mode.

Disk/CSV: Write KB/s Rate at which data was written to a volume in
the Direct Access or Redirected Access mode.

Disk/CSV: Total KB/s Rate at which data was read from and written
to a volume in the Direct Access or Redirected
Access mode.

I0PS Disk/CSV: Number Rate at which read operations were performed
Read/sec directly on a volume.
Disk/CSV: Number Rate at which write operations were performed
Writes/sec directly on a volume.
Disk/CSV: IOPS Number Rate at which read and write operations were

performed directly on a volume.

Latency Disk/CSV: Read Millisecond Average latency between the time a read
Latency request arrived to a file system and the time
when it was completed.

Disk/CSV: Write Millisecond Average latency between the time a write
Latency request arrived to the file system and the time
when it was completed.

Disk/CSV: Millisecond Average latency required to complete read and
Latency write operations on a volume.
Datastore Queue Disk/CSV: Read Number Number of read operations queued for a
Length Queue Length volume.
Disk/CSV: Write Number Number of write operations queued for a
Queue Length volume.
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Chart View Counter

Disk/CSV: Queue
Length

Direct/Redirected Disk/CSV:
Usage Redirected
Bytes/sec

Disk/CSV: Direct
Bytes/sec

Direct/Redirected Disk/CSV: Direct
Latency Latency

Disk/CSV:
Redirected
Latency

Direct/Redirected Disk/CSV: Direct
I0PS I0PS

Disk/CSV:
Redirected 10PS
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Measurement

Unit

Number

KB/s

KB/s

Millisecond

Millisecond

Number

Number

Description

Total number of read and write operations
queued for a volume during the sample
interval.

Average amount of data transferred to or from
the disk during write or read operations over
the network stack.

Average amount of data transferred to or from
the disk during write or read operations.

Average latency required to complete read and
write operations on a volume in the Direct
Access mode.

Average latency required to complete read and
write operations on a volume in the Redirected
Access mode.

Rate at which read and write operations were
performed directly on a disk.

Rate at which read and write operations were
redirected to a volume through the network.



Volume Cache Performance Chart

The Volume Cache chartdisplays historical statistics on read requests from the cache for the selected Cluster
Shared Volume with enabled CSV Cache.

Veeam ONE Client (SRV111\Administrator)

0 Configuration issues (2 detected), Show details
2 Selected Object: @ Cluster Shared Yolumes - 0 errors, 0warnings
g Summary  Alarms Infrastructure Objects Performance  Tasks & Events
T —
2
7 Disk Volume Cache Disk Space
£ -
£ Volume Cache, Last Hour
=
2 6
£
= i
4 a
3
=4
2
825am 830am 835am 840am 845am 850 am 855am 9:00 am %05am 910 am 915 am 920am
Chart options: Chart views: Bytes Read Rate ~ | Periodt|Last hour

NE] Performance Chart Legend
[ES

Key Object Counter Units Latest Minirnurn Average Maxirnurn
% =] Cluster Shared Volumes Cache |0 Read Bytes/sec KBfs 0.05 0.00 015 5.20

Service: localhost @ connected Database: VeeamOME & connected Collector: idle P

The following table includes information on predefined views and counters.

ChartView | Counter Measurement Description
Unit
Bytes Read Cache IORead MB/s Rate at which data is transferred from the volume cache
Rate during read operations.
Total Read Cache Number Number of read operations performed in the volume
Reads/sec cache per second.
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Customizing Microsoft Hyper-V Performance
Charts

You can customize performance charts to select specific objects, time intervals or performance counters to
display on the charts.

Selecting Objects to Chart

By default, all performance charts display datafor an infrastructure object selected in the inventory pane. You
can also choose to display performance data on charts for:

e Child components or objects of the selected virtual infrastructure object (for example, all hosts in the
cluster)

e Child VMs for the selected virtual infrastructure object or segment
To display performance data for direct children of the selected virtual infrastructure object:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary infrastructure object.
4. Open the necessary performance chart tab.
5. From the Chartoptions list, select Custom.

6. In the Customize Chart Options window, choose Show performance data for these child objects.

7. Select check boxes next to child objects that should be included in the chart scope.
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8. Click OK.

Customize Chart Options

O Show performance data for current object only
@ Show performance data for these child objects:

O Shonw performance data for these Wids:

|Search... /O|

[Jakwbkpsee "~
[Jappsre0dt

B appsna001_ir

B appsrez

[backupsrsa

[Ibackupsrs2

B 0130

B ext0230

B4 5204 W

Select &)l Clear Selection

| 614 | | Cancel |

To display performance data for a set of VMs in the selected virtual infrastructure segment:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, select the necessary infrastructure object.
3. Open the necessary performance chart tab.
4. From the Chart options list, select Custom.

5. In the Customize Chart Options window, choose Show performance data for these VMs.

You can select both direct and indirect children (children of children) of the selected virtual infrastructure
object.

6. Select check boxes next to VMs that should be included in the chart scope.
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7. Click OK.

Customize Chart Options

O Show performance data for current object only
O Show performance data for these child objects:

@ Shonw performance data for these Wids:

|Search... /O|

B =ct0230 “
B 5204

| v [EED]

B 5206

B qa08

| EEDE

[Jrepo30

[repox

[sre24 W

Select &)l Clear Selection

614 | | Cancel

NOTE:

The legend pane displays objects for which data is available for the selected time interval.

Selecting Chart Views and Performance Counters

Performance charts come with a set of predefined chart views that logically group related performance
counters. You can switch between chart views using the Chart view listat the top of the chart legend.

Instead of using predefined views, you can choose a custom set of performance counters to show on the chart:

1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object.
4. Open the necessary performance chart.
5. Inthe Chartviews list, select the Custom option to open the Select Devices and Counters window.
6. From the Devices list, select the necessary device(s).
Select 7otal to display all available devices on the chart.
NOTE:

The list of devices is not available for some performance charts. For example, for the CPU or Memory
performance chart, you can only choose counters to display.
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7. From the Counters list, select counters to display on the chart.
When you select a counter, its description appearsin the Counter description section of the window.

8. Click OK.

Select Devices and Counters

Devices: Counters:

[ Tatal [ isk/Hast: Awg Disk Queue Length (Number)
(2 [ Disk/Host: Awg Disk sec/Read (Seconds)

D: [ Disk/Host: Auwg Disk secfidrite (Seconds)

Disk/Host: Disk Read Bytes/sec (B/s)
Disk/Host: Disk Usage Bytesfsec (B
Disk/Host: Disk Write Bytesfsec (Bfs)

Select &)l Clear Selection Select &)1 Clear Selection

Counter description:

The rate at which bytes are transferred from the disk during read operations,

| o] 4 | | Cancel

Selecting Time Interval

You can choose the time interval for which performance data on the chart will be displayed. Available options
are:

e Real-time information (last hour)
e Lastday

e Lastweek

e Last month

e lastyear

e Custom time range (you can choose any time interval within the specified number of hours, days, or
weeks, or specify any from/to period)

To specify a time interval for which performance datashould be displayed:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.
3. Inthe inventory pane, select the necessary infrastructure object.

4. Open the necessary performance chart.
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5. From the Period list, select Last hour, Last day, Last week, Last month or Last year.

To define a custom time range, select Custom. In the Select Custom Time Interval window, define the
necessary interval and click OK.

When you change the time interval, the time scale (X-axis) of the performance chart and the chart will change
respectively.

Select Custom Time Interval

O Last 1 Hours

@ From: | 1213200 || 1m37aM |

Ta [ 113200 || 818378M [

| (o] | | Cancel |
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Microsoft Hyper-V Tasks & Events

You can view information about events that occur in your virtual environment within the selected time interval.
Veeam ONE loads information about events through the Event Viewer.

To view the list of events:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Virtual Infrastructure.
In the inventory pane, select the necessary infrastructure object.
Open the Tasks & Events tab.

The Tasks & Events list can display up to 1000 tasks and events at a time. To find the necessary task or
event, you can use the following controls:

o To display tasks or events for a specific period, select the necessary time interval from the Events
from list.

o To show or hide tasks or events, use filter buttons at the top of the list — Show all events, Show
errors, Show warnings, Show info messages, Show user events, Show tasks.

o To find the necessary tasks or events by description, use the Search field at the top of the list.

To view the detailed description of an event, click it in the list.
The event description will be shown in the Event Details pane at the bottom.

When you choose a virtual infrastructure container in the inventory pane, you can view events for the
selected object and events for its child objects. To hide events related to child objects, clear the Include
events from child objects check box at the bottom of the Event Details section.
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7. To exportdisplayed events to a CSV file, click the Export to CSV atthe top of the list and specify the
location where the file will be saved.

€ Configuration issues (§ detected), Show details

Selerted Objact: €3 pdcbwin0l.tech.local (version: 10014393 ) - 2 errors, Qwarnings

>
g Summary  Alarms Infrastructure Objacts Performance  Top Objacts Tasks & Events Guest OS5
’g —
2 [searcn O] Fites al © 4 O 8 Events from iy Export to CSV.
&=
= Type Description Tirne 1 Target Initiated By ~
g @ Irfa Ar account failed to log on, Subject: Security ID: 5-1-0-0 Account Na.., 12/8/2022 €:38:05 M This object (pdctwhtee0lbzchl,  nfa
> O o An account failed ta log on, Subject; Security I0: 5-1-0-0 Account Na..  12/5/2023 33%01 &M This object (pdctwhvdltechl.  nfa
O Irfa An account failed to log on, Subject: Security ID: 5-1-0-0 Account Na.., 12/5/2022 23942 20 This object (pdetwtes0lbzchl, nfa
0 Info 'repo31' was reset by the guest operating system. (tirtual machine IDFF..  12/9/2022 43324 AM repo3l 5-1-5-83-1-4278513051-1106873901-3810129073- 1945633555
@ Info ‘repo30' was reset by the guest operating systern, (Virtual machine ID 2., 12/5/2022 44943 M repo30 5-1-3-83-1-610936012-1340252160-3049566616- 2477443048
@ Irfo An account failed to log on, Subject: Security ID: 5-1-0-0 Account Na.., 12/8/2022 6:05:55 PM This object (pdetnitee0ltechl,  nfa
O Info £in account failed ta log on, Subject: Security ID: -1-0-0 Account Na. 12/9/2002 81450PM  This object (pdchwhn0ltechl.  nfa
@ Irfo An account failed to log on, Subject: Security ID: 3-1-0-0 Account Na.., 12/8/2022 10:20:22 PM - This object (pdetwbee0lkechl,  nfa
@ Info £ account failed t log on, Subject; Security I0: 5-1-0-0 Account Na.,  12/10/2022 &1%:34 AW This object (pdctwhwdltechl.  nfa
@ Irfa An account failed to log on, Subject: Security ID: 5-1-0-0 Account Na.., 12/10/2022 61534 AM - This object (pdctwtee0lbzchl,  nfa
©® Info A account failed to log on, Subject: Security ID: 5-1-0-0 Account Na.., 12/10/2022 6:15:35 AM  This object {pdchabv0ltechl.  nfa
O Irfa An account failed to log on, Subject: Security ID: 5-1-0-0 Account Na.., 12/10/2022 E15:55 AM - This object (pdctwbee0lbzchl,  nfa v
Eﬂ Page of 311 - Records per page

&2 Event Details

Type: info Times 12/3/2022 433:24 A Name: 13514 Micrasoft-Mindows-Hyper--Worker
Description

‘repo31 was reset by the guest operating systern. (Virtual machine |D FFO4EDO9B-8E20-41F3-B1F4-19E38314F8T73)

Include events from child objects

Service: localhost @ cornected Database: VeearnONE 8 connected Collector: idle
For every event in the list, the following details are available:
e Event type (User, Info, Warning or Error)
e Short event description
e Time of occurrence
e Event target

e Object that caused or initiated the event
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Microsoft Hyper-V Virtual Machines

You can view the list of VMs within a virtual infrastructure container — on a host, on a volume, in a folder and so
on.

To view the list of VMs:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.

In the inventory pane, select the necessary infrastructure container.

» oW

Open the Infrastructure Objects tab and navigate to Virtual Machines.

vl

To find the necessary VM by name, use the Search field at the top of the list.

6. Click column names to sort VMs by a specific parameter.

For example, to view what VMs are consuming the greatest amount of memory, you can sort VMs in the
list by Memory Usage.

Veeamn ONE Client (SRV111\Administrator)
€3 Configuration issue (1 detected). Show details
N Selected Object: @ cluazn.local - 0 errors, Owarnings
g Summary  Alarms Infrastructure Objects Performance Top Objects  Tasks & Events
G —ee
=
& Wirtual Machines Hosts Datastores
g
&
£ [search. o)
2
E State Name T Status Provisioned Space Used Space CPU Usage Memory Usage Mermory Usage (GB) | IPvd Address 1Pvé Address DNS Narne A
> I ——
E wyg-fake-static-azclu @ Healthy Mot available Not available 100.00% 0.50 GB
B wa-fake-dynam-azclu @ Healthy Not available  Not available 100.00% 0.50GB
& TenantShy_vg-serveriZnl.. @ Healthy Not available  Not available 0.00 GB
= azTest_vm1_replica @ Healthy Mot available  Not available 0.00GB
5] ES_fake2 @ Healthy Mot available Not available 0.00 GB
3 Replica HV WaN_az_fakel.. @ Healthy Mot available Not available 0.00GB
& DONT_TOUCH_AUTOTEST @ Healthy Not available ot available 0.00 GB
B azTest vml @ Healthy Mot available Nt available 100.00% 0.50GB
] Replica HV_az_fake3d_repli.. @ Healthy Not available  Not available 0.00GB
E MK _fake1 @ Healthy Mot available  Not available 0.00 GB
wa B TenantShv_wg-test-fake_.. @ Healthy Not available  Not available 0.00GB
[E & ES fake3 @ Healthy Not available  Not available 0.00 GB
, fake ealthy ot available ot available .
o [ ES_fak: @ Health N labl Not labl 0.00GB
=
= [E azTest vm2 @ Healthy Mot available Mot available 100.00% 050 GB
a J ES_no_access @ Healthy Mot available Mot available 0.00GB
E azTest_vm3 @ Healthy Not available ot available 100.00% 0.03 GB
Q & smb @ Healthy Mot available Not available 0.00GB
& ES_access @ Healthy Mot available Mot available 0.00 GB
n < >v
Service: localhost & connected Database: VeeamONE @ connected Collector: retrieving infrastructure data !
7

For every virtual machine in the list, the following details are available:

e State —stateof the virtual machine (powered on, powered off, saved, paused)

Name — name of the virtual machine

Status — current status of the virtual machine in terms of alarms (healthy, warning or error)

e Host —name of the host where the virtual machine resides

Provisioned Space — amount of storage space provisioned for the virtual machine
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Used Space — amount of storage space actually used for storing virtual machine files (for VMs with thin
provisioned disks, this value is normally less than Provisioned Space)

CPU Usage —amount of actively used virtual CPU as a percentage of total available CPU resources
Memory Usage — amount of actively used memory resources as a percentage of configured VM memory
Memory Usage (GB) — amount of actively used memory resources in GB

IP V4 Address — IP V4 address assigned to the virtual machine

IP V6 Address — IP V6 address assigned to the virtual machine

DNS Name — DNS name of the virtual machine

vCPU — number of virtual CPUs configured for the virtual machine

Assigned Memory — amount of virtual memory allocated for the virtual machine

Guest OS —guest operating system installed in the virtual machine

Integration Services — number and state of Hyper-V Integration Services installed in the guest OS

You can choose what columns to show or hide in the Virtual Machines table:

To hide one or more columns, right-click the table header and clear check boxes for corresponding data
fields.

To make hidden columns visible, right-click the table header and select check boxes for corresponding
data fields.
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Microsoft Hyper-V Hosts

You can view the list of Microsoft Hyper-V hosts in your virtual infrastructure — on System Center Virtual
Machine Manager or in a cluster.

To view the list of hosts:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary infrastructure container.
4. Open the Infrastructure Objects tab and navigate to Hosts.
5. To find the necessary host by name, use the Search field at the top of the list.

6. Click column names to sort hosts by a specific parameter.

For example, to view hosts with the greatest number of VMs, you can sort VMs in the list by VM Count.

Veeam ONE Client (SRV111\Administrator)

€3 Configuration issue (1 detected). Show details

Selected Object: @ cluaz - 0 errors, 0warnings
Summary Alarms Infrastructure Objects Performance Top Objects Tasks & Events

Virtual Machines Hosts Datastores

o)

Name Parent Object CPU Count CPU Frequency Memary Size VM Count

Virtual Infrastructure  +

azhvl cluaz 2 2,40 GHz 8.006GB 9
azhv cluaz 4 2,40 GHz 8.00GB 10

B
va|

i

> B %

Sevice:localnost @ connected | Database: VeeamONE @ comected | Collectorsdie
For every host in the list, the following details are available:
e Name —name of the host
e ParentObject—name of the parent object in the infrastructure
e CPU Count — number of CPU cores on a host
e CPU Frequency — frequency of a host CPU core in GHz
e Memory Size —amount of physical memory available on a host

e VM Count— number of VMs that reside on a host
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You can choose what columns to show or hide in the Hosts table:

e To hide one or more columns, right-click the table header, and clear check boxes next to the
corresponding data fields.

e To make hidden columns visible, right-click the table header, and select check boxes next to the
corresponding data fields.
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Microsoft Hyper-V Datastores

You can view the list of datastores in your Microsoft Hyper-V infrastructure — on System Center Virtual Machine
Manager or in a cluster.

To view the list of datastores:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary infrastructure container.
4. Open the Infrastructure Objects tab and navigate to Datastores.
5. To find the necessary datastore by name, use the Search field at the top of the list.

6. Click column names to sort datastores by a specific parameter.

For example, to view what datastores have the greatest amount of free space, you can sort datastores in
the list by Free Space.

Veeam ONE Client (SRV111%Administrator)

€ Configuration issue (1 detected). Show details

Selected Object: (@ cluaz -0 errors, Owamings
Summary  Alarms Infrastructure Objects Performance Top Objects  Tasks & Events

Virtual Machines Hosts Datastores

o

Narne Parent Object File System Capacity Free Space VM Count

Virtual Infrastructure v

Disk 0C: Local storage NTFS 99.66 GB 4510 GB 3
Disk 0C: Local storage NTFS 99,66 GB 73.02 GB 7
access es-win2018-ws NTFS 0.00 GB 0.00 GB 1

B
o

i

> B %

Service: localhost @ connected Database: VeeamONE @& connected Collector: idle

For every datastore in the list, the following details are available:
e Name —name of a datastore
e Parent Object — name of the parent object in the infrastructure
e File System — type of the file system on the datastore
e (Capacity — total capacity of a datastore
e FreeSpace—amount of available free space on a datastore

e VM Count— number of VMs that reside on a datastore
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You can choose what columns to show or hide in the Datastores table:

e To hide one or more columns, right-click the table header, and clear check boxes next to the
corresponding data fields.

e To make hidden columns visible, right-click the table header, and select check boxes next to the
corresponding data fields.
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Microsoft Hyper-V Top Objects

The top and lowest load dashboards help you detect VMs and hosts consuming the greatest or the smallest
amount of resources in the selected virtual infrastructure segment.

Top Hyper-V VMs dashboard displays top VM consumers in terms of CPU, memory, storage, network
usage, snapshot age and size.

Top Hyper-V Hosts dashboard displays top hosts in terms of CPU, memory, disk and network usage.

Bottom Hyper-V Hosts dashboard displays least loaded hosts in terms of CPU, memory, disk and network
resource usage.

You can use this dashboard to choose hosts where you can deploy new VMs or to which you can move
existing VMs.

To detect the most or least loaded hosts or VMs:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Virtual Infrastructure.
In the inventory pane, select the necessary infrastructure container.

Open the Top Objects tab and navigate to necessary dashboard — Top Hyper-V VMs, Top Hyper-V Hosts or
Bottom Hyper-V Hosts.

Click the Change Options link in the top left corner of the dashboard.
o Inthe Interval field, set the time interval for which resource utilization statistics must be analyzed.

o Inthe VMs to display/Hosts to display field, define the number of objects to display on the
dashboard.

Click the Select Counters link in the top left right corner of the dashboard.

a. In the Select counters window, choose metrics that must be included in the dashboard. Press and hold
the [SHIFT] or [CTRL] key on the keyboard to select multiple counters.
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b. Click OK.

feeam ONE Client

€ Configuration issue (1 detected). Show details

Selected Object: @ cluaz - 0 errors, Owarnings

>
g Summary  Alarms Infrastructure Objects Performance  Top Objects
9]
2
£ TopHyper-¥¥Ms  Top Hyper-Hosts  Bottom Hyper-W Hosts
& R
£ Change Options...  Select Counters...
=
£ .
= Last 5 Min Stats
>
By Guest Run Time
Virtual Machine Guest Run Time
az_Ubnt18 9,00%
wg-fake-dynam-azclu 1,00%
azTest vml 1.00%
By Guest Visible Physical Memory
Virtual Machine Guest Visible Physical Me..
Na az_Ubnt18 1024.00 MB
[CE} wa-fake-static-azelu 514,00 MB
o wig-fake-dynam-azclu 512,00 MB
=

‘#‘ By Virtual Network Bytes/sec

E Virtual Machine Virtual Network Bytes/...

wg-fake-dynam-azclu 16.99KB/s

D az_Ubnt18 16.99KB/s
Service: localhost @ connected Database: VeeamONE & connected Collector: idle
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By Current Pressure
Virtual Machine
wg-fake-static-azclu
wg-fake-dynam-azclu

azTest_vm1

By Virtual Storage Usage Bytes/sec
Virtual Machine

az_Ubnt1a
wy-fake-static-azclu

\wg-fake-dynam-azclu

By Active Checkpoint Size
Virtual Machine

azTest vm1_replica

Replica HY WAN _az_fakel_replica AZ_WAN

Current Pressure
0.00%%
0.00%
0.00%

Virtual Storage Usage Byt..
19.28 KB/s
0.00B/s
0.008/s

Active Checkpoint Si...

4MB
4MB



Microsoft Hyper-V VM Console

From within the VM console, you can easily isolate the root cause of VM performance problems and execute
management tasks — for example, restart an unresponsive VM.

This option requires no additional software installed on the Veeam ONE server and is available for both Window-
based and Linux-based OS's.

Prerequisites

To access the console of a Linux-based VM, you must download PuTTY.exe and provide path to it in Veeam ONE
Client client settings.

Accessing VM Console

You can access the VM console right from the Veeam ONE Client interface:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Virtual Infrastructure.

In the inventory pane, select the necessary VM.

> oo

Open the Consoletab.

Veeam ONE Client (S ‘\Administrator)

€ Configuration issue (1 detected). Show details

Selected Object: 4 azTest vm3 -0 errars, 1 wamning

>
g Summary  Alarms Performance  Tasks & Events Console Guest OS5
:
= o m
£
=
=
£
$
Home  Share  View v e
4 [0« Systemn and Security » Administrative Tools » v & | [[search administrative Tools 0 |
S o Name - Date modified Type Size ~
B Desktop . Terminal Services B/22/2013 639 &AM File folder
|8 Downloads [ Companent Services 82142013 1157 PM  Sharkeut
"l Recent places & Computer Management /2142013 1154 P Shartcut
&2 Defragment and Optimize Drives B/21/2013 1147 P Shorteut
1% This PC fel] Event Viewsr 82172013 11:55 PM  Sharkeut
{jg Desktop {4 Internet Information Serices (1) Manager  5/21/2013 11:50 P Shortcut
¥/ Dacuments & iSCS Initiator B/21/2013 1157 PM  Shorteut
{18 Dewnloads [Fa Losal Security Policy GR1/2013 1154PM  Shortcut
b Music [#9 Microsoft Azure Services 1142172014 5:48 P Shorteut
( Pictures ODBLC Data Sources (32-bit) B/21/2013456PM  Shortcut
[ videos ODBC Data Sources (64-bit) G013 TTSOPM  Shertcut
::lﬁl i Local Disk (C) (&) Performance Manitor /2142013 1152 P Shortcut
[CEY DVD Drive (E3 Veear (&) Resource Monitar /2172013 1152 P Shortcut
@ Security Configuration Wizard B/21/2013 1145 PM  Shorteut
i Network (2 Server Manager 8/21/2013 11:55 PV Shorteut
&), Services B/31/2013 1154PM  Shortcut

& System Configuration B/21/2013 1153 M Shorteut

26 terns

(s (81 3

O b & @

Service: localhost @ connected Database: VeeamONE @ connected Collector: idle

You can use buttons at the top of the Console tab to change the VM power state:
e Poweron—powerson a VM if it is powered off. Resumes a VM if it is paused.

e Power off — shuts down the guest OS and powers off a VM.
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e Hard reset —resetsa VM without waiting for the guest OS and VM processes to stop. It is recommended
to use this option only if you want to reboot a stuck or unresponsive VM.

e Full screen — switches between the full screen mode and a separate window running the VM console.
e Send Ctrl+Alt+Del — sends the [Ctrl+Alt+Del] command to a VM.

To access the VM console or change the VM power state, you can also right-click the VM in the inventory pane
and use one of the following shortcut menu commands:

e To access the VM using Windows Remote Desktop Connection, choose Remote Management > Connect to
VM.

e To change the VM power state, choose Remote Management and click the necessary command.

e To send the [Ctrl+Alt+Del] command to the VM, choose Send Ctrl+Alt+Del. Note that this command is
only available if the VM Console tab is active.
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Microsoft Hyper-V In-Guest Processes

You can view and control processes that are currently running inside a virtual machine or host.

e On Windows-based machines, you canview, end or restart processes.

e On Linux-based machines, you canview or end daemons.

Prerequisites

For Linux-based machines, make sure that the SSH Server is started.

Viewing In-Guest Processes

To view the list of processes:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

w

In the inventory pane, select the necessary infrastructure object.
4. Open the Processes tab.
5. Provide OS authentication credentials (user name and password) to access the list of running processes.

Every process is described with a set of counters that are presented as column headings. You can add or remove
counters to monitor running processes:

1. In the upper right corner of the Processes dashboard, click the Select columns link.

2. Inthe Select Columns window, select check boxes next to counters you want to display.
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3. To view a detailed description of a counter, click itin the Counters list, and the description will be
displayedin the lower pane of the window.

Select Columns

[]% Privileged Tirne ~
B 2 Processor Tirne

B % User Time

B Creating Process D

B Flapsed Tirme

JHandle Cournt

B 1D Process

10 Data Bytes/sec

[]10 Data Operationsfsec

[T RO N WRpy

Select &)l Clear Selection

Counter description:

% Processor Tire is the percentage of elapsed tirme that all of process
threads used the processor to execution instructions, &n instruction is
the basic unit of execution in a computer, a thread is the object that
executes instructions, and a process is the object created when a
prograrm is run, Code executed to handle sorme hardweare interrupts and
trap conditions are included in this count,

| 614 | | Cancel |

You can end unwanted processes running on the VM or create an alarm based on the process state or object
performance:

e [For Windows-based machines] To end a process, select it in the list and click the Kill Process
button, or right-click a necessary process and select Kill Process from the shortcut menu.

e [For Linux-based machines] To end a daemon, select it in the list and click the Kill Process button
and choose one of the following options:

o Hangup —tosend the sTGHUP signal
o Kill —tosend the STGKILL signal

o Terminate —to send the STGTERM signal

You can also right-click a necessary process and select Kill Process and choose the necessary option
from the shortcut menu.

e [For Windows-based machines] To create analarm, select one or more processes in the list, click the
Create Alam button, and select the type of rule on which the alarm must be based. For more
information, see Alarm Rules.
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Microsoft Hyper-V In-Guest Services

You can view and control services currently running inside a VM.

e For Windows-based machines, you can view, start, stop and restart services, and create alarms based on

retrieved services.

e For Linux-based machines, you can view, start, stop and restart services.

Prerequisites

For Linux-based machines, make sure that the SSH Server is started.

Viewing In-Guest Services

To view the list of services:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Virtual Infrastructure.

3. Inthe inventory pane, select the necessary infrastructure object.

4. Open the Services tab.

5. Provide OS authentication credentials (user name and password) to access the list of running services.
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You can start, stop and restart a running service, or create an alarm based on the service state or object
performance:

e To restart a service, click the Restart button, or right-click a necessary service and select Restart from the
shortcut menu.

e To disconnect from guest OS, click the Disconnectbutton.
e [For Windows-based machines] To create analarm, select a service in the list, click the Create Alarm

button, and select the type of rule on which the alarm must be based. For more information, see Alarm
Rules.
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Business View

Veeam ONE Client can present your virtual infrastructure from the technical perspective (in terms of VMware
vSphere or Microsoft Hyper-V inventory), and from the business perspective (based on your company needs and
priorities). Veeam ONE Client presents infrastructure objects from the business perspective using categorization
capabilities provided by the embedded Business View component.

Business View allows you categorize virtual and backup infrastructure objects — VMs, hosts, clusters,
datastores, enterprise applications and computers protected with Veeam backup agents — according to
constructs of your business. You can categorize virtual infrastructure objects by such criteria as business unit,
department, purpose, SLA and others. Categorization data is continuously synchronized with Veeam ONE Client
and Veeam ONE Web Client, and enables you to monitor, troubleshoot, resolve issues and report on business
groups of infrastructure objects. For more information on creating categories and groups for the objects in your
infrastructure, see Configuring Business View Categorization.

To work with the business view of your infrastructure in Veeam ONE Client, click Business View at the bottom of
the inventory pane. In this view, you can use monitoring capabilities for business groups created for your virtual
environment. For more information on monitoring capabilities for Business View groups, see Business View
Monitoring.
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Configuring Categorization Model

To present the virtual infrastructure, Veeam ONE Client uses the model that includes categories, groups and
objects:

e (Categoryisa logical division or a sector of the infrastructure. Each category includes one or more groups.
Categories can be static or dynamic:

o Staticcategoriesinclude a user-defined number of groups. You can manually create groups that
Veeam ONE will populate each time data collection runs.

o Dynamic categories can include one or more groups that Veeam ONE creates and populates
automatically each time data collection runs.

e Groupisa collection of infrastructure objects that share same characteristics, or match same criteria. You
can think of a group as a tag assigned to an object.

Each group includes one or more objects.

e Objectsarecategorized elements of the infrastructure.

In Veeam ONE Client you can categorize the following types of objects: clusters, hosts, storage objects,
VMs, computers protected with Veeam backup agents and enterprise applications. You can include an
object into one or more groups within a category.

The following picture illustrates an example of Veeam ONE categorization model.

Veeam ONE

Category — o  DEPARTMENT PURPOSE

Group — o FILESERVERS

4 W B BRRR
SALES

RR BRRQ

SUPPORT

WEB
nan oo

In the example above, the categorization model includes categories Department and Purpose.

e Department category includes groups /7, Salesand Support
e Purpose category includes groups Fileservers and Web

Virtual machines numbered 1-8 are included in groups within both categories.
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Predefined Categories

Out of the box, Veeam ONE Client comes with a number of predefined categories:

Datastore — dynamically groups VMs by datastore where VM files reside.
Location — dynamically groups by location computers managed by Veeam Backup & Replication.

Last Backup Date — dynamically groups VMs, computers and enterprise applications by the age of the
latest restore point.

SLA — category with static groups for all types of virtual infrastructure objects. Includes two predefined
groups: Mission Critical and Other.

Storage Type — dynamically groups storage objects by type.
VM Location —dynamically groups by location VMs protected with Veeam Backup & Replication.

VMs with Snapshots — dynamically groups VMs with snapshots by the snapshot age.

You can use predefined categories for your categorization model. If predefined categories are not enough, you
can create custom categories and edit predefined categories or import an existing categorization model.
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Creating Business View Categories and Groups

To categorize objects into groups automatically, you can use the following methods:

e Single-Parameter Categorization — the method that allows you to configure dynamic categories. Veeam
ONE will create groups automatically based on the values of a single property of an object.

e Multiple-Condition Categorization — the method that allows you to configure static categories and create
groups manually by combining multiple object properties and logical operators.

e Grouping Expressions — the method that allows you to configure dynamic categories. Veeam ONE will
create groups automatically based on object properties, operators and methods included into expression.

Configuring Single-Parameter Categorization

Single-parameter categorization is based on object properties specified within a hypervisor and Veeam Backup &
Replication server. When you select a property as a categorization condition, Veeam ONE automatically creates
a group for each unique value of the selected property. All objects with the same property value will fall into

one group.

Groups created using the single property method have dynamic membership. If the property value changes, the
object can be moved into another group or excluded from categorization when the next data collection runs.

For example, you can categorize VMs based on their power state. After data collection, Veeam ONE will create
three groups: Powered On, Powered Off and Suspended. Ifa VM power state changes, this VM will be moved
into another group next time data collection runs.

To categorize objects using a single property:
1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, navigate to the Business View node.
3. Launch the Categorization Wizard:

a. In the information pane, switch to the Categories tab.
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b. In the Actions pane, click Add Category.

Alternatively, in the Business View tree, right-click the main node and select Add Category.

Weeam QNE Client (WONEVAdministrator)

€3 Configurstion issues (10 detected), Show details

Business View < Selected Object: @ Business View - 0 errors, dwarnings

|SEW“-- /O‘ Summary Categories Alarms Tasks & Events

® [ Business view

® > (51 wirtual Machi B Business view settings.. ‘Seavthm ,O| Fiters: a1 B E B > Actions
Refresh
>H Hosts T efes % Add Category..
= £ Show il eror objects Categary Name T | Object Type Number of Groups Categorized Objects | Last Modification D... | Modified By
» E Datastores | 1O ) _ Edit Category..
=
> B Clusters Expand all Datsstore ] £ ? Deletz Categery
Last Backup Date = 1 o
3 [ computers | £ Collapse al =
E% pdd Category., L Last Backup Date 2 3
a N Location 1 3
arms
LT =] 2 0
LT Bl 2 0
LA H 0
sa 2 o
Storage Type 2 s
WM Lacation 0 o
Wihls with Snapsh 3 %

E.'g Veeam Backup & Replication
{é’ Veeam Backup for Microsoft 365
"9‘ Virtual Infrastructure

Eﬂ Whware Cloud Director

E Business Yiew

D Alarm Management

Service: localhost @ connected Database: VeeamONE & connected g

4. At the Name and Object Type step of the wizard, enter a category name and select an object type.

You can select the following types of objects: Virtual Machine, Host, Cluster, Storage, Computer,
Enterprise Application.

If you select the Computer or Enterprise Application object type, continue with step 6 of this procedure.

Add Category

Mame and Object Type Specify category name and select type of object to categorize

Platfarm

Marme: |New Category |

Categorization Method
Type: |Virtua| Machine \/|

Grouping Criteria

Export

Previous Pt Save
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5. At the Platformstep of the wizard, select the platform for which you want to categorize objects: VMware
vSphere or Microsoft Hyper-V.

Add Category

Matre and Chject Type Select platform

Platform

@ Whiwiare wiphere
Categorization Method

O Microsoft Hyper-\f
Grouping Criteria

Export

| Prewious || Mext Save

6. At the Categorization Method step of the wizard, select Single parameter.

Add Category

Mame and Object Type Select categorization method

Platfarem
@ Single pararmeter

Cateqorization Method . .
Choose to group objects based onwalue of 3 single property,

G ing Criteri
BRI = O Multiple canditions

Export Chioose to manually create groups with custom conditions.

O Grouping expression

Choose to manually write a custom expression,

Prewious | | Mext Sawve
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7. At the Grouping Criteria step of the Categorization Wizard, selectan object property.

If you selected the Computer or Enterprise Application object type, click Save tofinish working with the

wizard.
Add Category
Mame and Object Type Select parameter to group objects
Platfarm
Wh property: | Guest O3 o

Categorization Method
Grouping Criteria

Export

€ Veearn OME will create groups of objects based on values of the chosen property, For advanced
grouping settings select "Multiple conditions" method on the previous step of the wizard,

| Prewious || Pt | Save

8. At the Export step of the wizard, choose whether you want to export Business View categorization data:

o [For VMware vSphere objects] Select Create vSphere tags if you want to display Business View
categories and groups in vCenter Server.

Veeam ONE will export categories as tag categories and groups as tags.

o [For Microsoft Hyper-V objects] Select Create Hyper-V custom properties if you want to display
Business View categories and groups in System Center Virtual Machine Manager.

Veeam ONE will export categories as custom properties and groups as property values.

Veeam ONE will periodically overwrite created tags and custom properties to keep categorization data in
synchronization with vCenter Server and System Center Virtual Machine Manager.
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NOTE:

This step is not available if you enable import of categorization datafrom vCenter Server, System Center
Virtual Machine Manager. For more information on importing categorization model, see Selecting
Categorization Model.

Add Category

Mame and Object Type Choose if you want to create a new wiphere tag category and tags for this category and its child groups

Platfarm
O Create wiphere Tags
Categorization Method

@ Do not create wiphere Tags
Grouping Criteria

Export

Pt Save | | Cancel

9. C(lick Save.

Veeam ONE will create an individual group for each unique value of the selected property.

Configuring Multiple-Condition Categorization

Multiple-condition categorization allows you to combine multiple conditions that evaluate object properties for
creating groups. This method makes categories highly customizable, as each group within a category can have
its own condition. Conditions can be based on different object properties and logical operators. For one group,
you can specify one or more conditions and link them with the AND and OR operators.

Groups created with the multiple-condition method have dynamic membership. If the property value changes,
the object can be moved into another group or excluded from categorization after the next data collection.

For example, you can categorize VMs based on their power state, datacenter name and guest OS at the same
time. If any of these properties change, the VM will be moved into another group or excluded from
categorization.

To create groups using multiple conditions:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, navigate to the Business View node.
3. Launch the Categorization Wizard:

a. In the information pane, switch to the Categories tab.
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b. In the Actions pane, click Add Category.

Alternatively, in the Business View tree, right-click the main node and select Add Category.

Weeam QNE Client (WONEVAdministrator)

€3 Configurstion issues (10 detected), Show details

Business View < Selected Object: @ Business View - 0 errors, dwarnings

|SEW“-- /O‘ Summary Categories Alarms Tasks & Events

® [ Business view

® > (51 wirtual Machi B Business view settings.. ‘Seavthm ,O| Fiters: a1 B E B > Actions
Refresh
>H Hosts T efes % Add Category..
= £ Show il eror objects Categary Name T | Object Type Number of Groups Categorized Objects | Last Modification D... | Modified By
» E Datastores | 1O ) _ Edit Category..
=
> B Clusters Expand all Datsstore ] £ ? Deletz Categery
Last Backup Date = 1 o
3 [ computers | £ Collapse al =
E% pdd Category., L Last Backup Date 2 3
a N Location 1 3
arms
LT =] 2 0
LT Bl 2 0
LA H 0
sa 2 o
Storage Type 2 s
WM Lacation 0 o
Wihls with Snapsh 3 %

E.'g Veeam Backup & Replication
{é’ Veeam Backup for Microsoft 365
"9‘ Virtual Infrastructure

Eﬂ Whware Cloud Director

E Business Yiew

D Alarm Management

Service: localhost @ connected Database: VeeamONE & connected g

4. At the Name and Object Type step of the wizard, enter a category name and select an object type.

You can select the following types of objects: Virtual Machine, Host, Cluster, Storage, Computer,
Enterprise Application.

If you select the Computer or Enterprise Application object type, continue with step 6 of this procedure.

Add Category

Mame and Object Type Specify category name and select type of object to categorize

Platfarm

Marme: |New Category |

Categorization Method
Type: |Virtua| Machine \/|

Grouping Criteria

Export

Previous Pt Save
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5. At the Platformstep of the wizard, select the platform for which you want to categorize objects.

Add Category

Marme and Object Type Select platform

Platform

@ Whiwvare vEphere
Categorization Method

O Microsoft Hyper-\f
Grouping Criteria

Export

| Prewious || Mext | Save

6. At the Categorization Method step of the wizard, select Multijple conditions.

Add Category

Mame and Object Type Select categorization method

Platfarm
O Single pararneter
Cateqgorization Method . .
Choose to group objects based onwalue of 3 single property,

G ing Criteri
AL e @ Multiple conditions

Export Choose to manually create groups with custom conditions,

O Grouping expression

Chioose to manually write a custom expression,

| Prewious || Mext | Save

7. At the Grouping Criteria step of the wizard, click Add tocreate groups based on multiple conditions.

The Add Group wizard will open.

326 | Veeam ONE | Monitoring Guide



8. At the Group Name step of the wizard, specify a group name and description.

Add Group

Group Mame Specify group name and description

Grouping Conditions

Marre: Mews Graup

Motifications

Descriptian; Powered on Linwe Whis at DC Atlanta

| Previous || Mext | Sawe

9. At the Grouping Conditions step of the Add Group wizard, set up categorization conditions:

o From the Property drop-down list, select an object property.

The list contains all object properties that Veeam ONE collects from a hypervisor and Veeam Backup &
Replication servers.

o From the Operator drop-downlist, select a conditional operator.

The list contains the following operators: £quals, Does not equal, Starts with, Contains, Does not
contain.
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o Inthe Value field, specify a value that will be checked in the condition.

The condition will be evaluated against discovered objects. To add another condition, click Add Condition.

Add Group

Group Mame Configure grouping conditions
Grouping Conditions

Property Operator
Maotifications

Walue

O |F'ower state \/| |Equa|s

v||Powered On

v| Add Candition

| |GuestOS \/||Contains

\/||Linux

| Link...

Unlink

1 |Datacenter... v||EquaIs

v||AtIanta

Remiowe

By default conditions weark with the AMD logic

| Previous ||

Mext

| | Save | | Cancel |

By default, conditions are linked by the AND operator. That is, an object falls into a group when all
specified conditions are met. You can change this behavior by linking conditions with the OR operator. In
this case, an object will fall into a group when a condition for any of the linked rules is met.

For example, you can create a group which will include VMs based on their power state, datacenter name

and guest OS. If you want the group to include all powered on VMs that reside in datacenter Atlanta or run
Linux as their guest OS, you must link these conditions. The second and the third conditions will be linked

to each other with the OR operator. The first condition will be linked to them with the AND operator.

NOTE:

Linking supports 3 levels of nesting.

To link conditions:

a. Select check boxes next to the necessary conditions and click Link.
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b. In the Rule condition window, select a link operator and click OK.

Add Group
Group Mame Configure grouping conditions
Grouping Conditions
Property Operator Walue
Motifications
Add Candition
|F'Dwer state V| | Equals R | |Powered On V|
. Link...
@0 AND Edit
- - Unlink
| |GuestOS \/||Conta|ns v||L|nux |
so0R Edit peme
|Datacenter v| | Equals R | | Atlanta |
| Previous | | Mext | | Sawe | | Cancel

10. [Optional] At the Notifications step of the wizard, specify notification settings:

a. Select the Email address check box and specify an email address of a person who will receive
notifications about alarmstriggered for the objects in a group (group owner).

To receive alarm notifications, enable the Send email to Business View group owner option in alarm
settings. For more information on configuring alarm notification settings, see Specify Alarm
Notification Options.

b. Choose the notification policy:

= Send email notification on every alarm — select this option if you want to send an email
notification every time a new alarm is triggered or the status of an existing alarm changes.
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= Send periodical summary every — select this option and if you want to accumulate information
about alarms and send an email notification once within a specific time interval. You can specify
the time interval in minutes or hours.

Add Group

Graup Marme Specify group owner email address and alarm notification policy

Grouping Conditions

Email address: | john.seith@tech.corm
MNaotifications

€ Toreceive notifications, 1vou must enable sending emails to Business View group owner in the alamn
naotification settings

Motification policy:

O Send email notification an every alarm

(® Send periodical summary every |40 o ||minutes e

I ext | Save | | Cancel

11. Click Save tosave a group configuration and close the Add Group wizard.

Group settings will appearin the Categorization Wizard.

Add Category
Mame and Object Type add groups of objects based on custom conditions
Platfarm
Group Narne Conditions T Group Cwher add..
Categorization Method
(Pouver state Equals 'Powered On' ) AMD Edit..
Grouping Criteria Meww Group (Guest 0% Contains 'Linu' 1 &ND john.smithi@tech.co
{Datacenter name Equals 'Atlanta’) Clane
Export
Delete
| Prewious | | Pt | | Save | | Cancel |

12. Repeat steps 7-11for each group you want to configure in the category.

If you selected the Computer or Enterprise Application object type, click Save tofinish working with the
wizard.
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13. At the Export step of the wizard, choose whether you want to export Business View categorization data:

o [For VMware vSphere objects] Select Create vSphere tags if you want to display Business View
categories and groups in vCenter Server.

Veeam ONE will export categories as tag categories and groups as tags.

o [For Microsoft Hyper-V objects] Select Create Hyper-V custom properties if you want to display
Business View categories and groups in System Center Virtual Machine Manager.

Veeam ONE will export categories as custom properties and groups as property values.

Veeam ONE will periodically overwrite created tags and custom properties to keep categorization data in
synchronization with vCenter Server and System Center Virtual Machine Manager.

NOTE:

This step is not available if you enable import of categorization datafrom vCenter Server, System Center
Virtual Machine Manager. For more information on importing categorization model, see Selecting
Categorization Model.

Add Category

Mame and Object Type Choose if you want to create a new wSphere tag category and tags for this categary and its child groups

Platfarm

O Create viphere Tags
Categorization Method

@ Do not create wiphere Tags
Grouping Criteria

Export

Mext Save | | Cancel

14. Click Save.

Configuring Categorization Using Grouping Expressions

Grouping expressions are used to find objects that share common properties. When you configure categorization
with grouping expression, Veeam ONE creates a set of groups, and includes objects with matching attributes
into these groups.

Groups created with grouping expressions have dynamic membership. If the property value changes, the object
can be moved into another group or excluded from categorization after the next data collection.

For example, you can create an expression that will divide VMs into groups by the guest OS name. Veeam ONE
will create groups with the names of guest OSes that VMs in your infrastructure run. Each group will include
VMs with the same guest OS.
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To create groups using expressions:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, navigate to the Business View node.
3. Launch the Categorization Wizard:
a. In the information pane, switch to the Categories tab.

b. In the Actions pane, click Add Category.
Alternatively, in the Business View tree, right-click the main node and select Add Category.

Weeam ONE Client (WONEVAdministrator)

€ Configuration issues {10 detected). Show details

Business View < Selected Object: @ Business View - 0 errors, Dwarnings
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> H Hosts T Refresn ‘ ) ‘ . . £% Add Category.,
+E osasons # Showall error sbjects Category Marme T Object Type Mumber of Groups Categorized Objects | Last Modification D.. Modified By S
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5 ({0 computers | £ Collapseall Last Backup Date =) 1 1)
E% pdd Categary., N Last Backup Date 2 6
P ) Location 1 3
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Storage Type g H 9
WM Location =) 0 0
Whs with Snapsh.. =) 3 o

ﬂ.-} WVeeam Backup & Replication
{é’ Veeam Backup for Microsoft 365
'.gf Virtual Infrastructure

Eﬂ Wiware Cloud Director

S Business Yiew

D Alarm Management

Service: localhost @ connected Database: VeeamOME & connected

4. At the Name and Object Type step, enter category name, select object type and click Next.

You can select the following types of objects: Virtual Machine, Host, Cluster, Storage, Computer,
Enterprise Application.
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If you select the Computer or Enterprise Application object type, continue with step 6 of this procedure.

Add Category

Mame and Object Type Specify category name and select type of object to categorize

Platfarm

Marre! |New Category |

Categorization Method

Type:! |\-firtual Machine v|

Grouping Criteria

Export

Prewious Mext Save

5. At the Platformstep of the wizard, select the platform for which you want to categorize objects.

Add Category

Matre and Chject Type Select platform

Platform

@ Whiware wiphers
Categorization Method

O Microsoft Hyper-\f
Grouping Criteria

Export

Prewious | | Mext Save
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6. At the Categorization Method step of the wizard, select Grouping expression.

Add Category

Mame and Object Type Select categorization method

Platform
O Single parameter

Categorization Method . .
Choose to group objects based onwvalue of a single property,

G ing Criteri
BT =T O Multiple conditions

Export Choose to manually create groups with custom conditions,

@ Grouping expression

Choose to manually write a custom expression,

| Prewious || Mext | Save

7. At the Grouping Criteria step of the wizard, specify an expression that Veeam ONE must use to create
groups and distribute infrastructure objects in these groups:

a. Click the Editor button to open the Grouping Expression Editor.
b. In the menu on the left, double click anitem to add it to the Expression field.

c. Click Save tosave the expression and exit the editor.

Grouping Expression Editor -

A, validate

CASE

WHEN (PowerState = "DPowered On"} AND (IndexOf (Name, “"test™) < 0} AND (HasBackups = "Yes") THEN "Powered On with backup"
WHEN (PowerState = "Dowered Of£f"] AND (IndexOf (Name, "test") < 0] AND (HasBackups = "Yes™) THEN "Dowered Off with backup”
WHEN (PowerState "Dowered On") AND (IndexOf (Name, "test"™) < 0} AND (HasBackups = "No"} THEN "Powered On without backup"
WHEN (PowerState = "Powered OFff"] AND (IndexOf (Name, "test") < D) AND (HasBackups = "No"] THEN "Powered Off without backup”
ELSE "Other”

END

w Keywords
CASE
WHEN
THEM
ELSE
END

¥ Functions
Tag
DateAdd
IndexCF
Left
Length
Replace
Right
Space
Substring
Trirn
TrimRight
ToDate
TolowerCase
ToUpperCase
TrimLeft

4 Properties

4 Constants

4 Operators

4 Expression examples

Qm o w e
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To check the created script, click the Verify button.

Add Category

instructions and syntax examples,
Platfarm

Categorization Method Expression

Grouping Criteria

Export

Replace(Replace(Mame, LeftiMame, IndexOfiMarme, "_", "™53,"_"""

Mame and Object Type Set an expression to group objects automatically, Refer to Weeam OME documentation for additional

Editar..

| Prewious | | Mext | | Save | |

Cancel |

For more information on the syntax of grouping expressions, see Appendix B. Grouping Expressions

Syntax.

If you selected the Computer or Enterprise Application object type, click Save tofinish working with the

wizard.

8. At the Export step of the wizard, choose whether you want to export Business View categorization data:

o [For VMware vSphere objects] Select Create vSphere tags if you want to display Business View

categories and groups in vCenter Server.

Veeam ONE will export categories as tag categories and groups as tags.

o [For Microsoft Hyper-V objects] Select Create Hyper-V custom properties if you want to display

Business View categories and groups in System Center Virtual Machine Manager.

Veeam ONE will export categories as custom properties and groups as property values.
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NOTE:

This step is not available if you enable import of categorization data from vCenter Server, System Center
Virtual Machine Manager or a 3rd party application. For more information on importing categorization
model, see Selecting Categorization Model.

Add Category

Mame and Object Type Choose if you want to create a new wiphere tag category and tags for this category and its child groups

Platfarm

O Create wiphere Tags
Categorization Method

@ Do not create wiphere Tags
Grouping Criteria

Export

Pt Save | | Cancel

9. C(lick Save.
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Adding Objects to Groups Manually

You can manually add objects to groups in static categories — categories created with multiple-condition
method and imported manually from a CSV file. When you map an object to a group, Veeam ONE adds the
Manual selection condition to the group configuration. The name of an object acts as condition value. Mapped
objects have static group membership, that is, they remain in the group until you manually reset categorization
values. For more information on resetting, see Resetting Categorization Values.

TIP:

To add objects to groups within multiple categories in a batch, you can describe these objects and groups
in a CSV file and import this file to Veeam ONE Client. For more information on importing categorization
data from a CSV file, see Importing and Exporting Using CSV File.

Mapping Objects to Groups

To add objects to a group:

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
In the inventory pane, navigate to the Business View node.

In the Business View tree, select the necessary object type — Virtual Machines, Hosts, Datastores,
Clusters, Computers or Enterprise Applications.

Open the tab with the name of the object: Virtual Machines, Hosts, Datastores, Clusters, Computers,
Enterprise Applications.

Select objects that you want to add to a group.

To quickly find necessary objects, use the scope drop-down list and search field at the top of the objects
list.

Press and hold the [CTRL] or [sSHIFT] key on the keyboard to select multiple objects.
In the Actions pane, click Manual Categorization.

In the Edit Categories window, select a category and groups to which you want to add objects.

The Categories section lists static categories to which you can add objects. To display all categories for the
selected object type, select the Show dynamic categories check box.
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8. Click OK to save the settings.

Edit Cateqgories

Edit categorization for selected objects,

Select 3 category and use checkboxes in Groups pane to edit cateqorization for selected objects,

Selerted Objects (6]
sqlsre03, desktopdl, KO, v, lind (47, sne (4730

ategories e aur dhynamic categories Groups

Cateqori Show dy i gari P

Mapped A Mission Critical
=, Datastore O Dther

5 W3 with Snapshots
=, Last Backup Date

ot Mapped hd

=0

(sl 4 | | Cancel

Resetting Categorization Values

You can remove objects from categories and groups to which you manually added these objects.

To remove objects from groups:

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

In the inventory pane, navigate to the Business View node.

In the Business View tree, select the necessary object type — Virtual Machines, Hosts, Datastores,
Clusters, Computers or Enterprise Applications.

Open the tab with the name of the object: Virtual Machines, Hosts, Datastores, Clusters, Computers,
Enterprise Applications.

Select objects for which you want to reset categorization.

To quickly find necessary objects, use the scope drop-down list and search field at the top of the objects
list.

Press and hold the [CTRL] or [SHIFT] key on the keyboard to select multiple objects.
In the Actions pane, click Reset Categorization.

In the Reset Manual Categorization window, click OK to confirm object removal.
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Importing and Exporting Categorization Data

You can import and export categorization data and synchronize it with other applications. Veeam ONE offers the
following synchronization possibilities:

e Importing Categorization Model from vCenter Server and System Center Virtual Machine Manager

If you use vCenter Server tagsand System Center Virtual Machine Manager custom properties to
categorize virtual infrastructure objects on the vCenter Server or Microsoft Hyper-V side, you can import
these tags and properties to create Business View groups in Veeam ONE. Each time data collection runs,
tag categories and custom properties are imported as Business View categories, tags and property values
are assigned to groups within these categories.

e |Importing and Exporting Using CSV File

You can synchronize Business View categorization data with categorization data from 3rd party software.
In Veeam ONE, you can import categorization datafrom and export categorization data to a CSV file that
acts as a medium between the two systems.

Importing Categorization Model from vCenter Server and
System Center Virtual Machine Manager

You can import categorization model from vCenter Server and System Center Virtual Machine Manager.

When you enable synchronization of categorization data from virtualization servers, Veeam ONE Client imports
tags and custom properties and creates categories and groups according to the values of imported tags and
properties. Every time data collection runs, Veeam ONE Client overwrites created categories and groups to keep
categorization datain synchronization with vCenter Server and System Center Virtual Machine Manager.

NOTE:
Consider the following:

e Categories imported from vCenter Server and System Center Virtual Machine Manager are read -only,
you cannot edit or delete them. To remove such categories from Business View tree, disable the
option in Server Settings. For more information on Business View Server Settings, see Business View.

e If Veeam ONE detects tags and custom properties with names that are already assigned to
categories in Business View, it will exclude such tags and properties from synchronization.

e While in categorization model imported from vCenter Server and System Center Virtual Machine
Manager, if you create a new category, you will not be able to export it to tags.

To import tags and custom properties:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. In the main menu, click Settings > Server Settings.

Alternatively, press [CTRL + S] on the keyboard.

3. In the Server Settings window, open the Business View tab.
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4. Select From vCenter Server and System Center Virtual Machine Manager.

Server Settings

lail Server Settings Configure import settings to periodically synchronize Business View categorization model with external sources
Motification Palicy @ Fram wCenter Server and Systern Center Wirtual bMachine banager
SNMP Traps () Fram CSi file L
Guest 05 Credentials O Do natimport

Manitored Datastores &u.t' Import categorization model from CSY file once

Manitored Whis Ungrouped objects

Business Yiew Hide ungrouped objects from Business View tree

Login Sessions Exclusion rules:

i i i i Edit...

Audit Lag Ohject Type Maonitored Chjects Bxcluded Objercts

E'IEI irtual Machine 220 0
Banners

B Host & 0
i = Datastore 16 <

E'E1 Cluster 1 0

Computer 1 0

Enterprise Application 4 0

a5 Export current categorization model to C5Y file

| Ok || Cancel |

By default, Veeam ONE Client imports all tags and custom properties available on the vCenter Server and
System Center Virtual Machine Manager side.

To select which tags and properties to import:

a. Click the Tags button.
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b. Clear the check boxes next to tags that you want to exclude from import.

Tags Import

Select tags to synchronize with Business Wiew categorization model

V E wienterd.tech. lacal
V @ wicd cdp
& D COPTag

€) Tag category will not be imported if Business View cateqory with the sarme narme already exists.

Ok | | Cancel

c. Click OK to save settings.
5. Click OKto close the Server Settings window.

Veeam ONE will import selected vCenter Server tags and System Center Virtual Machine Manager properties to
create Business View categories and groups.

Importing and Exporting Using CSV File

In Veeam ONE, you can import and export categorization model using a CSV file.

Importing Categorization Data Manually

If you already categorized the virtual infrastructure objects outside Veeam ONE, you can describe categorization
model using a CSV file and then import this file to Veeam ONE.

When you import a CSV file manually, Veeam ONE creates categories and groups specified in the file and maps
objects to these groups. If Veeam ONE detects in the imported CSV file categories and groups that already exist
in Business View, it will map objects specified in the CSV file to existing groups. Imported objects have static
membership, that is, they remain in the group until you manually reset categorization values. For more
information on manual mapping and resetting categorization values, see Adding Objects to Groups Manually.
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NOTE:

To make sure that Veeam ONE will process the CSV file without errors, check the file structure. For more
information on CSV file structure, see CSV File Structure.

To import categorization datafrom a CSV file:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Business View tab.
4. Click the Import categorization model from CSV file once link.
5. In the Categorization Import window, specify the path to the CSV file with the categorization data you
want to import.
6. Click Import.
Server Settings
dail Server Settings Configure import settings to periodically synchronize Business View categorization model with external sources
Matification Palicy @ Frorm wCenter Server and Systern Center Wirtual Machine Manager
SMIAP Traps O Frorm C3V file File...
Guest 05 Credentials O Danatimport
Manitared Datastares ¥b Import categarization model frorm CSV file once
Manitared Whds Ungrouped objects
L Cateqorization Import
Lagi
Select CEV file with categorization data to import
Audi
ChUsershAdministratofDesktophimport.cse | | Browse.., |
Ban
Othe
| Irmport | | Cancel |
Computer 1 0
Enterprize Application 4 o
a5 Export current categorization rmodel to CSY file
DK | | Cancel
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Importing Categorization Data Automatically

You can synchronize categorization data between Veeam ONE and a 3rd party application every time data
collection runs. To do this, you can specify a path to a CSV file with the categorization dataexported from a 3rd
party application. Veeam ONE will import data from this file during every data collection session.

Additionally, you can specify a path to a script that must be triggered before data from the CSV file is imported.
This can be a script that creates the CSV file based on data from a 3rd party application, or updates the file. For
more information on structuring the file, see CSV File Structure.

NOTE:

If Veeam ONE detects in the specified CSV file categories that already exist in Business View, it will exclude
such categories from synchronization.

To configure periodic synchronization of categorization data between Veeam ONE and a 3rd party application:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, press [CTRL + S] on the keyboard.
3. In the Server Settings window, open the Business View tab.
4. Select From CSV fileand click the File button.

5. In the Categorization File window, specify the path to the CSV file with the categorization data you want
to synchronize.

6. If you want to trigger a custom script before data synchronization, select the Execute this script before
synchronizing with a CSV file check box and specify a path to the script file.

NOTE:

The CSV and script files must reside in a folder that is accessible by Veeam ONE Monitoring Service. The
account under which the service runs must have read permissions on the files.
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7. Click Save.

Server Settings

kail Server Settings Configure import settings to periodically synchronize Business View categorization model with external sources
Motification Policy O Frorm wCenter Server and Systern Center Virtual Machine banager Tags..
SMMP Traps ® From C3vfile
Guest 05 Credentials () Do rnotimport

Cateqorization File

Monitored Dat

Manitared Y/ Specify C5V file to be used for tags synchronization

Business Yiew | CiUserstyAdministratorDesktoplimport.csv |

Login Sessions

. Execute this script before synchronizing with the T3V file Edit...
Audit Log
| CilserstAdministrator\Desktophcategorization exe |
Banners
Other

Sawve | | Cancel

a5 Export current categorization model to CSY file

[0]8 | | Cancel

Exporting Categorization Data

To export Business View categorization data to a CSV file:
1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. In the main menu, click Settings > Server Settings.

Alternatively, press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Business View tab.

4. At the bottom of the window, click the Export current categorization model to CSV file link, specify the
location where the file must be saved and click Save.
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5. In the Veeam ONE Client window, click OK to acknowledge export results.

Server Settings

kail Server Settings Configure import settings to periodically synchronize Business View categorization model with external sources
Motification Policy O Frorm wCenter Server and Systern Center Virtual Machine banager Tags..
SMMP Traps ® From C3vfile
Guest 05 Credentials () Donotimport

Monitored Datastores Yp Import categorization model from CSY file once

Manitared Wi Ungrouped objects

Business Yiew Hide ungrouped objects from Business View tree

Login Sessions B yeeam ONE Client
e i Edit...
i er Obje . . o Excluded Objerts
; = Buziness Wiew categorization has been successfully exported o
anners

B o
Other = &

FE" Cluster 1 o

Computer 1 a

Enterprise Application 4 o

a5 Export current categorization model to CSY file
0K | | Cancel

CSV File Structure

You can create a CSV file with categorization datafrom scratch. Every new record (row) in the file must describe
an infrastructure object and its categorization data.

The following columns are mandatory for every record:
e Server —name of the managed virtual infrastructure or backup server to which object belongs.

e ObjectType —typeof object (possible values are VirtualMachine, HostSystem, Storage,
ClusterComputerResource, HvCluster, HvCsvDisk, HvHost, HvPhysicalDisk, HvVirtualMachine,
VeeamBpAgent, SMBShare).

e MoRef—reference number of the object (for VMware vSphere), UUID or ID of the object (for Microsoft
Hyper-V).

Other columns in the CSV file must be named as Business View categories. Category field s accept the following
types of values:

e Name of a group within the category to which an infrastructure object belongs
e Empty field, if the object does not belong to any group within the category

e FExcluded, if the object must be excluded from categorization
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The following table shown as example of a CSV file for VMware vSphere VMs.

server.local VirtualMachine vm-01 Group1

server.local VirtualMachine vm-02 Excluded
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Editing Business View Categories

You can edit Business View categories created in Veeam ONE Client as well as predefined categories and
categories imported manually from a csv file.

To edit a category:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

In the inventory pane, navigate to the Business View node.

Open the Categories tab.

Select a category that you want to edit.

To quickly find the necessary category, use filters and the search field at the top of the Categories list.
In the Actions pane, click Edit Category.

Alternatively, right-click the category and select Edit Category from the shortcut menu.

Change the required category settings.

For more information on category settings, see Creating Business View Categories.
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Deleting Business View Categories

You can delete Business View categories created in Veeam ONE Client as well as predefined categories and
categories imported manually from a csv file. When you delete a category, objects from this category remain in
your infrastructure.

To delete a category:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. Inthe inventory pane, navigate to the Business View node.

3. Open the Categories tab.

4. Select a category that you want to delete.

To quickly find the necessary category, use filters and the search field at the top of the Categories list.

5. Inthe Actions pane, click Delete Category.

Alternatively, right-click the category and select Delete Category from the shortcut menu.
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Business View Monitoring

Veeam ONE Client allows you to monitor infrastructure presented from the business perspective — that is, based
on Business View categories and groups of VMs, hosts, datastores, clusters, computers and enterprise
applications.

With Veeam ONE, you can:
e Monitor the overall state of the categorized infrastructure
e View triggered alarms
e View objects included in categories and groups
e Work with performance charts

e View the list of events
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Business View Summary Dashboards

Veeam ONE Client comes with a set of summary dashboards for business view groups that include infrastructure
objects. These dashboardsallow you to:

e Review the summary details for all VMs, hosts, datastores, clusters, computers and enterprise applications
in custom groups

e View latest alarms
e Troubleshoot issues by drilling down to specific objects in groups
To access a summary dashboard for a virtual infrastructure object or virtual infrastructure segment:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Business View.
3. Inthe inventory pane, select the necessary node.

4. Open the Summary tab.

Business View Summary

The Business View summary dashboard presents the health status overview for objects in all available Business
View groups.

Veeam ONE Client (SRV111\Administra

0 Configuration issues (3 detected), Show details

Selected Object: € Business View - 0 errors, Owarnings

b4
E Summary Categories Alarms Tasks & Events
&
©w
Y Hosts and Clusters Status Datastores Status Workloads Status
<
©w
S
@
2 2
5
® Healthy Warning @ Error ® Healthy Wamning @ Eror ® Healthy Warning @ Error Inaccessible
Latest Alarms Alarms by Object
bﬁ Status Time Source Narne ~ Type Source Alarms ~
1By Q) Error 1/27/2023 45759 PM  ES_fake2 Unexpected VM errar [‘. ms-win22-test-1 2/2
o Q Eror 1/27/2023 45759 PM MK fake1 Unexpected VM error B s-10-test-1 21
=)
=
= € Error 1/27/2023 45759 PM  ES fakel Unexpected VM error B win19-dyn-mem 2
# € Error 1/27/2023 45759 PM  ES fake Unexpected YM error & ES_fake2 1/0
€ Error 1/27/2023 457:59PM  ES_no_access Unexpected VM error D MK _fake1 1/0
E € Error 1/27/2023 57:59PM  smb Unexpected VM errar D ES faked 1/0
L Warning  1/27/2023 12:35:54 AM  ms-win22-test-1 Latest checkpoint age [] ES_fake 1/0
a I Waming  1/26/2023 %5444 AM  Disk 0C: Local volume free space v F ES_no_access 1/0 v
Service: localhost @ connected Database: VeeamONE & connected

Host and Clusters Status, Datastores Status, Workloads Status

The charts reflect the health status of virtual infrastructure objects in Business View groups.
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Every chart segment represents the number of objects in a certain state — objects with errors (red), objects with
warnings (yellow) and healthy objects (green). Click a chart segment or a legend label to drill down to the list of
alarms with the corresponding status for the selected type of virtual infrastructure objects.

Latest Alarms

The list displays the latest 15 alarms for objects in available Business View groups. Click a link in the Source
column to drill down to the list of alarms triggered for a specific virtual infrastructure object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 errors and 1 warning triggered for the object. Click a link in the Source column to drill down to
the list of alarms triggered for a specific virtual infrastructure object.

For more information, see Working with Triggered Alarms.

Category Summary

The category summary dashboard provides an overview of the health status and performance for categorized
infrastructure objects.

WVeeam ONE Client (SRV111\Administrator]

€ Configuration issues (6 detected). Show details

Selected Object: @ Datastore - 0 errors, 0warnings

>
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2
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6
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%‘ L Warning  35T1TAM enterprise08 Latest snapshot size & s 013 141
© Eror 31614 AM desktap03 Guest disk space & sen/2040 152
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Service: localhost € connected Database: VeearnONE (€ cannected

Top 3 Groups with Errors, Top 3 Groups with Warnings, Top 3 Healthy Groups

The charts reflect the health status of all groups within the chosen category.

Every chart segment represents groups in a certain state — groups with the greatest number of infrastructure
objects with errors (red), groups with the greatest number of infrastructure objects with warnings (yellow) and
groups with healthy infrastructure objects (green).
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Click a chart segment to drill down to the list of alarms with the corresponding status for the selected Business
View group.

Latest Alarms

The list displays the latest 15 alarms for the selected category. Click a link in the Source column to drill down to
the list of alarms triggered for a specific infrastructure object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 errors and 1 warning triggered for the object. Click a link in the Source column to drill down to
the list of alarms triggered for a specific infrastructure object.

For more information, see Working with Triggered Alarms.

Category Configuration Summary

The Configuration Summary dashboard displays categorization details for different types of virtual
infrastructure objects.

The dashboard acts as detailed monitoring panel: it presents virtual infrastructure objects from the perspective
of business view categories. For each category, Configuration Summary providesinformation on the groups
included in the category, shows how many objects belong to these groups, and provides information on the
total number of objects in a group of their vCPU, memory and storage resources.

At the top of the dashboard, Veeam ONE Client displaysinformation on the total number of objects included in
a category.
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NOTE:

This dashboard is not available for the Computers and Enterprise Applications categories.

€3 Configuration issues (6 detectzd). Show details

Selected Object: @ Datastore - 0 errors, Qwarnings

H

H Summary  Configuration Summary  Groups  Alarms Wirtual Machines Ferformance  Top Objects  Tasks & Events
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353 | Veeam ONE | Monitoring Guide



Group Summary

The group summary dashboard provides an overview of the health status and performance for the virtual
infrastructure objects that belong to the chosen group.

Weeam ONE Client (SRV1114Administrater)
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Error Objects, Warning Objects, Healthy Objects

The charts reflect the health status of virtual infrastructure objects in the group — objects with errors (red),
objects with warnings (yellow) and healthy objects (green). Click the problematic chart to drill down to the list
of alarms for objects with the chosen health status.

Latest Alarms

The list displays the latest 15 alarms for virtual infrastructure objects in the selected group. Click a link in the
Source column to drill down to the list of alarms triggered for a specific virtual infrastructure object.

Alarms by Object

The list displays 15 objects with the greatest number of alarms.

The value in the Alarms column shows the number of errors and warnings for an object. For example, 3/1 means
that there are 3 errors and 1 warning triggered for the object. Click a link in the Source column to drill down to
the list of alarms triggered for a specific virtual infrastructure object.

For more information, see Working with Triggered Alarms.
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Virtual Infrastructure Objects Summary

Veeam ONE allows you not only to view category and group summary, but also to monitor the summary state of
categorized virtual infrastructure objects — VMs, hosts, clusters and datastores. To view a summary dashboard

for a specific virtual infrastructure object:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Business View.
3. Inthe inventory pane, select the necessary categorized object.
4. Open the Summary tab.

For more information on virtual infrastructure summary dashboards, see VMware vSphere Summary Dashboards
and Microsoft Hyper-V Summary Dashboards.

Computers Summary

The Computers summary dashboard presents the health status overview for computers protected with Veeam
Agent for Windows, Veeam Agent for Linux, Veeam Agent for Mac and Veeam Agent for Unix. The dashboard
scope includes computers whose backups are managed by Veeam Backup & Replication servers that you monitor
in Veeam ONE.

The dashboard is available for different levels of the categorization model:

e For the Computers node, the dashboard presents all computers from the monitored infrastructure

e For the category node, the dashboard to presents computers included in groups within the selected
category

Weeam ONE Client (SRV11 1\ Administrator)
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Computers by Agent Type

The chart displays types of computers protected with Veeam Agent for Windows, Veeam Agent for Linux,
Veeam Agent for Mac and Veeam Agent for Unix.

Every chart segment shows the number of computers of a specific platform and type — the number of managed
Windows servers, the number of managed Windows workstations, the number of managed Linux servers, the
number of managed Linux workstations, the number of managed Mac servers, the number of managed Mac
workstations, the number of managed AIX servers, the number of managed Solaris servers.

Computers by Last Successful Backup Date

The chart displays the time interval when the latest successful backup was created for computers running
Veeam Agent for Windows, Veeam Agent for Linux, Veeam Agent for Mac and Veeam Agent for Unix.

Every chart segment shows the number of computers with last successful backups created within a specific
interval — the number of computers with backups created not older than a day ago, computers with backups
created not older than a week ago, computers with backups older than a week, and computers with no backups.

Computers by Last Backup Status

The chart displays the latest status of backup jobs for computers running Veeam Agent for Windows, Veeam
Agent for Linux, Veeam Agent for Mac and Veeam Agent for Unix.

Every chart segment shows how many jobs ended with a specific status — failed jobs, jobs that ended with
warnings, successfully performed jobs, jobs that are currently running, and jobs whose status is unknown.

Computers Overview

The table provides details on computers running Veeam Agent for Windows, Veeam Agent for Linux, Veeam
Agent for Mac and Veeam Agent for Unix:

e Computer — computer name.
e |P Address — computer IP address.

e Agent Type — operation mode of a backup agent on the computer (Windows server, Windows workstation,
Linux Server, Linux Workstation, Mac Server, Mac Workstation, AIX Server, Solaris Server).

e Protection Group —name of a protection group in which the computer is included.
e LastBackup State — the latest status of a backup job (Success, Warning, Failed, Running, No Info).

e LastSuccessful Backup —dateand time when the latest successful backup was created for the computer.
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Computer Details

The Summary dashboard for a single computer node presents an overview and protection status details for
computers running Veeam Agent for Windows, Veeam Agent for Linux, Veeam Agent for Mac and Veeam Agent
for Unix.

Veeam ONE Client (SRV 11 13Administrator)
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Agent Overview

The section provides the following details:

e |P address of the computer running Veeam Agent for Windows, Veeam Agent for Linux, Veeam Agent for
Mac or Veeam Agent for Unix

e Type of an OS installed on the computer ( Windows, Linux, macOS, UNIX)
e Operation mode in which the computer is licensed
e Name of the protection group in which the computer is included

e Location of the computer, as specified in Veeam Backup & Replication

Protection Status

The section provides the following details:
e Name of the backup policy applied to the computer, or the backup job in which a computer is included
e Target location in which computer backups are stored
e The latest status of the backup job session (Success, Warning, Failed, Running, No Info)

e Date and time when the latest successful backup was created for the computer
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Enterprise Applications Summary

The Enterprise Applications summary dashboard presents the health status overview for applications protected
with Veeam plug-ins for SAP HANA, SAP on Oracle and Oracle RMAN. The dashboard scope includes applications
whose backups are managed by Veeam Backup & Replication servers that you monitor in Veeam ONE.
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Applications by Platform

The chart displays types of application protected with enterprise application plug-ins.

Every chart segment shows the number of applications of a specific platform — the number of protected SAP
HANA, SAP on Oracle and Oracle RMAN applications.

Applications by Last Successful Backup Date

The chart displays the time interval when the latest successful backup was created for enterprise applications.

Every chart segment shows the number of computers with last successful backups created within a specific
interval — the number of applications with backups created not older than a day ago, applications with backups
created not older than a week ago, applications with backups older than a week, and applications with no
backups.

Applications by Last Backup Status

The chart displays the latest status of backup jobs for enterprise applications.

Every chart segment shows how many jobs ended with a specific status — failed jobs, jobs that ended with
warnings, successfully performed jobs, jobs that are currently running, and jobs whose status is unknown.

Enterprise Applications Overview

The table provides details on protected enterprise applications:

e Enterprise Application — name of the machine on which the enterprise application is installed.
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e |P Address — IP address of the machine on which the enterprise application is installed.

e Platform —enterprise application platform (SAP HANA, SAP on Oracle, Oracle).

e Protection Group —name of a protection group in which an application is included.

e LastBackup Status — the latest status of a backup job (Success, Warning, Failed, Running, No Info).

e LastSuccessful Backup — dateand time when the latest successful backup was created for the enterprise
application.

Enterprise Application Details

The Summary dashboard for a single application node presents an overview and protection status details for
applications protected with Veeam plug-ins for SAP HANA, SAP on Oracle and Oracle RMAN.
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Enterprise Application Overview

The section provides the following details:
e |P address of a machine on which the enterprise application is installed
e Enterprise application platform (SAP HANA, SAP on Oracle, Oracle)
e Version of the enterprise application plug-in
e Name of the protection group in which the enterprise application is included

e Location of the enterprise application, as specified in Veeam Backup & Replication

Protection Status

The section provides the following details:

e Name of the backup job in which the enterprise application is included
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e Target location in which enterprise application backups are stored
e The latest status of the backup job session (Success, Warning, Failed, Running, No /nfo)

e Date and time when the latest successful backup was created for the enterprise application
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Business View Alarms

You can create and manage alarms for virtual infrastructure objects organized into Business View groups. For
example, you can group your virtual infrastructure objects by a department to which these objects belong. For
each group, you can configure alarms with severity levels and thresholds corresponding to requirements of a
specific department.

For Business View, Veeam ONE supports all alarmsthat apply to categorized objects — VMs, hosts, clusters,
datastores, computers and enterprise applications.

To view the list of alarms for categorized objects:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Business View.
3. Inthe inventory pane, select the necessary category, group or object.
4. Open the Alarmstab.

For more information, see Working with Triggered Alarms.

Weeam ONE Client (SRY

3 Configuration issues (6 detected). Show details

Selected Object: @ Business View - 0 errors, Qwamings

>
5 Surnmary Categories Alarms Tasks 8 Events
£
» .
4 |Sear(h.” ,O‘ Filters: 81 @ 1 & @ @ % | Y Filters (None) =5 This object ] > Actions
c
g R Alsrrn Managsment
= Status Time 1| Source Type Narne Repest Count Rernediation
e (9 Show Histony...
€3 Error 1004 b il o Latest snapsh... 2 £ Delete snapshot (Man.. < ks
L Waming  B19:04 &M wspe0l 5 Latest snapsh.. 1 D Delete snapshot (Man.. W Resolve..
1 Waming 73820 An winsr003 5 Latest snapsh... 1 £D Delete snapshot (Man.. & Resolve All..
i iaming G070 AM winsn00d feal Latest snapsh.., 1 4D Delete snapshot (Man... 7 Acknowledge..,
€9 Errar 5:20.07 &M whr_azurell & Latest snapsh... 3 £D Delete snapshot (Man.., T Acknowledge All..,
L Waming 35111 AM enterprise08 Pl Latest snapsh... 1 b Exclude
e -
> €3 Eror 3:16:14 40 desktop03 [ Guest disk space H @ EditErclusions..
1 Waming  2:02:14 &M ahbkpsre Current mermo... 4
! E P g 2 Export Alarms...
1 Waming 41740 Phd onelzmon? fis| Latest snapsh. 3 v
Page uns - Recards per page Rermediation
R P Bpprove Action..,
Alarm Details 3 Spprove All Actions...
ﬁéﬁl Description
BN snapshat (init_snapshot) size (20.1%6) is above 3 defined threshald (20.094), Current size is 28.20 GB. Custornization
+
Edit Alarm...
o Knowledge N e
= The WM has been running on a snapshot for extended period of time, which exceeded the canfigured threshold for the snapshot file size. [ Define Alarms..
§. £ snapshot preserves the state and data of a WM at a specific point in time, and is typically used for backup of running YMs or maintenance activities (such as patching)
Navigation
EF: Cause A Perfarmance +
AVM provides several operations for creating and managing snapshots and snapshat chains, These aperations let you create snapshats, revert to any snapshat in the chain, and remove
snapshats, You can create extensive snapshot trees that you can uze to sawe Wi state sk any point in time, and restore it later, if necessany, It is comrman that users forget to remowe Open Cansale
snapshotwhen it s na langer needed.
= i 9 In-Guest Processes
Additional, 3rd party software (such as backup software) can autamatically create snapshats for the purpose of hat backup. Sometimes, such software may be unable to automatically
v

remove the snapshot due to intermittent network or wCenter Server cormmunication issue, leaving the snapshot behind,

Service: localhost @ connected Database; VeearnONE @ connected
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Business View Objects

You can view the list of infrastructure objects within the Business View node — object type, platform, category
and group.

To view the list of objects:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Business View.
3. Inthe inventory pane, select the necessary node.

4. Open the tab with the name of the object: Virtual Machines, Hosts, Datastores, Clusters, Computers,
Enterprise Applications.

5. To find the necessary object by name, use the Search field at the top of the list.

To display objects of a specific virtual infrastructure node, select the necessary node in the Scope field at
the top of the list.

6. Click column names to sort objects by a specific parameter.

Veeam ONE Client (SRV1113Administrator)

) Configuration issues (6 detected), Shawe details
N Selected Object: @ protwesx02-ds01 - Derrars, 0 warnings
% Summary  Alarms Virtual Machines Performance Top Objects Tasks & Events
= -
E Scoper | (G Virtual Infrastructure ] [searche, 0] alp Exparcto C.. > Actions
a ) ! ) o ) . 73 Manual Categorization...
o State Narne Parent Object vCPUs Mernory Size | Guest OS ¥irtual Disk Size Categories
) Reset Categorization
5 winsn20 Temporary 2 4006E  Microsoft Windows ..  50.00 68 3 Categories
= winsra2? Terparary 4 40068 MicrosoftWindows .. 300068 3 Cateqaries
5 winsn25 Temporary 2 A00GE  Microsoft Windows .. 200.00 GB 3 Categories
= winsni2017 Termporary 4 600GE  MicrosoftWindows .. 130,00 GB 3 Cateqories
E;l winrepo2049 Resources 4 600GE  MicrosoftWindows ... 130,00 GB 3 Categories
= wspel! Termporary 4 600GE  MicrosoftWindows .. 130,00 GB 3 Cateqories
5 vone Temparary 4 G00GE  MicrasoftWindaws ... 13000 GE 3 Categories
5 uburtusr20 Termporary 1 1.00G8  Ubuntu Linux (64-bit)  17.00 GB 3 Cateqories
5 sre 013 Temparary 4 G00GE  MicrosoftWindaws ... 14000 GE 3 Categories
5 3183 Termporary 4 6O00GE  MicrosoftWindows .. 140,00 GB 3 Cateqories
5 srd2 Temparary 4 G00GE  MicrasoftWindaws ... 13000 GE 3 Categories
5 el Ternporary 4 E00GE  MicrasoftWindows .. 13000 GB 3 Categories
S 90 Temparary 4 600GE  Microsoft Windows ... 130,00 GE 3 Categaries
E-'; 5 srB9 Ternporary 4 E00GE  MicrasoftWindows .. 13000 GB 3 Categories
e snvag Temparary 4 600GE  Microsoft Windows ... 130,00 GE 3 Categaries
{é‘ 5 sr2G-app Ternporary 4 E00GE  MicrasoftWindows .. 13000 GB 3 Categories
i sni27-tih Temparary 2 40068 MicrosoftWindaws .. 250,00 G& 3 Categaries
'b' 5 sre25-tih Temporary 2 40068 MicrosoftWindows .. 120.00GB 3 Categories
i 2049 Temparary 4 600GE  MicrosoftWindows ... 130,00 GE 3 Categaries
EF: 5 sead 11 Temporary 4 600GE  MicrosoftWindows .. 140.00 GB 3 Categories
i sri08 Temparary 3 40068 MicrosoftWindaws .. 300,00 G& 3 Categaries
e 5 se01 Temporary 4 600GE  MicrosoftWindows .. 140.00 GB 3 Categories
5 senvEQ Termparary 2 40068 Ubuntu Linuz (84-bit) 400068 3 Cateqaries .
Service: lacalhost @ connected Database: VeearnONE @ connected

For every object in the list, the following details are available.

Virtual Machines

e State —stateof the VM (powered on, powered off, suspended)

¢ Name —name of the VM
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e Parent Object—name of the parent object for the VM

Click a link in this column to switch to the Virtual Infrastructure for the parent object.
e VCPUs —number of virtual CPUs configured for the virtual machine
e Memory Size —amount of memory resources allocated to the VM
e Guest OS—guest operating system installed on the VM
e Virtual Disk Size — size of the VM virtual disk

e Categories — number of categories to which the VM is included

Click a link in this column to see all categories and groups in which the VM is included.

Hosts

¢ Name —nameof the host

e Parent Object — name of the parent object for the host

Click a link in this column to switch to the Virtual Infrastructure for the parent object.
e CPU Count —number of CPU cores on the host
e CPU Speed —frequency of CPU cores on the host
e Memory Size — total capacity of the host
e VM Count —number of VMs residing on the host

e Categories — number of categories to which the host is included

Click a link in this column to see all categories and groups in which the host is included.

Datastores

e Datastores — name of the datastore

e Parent Object — name of the parent object for the datastore

Click a link in this column to switch to the Virtual Infrastructure for the parent object.
e File System —type of the file system on the datastore
e (Capacity — total capacity of the datastore
e FreeSpace —freespace remaining on the datastore
e VM Count — number of VMs residing on the datastore

e (Categories —number of categories to which the datastore is included

Click a link in this column to see all categories and groups in which the datastore is included.

Clusters

e Clusters —name of the cluster

e Parent Object — name of the parent object for the cluster

Click a link in this column to switch to the Virtual Infrastructure for the parent object.
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CPU Count — number of CPU cores in the cluster

CPU Speed — total frequency of all CPU cores in the cluster
Memory Size — total size of memory available for the cluster
Host Count — number of hosts in the cluster

VM Count — number of VMs residing on the cluster

Categories — number of categories to which the cluster is included

Click a link in this column to see all categories and groups in which the cluster is included.

Computers

Name — name of the computer on which Veeam backup agent is installed
IP Address — IP address of the computer on which Veeam backup agent is installed
Cluster — name of a failover cluster added to a protection group

Agent Type — type of the computer OS and mode in which Veeam backup agent job runs ( Windows Server,
Windows Workstation, Linux Server, Linux Workstation, Mac Server, Mac Workstation, Solaris Server or AlX
Server)

Location — location assigned to the computer in Veeam Backup & Replication

Agent Version — version of the Veeam backup agent

Protection Group — name of the protection group to which the computer is included

Backup Server —name of the Veeam Backup & Replication server that manages the Veeam backup agent

Backup Job / Policy — name of the backup job or policy assigned to the Veeam backup agent on the
computer

Last Backup State — state of the latest job session
Last Successful Backup — dateand time when the latest restore point was created

Categories — number of categories to which the computer is included

Click a link in this column to see all categories and groups in which a computer is included.

Enterprise Applications

Name — name of the machine on which the enterprise application plug-in is installed

IP Address — IP address of the machine on which the enterprise application plug-in is installed
Platform — enterprise application platform

Location — location assigned to the application in Veeam Backup & Replication

Plug-in Version — version of the Veeam Plug-in

Protection Group — name of the protection group to which the application is included

Backup Server —name of the Veeam Backup & Replication server that manages the Veeam Plug-in

Backup Policy —name of the backup job or policy assigned to the Veeam Plug-in
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e LastBackup State — state of the latest job session
e LastSuccessful Backup — dateand time when the latest restore point was created

e (Categories — number of categories to which the application is included

Click a link in this column to see all categories and groups in which a computer is included.
You can choose what columns to show or hide in the objects table:

e To hide one or more columns, right-click the table header, and clear check boxes next to the
corresponding data fields.

e To make hidden columns visible, right-click the table header, and select check boxes next to the
corresponding data fields.

Exporting Object Details to CSV

You can export categorization data to a CSV file and save it for documenting purposes:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Business View.
3. Inthe inventory pane, select the necessary node.

4. Open the tab with the name of the object: Virtual Machines, Hosts, Datastores, Clusters, Computers,
Enterprise Applications.

5. To find the necessary object by name, use the Search field at the top of the list.

6. At the top of the list, click Export to CSV and save the file.
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Business View Performance Charts

You can launch performance charts for infrastructure objects organized into business groups. You can view the
performance of objects in custom groups, and identify whether there are enough resources allocated to these
objects.

For Business View, Veeam ONE supports all dashboards that apply to categorized virtual infrastructure objects —
VMs, hosts, clusters and datastores.

To access a performance chart for a categorized virtual infrastructure object:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Business View.
3. Inthe inventory pane, select the necessary object.
4. Open the necessary performance chart tab.

For more information on performance charts, see VMware vSphere Performance Charts and Microsoft Hyper-V
Performance Charts.

Weeam ONE Client (SRY1114Administrater)
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Troubleshooting Performance of Categorized
Objects

Veeam ONE Client includes a set of dashboards that give you enhanced control over categorized virtual
infrastructure objects and facilitate the troubleshooting process:

e Top N dashboards display top and bottom resource consumers in a group:

o To view VMs that consume the greatest amount of compute, network and storage resources,
choose the necessary VM group in the inventory pane and go to the Top Objects tab.

o To view the most loaded hosts, choose the necessary host group in the inventory pane and navigate
to Top Objects > Top Hosts.

o To view the least loaded hosts, choose the necessary host group in the inventory pane and navigate
to Top Objects > Bottom Hosts.

For more information on the Top and Lowest Load dashboards, see VMware vSphere Top Objects and
Microsoft Hyper-V Top Objects.

e Tasks & Events dashboard shows tasks and events targeted for categorized objects.

To view the list of tasks and events for a categorized virtual infrastructure object, select it in the
inventory pane and go to the Tasks & Events tab.

e Processes dashboard provides control over processes and services running inside the guest OS of a VM.
o For Windows- based machines, you can view, end or restart processes.
o You can view or end daemons on Linux-based machines.

To view the list of processes, select the necessary VM in the inventory pane and go to the Processes
tab.

For more information on VM processes, see VMware vSphere In-Guest Processes and Microsoft
Hyper-V In-Guest Processes.

e Console viewallows you to access the VM guest OS right from the Veeam ONE Client interface.
To access a VM console, select the necessary VM in the inventory pane and go to the Console tab.

For more information on working with VM console, see VMware vSphere VM Console and Microsoft
Hyper-V VM Console.
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Generating Reports

To obtain a point-in-time view of your virtual infrastructure and data protection operations, you can create
reports from the Veeam ONE Client:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view — Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, or Business View.

3. Do one of the following:
o In the main menu, click Reports and choose the necessary report from the list.

o Right-click the necessary infrastructure object or a node in the inventory tree, click Reportsand
choose the necessary report from the list.

4. On the Veeam ONE Web Client login page, specify user credentials.
5. On the report details page, specify the report parameters.
6. Click Preview.

You can quickly generate any other reports supplied by Veeam ONE Web Client. To do that, select the necessary
report on the Report Templates tab paneon the left.
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For more information on availablereports, see Veeam ONE Reporting Guide.

VeeAM
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Working with Alarms

Veeam ONE alarms notify users about important events, changes and potential problems in the managed virtual
and backup environment. Alarms speed up the process of identifying, troubleshooting and reacting to issues
that may affect mission-critical services and business operations.

Out of the box, Veeam ONE comes with a set of predefined alarms so that you can start monitoring your
environment immediately after deploying the solution. Predefined alarms include:

e Veeam Backup & Replication alarms

e Veeam Backup for Microsoft 365 alarms

e VMware vSphere and VMware Cloud Director alarms

e Microsoft Hyper-V alarms

e Internal alarms for monitoring issues with Veeam ONE

Predefined alarms are based on best practices and include an extensive knowledge base. When a problem
occurs, you will not only receive analert but will also have all the necessary information for troubleshooting and
finding the root cause of the issue.
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About Alarms

Veeam ONE offers an extensive set of tools that will help you develop your own alarm model. Depending on
your requirements for the virtual and backup environment, you can customize predefined alarms, or create new
alarms. This section describes various aspects of alarms in Veeam ONE, including alarm rules, severity levels,
assignment options, response actions and other.
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How Alarms Work

After you connect virtual or backup servers, Veeam ONE starts collecting data about objects in your
environment and their health state, and checks this data against alarm configuration in real time. If Veeam ONE
detects that behavior or state of an infrastructure object meets alarm criteria, or that a specific event occurs, it
triggers an alarm with the defined severity level.

After an alarmis triggered, Veeam ONE Client will display alarm details and information about the affected
object. You canview, acknowledge or resolve the alarm.

If an alarm is configured to perform an action, Veeam ONE performs a response action after the alarm is
triggered — sends an email notification, SNMP trap, or runs a predefined or custom script.

If the event, state or condition that triggered the alarm is resolved, Veeam ONE updates the alarm status in the
console.
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Alarm Rules

Every alarm has one or more associated rules that define conditions to trigger the alarm, severity of the alarm
and rule suppression settings.

There are the following types of alarm rules:

e Event-basedrulesarerules for alerting about specific events that occur in the backup or virtual
infrastructure. These can be events issued by the hypervisor or Veeam Backup & Replication events.

e Rules for a specific condition or state arerules for alerting about important conditions or changed state of
infrastructure objects.

e Rules based on existing alarms are rules for alerting about other alarms triggered in Veeam ONE.

e Rulesbased on resource usage counters are rules for alerting about abnormal resource usage of
infrastructure objects.

For the full list of availablerule types, see Appendix B. Alarm Rules.

Aggregation Type

An aggregation type defines how Veeam ONE analyzes performance data collected for a specified period of
time, and compares it to the threshold.

The following table explains how Veeam ONE alarms trigger depending on the aggregation type and rule

condition:

Aggregation
Type

Min

Avg

Max

Above

Veeam ONE takes the minimum value across
the collected performance parameters and
compares it to the specified threshold. If the
value is above the threshold, Veeam ONE
triggers an alarm. That means that the alarm
triggers only if all the values are above the
threshold.

Veeam ONE takes the average value across
the collected performance parameters. The
alarm triggers if this value is above the
threshold.

Veeam ONE takes the maximum value across
the collected performance parameters and
compares it to the specified threshold. If the
value is above the threshold, Veeam ONE
triggers an alarm. That means that the alarm
triggers if at least one of the collected values
is above the threshold.
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Veeam ONE takes the minimum value across
the collected performance parameters and
compares it to the specified threshold. If the
value is below the threshold, Veeam ONE
triggers an alarm. That means that the alarm
triggers if at least one of the collected values
is below the threshold.

Veeam ONE takes the average value across
the collected performance parameters. The
alarm triggers if this value is below the
threshold.

Veeam ONE takes the maximum value across
the collected performance parameters and
compares it to the specified threshold. If the
value is below the threshold, Veeam ONE
triggers an alarm. That means that the alarm
triggers only if all the values are below the
threshold.



To learn how to configure rules based on performance counters, see Adding Rules Based on Resource Usage
Counters.

Analysis Depth

Alarm rules may include the Analysis depth parameter. This parameter defines the number of latest
performance data values among which an averagevalue is calculated. Each newly collected value is compared
to the average value. If the new value is above or below the average value according to severity levels, Veeam
ONE triggers the alarm.

Linking Rules

You can link two or more rules using Boolean operators:

e AND — if rules are joined with this operator, analarmis triggered when conditions for all linked rules are
met.

e OR—if rules are joined with this operator, an alarmis triggered when a condition for any of the linked
rules is met.

You can form several groups of linked rules and join them with different operators. To learn how to link rules,
see Linking Rules.
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Alarm Severity

Every alarm rule is associated with a specific severity level. The severity level defines how serious the state or
event is and how badly it can affect an object health state.

There are four severity levels that are color-coded as follows:
e Error(red)indicatesa critical situation or a major problem that requires immediate action.

e Warning (yellow) indicates a potential problem or non-critical issue that needs your attention. If the issue
is left without attention, it can potentially cause a major problem.

e Resolved (green) indicates that the issue was eliminated because of the changed conditions, or shows that
the alarm was resolved manually.

e Information (blue) indicates general information about a specific condition or health state of an object.

You can define different severity levels for conditions of different intensity. For example, if the level of memory
usage must not exceed 75%, you can create the following alarm rules:

e |f the memory usage is over 70%, an alarm with the Warning severity level must be triggered.
e If the memory usage is over 75%, an alarm with the Errorseverity level must be triggered.

In such situation, if the memory usage level is constantly growing and exceeds 70%, Veeam ONE will trigger a
warning alarm, notifying about a potentially dangerous situation. If the memory usage level keepson growing
and exceeds the level of 75%, Veeam ONE will trigger an error alarm notifying about the severe danger.
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Alarm Assignment Options

You can assign Veeam ONE alarms to objects of the backup or virtual infrastructure. There are several options to
assign alarms:

e Object-level assignment — you can assign an alarm to a single object.

This type of assignment can be useful if you need to customize alarms for specific objects, like separate
hosts, VMs or backup infrastructure components.

e Group-level assighment —you can assign an alarm to a group of objects (for example, to an infrastructure
container or Business View group).

This type of assignment can be useful if you need to assign an alarm to all objects under a specific parent
entity. For example, to all VMs residing on a host or to all backup proxies connected to a backup server.

e Infrastructure-level assignment — you can assign an alarm to all objects of a particular type in the entire
managed environment.

This is the default type of assignment used for all predefined alarms.

You can combine various assignment options. For example, you can assign an alarm to all VMs running on a
chosen host, to all VMs in a Business View group and to a few single VMs at the same time.

In addition to flexible alarm assignment options, Veeam ONE offers a possibility to exclude specific objects or
object groups from the assignment scope. Thus, you can easily point out what part of your environment the
alarm must ignore.
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Alarm Notification Options

You can configure Veeam ONE to send notifications when alarms are triggered or change their status.
Depending on alarm configuration, Veeam ONE can:

e Send email notifications to the default notification group or to specific recipients

e Send SNMP traps to third-party consoles

Alarm notification options are defined in alarm settings. You can specify when Veeam ONE must notify you
about alarm status change:

e Alarm severity changes to Error

e Alarm severity changes to Erroror Warning

e Alarmis resolved

e Alarm severity changes to any level (£rror, Warning or Resolved)

By default, all predefined alarms are configured to send email notifications to the default notification group
when the alarm severity changes to any level. You can change alarm notification settings and define conditions
when notifications must be sent.
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Alarm Remediation Actions

To automate virtual and backup infrastructure troubleshooting, you can configure Veeam ONE to run
remediation actions as soon asalarms are triggered.

NOTE:

To run remediation actions for the backup infrastructure, you must have Veeam ONE agents installed on
connected Veeam Backup & Replication servers. For more information on installing and configuring Veeam
ONE agents, see Managing Veeam ONE Agents.

Veeam ONE offers the following types of remediation for alarms:

e Predefined actions that are configured for the most commonly used out-of-the-box alarms. For each
alarm severity level, Veeam ONE can run only one predefined action.

For the list of alarms with predefined remediation actions, see Appendix C. Remediation Actions.

e Custom scripts that you can specify in the settings of any alarm. For each severity level, Veeam ONE can
run one or more custom scripts.

You can select the resolution type for alarm remediation actions:

e Manual—when an alarmis triggered, you must approve the remediation action manually. This type of
resolution is default for alarms with predefined remediation actions.

e Automatic —when an alarmis triggered, Veeam ONE will automatically run a predefined remediation
action or custom script.

Veeam ONE makes 3 attempts to run a remediation action or script. If the remediation is successful, the alarm
status will change to Acknowledged. If for some reason Veeam ONE fails to run an action or script, the alarm
will remain active.
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Advanced Alarm Options

To avoid alarm storms and ensure that critical issues are not overlooked, you can use advanced alarm
configuration options — alarm suppression and alarm modeling.

e Alarm suppression is used to disregard events and prevent sending alarms when specific activities are
performed. For example, during backup Veeam ONE may send a great number of alarms informing about
potential problems or increased resource pressure. Alarm suppressing allows you to pause specific alarms
during such activities, or at a specific period of time when you plan to perform resource -consuming
operations.

e Alarm modeling is used to verify the created alarm scheme and estimate the need for adjusting alarm
settings. During alarm modeling, Veeam ONE applies alarm settings to collected historical data and
produces a forecast on the number of alarms that will be sent over a specific period of time. If the number
of alarms is too high, alarm thresholds may need to be changed to avoid numerous useless alarms. If the
number is too low, the sensitivity of alarms may need to be increased so that you do not miss important
issues.

379 | Veeam ONE | Monitoring Guide



Alarm Reports

In addition to receiving alarmsin real-time, Veeam ONE allows you to analyze alarm statistics. You can use
Veeam ONE Web Client dashboards and reports to track how the number of alarms is changing over time,
identify short- and long-term alarm trends, detect the most affected infrastructure objects, troubleshoot
commonly encountered issues and ensure that your infrastructure stays fully reliable and productive.

You can use the following dashboards and reports for analyzing alarms:

e Alarms Dashboard analyzes alarms triggered over the previous week. The dashboard provides information
on the general health state of virtual infrastructure objects, shows daily roll-ups for errors and warnings,
enumerates typical problems and helps to detect the most affected VMs, clusters, hosts and datastores.

e Alarms Overview Report provides an overview of the current health state of the virtual infrastructure,
details the most common alarmsand identifies the most affected infrastructure objects. The report
consolidates information about raised alarms and provides a summary for the selected time interval.

e Alarms Current State Overview Report provides information about all currently unresolved alarms (alarms
with the Erroror Warning severity level) and displays reasons why these alarms were triggered.

For details on Veeam ONE reports and dashboards, see Veeam ONE Reporting Guide.
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Configuring Alarms

Veeam ONE comes with a set of predefined alarms that cover most common monitoring scenarios. You can
customize predefined alarms or create new alarmsto meet specific monitoring conditions.

To access the list of alarms:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click Alarm Management.

To Llimit the list of displayed alarms, you can use filter buttons — Show predefined alarms only, Show
custom alarms only, All.

Weearn ONE Client (WVONEVAdministratar)

Alarm Management [search... P riters: A & > Actions
Search... Mz
Type Name Source State Assignmant Resalution ~ 5 Disable
~ B Alarm Management
2| DPM failed to bring host out of standby mo.., Predefined  Enabled  Virtual Infrastructure Automatic * Edit...
B Whtware vEphere B
. B Host failed to exit standby mode Predefined  Enabled  Virtual Infrastructure Butamatic a
5] wCenter Server Copy
- B wCenter Server lost connection to hast Predefined  Enabled  Virtual Infrastructure Automatic
[B7 Cluster ¥ Delete
& B Host connection failure Predefined  Enabled  Virtual Infrastructure Automatic
Wi Host " Edit A 1.
_ & VM connection failure Predefined  Enabled  Virtual Infrastructure Zutomatic B> et Assignmen
[E7 Resource Pool - @ Edit Bl
. ] N CPU ready Predefined  Enabled  Virtual Infrastructure Butamatic ' Bdit Exclusions..
[E7 wirtual Machine -
& G WM CPU usage Predefined  Enabled  Virtual Infrastructure Automatic G Show & Exclusions...
7 Datastare
. ] High ballaon memory utilization Predefined  Enabled  Virtual Infrastructure Automatic
[ any Object -
. ] U memary swap usage Predefined  Enabled  Virtual Infrastructure Butamatic
[ vCloud Director vApp =
- Gl WM disk SCS| connection failures Predefined  Enabled  Virtual Infrastructure Automatic
[E7 weloud Director Organization -
- 5] M disk SCS| connection resets Predefined  Enabled  Virtual Infrastructure Automatic
[§3 vCloud Directar Org WDC
- B Host CPU usage Predefined  Enabled  Virtual Infrastructure Automatic
[B3 wClous Director Provider vDC :
B Host awailable memory Predefined  Enabled  Virtual Infrastructure Butamatic
~ (& Microsaft Hyper- = v
7 Host
~
¥ wirtual Machine Alarm Details
7 Cluster
Knowledge
5 csv v
. This event records that Distributed Power Management tried to bring @ host out of standby mode, but failed,
[E7 Local storage
. v Standby Mode powers off a host and allows it to be powered back an again through the Wake-on-LAN protocal. It can be triggered either manually or
automatically by vCenter Server
E.u; Veeam Backup & Replication
Cause
o There rmay be an issue with Wake-on-LAN {ar the specific technology applicable to the hardware of this host), Check the hast network and hardware status,
g Veeam Backup for Microsoft 365 Mote - Do not discannect a hast in standby mode or move it out of the DRS clhuster without first powering it on, othenwise vCenter Server is unable to pouer
the host back an
Ok‘ Virtual Infrastructure Resolution
Poweer on the host using 2n altemative method and disable Viiware DPM until the harcare issue is resohved,
B3 Business View See the uSphere Resource Mansgerent Guide for mare information
ﬂ Alarm Management External
Refer to Whware's online documentation for mare infarmation v

Service: localhost (@ connected Database: VeeamONE (@ connected Collector: stopped

4

The Alarm Management view comprises the following panes — the inventory pane, information pane, and
actions pane.

e The inventory pane on the left shows the alarm management tree with alarm object types: virtual
infrastructure components to which alarmscan be applied, VMware Cloud Director components, Veeam
Backup & Replication and Veeam Backup for Microsoft 365 infrastructure components, and internal
alarms.

e The information pane contains the list of predefined and custom alarms for the type of object that is
selected in the alarm management tree. Every alarm is described with the following details: type, name,
source (Predefined or Custom), state (Enabled or Disabled), assignment scope and resolve action
(Automatic or Manual). The bottom section of the information pane displays information on the selected
alarm, such as summary, cause, resolution and external resources.

e The Actions paneon the right displays a list of links that you can use to perform actions with alarms.
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Creating Alarms

If predefined alarms do not cover all important events, conditions or state changes about which you need to be
notified, you can create custom alarms.

To create a new alarm, perform the following steps.
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Step 1. Select Alarm Object Type

All alarms are applied to a certain level of the monitored infrastructure. The Type attribute of an alarm defines
to what kind of infrastructure objects this alarm applies. The list of available alarm types is displayed in the
inventory pane of the Alarm Management view.

To create a new alarm, select its type first:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.
3. Inthe alarm management tree, select the necessary object type.
4. In the Actions paneon the right, click the New link.
You can also right-click anywhere in the information pane and choose New from the shortcut menu.
NOTE:

Mind that you will not be able to change the alarmtype later.

Creating Alarms from Tasks or Events

You can create analarm that is based on a task or event that occurred in the monitored infrastructure. Veeam
ONE will add the Event-based rule type to the alarm configuration, and will trigger this alarm for all events with
the same name. For details on the Event-based rules, see Adding Event-Based Rules.

To create an alarm from a task or event:
1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. Select the necessary view ( Veeam Backup & Replication, Veeam Backup for Microsoft 365, Virtual
Infrastructure, VMware Cloud Director, Business View).

3. Inthe information pane, navigate to the Tasks & Events tab.

4. Right-click atask or event for which you want to create analarm, select Create new alarm from the
shortcut menu and then choose an object type.

Creating Alarms from Performance Chart Counters

You can create an alarm from a performance counter. Veeam ONE will add to the alarm configuration a rule
based on resource usage counter, and will trigger this alarm every time the counter reaches the specified values.
For details on the rules based on resource usage counters, see Adding Rules Based on Resource Usage Counters.

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. Select the necessary view ( Veeam Backup & Replication, Veeam Backup for Microsoft 365, Virtual
Infrastructure, VMware Cloud Director, Business View).

3. Inthe object tree, select an object for which you want to create analarm.
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4. Open atab with performance parameters for which you want to create an alarm (for example, Network,
Memory, CPU, and so on).

5. At the bottom of the performance chart, right-click the necessary counter and select Create new alarm
from the shortcut menu.

Creating Alarms from In-Guest Processes and Services

You can create analarm from a process or service. For details on the rules based on specific condition or state,
see Adding State-Based Rules.

1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. Select the necessary view ( Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe object tree, select an object for which you want to create analarm.
4. Open the Processes or Services tab.
5. Select one or more processes or services in the list.

6. Click the Create Alarm button.
Alternatively, you can right-click the necessary process or service.

7. Select the type of rule on which the alarm must be based.
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Step 2. Specify General Alarm Settings

On the Generaltab of the Alarm Settings window, specify general alarm settings:
1. In the Alarm name field, specify the name of the new alarm.

2. If you want to enable the alarm immediately after you save its settings, make sure that the Enable this
alarm check box is selected.

If you unselect this check box, the alarm settings will be saved, but the alarm will be disabled and will not
raise any notifications.

Alarm Settings
General
Alarm name: | Production VM CPU Usage

Rul

Hies Alarm typer  Virtual machine
Assignment Platform: VMware
Notifications Enable this alarm
Actions
Suppress

Knowledge Base

Save | | Cancel
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Step 3. Specify Alarm Rules

On the Rules tab of the Alarm Settings window, specify rules for triggering the alarm. You can add up to 8 rules
of different type and link them to each other.

Adding State-Based Rules

Alarms with state or condition-based rules alert about the important condition or state changes.

To add a rule for a specific condition or state change:

1.

2.
3.

On the Rules tab, click Add.

At the Choose Rule Type step of the wizard, select the necessary trigger type.

Click Nextand select the necessary rule condition.

Available options depend on the alarm type. For the full list of alarm rules, see Appendix B. Alarm Rules.

At the Define Rule step of the wizard, specify conditions (or other settings, as applicable) for the alarm
rule.

Specify alarm severity.

For details, see Alarm Severity.

If you want to put the rule in action for the alarm, make sure that the Enable this rule check box is
selected.

If you clear this check box, the rule settings will be saved, but the rule will be disregarded.
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7. Click Finish.

Alarm Settings

General
Add..,
Rules Add New Rule
Mowve up
Azsignment Choose Rule Type Comfigure detection type, condition, threshold, delay, and scope settings
towve down
Motifications Define Rule |
Detection type: |Re|ative v| Link...
Actions .
WWhen minimum free space is: |Be|0w v| Unlink
Suppress
Warning (0 |0,0 | Femuowe
Knowledge Base }
Errar (%) |0,0 | Cuplicate
Delay time {rmin: | 3 o |
Disks to ignore, GE: | oo |
Disks to rmonitor |
Enable this rule
Mext Finish | | Cancel |
| Save | | Cancel

8. Repeat steps 1-7 for every state-based rule you want to add to an alarm.

Adding Event-Based Rules

Alarms with event-based rules alert about specific events that occur in your backup or virtual infrastructure.
These can be events issued by the hypervisor or Veeam Backup & Replication events.

To add an event-based rule:
1. On the Rules tab, click Add.
2. At the Choose Rule Type step of the wizard, select Event-based rule.
3. At the Define Rule step of the wizard, specify rule settings:
a. In the Event name field, specify the name of the event that must trigger the alarm.

For the list of Veeam Backup & Replication events, see the Appendix A. Alarms section. For the list of
virtual infrastructure events, see VMware vSphere Documentation or Microsoft TechNet library.

Note that for VMware vSphere events, you must provide their names without prefixes. For example,
for the vim.event.VmReconfiguredEvent event, you must specify only the VmReconfiguredEvent part.

b. In the Event text field, specify one or more keywords that an event description must contain. This can
be a name of a user who initiated an action, a name of a changed object, or a specific action.

You can use the "*' (asterisk) and '?' (question) wildcards in the Event name and Event text fields. The

"*' (asterisk) character stands for zero or more characters. The '?' (question mark) stands for a single
character.
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For example, if you want to receive notifications when users reconfigure VMs on the
host.domain.local host, in the Event name field, specify VmReconfiguredEvent, and in the Event text
field, specify 'reconfigured *on host.domain.local'. Here the '*' (asterisk) replaces a name of a
reconfigured VM. As a result, the alarm will be triggered each time any user reconfigures any VM on
the host.

c. Specify the alarm severity level for the rule.

For details, see Alarm Severity.

d. In the Ignore after field, enter the number of times the alarm for the same event or condition must be
triggered. All further repetitive alarms are suppressed.

For example, analarmis configured to fire when a host loses its network connection, and the Ignore
aftervalueis set to 1. If a host loses its network connection, anevent informing about connection loss
will be raised by the hypervisor, and Veeam ONE will trigger an alarm. All further events informing
about problems with host network connectivity will be ignored until you resolve the alarm that has
already been triggered.

If you want the alarm to trigger every time an event or condition occurs, set the Ignore after valueto
0.

e. In the Trigger after field, enter the number of times an event must repeat before Veeam ONE must
trigger an alarm.

By default, this value is set to O, which means that Veeam ONE must trigger an alarm after the first
event occurrence.

f. If you want to put the rule in action for the alarm, make sure that the Enable this rule check box is
selected.

If you clear this check box, the rule settings will be saved, but the rule will be disregarded.
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4. Click Finish.

Alarm Settings

General
Add..,
Rules Add New Rule
Mowve up
Azzignrment Chaase Rule Type Canfigure event, severity, and triggering settings
towve down
Motifications Define Rule |
Event narne: |\IeeamBprSessiDnErrorEvent | Link...
Actions .
Event text: |* | Unlink
Suppress
Sewerity | Erraor R | Remawe
Knowledge Base }
Ignore after: | 1 o Duplicate
Trigger after: | 0 >
Enable this rule
Mext Finish | | Cancel |
| Save | | Cancel

5. Repeat steps 1-4 for every event-based rule you want to add.

Adding Rules Based on Existing Alarms

You can add to analarm rules that are based on existing alarms. These rules alert if the specified alarms trigger
or change their status.

To add a rule based on existing alarm:
1. On the Rules tab, click Add.
2. At the Choose Rule Type step of the wizard, select Existing alarm.
3. At the Define Rule step of the wizard, specify rule settings:
a. In the Alarm name field, specify the name of the existing alarm that must trigger an alarm.

This can be a predefined or custom alarm. For a list of predefined alarms, see the Appendix A. Alarms
section.

b. In the Delay time field, specify the period that must pass between triggering the source and the
target alarm.

You can specify the delay time in minutes, hours, or days.

c. If you want to put the rule in action for the alarm, make sure that the Enable this rule check box is
selected.

If you unselect this check box, the rule settings will be saved, but the rule will be disregarded.
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4. Click Finish.

Alarm Settings

General
Add..,
Rules Add New Rule
Mowve up
Azzignrment Chaase Rule Type Select an existing alarm as a trigger and configure delay settings
towve down
Motifications Define Rule |
Alarrn narne: |\.‘M connection failure v| Link..,
Actions .
Drelay tirme: |5 o ||min v| Unlink
Suppress
Enable this rule Remove
Knowledge Base
Duplicate
Mext Finish | | Cancel |
| Save | | Cancel

5. Repeat steps 1-4 for every alarm-based rule you want to add.

Adding Rules Based on Resource Usage Counters

Alarms with rules resource usage counters alert about the important changes in the performance of objects from
the monitored infrastructure.

To adda rule based on resource usage counters:

1. On the Rules tab, click Add.
2. At the Choose Rule Type step of the wizard, select Resource usage.

3. At the Define Rule step of the wizard, specify conditions (or other settings, as applicable) for the alarm
rule.

If you want to put the rule in action for the alarm, make sure that the Enable this rule check box is
selected. If you unselect this check box, the rule settings will be saved, but the rule will be disregarded.

4. [Optional] Exclude specific objects from the alarm scope.

By default, counter-based rules apply to all storage objects in the alarm scope. For example, if you create

an alarm rule for a host and select a datastore usage counter, this rule will apply to all datastores
connected to the host.

For some counter-based rules, you can exclude specific storage objects from the alarm scope. Excluded
objects will not be monitored by the alarm.To exclude one or more storage objects, specify their names in
the Exclude instances field. Separate object names with a semicolon (;).
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NOTE:

e When you specify objects to exclude, use object display names. To learn the exact display name of
an object, navigate to a performance chart for the necessary object in Veeam ONE Client, and choose
a chart view with the necessary counter. You can check the object display name either in the chart
legend or in the Select Devices and Counters window > Devices list. For details, see section
Selecting Chart Views and Performance Counters of the Veeam ONE Monitoring Guide.

e Names of drives must be specified with the backward slash, for example, c:\; z:\.

5. Click Finish.

Alarm Settings

General
Add..,
Rules Add New Rule
Mowe up
Assignment Choose Rule Type Configure counter, condition, threshold, and aggregation settings
taowve down
Matifications Define Rule .
Courter: |.ﬂwerage CPU Idle &1 cores (%) v| Link...
Actions .
When counter stays: |Abwe v| Unlink
Suppress
For the following time period: | 13 o || min v| Remove
khowledge Base )
Warning: | an o Duplicate
Error: | an %
Aggregation: |Avg v|
Enable this rule
et Finish | | Cancel |
| Save | | Cancel

6. Repeat steps 1-5 for every alarm-based rule you want to add.

Linking Rules

If you add multiple rules to one alarm, Veeam ONE will trigger the alarm when conditions for at least one rule
are met. You can change the default way of evaluating alarm rules and link rules using Boolean AND or OR
operators. For example, if an alarm must be triggered when conditions for two rules are met simultaneously,
you can link these rules with Boolean AND.

To link alarmrules:

1. Choose the rules you want to link and place them one after another. You cannot link rules that do not
follow one another in the list. For example, you cannot link the first and the fifth rule.

To move a rule one position up, select the check box next to the rule and click Move up. To move a rule
one position down, select the check box next to the rule and click Move down.

2. Select check boxes next to rules you want to link, and click Link on the right.
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3. In the Rule condition window, select a condition:

o AND — if rules are linked with this operator, the alarm is triggered when conditions for all linked rules
are met.

o OR—if rules are linked with this operator, the alarm is triggered when a condition for any of the
linked rules is met.

4. Click Apply.

After you link two or more rules, Veeam ONE will display a dotted line and a linking condition between the
rules. Linking supports 3 levels of nesting.

Alarm Settings

General
I:‘ Add...
Rules
Fule type: |\-’M shapshot age \/| Emabled b owe Wp
Assigniment .
Whi shapshot age | i - | |hour \/| Maowe dvin
Matifications ) -
Severity |Informat|on \/| Link...
Actions
o0 AND Edit Unlink
Suppress
Rule type: |VM snapshots count \/| Enabled Femave
knowledge Base =
Warning, snapshots number: Duplicate
Error, snapshots number: g o
Sawe | | Cancel

To unlink rules:
1. Select the check box next to the linked rules.

2. On the right, click Unlink.
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If you unlink rules, the alarm will be triggered each time when conditions for any alarm rule are met.

Alarm Settings

General
Add...,

Rules

Fule type: |VM snapshot age \/| Enabled bawe up
Azsignrment -

Wh snapshot age | T - | |hour \/| Mowe dovn
Motifications : -

Sewverity |Informat|on \/| Link...
Actions

o0 AND Edit Unlink
Suppress “

Rule type: |\-’M shapshots count v| Enabled
kEnowledge Base -

Warning, snapshots number |3 -

Etrraor, shapshots number:

Sawe | | Cancel

Removing Rules

To remove a rule from an alarm:

1. Select the check box next to a rule you want to remove.
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2. On the right, click Remove.

Alarm Settings

General
|:| Add...,
Rules Fule type: |VM shapshot age v| Enabled
Azsignrment Wh shapshot age |?2 C| |h0ur v|
rdowe down
Matifications Severity |Warning v |
Link...
Actions
Rule type: |VM snapshots count \/| Enabled Hrlink
Suppress
. ~ Remowe
Warning, snapshots number: —
Knowledge Base = - Vh
Error, snapshots number 3 =

By default rules wark with the OR logic,

Sawe | | Cancel

Duplicating Rules

To duplicate a rule:

1. Select the check box next to a rule you want to duplicate.
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2. On the right, click Duplicate.

Alarm Settings

General
Rules
Azsignrment
Motifications
Actions
Suppress

kEnowledge Base

Fule type: |VM shapshot age v| Enabled

Wh shapshot age |?2 C| |h0ur v|

Severity |Warning W |

Rule type: |VM snapshots count \/| Enabled
Warning, snapshots number:

Errar, snapshots number: 5 o

By default rules wark with the OR logic,

rowe down
Link..,
Unlink
Remaoe

Cuplicate

E‘II

Sawe

| | Cancel
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Step 4. Specify Alarm Assignment Scope

On the Assignment tab of the Alarm settings window, specify one or more infrastructure objects to which the
alarm must be assigned.

Adding Objects to Alarm Assignment Scope

To add one or more objects to alarm assignment scope:

1. Onthe Assignmenttab, in the Assignment for alarm section, click Add and select the necessary node
(Veeam Backup & Replication, Veeam Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud
Director, Business View).

2. Inthe Assign Alarm window, select check boxes next to objects to which you want to assign the alarm.

3. Click Assign.

Alarm Settings

General Select Objects

Azsignrment

a0z Type ~[] f‘:E'! wirkual Infrastructure

Assignment | v g weerterdl tech. ol Remove
MNatifications v EE Frague
~[] E prgtiesx01. tech.local

~v[] (¥ Resources

> (¥ Backup

Knowledge Base > f\‘__‘ Cloud_Cannect_Replication
@ oo

O (% oriab
[ (¥ Enterprise

Tvne - Add..
® > [ (4 infrastructure

Actions

Suppress

Excluded obj

>[] (¥ Management Group REEE

[ (¥ nutanixaHY
|:| (3 Proxies
|:| (3 Recovered Whis
>0 (% Replicas

< >

L

Clear selection Assign

Cancel |

| Save | | Cancel

To remove anobject from the alarm assignment:

1. On the Assignmenttab, in the Assignment for alarm section, select an object you want to remove from the
assignment.
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2. On the right, click Remove.

Alarm Settings

General .
Azsignrment for alarm:

a0z Type Laeation T Object 2dd...

Assignment (} Wirtual Infrastructuretecenterdltech local\Praguebprgt.,. DB

Motifications

Actions
Suppress

kEnowledge Base

Excluded objects

Type Location T | Object add..,

Remawve

| Sawe | | Cancel

Excluding Objects from Alarm Assignment Scope

You can exclude objects from alarm assignment scope:

1. Onthe Assignmenttab, in the Excluded objects section, click Add and select the necessary node ( Veeam
Backup & Replication, Veeam Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director,
Business View).

2. Inthe Exclude Alarm window, select check boxes next to objects you want to exclude from alarm
assignment.
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3. Click Exclude.

Alarm Settings
General
Rules
Assignm ent
Motifications
Actions
Suppress

kEnowledge Base

Excluded ob

Type

Select Objects

VD ﬁl Wirtual Infrastructure

VD E'|E| weenterl tech.local
V|:| E|§| Prague
V|:| E prate 501 kech, local
VI:‘ (3 Resources

> (% Backup

> (3 Cloud_Connect_Replication
(4 oE
(% DRLab

( Enterprise

@

I':Tj apache(d
Er_l apache(ds
|':_'|—_| apacheld&
(5§ as2016DC
5§ disqiot

E? enterprisedl

L4
Toooogmaf iy

11 enternrise?

Clear selection Exclude

Cancel |

Rermove

Sawe

| | Cancel
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Step 5. Specify Alarm Notification Options

On the Notifications tab of the Alarm settings window, you can specify what actions must be performed after
the alarm is triggered, or after the alarm status changes. You can choose to notify virtual infrastructure
administrators by email, send SNMP trapsor run a custom script.

NOTE:

To receive email and trap notifications, you must first configure email and trap notification settings in the
Veeam ONE Client Configuration Wizard or in Veeam ONE Client server settings. To learn how to configure
notification settings for alarms, see Configuring Alarm Notification Settings.

To define alarm response actions:

1. From the Action list, select the action you want to perform:

o

Send email to a default group — select this option if you want to send an email notification to all
recipients included in the default email notification group when the alarm is triggered or when the
alarm status changes. This is the default action that appliesto all new and predefined alarms.

For details, see Email Notifications.

Send email to Business View group owner — select this option if you want to send an email
notification an owner of a Business View group to which the object is included.

To receive notifications, you must specify an email address of a group owner in the Business View
group settings. For details, see Configuring Multiple-Condition Categorization.

Send email notification — select this option if you want to send an email notification to specific
recipients when the alarm is triggered or when the alarm status changes. In the Value field, enter
recipients email addresses. If you want to specify several recipients, separate email addresses with a
semicolon (;), comma (,) or space ().

For more information, see Email Notifications.

Send SNMP trap — select this option if you want to send a Simple Network Management Protocol
(SNMP) trap when the alarm is triggered or when the alarm status changes.

For details, see SNMP Traps.

Run script — select this option if you want to run a custom script when the alarmis triggered or when
the alarm status changes. By running a script, you can automate routine tasks that you normally
perform when specific alarms fire. For example, if a critical system is affected, you may need to
immediately open a ticket with the in-house support or perform corrective actions that will eliminate
the problem.

In the Valuefield, specify the path to the executable file. The executable file must be located on the
machine running the Veeam ONE Server component. You can use the following parameters in the
command line for running the script: %7 — alarm name; %.2 — affected node name; %23 — alarm
summary; %4 — date and time of alarm trigger; %5 — alarm status; %6 — previous alarm status; %/ —
ID assigned to a combination of an affected node and an alarm; %8 — type of a child alarm object.

2. Inthe Condition field, specify when the action must be performed:

o

o

Errors and warnings — select this option if the action must be performed every time when the alarm
status changes to £rroror Warning.

Errors only — select this option if the action must be performed every time when the alarm status
changes to Error.
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o Resolved — select this option if the action must be performed every time when the alarm status
changes to Resolved.

o Any state — select this option if the action must be performed every time when the alarmstatus
changes to Error, Warning or Resolved.

You can specify multiple response actions for the same alarm. To add a new action, click the Add button and
repeat steps 1-2 for every new action.

Alarm Settings

G I P . . . . . ' A
Eners Motifications are sentwhen alarms with the corresponding severity are triggered, Use the list below to define notification
options,
Rules P
) Action Value Condition Add
Azsignrment
N |Send ernail to a default g.., \/| iy state
Motifications
. |Send etnail notification V| | starsmith@alpha.com | |Err0rs andwarnings v|
Actions
Send ermail notification v| | | |Anystate v|
Suppress
Send ermail to a default group
Knowledge Base Send ermail to Business Wiew group owner

ernail notification

Send SMMP trap
Run script

Sawe | | Cancel
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Step 6. Specify Alarm Remediation Actions

On the Actions tab of the Alarm settings window, you can specify what actions must be performed after the
alarm is triggered, or after the alarmstatus changes:

1. Click Add.
2. From the Action list, select Run Script.

In the Path to script field, specify the path to the script that must be executed after the alarmis triggered,
or after the alarm status changes. The executable file must be placed at the location accessible for the
Veeam ONE service account. The script is executed on the machine running Veeam ONE Server
component. You can use the following parameters in the command line for running the script: %7— alarm
name; %2 — affected node name; %23 — date and time of alarm trigger; %4 — alarm status; %5 — affected
object name; %6 — ID assigned to a combination of an affected node and an alarm.

NOTE:
Predefined remediation actions are available for a number of out-of-the-box alarms only. For the list of
alarms with predefined remediation actions, see Appendix C. Remediation Actions.
3. From the Severity list, select alarm severity level at which an action must be taken.
4. From the Resolution Type list, select resolution type — manual or automatic.
For details, see Alarm Remediation Actions.
5. Repeat steps 1-4 for every action you want to add to an alarm.

To change the position of an action relative to other actions, select the action and click Move up or Move down.

Alarm Settings

General Bctions are performed when alarms with the corresponding severity are triggered, Click &dd to define actions,
Rules add
Assignment Action: |Run script v| Execution type: | By &pproveal v|
Severity Wfarni s
Motifications Benity | armng | fove up
Actions Path to script: | CihScriptsunarning bat |
Suppress
Pr Action: |Run script \/| Execution type: | Autornatic \/|
kEnowledge Base . -
Severityt | Information s |
Path to script: | CihScriptsherror.bat |

Sawe | | Cancel
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Step 7. Configure Alarm Suppression Settings

To automatically suppress alarms that occur under specific conditions or during a specific time interval, you can
configure alarm suppression settings. For example, alarms informing about high resource utilization may need
to be suppressed if these alarms occur during a scheduled resource-consuming operation (such as backup
performed with Veeam Backup & Replication or other operations).

For suppressed alarms, Veeam ONE does not show any notifications and does not perform any response actions.
If the object stays affected by the end of the suppression period, Veeam ONE will trigger the alarm and perform
the alarm response actions.

On the Suppresstab of the Alarm settings window, specify alarm suppression settings.

Suppressing Alarms During Events

To suppress the alarm under specific conditions or when a specific event occurs, choose one of the following
options:

e Veeam Backup activity — suppresses the alarm when Veeam Backup & Replication jobs are running. Veeam
ONE detects which VMs are being processed and does not trigger alarms for these VMs and associated
hosts and datastores.

For example, if you select Veeam Backup activity check box for the VM CPU Usagealarm, this alarm will
be suppressed for all VMs that are being backed up or replicated — until the jobs finish processing these
VMs.

If you select the Veeam Backup activity check box for the Host CPU Usage alarm, this alarm will be
suppressed for the entire host where at least one VM is being backed up or replicated — until the jobs are
finished.

e Snapshot creation — suppresses the alarm during snapshot creation for the object itself or its parent
objects.

For example, if you create an alarm for a VM, the alarm will be suppressed for a VM while a hypervisor
creates a snapshot. If you create analarm for a host, the alarm will be suppressed for the host while a
snapshot is being created for any VM on this host.

e Snapshot deletion —suppresses the alarm during snapshot deletion for the object itself or its parent
objects.

For example, if you create an alarm for a VM, the alarm will be suppressed for a VM while a hypervisor
deletes a snapshot. If you create analarm for a host, the alarm will be suppressed for the host while a
snapshot is being deleted for any VM on this host.

NOTE:

e The Veeam Backup activity suppressionoption apply to VMware vSphere and Microsoft Hyper-V
alarms only. To enable the Veeam Backup activity option, make sure that you connected a Veeam
Backup & Replication server to Veeam ONE. Otherwise, alarms will not be suppressed during Veeam
Backup & Replication activity.

e Snapshot creation and Snapshot deletion suppressionoptions apply to VMware vSphere alarms only.

Scheduled Alarm Suppression

To suppress the alarm according to a specific schedule during the week:

1. Select the Suppress alarm based on schedule option.
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2. Specify time intervals on specific weekdays during which the alarm must be suppressed.

You can add more than one record for one weekday. Note that the time intervals specified for the same day
must not intersect.

Alarm Settings

el Suppress wwhen certain task is performed:
Rules Weearn Backup activity
Assignment [ snapshot creation

[ snapshot deletion
Matifications
Suppress alarm based on schedule:

Actions Day Start time End time Cormment
Suppress |Sunday v| |10:30AM C| |12:00AM C| ‘maintenance ‘ | Add
Knowledge Base State Day Start tirme End tirme Carnrnent Artions
Sunday 1330 Ak 12:00 &kA tmaintenance
Friday 1330 PhA 1130 PhA performmance tests

Sawe | | Cancel
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Step 8. Specify Alarm Details

On the Knowledge base tab of the Alarm settings window, specify alarm details. Alarm details are displayed
when you select the alarmin the Alarm Management view or on the Alarms monitoring dashboard in Veeam
ONE Client, and included in alarm email notifications.

1. In the Knowledge, Cause and Resolution fields, specify alarm details, what could cause the alarm, and
steps to resolve the alarm.

2. Inthe Externalfield, provide links to external resources containing reference information, such as VMware
vSphere Documentation or Microsoft TechNet Library.

3. Inthe Custom field, specify additional information, such as comments or additional instructions.

Alarm Settings
General
Knowledge
Rules - - - R
This VM is running on the snapshot left by backup or replication job.
Assignment
Natifications Cause
Adtions Veeam backup or replication job failed to delete the temporary snapshot it was using to back up the VM. This behavior can
be caused by performance issue of the vCenter Server or connection problems to the target ESXi host.
Suppress
Resolution
Knowledge Base

Remove the snapshot of the VM using vSphere Client Snapshot Manager.

External

Custom

Save | | Cancel
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https://www.vmware.com/support/pubs/
https://www.vmware.com/support/pubs/
https://technet.microsoft.com/en-us/

Step 9. Save Alarm Settings

Review the specified alarm settings and click Save tosave the alarm.
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Modifying Alarms

Veeam ONE allows you to modify settings of predefined or custom alarms.

To modify alarm settings:
1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.
3. Select an alarm from the list and do either of the following:
o Double click the alarm.
o Right-click the alarm and choose Edit from the shortcut menu.
o In the Actions pane, click Edit.

4. Change the necessary alarm settings.

For details on alarm settings, see Creating Alarms.

Other Ways to Modify Alarms

You can also modify alarmson the Alarms tab of the Veeam Backup & Replication view, Veeam Backup for
Microsoft 365 view, Virtual Infrastructure view, VMware Cloud Director view, Business View view.

1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane, select the necessary infrastructure object.
4. In the information pane, open the Alarms tab.
5. To open the Alarm settings window, do either of the following:
o Right-click the alarm and select Edit alarm from the shortcut menu.
o Select the alarmin the list and click Edit alarm inthe Actions pane on the right.

6. Change the necessary alarm settings.

For details, see Creating Alarms.

Modifying Multiple Alarms

Veeam ONE supports batch alarm editing. In the batch editing mode, you can change only the Assignment,
Notifications, Actions and Suppression alarm settings.

To modify settings of severalalarms in batch:
1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
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2. At the bottom of the inventory pane, click Alarm Management.

3. Select the necessary alarms in the list using the [CTRL] or [SHIFT] key on the keyboard and do either
of the following:

o Right-click the selected alarms and click Edit inthe shortcut menu.
o Click Edit inthe Actionspaneon the right.

4. Change the Actions or Sup pression settings.

For details, see Creating Alarms.

Adding Alarm Rule from Task or Event

You can add to analarm a new rule based on a task or event that occurred in the managed environment. For
example, you can create a rule that monitors the Create virtual machine event and notifies you whenever a new
VM is created.

To create a new rule from a task or event:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane on the left, select the necessary object.
4. In the information pane, open the Tasks & Events tab.

5. Right-click a task or event about which you want to be notified, select Add this event to the existing alarm
from the shortcut menu, and click the necessary infrastructure object type.

6. In the Select Alarms window, select an alarm to which the rule must be added and click Add.

7. In the Alarm Settings window, change the rule settings, and click Save.
For details on working with alarm rules, see Step 3. Specify Alarm Rules and Severity.

8. In the Select Alarms window, click Close.

Adding Alarm Rules from Performance Counters

You can add to analarm a new rule based on a performance counter.

NOTE:
You can use this option with objects for which Veeam ONE collects performance data. For objects that do
not have any performance data, such as datacenters and clusters, this option is not available.
To create a new rule from a performance counter:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

407 | Veeam ONE | Monitoring Guide



3. Inthe inventory pane on the left, select the necessary object.

4. Open atab with performance parameters for which you want to create an alarm (for example, Network,
Memory, CPU, and so on).

5. At the bottom of the performance chart, right-click the necessary counter and select Add this counter to
the existing alarm from the shortcut menu.

6. Inthe Select Alarms window, select an alarm to which the rule must be added and click Add.

7. In the Alarm Settings window, change the rule settings, and click Save.

For details on alarm rules, see Step 3. Specify Alarm Rules and Severity.

8. Inthe Select Alarms window, click Close.
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Changing Alarm Assignment Scope

By default, all predefined alarms are assigned to the root level of the managed infrastructure. Alarms for
monitoring the virtual environment apply to the root level of the virtual infrastructure — connected vCenter
Server, SCVMM, failover cluster, or host. VMware Cloud Director alarms apply to the root VMware Cloud
Director level. Veeam Backup & Replication alarms apply to the root level of the backup infrastructure —
connected Veeam Backup & Replication server or Veeam Backup Enterprise Manager. Veeam Backup for
Microsoft 365 alarms apply to the connected Veeam Backup for Microsoft 365 server.

You can change the alarm assignment scope for predefined and custom alarms, exclude one or more objects
from the alarm scope, or even exclude an object from the scope of multiple alarms at once.

Modifying Alarm Assignment Scope

To modify the assignment scope of one or more alarms:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.
3. Inthe alarm management tree, select the necessary type of infrastructure objects.
4. Select one or more alarmsin the list and do either of the following:
o Right-click the alarm and select Edit assignment from the shortcut menu.
o Inthe Actions paneon the right, click Edit assignment.
5. Inthe Editassignment window, select the effective assignment rules and click Remove.

6. Click Add and choose one of the following options:

o Virtual Infrastructure tree — choose this option if you want to assign the alarm to specific levels of the

virtual infrastructure.

You can select infrastructure objects that match the alarm type or choose containers from the virtual

infrastructure hierarchy. For example, you can assign an alarm of the Virtual Machine type to a specific

VM, resource pool, host, cluster, datacenter, or vCenter Server or SCVMM server.

o BusinessView — choose this option if you want to assign the alarm to custom categorization groups
that you have configured in Business View.

For example, if VMs in your environment are divided into SLA groups, you can create a set of alarms
that correspond to specific service level requirements and assign these alarms to the necessary SLA
group.

o VMware Cloud Director View — choose this option if you want to assign the alarm to a certain level of
your VMware Cloud Director infrastructure.

You can select infrastructure objects that match the alarm type or select containers from the VMware
Cloud Director hierarchy. For example, you can assign an alarm of the VMware Cloud Director vApp
type to a specific vApp, organization VDC, organization or vCloud Director cell.
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o Veeam Backup for Microsoft 365 View — choose this option if you want to assign the alarm to a
certain level of the Veeam Backup for Microsoft 365 infrastructure.

You can select Veeam Backup for Microsoft 365 infrastructure objects that match the alarm type or
select containers from the infrastructure hierarchy. For example, you can assign an alarm of the
Repository type to a specific repository or Veeam Backup for Microsoft 365 server.

o Veeam Backup & Replication View — choose this option if you want to assign the alarmto a certain
level of the Veeam Backup & Replication infrastructure.

You can select backup infrastructure objects that match the alarm type or select containers from the
backup infrastructure hierarchy. For example, you can assign an alarm of the Repository type to a
specific repository, Veeam Backup & Replication servers or Veeam Backup Enterprise Manager.

You can combine various types of alarm assignment options for the same alarm. The type of options you
can combine depends on the alarm type. For example, if an alarm has the Virtual machine type, you can
include in the assignment scope virtual infrastructure, VMware Cloud Director and Business View objects.

7. Repeat steps 3-6 for all virtual and backup infrastructure objects or categorization groups to which the
alarms must be assigned.

NOTE:
Mind the following restrictions for alarm assignment:

e Alarm can be assigned to infrastructure objects that correspond to the alarm type. For example,
alarm of the VM type can be assigned to VMs or to a container that includes VMs.

e The same applies to Business View groups: the alarm type must match the Business View category
type. You cannot assign analarm of the Host type to a Business View group that is used to
categorize VMs.

Excluding Single Objects from Alarm Assignment Scope

You can exclude a single infrastructure object from alarm assignment:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe information pane, open the Alarms tab.

4. Select the necessary alarmin the list and do either of the following:
o Right-click the alarm and select Edit Exclusions from the shortcut menu.
o Inthe Actions paneon the right, click Edit Exclusions.

If you select a container object and choose analarm that was triggered for its child object, Veeam ONE will
provide two exclusion choices — exclude the child object only or exclude the whole container from the
alarm assignment scope.

For example, if in the inventory pane you select a cluster, the list of alarms will contain alarms on the
cluster and alarms on the hosts in this cluster. If you select an alarm that was triggered for a host, you can
exclude either the host (child object) or the whole cluster (container).

5. Click OKin the dialog box to confirm exclusion.
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NOTE:

When you exclude an object from an alarm, all unresolved Warning or Error notifications that were
triggered by this alarm for the object will change their status to Resolved.

Excluding Multiple Objects from Alarm Assignment Scope

You can exclude multiple infrastructure objects from the alarm assignment scope:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Alarm Management.

3. Select the necessary alarmin the list and do either of the following:

o

o

Right-click the alarm and select Edit exclusions from the shortcut menu.

In the Actions paneon the right, click Edit exclusions.

4. In the Edit exclusions window, click Add and select objects that you want to exclude from the assignment
scope:

o

Virtual Infrastructure tree — select this option if you want to assign the alarm to specific levels of the
virtual infrastructure.

You can select infrastructure objects that match the alarm type or choose containers from the virtual
infrastructure hierarchy. For example, you canassign analarm of the Virtual Machine type to a specific
VM, resource pool, host, cluster, datacenter, or vCenter Server or SCYMM server.

Business View — select this option if you want to assign the alarm to custom categorization groups
that you have configured in Business View.

For example, if VMs in your environment are divided into SLA groups, you can create a set of alarms
that correspond to specific service level requirements and assign these alarms to the necessary SLA
group.

VMware Cloud Director View — select this option if you want to assign the alarm to a certain level of
your vCloud Director infrastructure.

You can select infrastructure objects that match the alarm type or select containers from the vCloud
Director hierarchy. For example, you can assign an alarm of the vCloud Director vApp type to a
specific vApp, organization VDC, organization or vCloud Director cell.

Veeam Backup for Microsoft 365 View — select this option if you want to assign the alarm to a certain
level of the Veeam Backup for Microsoft 365 infrastructure.

You can select Veeam Backup for Microsoft 365 infrastructure objects that match the alarm type or
select containers from the infrastructure hierarchy. For example, you can assign an alarm of the
Repository type to a specific repository or Veeam Backup for Microsoft 365 server.

Veeam Backup & Replication View — select this option if you want to assign the alarm to a certain
level of the Veeam Backup & Replication infrastructure.

You can select backup infrastructure objects that match the alarm type or select containers from the
backup infrastructure hierarchy. For example, you can assign an alarm of the Repository type to a
specific repository, Veeam Backup & Replication servers or Veeam Backup Enterprise Manager.
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You can combine various types of alarm assignment options for the same alarm. The type of options you
can combine depends on the alarm type. For example, if an alarm has the Virtual machine type, you can
include in the assignment scope virtual infrastructure, vCloud Director and Business View objects.

Repeat steps 3-4 for all virtual and backup infrastructure objects or categorization groups you want to
exclude.

In the Edit exclusions window, click OK.

Other Ways to Exclude Multiple Objects from Alarm
Assignment

You can also exclude objects from the alarm assignment scope on the Alarms tab of the Virtual Infrastructure

view, Business View, VMware Cloud Director view, Veeam Backup for Microsoft 365 view or Veeam Backup &
Replication view.

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary infrastructure object.
In the information pane, open the Alarms tab.

Repeat steps 3-5 of the procedure above.

Excluding Objects from Multiple Alarms

You can exclude a single infrastructure object from the scope of multiple alarms:

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary infrastructure object.

In the information pane, open the Alarms tab.

Select an alarm and do either of the following:
o Right-click the alarm and select Define alarmsin the shortcut menu.
o Inthe Actions paneon the right, click Define Alarms.

In the Define Alarms window, select check boxes next to alarms from which you want to exclude the
object.
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7. Click OK.

Define Alarms

Selected object: Backup Infrastructure
|Search... /G'|
Type Narng T | Assignedto State @] Exclude "
"Arithrmetic overflow error” message pops up wh...  This object (Backup Infrastruct..  Enabled |
"Failed to obtain storage by D" errorwhen deleti,,  This object (Backup Infrastruct.,,  Enabled [
"Tape library was not found” errorin Weearn Back.,  This object (Backup Infrastruct.,,  Enabled O
"Undo failowver plan® operation rmay cause replica.,  This object (Backup Infrastruct.,,  Enabled [
Adding &HY backup proxy operation failed Thiz object (Backup Infrastruct.,  Enabled
g Adding Hyper-W 'tz to a job operation failed to ... This object (Backup Infrastruct..  Enabled [
Adding Linux host operation failed to cormplete .. This object (Backup Infrastruct.,  Enabled ]
Adding bicrosoft Azure account operation failed...  This object (Backup Infrastruct..  Enabled |
Adding Microsoft Azure storage as a newy object ., This object (Backup Infrastruct.,  Enabled [
Adding Wiweare Cloud Director server finished wi,,  Thiz object (Backup Infrastruct.,  Enabled O
Agent backup job state This object (Backup Infrastruct.,  Enabled [
Agent backup policy session state Thiz object (Backup Infrastruct.,  Enabled O
Application backup policy state This object (Backup Infrastruct..  Enabled |
Archiving job failed to complete with "Unable to ... This object (Backup Infrastruct.,  Enabled
Backup Console starts with 'Failed to check certifi..  This object (Backup Infrastruct..  Enabled O
Backup copy job didn't start at the required tirne This object (Backup Infrastruct.,  Enabled [
Backup Copy Job exceeded data transfer window Thiz object (Backup Infrastruct.,  Enabled O
g Backup copy job failed to complete with "Back... This object (Backup Infrastruct..  Enabled [
Backup copy job failed to cormplete with "Full poi.,. This object (Backup Infrastruct.,  Enabled ] v
[o]8 | | Cancel |

Other Ways to Exclude Objects from Multiple Alarms

You can also exclude an object from multiple alarms using the object tree in the inventory pane.

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane, right-click the necessary object in the inventory pane and select Alarms > Define
alarms from the shortcut menu.

4. In the Define Alarms window, select check boxes next to alarms from which you want to exclude the
object.

5. Click OK.
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Viewing Alarm Exclusions

You can view the list of excluded objects for an alarm:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.

3. Select the necessary alarmin the list and click Show All Exclusions inthe Actions paneon the right.

Edit Exclusions

Type Location T | Object Add...
§ Wirtual Infrastructurehscenterdl tech. local\PraguetDatastores  prghuves:01-ds01 FEmEE
§ Wirtual Infrastructure’eecenterdl tech local\PraguetDatastores  WeearnBackup_sre25-tikitech local

[o]4 | | Cancel
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Copying Alarms

Instead of creating a new alarmfrom scratch, you can create a copy of an existing alarm and modify its settings.

An alarm copy keeps the same settings as the original alarm, except the alarm assignment. Initially, an alarm
copy is not assigned to any virtual infrastructure, VMware Cloud Director objects, Business View groups, or
Veeam Backup & Replication and Veeam Backup for Microsoft 365 infrastructure components.

To copy an alarm:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.

3. Select the necessary alarmin the list.

Press and hold the [CTRL] or [sHIFT] key on the keyboard to select multiple alarms.
4. Do either of the following:
o Right-click the selection and click Copy from the shortcut menu.

o Inthe Actions paneon the right, click Copy.

What You Can Do Next

After you create an alarm copy, you can change its settings and assignment scope:

1. Select the alarm copy from the list of alarms.

Veeam ONE uses the following pattern for names of alarm copies: Copy of <alarm name>.

2. Change alarm settings and alarm assignment scope.

For details on alarm settings, see Creating Alarms.
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Disabling and Enabling Alarms

You can disable and enable predefined and custom alarms.

Disabling Alarms

You can disable alarms that you do not use for monitoring:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the information pane, click Alarm Management.

3. Inthe information pane, select the necessary alarm.

Press and hold the [CTRL] or [SHIFT] key on the keyboard to select multiple alarms.
4. Do either of the following:
o Right-click the selection and select Disable from the shortcut menu.
o Inthe Actions paneon the right, click Disable.

NOTE:

After you disable an alarm, all unresolved Warning or Errornotifications that were triggered by this alarm
will change their status to Resolved.

Enabling Alarms

To enable alarms that were previously disabled:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the information pane, click Alarm Management.

3. Inthe information pane, select the necessary alarm.

Press and hold the [CTRL] or [SHIFT] key on the keyboard to select multiple alarms.
4. Do either of the following:
o Right-click the selection and select Enable from the shortcut menu.

o In the Actions paneon the right, click Enable.
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Deleting Alarms

You can delete alarms you no longer need for monitoring:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.
3. Inthe information pane, select the necessary alarm.
Press and hold the [CTRL] or [SHIFT] key on the keyboard to select multiple alarms.
4. Do either of the following:
o Right-click the selection and choose Delete fromthe shortcut menu.
o Inthe Actions paneon the right, click Delete.
5. Inthe displayed dialog box, click OK to confirm deletion.
NOTE:

When you delete an alarm in the Alarm Management view, Veeam ONE retains the alarm history. All
triggered alarms and alarm status changes will be available on the Alarms view.

The status of a deleted alarm is changed to Resolved. To view the history of a deleted alarm, you need to
apply the Show resolved alarms filter. For details on working with triggered alarms, see Viewing Triggered
Alarms.
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Exporting and Importing Alarms

You can export alarms to an xML file and import alarms from an xML file. Exporting and importing alarms can be
useful if you need to back up your alarm settings, or if you want to copy alarm settings from one Veeam ONE
deployment to another.

You can use export and import options to copy alarm settings between different Veeam ONE versions. Veeam
ONE 12 supports import of alarm settings that were exported from Veeam ONE version 8.0 and later.

Exporting Alarms

To export alarms to an xML file:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.

3. Inthe alarm management tree, select the type of infrastructure object for which you want to export
alarms.

4. Right-click the object and choose Export Alarms from the shortcut menu.

5. Save the xML file with alarm settings.

Importing Alarms

To import alarms from an xML file:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.
3. Inthe alarm management tree, right-click any object and choose Import Alarms from the shortcut menu.
4. In the Alarms Import window:
o Specify a path to an xML file with alarm settings.

o Select the Import assignment check box if you want to import a list of alarms together with their
assignment settings.

o Select the Replace all existing alarms check box if you want to replace existing alarms with imported
alarms.

If you do not select this check box, but during import Veeam ONE detects alarms with matching
names, Veeam ONE will suggest you to update settings of the existing alarm with data from the xML
file. You can either replace the existing alarm with the alarm from the xML file, or leave the existing
alarm without any changes.

If an alarm in the xML file does not match any existing alarm by name, Veeam ONE will create a new
alarm.
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5. When the import is finished, the Alarms Import window will display a report with the import status, the
total number of added, replaced, and skipped alarms, and the number of alarms that were imported with
errors.

Review the report and click Close toclose the Alarms Import window.

Alarms Import

Alarms have been successfully imported.
Shoneg Added (2) Replaced (54) Errors (O Skipped (M
Alarm L | Details ~
Whiwware W tools state Replaced
Wi AT conflict Replaced
W with no replica Replaced
Wh wvith no backup Replaced
Wi total disk latency Replaced
Wh Screenshot HA reset Replaced
Wi restart on alternate host Replaced
Wh resetting Replaced
Wh povaver status Replaced
Wi remory swap usage Replaced
Wi HA reset failure Replaced "
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Suppressing Alarms

During resource-consuming operations, such as backup, Veeam ONE may send a great number of alarms
informing about potential problems or increased resource pressure. If you do not want to receive notifications
during specific activities or at a specific period of time, you can disable alarms for an object in your
infrastructure. When alarms are suppressed, Veeam ONE disregards events and state changes to which the
alarms react and does not trigger any alarms.

To suppressalarms, you can use one of the following options:
e Maintenance mode
e Alarm-specific suppression settings

e Suppression of guest disk space alarms

Maintenance Mode

Maintenance mode is an option used to suppress alarms for specific infrastructure objects during planned
maintenance operations. After you switch an infrastructure object to the maintenance mode, Veeam ONE will
suppress all alarms on this object.

You can enable the maintenance mode for single infrastructure objects or containers. When you enable the
maintenance mode for a container, you can choose to propagate alarm suppression to its child objects. For

example, if you want to perform maintenance on a host, you can enable the maintenance mode for the host
itself and for all VMs on this host.

You can enable the maintenance mode manually or set a maintenance schedule.

Enabling Maintenance Mode Manually

You can enable the maintenance mode for an infrastructure object manually. After you switch an infrastructure
object to the maintenance mode manually, Veeam ONE will stop triggering alarms for this object until you
manually disable the maintenance mode.

To enable the maintenance mode for aninfrastructure object manually:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane, right-click aninfrastructure object and select Maintenance Mode from the shortcut
menu.

If you select an object container, you can select the scope of objects for which you want to enable the
maintenance mode:

o Ifyou select For this object, the maintenance mode will be enabled for the selected object only.
Alarms on its child objects will not be suppressed.

o If you select For this and all contained objects, the maintenance mode will be enabled for the
container and its child objects.

After you enable the maintenance mode for an infrastructure object, Veeam ONE will change the infrastructure
object icon, and will display the Maintenance mode label next to the object name in the inventory pane.
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Scheduling Maintenance Mode

You can configure a maintenance schedule for infrastructure objects. When a schedule is set, the maintenance
mode will be enabled and disabled automatically according to the schedule.

To configure a maintenance schedule:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane, right-click aninfrastructure object and choose Schedule Maintenance Mode from
the shortcut menu.

4. In the Schedule Maintenance Mode window, configure the maintenance schedule.

d.

b.

Click Add.

In the Type field, specify how often the object must be placedinto the maintenance mode (orice,
monthly, weekly, daily).

In the Day/Date field, specify a day when the maintenance mode must be enabled.
In the Start time and End time fields, specify the start and end time of the maintenance period.

Select the Apply to child objects check box if you want to enable the maintenance mode on the object
itself and its child objects.

In the Comment field, provide additional information about the planned maintenance. You can enter
up to 512 characters in this field.

Select the Enabled check box to enable the maintenance schedule.

Repeat steps a-g for each schedule entry you want to add.
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5. Click OK.

Schedule Maintenance Mode

Add maintenance schedule date or edit existing

Add
U

Type Day Start time End time Enabled
[Monthly | |10 | [&00AM v ezoam | Apply to child objects

Comment (optional): | Planned monthly maintanance |

Type Date Start time End time Enabled
|Once v| [oz24200 V| |e00Pm v| [1000em V] Apply to child objects

Comment (optional): | Updates and patches

OK | | Cancel

To disable a maintenance schedule:
1. In the Schedule Maintenance window, clear the Enabled check box next to the necessary schedule entry.
2. Click OK.

The disabled schedule will remain on the list, but it will not be applied to the object.

To delete a schedule:

1. In the Schedule Maintenance window, select the check box next to the schedule entry you want to
remove.

2. Click Delete.

3. Click OK.

Disabling Maintenance Mode

To exit a scheduled or manual maintenance mode:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. Inthe inventory pane, right-click anobject in the maintenance mode and select Exit Maintenance Mode.

After you exit the maintenance mode, Veeam ONE will resume triggering alarms.
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Alarm-Specific Suppression Settings

For each alarm, you can configure individual suppression settings to disable the alarm during specific resource -
consuming operations. For details on configuring alarm suppression settings, see Step 7. Configure Alarm
Suppression Settings.

Suppressing Guest Disk Space Alarms

You can suppress Guest disk space alarms for specific VM guest OS disks:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click the necessary view ( Virtual Infrastructure, Business View).
3. Inthe inventory pane, select the necessary VM.
4. In the information pane, open the Summary tab.

In the Guest Disk Usage section, click the View all disks Link.

6. Inthe Guest disks list, select check boxes next to guest OS disks for which alarms must be suppressed.
7. Click OK.
Guest Disks
Disk Mame Fres Space (GB) Capacity (GB) | Suppressalarms
(o 107.60 120686
Ok | | Cancel
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Modeling Alarm Number

Alarm modeling allows you to forecast the number and type of alarms that will be sent for a specific
infrastructure object within a specified time interval. To model the alarm number, Veeam ONE applies the
current alarm settings to historical data collected for the selected infrastructure object, and calculates the
approximate number of alarms that will be sent within the specified time interval in future.

Alarm modeling can help you avoid receiving non-significant alarms, or conversely missing important events.
After you change alarm settings, you can perform alarm modeling to estimate how many alarms will be
triggered for aninfrastructure object if you keep the effective alarm settings. Taking into consideration the
modeled number of alarms, you can consider changing alarm settings. For example, if the number is too high,
you can adjust alarm rule conditions.

To forecast the number of alarms that will be sent for a specific infrastructure object:

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

In the main menu, click Modeling.

In the Alarm Modeling window, click Select and choose the necessary type of infrastructure objects
(Veeam Backup & Replication, Veeam Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud
Director, Business View).

In the Select Node window, select check box next to aninfrastructure object for which you want to model
the number of alarms and click Select.

From the Intervaldrop-down list, select the period for which historical data must be analyzed (week,
month or year).

In the list of alarms, select check boxes next to alarms for which you want to perform modeling.

Click Start Modeling.
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Veeam ONE will forecast the number of alarms of different severity that will be sent within the selected period
of time.

Alarm Modeling

Use alarm modeling to test the current alarm setup against histarical data, If the number of alarms you receive with the
current settings is too large or too small, consider adjusting your alarms,

Madeling for Virtual Infrastructure
Interval |Week v| |Start modelin%

[l Type Alarm Marme t @ info I Warning €3 Error "
1 g Active filter drivers detected

O 2= Adrission control disabled

1 E'E'-! Adrission control enabled

| E‘E’] Al hosts in cluster isolated

I:l Background disk merge failed

|:| Background disk rmerge interruption

O E Bad Haost username logon atternpt

1 El Bad Hyper-i usernarne logon attermpt

| E Bad wCenter Server usernarme logon atte.,,

1 = Cherknnint ranfinuratinn is nnt arcessinle ¥

Close

Other Ways to Perform Alarm Modeling

To perform alarm modeling for a selected infrastructure object:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane, right-click aninfrastructure object and select Alarms > Modeling from the shortcut
menu.

4. From the Intervaldrop-down list, select the period for which historical data must be analyzed (week,
month or year).

5. Inthe list of alarms, select check boxes next to alarms for which you want to perform modeling.
6. Click Start Modeling.
To perform alarm modeling for selected alarms:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.

3. Select the one or more alarms in the list, right-click the selection and select Modeling fromthe shortcut
menu.

4. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).
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5. Inthe Select Node window, select check box next to aninfrastructure object for which you want to model
the number of alarms and click Select.

6. From the Intervaldrop-down list, select the period for which historical data must be analyzed (week,
month or year).

7. Click Start Modeling.
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Configuring Alarm Notifications

To ensure you do not miss critical events or state changes in the managed infrastructure, you can configure

Veeam ONE to send notifications when alarms are triggered. Veeam ONE supports the following types of alarm
notifications:

e Email Notifications

e SNMP Traps

Configuring Email Notifications

To stayinformed about potential problems, state changes, events, and tasks performed by users in your
infrastructure, you can configure Veeam ONE to send email notifications about alarms. Email notifications
contain basic information that helps to find the root cause of anissue and resolve it.

An email notification can be sent when a new alarmis triggered or when an existing alarm changes its status.
To configure alarm email notifications, perform the following steps:
1. Configure SMTP server settings.

2. Configure notification frequency.

3. Customize the email template.
4. Configure email recipients.
5. [Optional] Disable notifications about resolved alarms.
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Step 1. Configure SMTP Server Settings

To deliver email notifications, Veeam ONE needs an SMTP server.
To configure SMTP settings:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. In the main menu, click Settings > Server Settings.
Alternatively, you can press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Mail Server Settings tab.
4. Select the Enable email notifications check box.
5. From the drop-down list, select Custom SMTP (Basic authentication).

6. In the SMTP server field, specify DNS name or IP address of the SMTP server that must be used for sending
email notifications.

The default SMTP port number is 25.
7. In the From field, enter an email address of the notification sender.
This email address will be displayed in the From field of the email header.
8. To configure additional settings, click Advanced:
a. In the Timeout field, specify server connection timeout in milliseconds.
b. In the Port field, change the default SMTP communication port if required.
c. For SMTP server with SSL support, select Connect using SSL toenable SSL data encryption.

d. If your SMTP server requires authentication, select the Use authentication check box and specify
authentication credentials in the Login and Password fields.
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e. Click OK.

Server Settings

Mail Server Settings Configure mail server settings to receive alarm notifications, scheduled reports and dashboards
Motification Paolicy Enable email notifications

SMMP Traps |Custom SMTP (Basic authentication) v| |Advanced...
Guest 0% Credentials SMTP server: | rnail.alpha.com |

Manitored Datastares Fram: | one_notification@alpha.com |

Maonitored Whis = Send Test Ernail

Email format

Business Wiew

Login Sessions

Audit Log

N ~
Timeout {ms): | 30000
o
Part: 25 o
Other =
Cannect using S50
Use authentication
Lagin: |administrat0r |
Password; |eesesssssse |
oK | | Cancel |

| [0]8 | | Cancel

Sending Test Email

To check whether you have specified SMTP settings correctly, you can send out a test email:

1. Click Send Test E mail.

2. Inthe Test Email Settings window, specify an email address to which a test notification must be sent.

3. Click OK.
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The test email will be sent to the specified email address. Veeam ONE will notify you whether the message was
successfully sent.

Server Settings

SMTP Settings SMTP server settings:

Notification Palicy SMTP server: | mail.alpha.com | Port:
SNMP From: | one_notifications@alpha.com |

Credentials Use secure connection

Monitored Datastores Use authentication

Login: |admini5trator@a|pha.com |

Monitored Vs

Password:

) X (1T IIITIY ]} |
Business View

Test Email Settings

Other
Email § Enter ermail address to send test message to:
Send e
| s.smith@alpha.com |
®H

O Pl | oK WJ' Cancel |

-

oK | | Cancel
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Step 2. Configure Notification Frequency

Veeam ONE sends an email notification when a new alarm is created or when the status of an existing alarmis
changed. If you do not want to receive an email message each time a new alarmis triggered or alarm status
changes, you can change the notification frequency.

The frequency with which Veeam ONE sends email notifications is defined by notification policy. There are two
types of notification policies:

e Mission Critical
e Other

You can apply different types of notification policies to different infrastructure objects.

Enabling Mission Critical Notifications

Mission Critical notification policy is the default policy that is enabled for all infrastructure objects. This policy
prescribes Veeam ONE to send an email notification every time a new alarm is created or the status of an
existing alarm changes. An email notification contains details on the triggered alarm and affected object.
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The following image shows an example of an email notification for the Mission Critical policy.

Veeam Backup & Replication Server connection failure Error for Backup Server "srvi3.tech.lo...

Reply | % Reply Al Forward
alarms@alpha.com €3 Reply | ) Reply —» Forwar W
To @ Administrator Tue 1/31/2023 3:46 PM

Retention Policy Mailbox - Delete all after 4 years (4 years) Expires 1/30/2027

Veeam ONE

Alarm Triggered

Object: srv13.tech.local

Object type: Backup Server

Location: srv13.tech local

Host: srv13.tech local

Alarm: Veeam Backup & Replication Server connection failure
Status: -

Previous status: Reset/resolved

Time: 1/31/2023 3:45:27 AM

Details: State of Backup & Replication Server is not equal to "Connected”
Veeam ONE server: smvl11

KB article

Summary:

Connection to Veeam Backup & Replication server failed

Cause:

Veeam ONE failed to connect to Veeam Backup & Replication server

Resolution:

Check WMI service state on the Veeam Backup & Replication server, verify firewall settings and make sure Veeam Backup &
Replication server is up and running. Verify that Veeam Backup & Replication server can be accessed by Veeam ONE server
and user account specified in the connection settings has sufficient permissions on the Veeam Backup & Replication server

To apply the Mission Critical notification policy to an infrastructure object:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. On the toolbar, click Options and select Server Settings.
Alternatively, you can press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Notification Policy tab.
4. In the Email notification policies section, select Mission Critical and click Edit.
5. Inthe Edit Email Policy window, click Select and choose one of the infrastructure types.

6. Inthe Select Objects window, click Select.
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7. In the Edit Email Policy window, Click OK.

Server Settings
kail Server Settings
Motification Policy

SMMP Traps

Guest OF Credentials Poli

Monitored Dats Edit Email Policy

tonitored Wi Type Locd

Business Wiew Bar

Login Sessions @ Virt
&5 W

Audit Log

Banners

Other

Select Objects

v (@ wvirtual Infrastructure
v Fg weenterottech.locsl
VD |§|§| Prague
~[] E prgtaes:01 tech.local
VD (} Resources
b | (} Backup
b | (3 Cloud_Canned_Replication
0@ oo
[ (% opriab
>E (3 Enterprise
> [ (¥ infrastructure
>[] (¥ Management Group
> (¥ nutaniz 2HY
|:| (3 Proxies
|:| (3 Recovered Whis
>0 (¥ Replicas
|:| (_ﬁ Repositaries

Clear selection

Select

| | Cancel |

) [ ]

Edit ternplate...

[0]8 | | Cancel

Enabling Summary Notifications

Other notification policy prescribes Veeam ONE to accumulate information about alarms and send an email
notification once within a specific time interval (by default, a notification is sent once every 30 minutes). You do
not receive a notification on every triggered alarm. Instead, Veeam ONE generates a message with a list of all
alarms triggered over the past period.

You can choose how often you want to receive summary email notifications. For example, if you specify the time
interval of 15 minutes, you will receive notifications with the list of alarms triggered over the past 15 minutes. If
no alarms are triggered over the past 15 minutes, you will not receive a summary email notification.
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The following image shows an example of a summary email notification for the Other policy.

Alarm summary notification

Reply | % Reply All | —> Forward
alarms@alpha.com  Reply © Reply L
Te @ Administrator Tue 1/31/2023 5:50 PM
Retention Policy Mailbox - Delete all after 4 years (4 years) Expires 1/30/2027

[+]

Veeam ONE

Alarm Summary

Errors: 2
Warnings: 12
Info messages: -
Total alarms: 19
Resoclved alarms: 5

Acknowledged alarms: -

Reporting interval: 51930 AM - 5:49:30 AM
Date: 1/31/2023
Veeam ONE server: sl [
Current State  Previous Object Object Type Host Source  Time Alarm Alarm Details
State Name
Cloud 13172023 (g:;?:\gray
Warning Resetfresolved  srvi3 Galeway srvi3.tech local - i I~]ﬂ!).ao version is State of Cloud Gateway is out-of-date
out-of-date
Baciu 13172023 Backup
Warning Resetiresolved  Backup Proxy P P srvi3.tech local - 5:19:30 proxy State of Proxy server is out-of-date
roxy AM version is
out-of-date
Backup
1/31/2023
. VMware Backup Backup ~ . praxy . -
Warning Resetiresolved o Proxy srvi3.tech local i I~]ﬂ!).ao version is State of Proxy server is out-of-date
out-of-date
Cloud L3120 gm\:\jray
Warning Resetiresolved  srvi2.tech.local Gal srvi3.tech.local = ms.ao version is State of Cloud Gateway is out-of-date
out-of-date
Baciu 13172023 Backup
Warning Resetiresolved  172.24.3167 P P srvi3.tech.local - 519:30 proxy State of Proxy server is out-of-date
roxy AM version is
out-of-date =]

By default, all infrastructure objects have the Mission Critical policy assigned. Before you apply the Other
notification policy to an object, you must remove the default Mission Critical policy assignment:

1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. On the toolbar, click Options and select Server Settings.
Alternatively, you can press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Notification Policy tab.
4. In the Email notification policies section, select the Mission Critical policy and click Edit.
5. Inthe Edit Email Policy window, select the necessary type of infrastructure objects and click Remove.
6. Inthe Edit Email Policy window, click OK.
To apply the Other notification policy to one or more infrastructure objects:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. On the toolbar, click Options and select Server Settings.

Alternatively, you can press [CTRL + S] on the keyboard.
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3. Inthe Server Settings window, open the Notification Policy tab.

4. In the Email notification policies section, select Other and click Edit.

5. Inthe Edit Email Policy window, click Select and choose one of the infrastructure types.
6. In the Select Objects window, click Select.

7. Inthe Time interval to send summary email (minutes) field, specify how often Veeam ONE must send out a
summary email informing about triggered alarms. The default time interval is 30 minutes.

8. In the Edit Email Policy window, click OK.

Server Settings

ail Server Settings Default e mail notifications group
Notification Policy £+ Configure
SMRAP Traps Email notification policies

Guest OF Credentials Policy Notification level Edit ternplate...

Edit Em ail Policy

hanitored Daty

Business View E'|E| Wirtual Infrastructure weenterdl.tech.local Remowe

Login Sessions
Audit Log
Banners

Other

Time intereal to send summary email (minutes)

Ok | | Cancel

[0]:8 | | Cancel
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Step 3. Customize Email Template

You can customize the email template used for alarm notifications. In the template, you can change the
following items:

Email subject and body

Email format

NOTE:

You can customize the email template for Mission Critical notifications only. You cannot modify the
template for alarm summary notifications sent in accordance with the Other notification policy. For more
information on notification policies, see Step 2. Configure Notification Frequency.

Configuring Email Subject and Body

You can customize the email notification subject:

1.

6.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

On the toolbar, click Options and select Server Settings.

Alternatively, you can press [CTRL + S] on the keyboard.

In the Server Settings window, open the Notification Policy tab.

In the Email notification policies section, select Mission Critical and click Edit template.

In the Email subject template field, specify the subject of the notification.

You can use the following variables in the subject text:

O

o

o

o

BALARM NAME % — name of the alarm

%TIME % — date and time when the alarm was triggered or when the alarm status changed
BSTATUS% — current alarm status

%0LD STATUS% — status of the alarm before its status was changed

%OBJECT% — affected infrastructure object

%OBJECT. TYPE% — type of the affected infrastructure object

%SOURCE % — affected child object

%L OCATION% — location of the object in the infrastructure tree

%HOST% — name of a vCenter Server, SCVMM server, or Veeam Backup & Replication server

In the Select additional fields to include to the email notifications section, select check boxes next to
options you want to include in the body of the email message.

General options apply to email notification for all types of alarms.

o KB article — select this check box if an email notification must include a knowledge base article.
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o BusinessView group — select this check box if an email notification must include a category assigned
to the object in Business View.

VM options apply to email notifications for VM alarms.

o Guest OS IP address — select this check box if an email notification must include IP and MAC
addresses of the affected VM.

o Guest OS type —select this check box if an email notification must include information about the
guest OS of the affected VM.

o Guest OS hostname — select this check box if an email notification must include a DNS name of the
affected VM.

o Notes —select this check box if an email notification must include custom notes that can be specified
in alarm details.

7. Click OK.
Server Settings
dail Server Settings Default email notifications group
Motification Policy £t Configure
AR Email MNotification Settings
Guest O3 Set email options and create subject template
dit..
honitored Email subject terplate (click on the variable to insert it into the template): Wariables
Monitored | [Veearn OME Client] Alarrm — %L ARM_MAME for BOBIECTY has been FALARM_NAMESG  Alarm narme
changed to $25TATUSY (previous status: 200D _STATUSME) FaTIME Tirne
Business FETATU S Current status
Laai SOLD _STATUS S Previous status
ogin Ses
WOBIECT? Target name
Ludit Log %OBJECT_TYPE%  Targettype
Banners Select additional fields to include to the email notification:
Other General options Wi options
KB article [ Guest O5IP address
Business Wiew group ] Guest OStype
] Guest 05 hostname
] Motes
| oK | | Cancel |
DK | | Cancel

Configuring Email Format

By default, Veeam ONE sends email notifications in the HTML format. You can change notification format to
plain text. Note that plain text notifications do not support HTML elements, formatted text, colors or graphics.
Plain text notifications also do not include knowledge base articles.
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To choose the email notification format:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. On the toolbar, click Options and select Server Settings.

Alternatively, you can press [CTRL + S] on the keyboard.

3. Onthe SMTP Settings tab, in the Email format section, choose a format: #7ML or Plain Text.

4. Click OK.

Server Settings

Mail Server Settings
Motification Policy
SMMAP Traps

Guest 0% Credentials
Maonitored Wiz
Business Wiew

Login Sessions

Audit Log

Banners

Other

Configure mail server settings to receive alarm notifications, scheduled reports and dashboards

Enable email notifications

|Custom ShATP (Basic authentication) v| |Aduanced...

SMATP server: | rnail.alpha.com |

Frarm: | one_notifications@alpha.com |

B4 Send Test Email

Email format

Send ernail notifications in this format:

HThAL
Plain Text (KB Articles will not be included)

Ok | | Cancel
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Step 4. Configure Email Recipients

To report about triggered alarms by email, Veeam ONE must know where to deliver messages. When you
configure alarm notifications, you must specify email addresses of users who will receive these notifications.

Veeam ONE offers the following options for configuring email notification recipients:

e You can add recipients to the default email notification group.

This option can be useful if you want to notify responsible personnel when alarms are triggered or when
alarms change their statuses.

e You can configure recipients for individual alarms.

This option can be useful if you want to notify responsible personnel when a specific event occurs in the
managed infrastructure.

Configuring Default Email Notification Group

The default email notification group includes a list of recipients who must be notified about alarms by email. All
predefined alarms are configured to send email notifications to the default notification group. You can also
configure custom alarms to send notifications to the default notification group.

To add recipients to the default email notification group:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. On the toolbar, click Options and select Server Settings.
Alternatively, you can press [CTRL + S] on the keyboard.
3. Open the Notification Policy tab.
4. In the Default email notifications group section, click Configure.

5. In the Default Email Notification Group window, specify email addresses of notification recipients.

To add a recipient, in the Add this recipient field enter recipient email address and click Add. If you want

to specify several recipients, separate email addresses with ;" (semicolon), "," (comma) or "," (comma
with space).

6. From the Notification Levellist, choose the severity of alarms about which recipients must be notified:

o Any state —an email notification will be sent every time when an alarm status changes to £rror,
Warning or Info.

o Errors and warnings —an email notification will be sent every time when an alarm status changes to
Erroror Warning.

o Errors only —anemail notification will be sent every time when an alarm status changes to Error.
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7. Click OK.

Server Settings

kail Server Settings Default email notifications group
Motification Policy ﬂ‘ LConfigure
SMMP Traps Eg

Default Em ail Motification Group

Guest OF Credentials

. Add or rernowve recipient ernail addresses: Edit...
Monitored Datastores P

Monitored Vhis Add this recipient Add
Business Wiew N Enabled Recipient Motification Level
Login Sessions 4 asmichaels@alpha.com By state L%

_ s.smith@alpha.com Errors and warnings b
Audit Log Errars anly
Banners Resolved

Ay state

Other

Ok | | Cancel

| [0]8 || Cancel |

You can temporarily disable email notifications for specific recipients in the default email notification group. The
recipients will remain on the list, but they will no longer receive email notifications on triggered alarms.

1. In the Default Email Notification Group window, clear the check box next to recipient email address.
2. Click OK.
To permanently remove a recipient from the default email notification group:

1. In the Default Email Notification Group window, select an email address you want to delete and click
Remove.

2. Click OK.

Configuring Recipients for Specific Alarms

You can add email notification recipients to each alarm individually and specify alarm severity about which the
recipients must be notified.

To add one or more recipients to a specific alarm:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click Alarm Management.
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3. To open the Alarm Settings window for the necessary alarm, do either of the following:
o Double click the alarmin the list.
o Right-click the alarm and choose Edit fromthe shortcut menu.
o Select the alarmin the list and click Editinthe Actions paneon the right.

4. Inthe Alarm Settings window, open the Notifications tab.

5. On the Notifications tab, click Add.

6. From the Action list, select the Send alarm notification option.

7. Inthe Valuefield, specify an email address of the recipient.

If you want to specify several recipients, separate email addresses with ";" (semicolon), "," (comma) or ", "
(comma with space).

8. From the Condition list, choose the severity of alarms about which the recipient must be notified:

o Any state — an email notification will be sent every time when an alarm status changes to Error,
Warning or Info.

o Errors and warnings — an email notification will be sent every time when an alarm status changes to
Erroror Warning.

o Resolved —anemail notification will be sent every time when analarm status changes to Resolved.
o Errors only —anemail notification will be sent every time when an alarm status changes to Error.

9. Click Save.

Alarm Settings

G I P . . . . . ' I
Eners Motifications are sentwhen alarms with the corresponding severity are triggered, Use the list below to define notification
options,
Rules P
_ Arction Value Condition Add
Azsignrment

Send ernail notification v| | ssmith@alpha.com By state s

Errars and warkings

Actions Errars anly

Motifications

Resolved

Suppress

Enowledge Base

Save | | Cancel
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Step 5. Disable Notifications About Resolved and Acknowledged Alarms

By default, Veeam ONE sends an email notification when an alarm is triggered, when its status changes to £rror
or Warning, when analarm is resolved and acknowledged. If you do not want to receive notifications on
resolved and acknowledged alarms, you can disable them.

To disable email notifications on resolved and acknowledged alarms:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. On the toolbar, click Options and select Server Settings.

Alternatively, you can press [CTRL + S] on the keyboard.
3. Inthe Server Settings window, open the Notification Policy tab.

4. In the Miscellaneous section, clear the Send notification when alarm metrics are back to normal check box.

5. Click OK.

Server Settings

kail Server Settings Default email notifications group
Motification Policy £ Configure
SMMP Traps Email notification policies

; [F Edit template...
Guest 0% Credentials Folicy Motification lewel
fission Critical Send ermail notification on every alarm
Monitored Datastores

Other Send periodical surnmary email notifications (default period is 30 minutes)

ronitored Whis

Business Wiew .
Miscellaneous

Login Sessions %Send notification when alarm metrics are back to normal

Audit Log
Banners

Other

[0]8 | | Cancel

Configuring SNMP Traps

If you use SNMP to monitor applications and devices in the managed infrastructure, you can configure Veeam
ONE to report about triggered alarms by means of SNMP traps. When SNMP trap notifications are enabled,
Veeam ONE acts as an agent. It generates trap messages when an alarmis triggered, and sends them to SNMP
receivers. SNMP receivers can then forward the trapsto a management application.
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Veeam ONE sends SNMP traps with the following information:
e Date and time the alarm was triggered
e Name of the affected node
e Old alarmstatus
e New alarm status
e Alarm name
e Alarm summary

Veeam ONE supports SNMP versions 1, 2, and 3. For version 3, Veeam ONE sends traps based on CISCO-SNMP-
USM-OIDS-MIB that complies with RFC 3414.

To configure SNMP traps, perform the following steps:
1. Configure SNMP receivers and manager.
2. Configure SNMP settings in Veeam ONE.

3. Change alarm action settings to enable SNMP traps for the necessary alarms.
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Step 1. Configure SNMP Receivers and Manager

To receive and process SNMP traps generated by Veeam ONE, you must install and configure the following
components:

1. SNMP receivers that will listen for traps.
2. SNMP management application that will obtain and process traps from receivers.

The configuration procedure depends on the SNMP processing solution you use to handle traps. To learn how to
configure an SNMP receiver with Net-SNMP, see SNMPTRAPD.
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Step 2. Configure SNMP Settingsin Veeam ONE

To send SNMP traps, Veeam ONE must know trap destinations. You must specify a list of receivers to which
Veeam ONE must send traps, and ports that SNMP receivers will listen.

To configure SNMP trap destination settings in Veeam ONE:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. On the toolbar, click Options and select Server Settings.

Alternatively, you can press [CTRL + S] on the keyboard.

3. Inthe Server Settings window, open the SNMP tab.
4. Click Add
5. From the drop-down list on the left, select the preferable SNMP version.

6. Configure receiver settings. To do that:
o For SNMP v.1and v.2
i. Double-click the added entry in the list.
Alternatively, you can select the receiver entry and click Configure.
ii. In the Receiver field, specify FQDN or IP address of the SNMP receiver.
iii. In the Port field, specify the port number.
iv. In the Community string field, specify the community identifier.

v. Click OK.
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vi. To add a new receiver to the list, click Add and repeat steps a-e.

Server Settings

Mail Server Settings
Motification Policy
SMMP Traps

Guest 03 Credentials
Monitored Datastores
Monitored Whs
Buziness Wiew

Login Sessions

Awudit Log

Banners

Other

Add and configure SNMP receivers to send alarm notifications

SMMP T s | Canfiguee the receiver.,

SHMFP Receiver Configuration

SMMP receiver configuration

Receiver: |srv'|2.tech.|oca|

| Port: |152 |

Cormmunity string: | public

| 614 | | Cancel |

Add

Configure..,

Delete

0K

| | Cancel

o For SNMP v.3

i. Double-click the added entry in the list.

Alternatively, you can select the receiver entry and click Configure.

ii. Inthe Receiverfield, specify FQDN or IP address of the SNMP receiver.

iii. In the Port field, specify the port number.

iv. In the Engine ID field, specify an ID for an SNMP remote agent.

v. In the Username and Password fields, specify credentials for SNMP receiver user account.

vi. From the Authentication model list, select the authentication algorithm for SNMP receiver user.

Vi

.From the Privacy protocollist, select encryption method for SNMP messages.

viii. In the Privacy password field, specify a password that an SNMP receiver will use for

private access.

ix. Click OK.
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X. To adda new receiver to the list, click Add and repeat steps a-i.

Server Settings

Mail Server Settings Add and configure SNMP receivers to send alarm notifications
Motification Policy . | Add
SMMP 3 s | Configuee the receiver.,
Guest 03 Credentials
SMMP Receiver Configuration
Monitored Datastores
) SHMP receiver configuration
Monitored Whs
Receier | srel2tech.local | Paort: | 162 |
Buziness Wiew
Engine |D: | TeelbOfflaa2f3i95 000603 de 22844053 |
Login Sessions
Usernarme: | receiver |
Awudit Log
Authentication |MD5 v|
Banners rodel:
Other Password: [TTYTYTTYY) |
Privacy protocaol: |DES v|
Privacy passward: | sessssssssenes |
| [o]9 | | Cancel
O | | Cancel
7. Click OK.
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Step 3. Enable SNMP Notification for Alarms

To receive SNMP traps when an alarm is triggered, you must set SNMP notification as a response action for every
alarm manually.

To configure SNMP traps for an alarm:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.
3. To open the Alarm Settings window for the necessary alarm, do either of the following:
o Double click the necessary alarm in the list.
o Right-click the alarm and choose Edit fromthe shortcut menu.

o Select the alarmin the list and click Editinthe Actions paneon the right.

4. In the Alarm Settings window, open the Actions tab.
5. On the Actionstab, click Add.
6. From the new Action list, select Send SNMP trap.
In the Condition field, specify at which state Veeam ONE must send trap messages.
8. Click Save.

Alarm Settings

General Motifications are sentwhen alarms with the corresponding severity are triggered. Use the list below to define notification
Rules options,
Action Value Condition HAdd
Assignment
Send SMMP trap ~ Errors and warnings v|

Motifications

Actions
Suppress

Knowledge Base

Sawe | | Cancel
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Working with Triggered Alarms

You can perform the following actions with alarms that were triggered by Veeam ONE:
e View triggered alarms
e Resolve alarms
e Acknowledge alarms
e Approve alarm remediation action
e View alarm history

e Export triggered alarms

449 | Veeam ONE | Monitoring Guide



Viewing Triggered Alarms

To view alarms triggered for a specific infrastructure object:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view (Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane, select the necessary object.
4. In the information pane, open the Alarms tab.

The list of alarms shows alarms triggered for the selected infrastructure object and alarms for child objects.

veeam ONE Client (VONEY, linistrator)

€3 Configuration issues (7 detected), Show details

Virtual Infrastructure ¢ Selected Object: 4 5erv2049 - Qerrors, 2 warnings
[search.. 2l Summary  Alarms  Performance  Tasks & Events  GuestOS
® v F Virtual Infrastructure .
& v 1 vcenter0t techocal [searh.. O] Fites &l @ 4 @ @ @ | fo | Veikes®one) | 15 Thisobject | {3 > Actions
7 Alarrn Managernent
v g Fregue Status Titne L | source Type Narne Repest Count | Remediation
o> 8 protwesontecnion _— ® Show History..
@ Resolved  1/17/2023 125442 PM This object (sen29) (51 Latest snapshot size 1
o vl protwesntechiocl I
oy @ Resources L Warning  1/10/2023 35915 P This object (sen2043) (51 Latest snapshet age 1 4D Delete snapshot (Man. -
> @ senicevi b Waming  1/10/2023 3:5:15 P This object (serv2049) o] Too many snapshots on the W 1 b Resabve All.,
o> @ Temporary Acknowlzdge..
5 repo2car @ Acknowledge All.
5 repo20ds 0 Exclude
LIF serveces ©- Edit Exclusions
(571 serv20astech local_Iktfhe 5
5 ubuntust20_replica Export Alarms.
< >

{51 Virtual_Lab_1

55 winrepo2043 Page o1 Records perpage Remnediation

8> 8 prgtwesd3techlocal Approve Action.
"
@ > EE COP cluster Alarm Details 5 Approve All Actions...
® > == Datastores
< > Desciption Customization

A1l metrics are back to normal

sF] o Edit Alarm,.
ioy Veeam Backup & Replication Knowledge

The WM has been running on  snapshat for extended period of time, which exceeded the configured threshold for the snapshot file size. L5 Define Alarms.
o Yeeam Backup for Microsoft 365

=) A snapshiot preserves the state and data of a UM at 3 specific paint in time, and is typically used for backup of running Vi or maintenance actities such a3 patching)

Navigation

%’ Virtual Infrastructure Cause [ Performance «
AV provides several operations for creating and managing snapshats and snapshot chains, These operations let you create snapshots, revert to any snagshot in the chain, Open Console
and remove snapshots, You can create extensive snapshot trees that you can use to save Wi state at any point in time, and restore it later, if necessary, It is common that users

@ Business Viewr farget to remove snapshat when itis no longer needed. In-Guest Processes
Additional, 3rd party software (such as backup software) can automatically ereate snapshats for the purpose of hot backup. Sometimes, such software may be unable to

m Alarm Management autornatically remowve the snapshat due to intermittent network or Center Server cammunication issue, leaving the snapshot behind v

Service: localhost @ connected Database: WeearnOME (@ connected Collector idle

For every alarm, the following details are available:

e Status— current status of the alarm (Warning, Error, Resolved, Info or Acknowledged). If an alarm was
triggered multiple times, its latest state will be displayedin the list.

e Time —date and time when the alarm was triggered. If the alarm was triggered multiple times, the latest
date time when the alarm was triggered will be displayed in the list.

e Source —name of the infrastructure object that caused the alarm. To view all alarms related to the
infrastructure object, click the source link.

e Type —typeof the infrastructure object that caused the alarm.

e Name —alarmname. Click the name link to open alarm details in the Alarm Management section.

If the alarm has been already deleted and not availablein the Alarm Management section, the alarm name
is shown as plain text.
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Repeat count — the number of times the alarm was triggered or changed its status. Click the repeat count
link to view the alarm history.

For more details, see Viewing Alarm History.

Remediation — remediation action and resolution type configured for an alarm.

For more information on remediation actions, see Alarm Remediation Actions.

The Alarm details section of the information pane displays knowledge base for the selected alarm — description
of the problem, possible causes, instructions for resolution, links to external resources, and other details.

The Actions paneon the right displays links to actions that you can perform against triggered alarms, as well as
navigation links.

Searching for Alarms

To quickly find the necessary alarms, you can use filters and controls at the top of the Alarms list.

,O| Filterss Al @ 4 & @ % Al =

([

H [= This object ®©

You can limit the list of alarms by the following criteria:

To find alarms by alarm name, use the search field.

To display or hide alarms with a specific severity, click the Statusicons — Show alarms with all statuses,
Show alarms with status "Error", Show alarms with status "Warning", Show alarms with status "Resolved”,
Show informational alarms, and Show alarms with status "Acknowledged”.

To display alarms with configured remediation actions, click the Show alarms with available Remediation
Actions icon.

To display or hide alarms for a specific type of infrastructure objects, click the object type icons — Show
alarms for all types of objects or Show [object type] alarms.

To display alarms that are related to the selected infrastructure object, use the This object icon. Release
the icon to display alarms for the selected infrastructure object and alarms for its child objects. Press the
icon to display alarms for the selected object only.

To set the time interval within which alarms were triggered, use the Filter alarms by time period icon and
set the necessary time interval. Release the icon to discard the time interval filter.

You can click column names to sort alarms by a specific parameter. For example, to view repetitive alarms, you
can sort alarms in the list by Repeat Countinthe descending order.
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Resolving Alarms

Veeam ONE alarms can be resolved automatically or manually.

Alarms are resolved automatically in the following cases:

When an alarmis disabled or deleted.
When an object that caused the alarmis deleted or excluded from the alarm assignment scope.

When conditions that caused the alarm are eliminated, and the alarmis configured to react to this (the
alarm resolve action is automatic).

For example, some alarms are configured to change the alarm severity to Resolved inspecific cases or
during events that occur in the managed infrastructure. Other alarms — such as alarms that are triggered
when resource usage is above a certain threshold — are resolved automatically when the resource usage
level is back to normal.

You can manually resolve alarms if the state of the monitored object is back to normal, or if the alarm requires
no further investigation and no corrective actions should be taken.

Resolving Individual Alarms

To resolve individual alarms:

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary object.

In the information pane, open the Alarms tab.

In the list of alarms, select one or more alarmsand do either of the following:
o Right-click the selection and choose Resolve from the shortcut menu.
o Inthe Actions pane, click Resolve.

Press and hold the [CRTL] or [SHIFT] key to select multiple alarms.

In the Resolve Alarm window, specify a reason for changing the alarm status, or provide any other
additional information.

The message you specify will appearin the Comment field of the alarm history details, and in the email
notification on resolved alarms. For details, see Viewing Alarm History and Notifications on Resolved
Alarms.

Click OK.
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Resolving Multiple Alarms

To resolve all displayed alarms at once:
1. Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe inventory pane, select the necessary object.
4. In the information pane, open the Alarms tab.
5. Use the filters and the search field at the top of the list to display the alarms that you want to resolve.
For details on alarm filters, see Searching for Alarms.
6. Do either of the following:
o Right-click anywhere in the list of alarms and choose Resolve all alarms from the shortcut menu.
o Inthe Actions pane, click Resolve AlL.

7. In the Resolve All Alarms window, specify a reason for changing the alarm status, or provide any other
additional information.

The message you specify will appearin the Comment field of the alarm history details, and in the email
notification on resolved alarms. For details, see Viewing Alarm History and Notifications on Resolved
Alarms.

8. Click OK.

Notifications on Resolved Alarms

When one or more alarms are resolved, Veeam ONE sends an email notification to users who monitor the
affected object. The notification includes information about the number of alarms resolved, resolve action, time
and reason, as well as the list of resolved alarms.

To receive notifications about resolved alarms, make sure that:

e You have configured SMTP server settings.

For details, see Step 1. Configure SMTP Server Settings.

e Your email addressis included either in the default notification group, or in the list of notification
recipients specified in the alarm action settings, and the notification levelis setto Any state.

For details, see Step 4. Configure Email Recipients.

e Notifications about resolved and acknowledged alarms are enabled.

For details, see Step 5. Configure Notifications About Resolved and Acknowledged Alarms.
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The following image shows an example of a notification about a resolved alarm.

Alarm resolve notification =

. Repl
one_notifications@alpha.local O Reply
To @ Administrator
Veeam ONE

Alarm Summary {Resolved)

& Reply 211 — Forward see

Sat 14872021 227 PM

Total alarms resolved:
Resolve action:
Resolvetime:
Resolvereason:
Yeeam ONE server:

Previous State  Object

Warning del3

1

Manual

TAN2021 12:86:525 AM

Snapshot creation frequency modified.
Srv111

Object Type Host Alarm Hame

YWirtualachine  esk02.tech.local

Latest shapshotsize
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Acknowledging Alarms

By acknowledging an alarm you let other administrators know that an issue is being investigated or resolved, so
no attention is required from their side.

You can acknowledge alarms that have the Erroror Warning status. When you acknowledge an alarm, its status
is changed to Acknowledged, and no response actions are performed on it. Additionally, Veeam ONE notifies
users who monitor the affected object that the alarmis acknowledged.

Acknowledging Individual Alarms

To acknowledge individual alarms:

1.

Open Veeam ONE Client.
For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary object.

In the information pane, open the Alarms tab.

In the list of alarms, select one or more alarmsand do either of the following:
o Right-click the selection and choose Acknowledge.
o Inthe Actions pane, click Acknowledge.

Press and hold the [CTRL] or [SHIFT] key to select multiple alarms.

In the Acknowledge Alarm window, specify a comment or a reason for acknowledging the alarms.

The message you specify will appearin the Comment field of the alarm history details, and in the email
notification on acknowledged alarms. For details, see Viewing Alarm History and Notifications on
Acknowledged Alarms.

Click OK.

Acknowledging Multiple Alarms

To acknowledge all displayed alarms at once:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary object.
In the information pane, open the Alarms tab.

Use the filters and the search field at the top of the list to display the alarms that you want to
acknowledge.

For details on alarm filters, see Searching for Alarms.
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6. Do either of the following:
o Right-click anywhere in the list of alarms and choose Acknowledge all alarms from the shortcut menu.
o Inthe Actions pane, click Acknowledge All.

7. In the Acknowledge All Alarms window, specify a reason for changing the alarm status, or add any other
information.

The message you specify will appearin the Comment field of the alarm history details, and in the email
notification on acknowledged alarms. For details, see Viewing Alarm History and Notifications on
Acknowledged Alarms.

8. Click OK.

Notifications on Acknowledged Alarms

When one or more alarms are acknowledged, Veeam ONE sends a notification to users who monitor the affected
object. The notification includes information about the number of alarms acknowledged, time when the alarms
were acknowledged and reason, as well as the list of acknowledged alarms.

To receive a notification about acknowledged alarms, make sure that:

e You have configured SMTP Server settings.

For details, see Step 1. Configure SMTP Server Settings.

e Your email addressis included either in the default notification group, orin the list of notification
recipients specified in the alarm action settings, and the notification levelis setto Any state.

For details, see Step 4. Configure Email Recipients.

e Notifications about resolved and acknowledged alarms are enabled.

For details, see Step 5. Configure Notifications About Resolved and Acknowledged Alarms.

The following image shows an example of a notification about acknowledged alarms.

Alarm acknowledgement notification -
L Repl & Reply &l F d
one_notifications@alpha.local O Reply O Reply 7 Forwar

To @ Administrator Sat a0zt 2:27 P

Veeam ONE

Alarm Summary {Acknowledged)

Total alarms acknowledged: 1
Acknowledge action: It anuzl
Acknowledgetime: 1172021 12:97:43 AW
Yeeam OME server: Sl
Previous State Object Object Type Host Alarm Hame
Error del3 YirtualMachine  esx02tech.local  OrphanedyM backup snapshot
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Approving Alarm Remediation Actions

Veeam ONE can run alarm remediation actions automatically or after manual approval.

Veeam ONE runs an alarm action automatically if the resolution type of the alarm remediation action is set to
Automatic. If the alarm remediation action requires manual approval, you can approve such actions in Veeam
ONE Client.

Approving Actions for Individual Alarms

To approveactions for individual alarms:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary object.
In the information pane, open the Alarms tab.
At the top of the alarms list, click the Show alarms with available Remediation Actions icon.
In the list of alarms, select one or more alarmsand do either of the following:
o Right-click the selection and choose Approve action fromthe shortcut menu.
o Inthe Actions pane, click Approve Action.
Press and hold the [CRTL] or [SHIFT] key to select multiple alarms.

In the Approve Action window, specify a reason or a comment for approving the alarm actions.

The message you specify will appearin the Comment field of the alarm history details, and in the email
notification on acknowledged alarms. For details, see Viewing Alarm History and Notifications on
Acknowledged Alarms.

Click OK.

Approving Actions for Multiple Alarms

To approveactions for all displayed alarms at once:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary object.
In the information pane, open the Alarms tab.

Use the filters and the search field at the top of the list to display the alarms for which you want to
approve actions.

For details on alarm filters, see Searching for Alarms.
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6. Do either of the following:

o Right-click anywhere in the list of alarms and choose Approve all actions fromthe shortcut menu.
o Inthe Actions pane, click Approve All Actions.

7. Inthe Approve All Actions window, specify a reason or a comment for approving the alarm actions.

The message you specify will appearin the Comment field of the alarm history details, and in the email
notification on acknowledged alarms. For details, see Viewing Alarm History and Notifications on
Acknowledged Alarms.

8. Click OK.
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Viewing Alarm History

Veeam ONE keeps the history of alarm status changes for every triggered alarm. You can track the number of
times the alarm changed its status and view alarm history details: assigned status, time, rule that triggered the
alarm or changed its state, and comments for resolved, remediated, or acknowledged alarms.

To view alarm history:
1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

2. At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

3. Inthe information pane, open the Alarms tab.
4. Select the necessary alarm and do either of the following:
o Click the Repeat Countlinkin the list of alarms.
o Double-click the alarm in the list.
o Right-click the alarm and select Show History from the shortcut menu.

o Inthe Actions pane, click Show History.

Alarm History

Alarm name: Orphaned YM backup snapshot

Alarm type: Virtual machine
Node: dc3
Status Time Description Comment

B Acknow... 1/11/202112:57:35 AM  Acknowledged by user SRV111\Administrator2

@ Error 12/28/2020 11:01:29 P...  Orphaned Veeam Backup & Replication snapshot has been ..,

Page of 1

Close
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Exporting Triggered Alarms

You can export information about triggered alarms to a CSV file. The file contains the following details for each
exported alarm:

Alarm status

Alarm name

Date and time when the alarm was triggered
Name of the affected object

Repeat count

To export one or more triggered alarms to a CSV file:

1.

Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.

At the bottom of the inventory pane, click the necessary view ( Veeam Backup & Replication, Veeam
Backup for Microsoft 365, Virtual Infrastructure, VMware Cloud Director, Business View).

In the inventory pane, select the necessary object.

In the information pane, open the Alarms tab.

Use the filters and the search field at the top of the list to display the alarms that you want to export.
For details on alarm filters, see Searching for Alarms.

In the Actions paneon the right, click Export Alarms.

Save the CSV file with exported data.

Click OK.

The following image shows an example of alarm details exported to a CSV file.

File Edit Format View Help

F\cknowledged,()r‘phaned VM backup snapshot,1/11/2021 12:57:35 AM,dcB3,1
Warning,latest snapshot size,1/11/2821 12:57:14 AM,dc@3,2
Warning,Latest snapshot age,12/28/2020 11:98:38 PM,dc@3,1
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Working with Internal Alarms

In addition to alarms for monitoring the virtual and backup infrastructure, Veeam ONE includes a set of
predefined alarms to monitor internal Veeam ONE problems — such as data collection, connection problems, or
license issues. For the list and description of internal alarms, see Internal Alarms.
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Viewing Internal Alarms

To view Veeam ONE internal alarms:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. Inthe Configuration issues pane, click the Show details link.

3. Click the object name to drill down to the list of alarms for the selected object.

€3 Configuration issues (3 detected). Hide details

@ [-] Yeeam ONE Server Load - object Wirtual Infrastructure
Weearm OME Server load is too high

) [+] Backup performance data collection failure - object pdctwhdl tech local

€ [+] Yeeam intelligent diagnostics failure - object srvldtechlocal

H [search. O] siks/all & 4 © @ = % | VEieschone) | ES Thisobject | BEH N
o
& 2
= Status Time 4 | Source Type Name fepeat Count | Remediation .8
= g
2 | Warning 61632 PM This object (Virtual Infrastructure) [ Veeam ONE Server Load 19 <
= @ Resolved  1/27/2023 44456 PM This object (Virtual Infrastructure) 7 Veeam OME Agent server connection failure 3
@ Resolved  1/27/2023 4:41:15 PM This object (Virtual Infrastructure) [ Veeamn ONE Reporting senvice state 2
Page Records per page
. ~
Alarm Details
Description
- "Weearn ONE Server Memory Usage” (85.0%) is sbove a defined threshald (85,006
L
Knowledge
£ | Ve ONEServerlend istoe high
=
Cause
.ba High CPU ar Memory usage consumption has been detected, Veeam ONE installation can be affected by one of the following ways due to high resources lnad:
o Veearn ONE Client slow response
o Problems with the proper dats collection from the infrastructure objects what can cause alarms delay
E « Veearn ONE services could stuck because of the insufficient resources availsble ta aperate
v
Service: localhost (@ connected Database: WeeamOME (% connected 4
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Configuring Internal Alarms

You can configure internal alarms similarly to regular alarms:

1. Open Veeam ONE Client.

For details, see Accessing Veeam ONE Client.
2. At the bottom of the inventory pane, click Alarm Management.
3. Inthe alarm management three, select the Internal node.
4. Select an alarmin the list and do either of the following:
o Double click the alarm.
o Right-click the alarm and choose Edit from the shortcut menu.
o In the Actions pane, click Edit.

5. Change the necessary alarm settings.

For details on working with alarm settings, see Creating Alarms.

Veear ONE Client (SRW111%Administrator)

€3 Configuration issues (3 detected), Show details

Alarm Management €| [search.. O] Fierss an Sz A > Actions
.
Search... Hlew..
_ Type Narne Source State Assignment Resolution ~ 13 Disable
~ [B Alarm Management
Ll Virtual Server connection failure Predefined  Enabled  Virtual Infrastructure utomatic * Edit.,
> B hware vsphere o
Virtual Infrastructure 4 co
> B Microsoft Hyper-v s Topalagy collection failure Predefined  Enabled  Vhware Cloud Director  Automatic Py
> [&] veeam Backup & Replication Veearm Backup & Repli.. P Delete
) Virtual Infrastructure
> (80 veeam Backup for Microsoft 365 g Performance data collection failure  Predefined  Enabled  Vhware Cloud Director  Automatic [ Edit Assignment.
. !
7 Internal Veearn Backup & Repli.. @ Edit Exclusions...
Virtual Infrastructure
s Evenits dats collection failure Predefined  Ensbled  Vhware Cloud Director  Automatic G Show Al Exclusions..
Veeam Backup & Repli..
A Veearn ONE license expiration date Predefined  Erabled  Virtual Infrastructure Lutommatic
Ll Veeam ONE support expiration date  Predefined  Ensbled  Virtual Infrastructure Lutomatic
[Cal SOL Server Express database size Predefined  Enabled  Virtual Infrastructure Sutomatic
] Vhtware Cloud Director blockinates..  Predefined  Ensbled  Vhfware Cloud Director  Automatic v

Alarm Details

Knowledge

Connection to Wirtual Server has failed

Ng] i
o Yeeam Backup & Replication Cause

Wirtual Server might not be available
‘.%‘ Yeeam Backup for Microsoft 385
Resclution

'b‘ Yirtual Infrastructure ® Verify that Virtual Server is availsble

» Make sure firewall on Yirtual Server allows incaming cannections

» Check account permissions used to connect to Virtual Server specified
E Business View « Use native tools to test cannection ta specified Virtual Server

D Alarm Management

Service: localhast @ connected Database: WeeamONE @ connected
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Predefined Alarms

This section lists predefined Veeam ONE alarms.
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Veeam Backup & Replication Alarms

This section describes predefined alarms for Veeam Backup & Replication infrastructure components.

Enterprise Manager

Alarm Name Event/Condition Severity | Resolve Description

Action

Veeam Backup State does not equal Error Automatic  Veeam ONE failed to connect to
Enterprise Connected. Veeam Backup Enterprise
Manager Manager.

connection failure

Veeam Backup & Replication Server

Alarm Event/Condition Severity Resolve Description

Name Action

Agent State of anagent backup job equals Warning. Warning Automati  One or more
backup job d computers
state failed to
State of anagent backup job equals Failed. Error back up
successfully.
Agent State of a backup policy session equals Warning. Warning Automati ~ One or more
backup d computers
policy _ _ ] failed to
session State of a backup policy session equals Failed. Error back up
state successfully.
Applicatio  State of a backup policy session equals Warning. Warning Automati ~ One or more
n backup C application
policy databases
state State of a backup policy session equals Failed. Error failed to
back up
successfully.
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Alarm Event/Condition Severity Resolve Description
Name

Action

Backup Based on event Error Manual One or more

Copy Job VeeamBpCopyJobNetworkWindowExceededEvent. backup copy

exceeded jobs

data exceeded

transfer defined

window window, and
data transfer
between
source and
target
backup
repositories
has been
stopped.

Backup State of an backup copy job equals Warning. Warning Automati ~ One or more
Copy job C objects
state could not be
State of an backup copy job equals Failed. Error successfully
copied from
the backup
repository.

Backup Restore point copy is missing according to job Error Automati ~ One or more

CopyRPO  schedule. C backups was
not
successfully
copied to
the
secondary
repository
within the
defined RPO
interval.

Job Job is disabled for more than 12 hours. Warning Automati ~ Job staysin

disabled C the disabled
state for a
longer time
than
configured
in the alarm
threshold.
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Alarm
Name

Backup job
failed to
create
storage
snapshot

Backup job
state

CDPSLA
Complianc
e

Cloud
backup
policy
session
state

File backup
job state

File copy
job state

Event/Condition

Based on event
VeeamBpJobFailedToCreateStorageSnapshotEvent.

State of a backup job equals Warning.

State of a backup job equals Failed.

State of a Nutanix backup job equals Warning.

State of a Nutanix backup job equals Failed.

SLA decreases to 95% for 5 minutes

SLA decreases to 75% for 5 minutes

Status of a cloud backup policy session equals
Warning.

Status of a cloud backup policy session equals Error.

State of a file backup job equals Warning.

State of a file backup job equals Failed.

State of a file copy job equals Warning.

State of a file copy job equals Failed.
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Severity

Warning

Warning

Error

Warning

Error

Warning

Error

Warning

Error

Warning

Error

Warning

Error

Resolve

Action

Manual

Automati
c

Automati
C

Automati
C

Automati
c

Manual

Description

Integrated
storage
failed to
create
storage
snapshot
initiated by
Veeam
backup job.

Backup job
reported
either an
error or a
warning.

SLA % of
one or more
workloads
processed by
CDP policy
has dropped
below
threshold.

Policy
finished with
warning or
error.

File backup
job finished
with warning
or error.

One or more
files failed
to be
transferred
to the
destination
folder.



Alarm
Name

Job
exceeded
backup
window

License
expiration
date

Maximum
allowed
job
duration

Plug-in
backup
data
collection
failure

Quick
Migration
job state

Replication
job state

Event/Condition

Based on event
VeeamBpJobWindowExceededEvent.

Based on event
VeeamBackupServerLicenseExpiration.

Based on event
VeeamBackupServerLicenseChanged.

Based on event
VeeamBackupServerLicenseExpirationResolve.

Job duration is more than 480 minutes.

Job duration is more than 120 minutes.

Plug-in backup data collection failed due to
connection loss for more than 5 minutes.

Based on event
VeeamBpQMigrationSessionWarningEvent.

Based on event
VeeamBpQMigrationSessionErrorEvent.

State of a replication job equals Warning.

State of a replication job equals Fa/led.
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Resolve

Severity
Action

Error Manual

Warning Automati
C

Resolve

Resolve

Error Manual

Warning

Error Automati
c

Warning Automati
c

Error

Warning Automati
c

Error

Description

One or more
jobs
exceeded
allowed
backup
window and
has been
terminated.

Veeam
Backup &
Replication
license
expired.

Job has
exceeded its
maximum
allowed
execution
time.

Veeam ONE
server failed
to collect
plug-in
backup data
provided by
Veeam
Backup &
Replication.

One or more
VMs failed
to migrate
to another
host.

One or more
VMs failed
to replicate
successfully.



Alarm
Name

Restore
activity

Support
expiration
date

SureBacku
p job state

Suspicious
incrementa
L backup
size

Event/Condition

Based on event
290 Veeam MP.

Based on event
40290 Veeam MP.

Based on event
VeeamBackupServerLicenseSupportExpiration.

Based on event
VeeamBackupServerLicenseChanged.

Based on event
VeeamBackupServerLicenseSupportExpirationResolv
ed.

State of a SureBackup job equals Warning.

State of a SureBackup job equals Failed.

One of 3 last job increment sizes is above 150% of
configured threshold.

One of 3 last job increment sizes is above 200% of
configured threshold.

One of 3 last job increment sizes is below 80% of
configured threshold.

One of 3 last job increment sizes is below 70% of
configured threshold.

Status of the file to tape backup job equals Warning.
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Severity

Informatio

n

Warning

Resolve

Resolve

Warning

Error

Warning

Error

Warning

Error

Warning

Resolve

Action

Automati
c

Automati
c

Automati
c

Automati
c

Manual

Description

Restore
session
initiated.

Veeam
Backup &
Replication
prepaid
support
contract
expired.

One or more
VMs could
not be
successfully
verified.

The size of
the recently
created
incremental
restore point
is
significantly
different
from the
previously
created
ones.

For Oracle
RMAN
backup jobs,
Veeam ONE
analyzes
only the
differential
level 1
backups.



Alarm
Name

Tapejob
state

Database
log backup
job state

Unusual
job
duration

Veeam
Backup &
Replication
Server
connection
failure

Veeam
Broker

Event/Condition

Status of the file to tape backup job equals Failed.

Status of the backup to tape job equals Warning.

Status of the backup to tape job equals Failed.

Microsoft SQL server log backup job completed with
warning

Microsoft SQL server log backup job failed

Oracle Database log backup job completed with
warning

Oracle Database log backup job failed

PostgreSQL log backup job completed with warning

PostgreSQL log backup job failed

Enterprise application log backup job completed
with warning

Enterprise application log backup job failed

Job duration is above 150% of averagetime interval

Job duration is above 200% of average time interval

State does not equal Connected.

Based on event
VeeamBackupServerBrokerServiceDownEvent.
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Severity

Error

Warning

Error

Warning

Error

Warning

Error

Warning

Error

Warning

Error

Warning

Error

Error

Warning

Resolve

Action

Automati
c

Automati
C

Automati
c

Automati
C

Description

One or more
VMs or files
failed to be
transferred
to the tape
device.

Database
transaction
logs have
not been
backed up
successfully.

Job duration
is above
usual values
among the
set of job
sessions.

Connection
to Veeam
Backup &
Replication
server failed.

Veeam
Broker



Alarm Event/Condition Severity Resolve Description

Name Action
Service Service that
state Based on event Resolve interacts
VeeamBackupServerBrokerServiceDownEvent. with virtual
infrastructur
Based on event Resolve eto collect-
. and cache its
VeeamBackupServerBrokerServiceDownEvent. .
topology is
not started
and not
working
properly.
Repository
Alarm Name Event/Condition Severity | Resolve Description
Action
Backup repository  State equals Not accessible for more than Error Automatic  Veeam Backup &
connection failure 5 minutes. Replication server

lost connection to
the Microsoft

State equals Partially accessible for more Warning Windows backup
Backup repository Free space is below 5%. Error Automatic  Backup repository
free space is low on free

space.

Free space is below 10%. Warning
Backup repository Component version mismatch. Warning Automatic  Veeam backup
versionis out-of- repository version
date does not match

the version of
Veeam Backup &

Replication
server.
Backup repository Based on event Warning  Manual ReFS-formatted
ReFS data 133 ReFS volume of a
integrity issue backup repository
experienced a
Based on event data integrity
135 ReFS issue.

Based on event
136 ReFS
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Alarm Name

Immutability state

Immutability
change tracking

Scale-out backup
repository data
transfer session
state

Proxy

Alarm Name

Backup proxy
connection failure

Backup proxy
versionis out-of-
date

Event/Condition

Immutability is disabled.

Based on event
VeeamImmutabilitylntervalDaysDecreased.

Based on event
VeeamImmutabilitylntervalDaysIncreased.

Based on event
VeeamImmutabilityIntervalDaysEnabled.

Scale-out backup repository data transfer
session completed with warning

Scale-out backup repository data transfer
session failed

Event/Condition

Severity

State does not equal Error
Accessible for more than 5

minutes.

Component version Warning

mismatch.
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Automatic

Automatic

Severity | Resolve

Warning  Automatic

Warning  Manual

Warning  Automatic

Error

Description

Description

The immutability
setting is turned
off on one or
several backup
repositories or
scale-out backup
repository
extents.

The configured
immutability
period has been
changed on one
or several backup
repositories or
scale-out backup
repository
extents.

Scale-out backup
repository
offload,
download,
archiving or
retrieval data
transfer session
finished with
warning or failed.

Veeam Backup & Replication

server lost connection to the
backup proxy server.

Veeam backup proxy version

does not match the version of
Veeam Backup & Replication

server.



Alarm Name Event/Condition Severity

CDP proxy cache CDP cache usage is above Warning
usage 50%
CDP cache usage is above Error
75%

WAN Accelerator

Alarm Name Event/Condition Severity

WAN accelerator State does not equal Error
connection state Accessible for more than 5

minutes.
WAN accelerator Component version Warning
versionis out-of- mismatch.
date

Tape Server

Alarm Name Event/Condition Severity

Resolve

Action

Automatic

Automatic

Automatic

Description

CDP proxy cache usage has

reached the configured
threshold.

Description

Veeam Backup & Replication
server lost connection to the
WAN accelerator

Veeam WAN accelerator version
does not match the version of
Veeam Backup & Replication
server.

Description

Tape server State does not equal Error
connection state Accessible for more than 5

minutes.
Tape server Component version Warning
versionis out-of- mismatch.
date

473 | Veeam ONE | Monitoring Guide

Automatic

Automatic

Veeam Backup & Replication
server lost connection to the
tape server.

Veeam tape server version does
not match the version of Veeam
Backup & Replication server.



Cloud Repository

Alarm Name

Cloud repository
free space

Cloud repository
lease expiration
date

VM backups in
cloud repository

Event/Condition

Severity

Free space is below 10%. Warning  Automatic
Free space is below 5%. Error
14 daysto lease expiration. ~ Warning  Automatic
0 days to lease expiration. Error
Number of stored VMs is Warning = Automatic

above the specified
threshold.

Cloud Gateway

Alarm Name

Resolve
Action

Event/Condition

Severity

Description

Cloud repository is low on
availablefree space.

Cloud repository lease time is
about to expire.

Number of VMs stored in the
cloud repository is above the
defined threshold.

Description

Cloud gateway
connection state

Cloud gateway
versionis out-of-
date

Computer

Alarm Name

State does not equal Error Automatic
Accessible for more than 5

minutes.

Component version Warning  Automatic

mismatch.

Event/Condition Severity | Resolve

Action

Veeam Backup & Replication
server lost connection to the
cloud gateway.

Veeam cloud gateway version
does not match the version of
Veeam Backup & Replication
server.

Description

Computer with no

backup

No computer backups were
created for more than 24
hours

Warning  Automatic
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This computer has not been
backed up within the configured
RPO (Recovery Point Objective)
period.



Enterprise Application

Alarm Name Event/Condition Severity | Resolve Description
Application with No backup jobs protecting Warning Automatic  One or several databaseson an
no recent data application database application server or application
backup sessions finished successfully or with cluster are not protected with a
warnings for more than 24 backup job that finished
hours successfully or with warnings

within the configured RPO
(Recovery Point Objective)
period.

Intelligent Diagnostics

List of intelligent diagnostics alarms depends on the set of installed signatures. For details, see Veeam
Intelligent Diagnostics.
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Veeam Backup for Microsoft 365 Alarms

This section describes predefined alarms for Veeam Backup for Microsoft 365 infrastructure components.

Veeam Backup for Microsoft 365 Server

Alarm Name Event/Condition Severity

Resolve
Action

Description

Backup copy  State of anbackup copy job equals Warning. Warning
job state
(Veeam ) .
Backup for State of an backup copy job equals Failed. Error
Microsoft
365)
Backup job State of an backup job equals Warning. Warning
state (Veeam
Backup for
Microsoft State of an backup job equals Failed. Error
365)
Job disabled  Job is disabled for more than 12 hours. Warning
(Veeam
Backup for
Microsoft
365)
License Based on event Warning
exceeded VeeamVbmServerLicenseCapacityDepleting.
(Veeam
Backup for
Microsoft Based on event Resolve
365) VeeamVbmServerLicenseCapacityDepletingResolved.

Based on event Resolve

VeeamMonitorServicesStartedEvent.

License Based on event Warning
expiration VeeamVbmServerLicenseExpiration.
date

Based on event Resolve

VeeamVbmServerLicenseExpirationResolved.
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Automatic

Automatic

Automatic

Automatic

Automatic

Backup

copy job
reported
either an
error or a
warning.

Backup job
reported
either an
error or a
warning.

Job stays in
the disabled
state for a
longer time
than
configured
in the alarm
threshold.

Number of
protected
user
accounts
exceeds the
license
limit.

Veeam
Backup for
Microsoft
365 license
expired.



Alarm Name

Organization
with no
backup

Unusual job
duration
(Veeam
Backup for
Microsoft
365)

Veeam
Backup for
Microsoft 365
server
connection
failure

Veeam
Backup for
Microsoft 365
service state

Event/Condition

Based on event
VeeamMonitorServicesStartedEvent.

Microsoft 365 organization has no restore points
created within the last 24 hours.

Job duration is above 150% of average time interval

Job duration is above 200% of average time interval

State does not equal Connected for more than 5
minutes.

Veeam Backup for Microsoft 365 service status does
not equal Running for more than 5 minutes.
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Severity

Resolve

Warning

Warning

Error

Error

Error

Resolve Description

Action

Automatic ~ Microsoft
365
organization
was not
backed up
during the
configured
RPO period.

Automatic  Job
duration is
above usual
values
among the
set of job
sessions.

Automatic  Connection
to Veeam
Backup for
Microsoft
365 server
failed.

Automatic Veeam

Backup for
Microsoft
365 service
is not
running on
the Veeam
Backup for
Microsoft
365 server.



Backup Proxy

Event/Condition

Alarm Name

Backup proxy status does
not equal Online for more
than 5 minutes.

Backup proxy
connection failure
(Veeam Backup for
Microsoft 365)

Backup Repository

Alarm Name Event/Condition

Severity | Resolve Description

Veeam Backup for Microsoft 365
server lost connection to the
proxy server.

Error Automatic

Description

Severity | Resolve
Action

Backup repository  Free space is below 5%.
free space (Veeam
Backup for

Microsoft 365) Free space is below 10%.
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Backup repository is low on free
space.

Error Automatic

Warning



VMware vSphere Alarms

This section describes predefined alarms for VMware vSphere infrastructure components.

vCenter Server

Alarm Name Event/Condition Severity | Resolve | Description

Action

Bad vCenter Based on event Error Manual  This event records a

Serverusername  BadUsernameSessionEvent. failed user logon.

logon attempt The combination of
username,

password, and
permissions is the
mechanism by
which vCenter
Server authenticate
a user for access
and authorize the
user to perform

activities.
Insufficient user Based on event Error Manual  This event records a
access NoAccessUserEvent. failed user logon
permissions due to insufficient

access permission.

Invalid license Based on event Error Manual  This event records if
edition InvalidEditionEvent. the license edition
is set to an invalid
value.
License expired Based on event Error Manual  This event records
LicenseExpiredEvent. the expiration of a
license.
License file Based on event Error Manual  This event records if
restricted LicenseRestrictedEvent. the required

licenses could not
be reserved
because of a
restriction in the

option file.
Licenseis not Based on event Error Manual  This event records
compliant LicenseNonComplianceEvent. that the inventory is

not license

compliant.
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Alarm Name

Maximum host
connections
reached

No license
reservation

Non VI workload
detected

vCenter Server
agent uninstall
failure

vCenter Server
agentupgrade
failure

Event/Condition

Based on event
HostInventoryFullEvent.

Based on event
NoLicenseEvent.

Based on event

NonVIWorkloadDetectedOnDatastoreEvent.

Based on event
VcAgentUninstallFailedEvent.

Based on event
VcAgentUpgradeFailedEvent.
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Error

Error

Error

Error

Error

Severity | Resolve

Manual

Manual

Manual

Manual

Manual

Description

This event records if
the inventory of
hosts has reached
capacity.

These are events
reported by License
Manager. A
NoLicenseEvent is
reported if the
required licenses
could not be
reserved. Each
feature that is not
fully licensed is
reported.

A potential
misconfiguration or
I/0 performance
issue caused by a
non-ESX workload
has been detected.
This alarm is
triggered when
Storage 1/0 Control
(S10C) detects that
a workload that is
not managed by
SIOC is contributing
to 1/0 congestion
on a datastore that
is managed by SIOC.

This event records
when the vCenter
Server agent on a
host failed to
uninstall.

This event records
when the vCenter
Server agent on a
host failed to
upgrade.



Alarm Name Event/Condition Severity | Resolve | Description
vCenter Server Based on event Error Manual  This event records
license expired ServerLicenseExpiredEvent. an expired vCenter

Server license.

Cluster

Alarm Name Event/Condition Severity Resolve | Description

Action

Admission Based on event Informatio ~ Automati  This event

control DasAdmissionControlDisabledEvent. n C records

disabled when
admission
control
checks have
been
disabledin a
HA cluster.

Admission Based on event Informatio  Automati  This event

control DasAdmissionControlEnabledEvent. n c records

enabled when
admission
control
checks have
been
enabledin a
HA cluster.

All hosts in Based on event Error Manual This event

cluster DasClusterlsolatedEvent. records that

isolated all hosts
have been
isolated
from the
network in a
HA cluster.

DRS Based on event Error Manual This event

invocation DrsIinvocationFailedEvent. records DRS

failure invocation
failure. DRS
invocation
not
completed.
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Alarm Name Event/Condition Severity Resolve | Description

Action

HA disabled Based on event Informatio  Automati = This event

for cluster DasDisabledEvent. n C records
when a
cluster has
been
disabled for
HA.

HA enabled Based on event Informatio ~ Automati  This event

for cluster DasEnabledEvent. n C records
when a
cluster has
been
enabled for
HA.

Host cluster Based on event Error Manual This event

capacity ClusterOvercommittedEvent. records

overcommitte when a

d cluster's
host
capacity
cannot
satisfy
resource
configuratio
n
constraints.

vSphere Based on event Warning Manual One of the

cluster com.vmware.vc.HA.ClusterContainsincompatibleH hosts in an

warning osts. HA cluster
has been
isolated.

Based on event
com.vmware.vc.HA.DasFailoverHostlsolatedEvent.

Based on event
com.vmware.vc.HA.DasFailoverHostPartitionedEve
nt.

Based on event
com.vmware.vc.HA.DasFailoverHostUnreachableEv
ent.

Based on event
com.vmware.vc.HA.DasHostlsolatedEvent.
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Host

Bad Host
username
logon
attempt

Connecti
onto
iSCSI
storage
target
failure

DPM
failed to
bring
host out
of
standby
mode

DRS host
standby
mode
entrance

Event/Condition

Based on event
BadUsernameSessionEvent.

Based on event
esx.problem.storage.iscsi.discovery.conn
ect.error.

Based on event
esx.problem.storage.iscsi.discovery.logi
n.error.

Based on event
esx.problem.storage.iscsi.target.connect
.error.

Based on event
esx.problem.storage.iscsi.target.login.er
ror.

Based on event
DrsExitStandbyModeFailedEvent.

Based on event
DrsExitedStandbyMode.

Based on event
ExitedStandbyMode.

Based on event
DrsEnteredStandbyModeEvent.
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Severit

Error

Error

Resolv
e

Resolv
e

Inform
ation

Manu
al

Manu

Auto
matic

Auto
matic

Description

This event records a failed user
logon. The combination of
username, password, and
permissions is the mechanism by
which hosts authenticate a user
for access and authorize the user
to perform activities.

The iSCSI initiator is unable to
establish a connection to the
target.

This event records that
Distributed Power Management
tried to bring a host out of
standby mode, but failed.

Standby Mode powers off a host
and allows it to be powered back
on again through the Wake-on-
LAN protocol. It can be triggered
either manually or automatically
by vCenter Server.

This event records that the host
has successfully entered standby
mode initiated by Distributed
Power Management. A host in
this mode has no running virtual
machines and no provisioning
operations are occurring.



DRS host
standby
mode
exit

DRS
synchroni
zation
failure

DVS host
configura
tion out
of sync

ESXi host
network
uplink
failure

ESXi host
CPU
hardware
error

Severit
y

Event/Condition

Based on event Inform
DrsExitedStandbyModeEvent. ation
Based on event Error
DrsResourceConfigureFailedEvent.

Based on event Warnin
OutOfSyncDvsHost. g
Based on event Error
esx.problem.net.lacp.uplink.fail.duplex.

Based on event
esx.problem.net.lacp.uplink.fail.speed.

Based on event
esx.problem.net.lacp.uplink.inactive.

Based on event Error

esx.problem.cpu.amd.mce.dram.disable
d.

Based on event
esx.problem.cpu.intel.ioapic.listing.error

Based on event
esx.problem.cpu.mce.invalid.

Based on event
esx.problem.cpu.smp.ht.invalid.

Based on event
esx.problem.cpu.smp.ht.numpcpus.max.
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Auto
matic

Manu

Manu
al

Description

This event records that
Distributed Power Management
brings this host out from standby
mode.

This event records when resource
configuration specification
synchronization fails on a host.

The list of hosts that have the
DVS configuration on the host
diverged from that of the vCenter
Server.

Link Aggregation Control
Protocol (LACP) is included in
IEEE specification as a method to
control the bundling of several
physical ports together to form a
single logical channel. LACP
allows a network device to
negotiate anautomatic bundling
of links by sending LACP packets
to the peer (directly connected
device that also implements
LACP).

ESXi host has experienced a CPU
hardware error.



ESXi host
network
error

ESXi host
network
uplink

problems

ESXi host
network
warning

ESXi host
storage
error

ESXi host
storage
failure

ESXi host
storage
warning

Severit
y

Event/Condition

Based on event Error
esx.problem.dhclient.lease.none.

Based on event Warnin
esx.problem.net.lacp.uplink.blocked. g
Based on event
esx.problem.net.lacp.uplink.disconnecte

d.

Based on event Warnin

esx.problem.dhclient.lease.offered.error g

Based on event
esx.problem.dhclient.lease.persistent.no
ne.

Based on event Error
esx.problem.scsi.device.state.permanent
loss.withreservationheld.

Based on event Error
esx.problem.visorfs.failure.

Based on event Warnin
esx.problem.visorfs.inodetable.full. g
Based on event Warnin
esx.problem.visorfs.ramdisk.full. g
Average memory usage is for 15 minutes Warnin
is above 80%. g
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Manu
al

Manu
al

Manu
al

Manu

Auto
matic

Description

DHCP client lease issue has been
detected.

Link Aggregation Control
Protocol (LACP) is included in
IEEE specification as a method to
control the bundling of several
physical ports together to form a
single logical channel. LACP
allows a network device to
negotiate an automatic bundling
of links by sending LACP packets
to the peer (directly connected
device that also implements
LACP).

DHCP client lease issue has been
detected.

Storage device becomes
permanently lost while SCSI
reservation is held by ESXi.

An operation on the root file
system has failed.

One of the host's ramdisks
reached the limit for the number
of files it can contain.

This host is low on available
memory.



Host
available
memory

Host
connectio
n failure

Host
connectiv
ity failure

Host CPU
ready

Host CPU
usage

Host disk
bus
resets

Event/Condition

Average memory usage is for 15 minutes
is above 90%.

Host state equals Disconnected for 5
minutes and more.

Host state equals Not responding for 5
minutes and more.

Based on event
vprob.net.connectivity.lost.

Based on event
esx.problem.net.connectivity.lost.

Based on event
esx.clear.net.connectivity.restored.

Average CPU Ready for 15 minutes is
above 15%.

Average CPU Ready for 15 minutes is
above 25%.

Average CPU usage for 15 minutes is
above 75%.

Average CPU usage for 15 minutes is
above 95%.

Average datastore bus resets for 15
minutes is above 2.

Average datastore bus resets for 15
minutes is above 4.

Average datastore command aborts for
15 minutes is above 2.

486 | Veeam ONE | Monitoring Guide

Severit
y

Error

Warnin
g

Error

Resolv

Warnin
g

Error

Warnin
g

Error

Warnin
g

Error

Warnin
g

Auto
matic

Auto
matic

Auto
matic

Auto
matic

Auto
matic

Auto
matic

Description

This alarm monitors the VMware
vCenter Server API for events
indicating that a host is
disconnected.

This event indicates that one or
more portgroups in the host have
lost connectivity to the network,
resulting in unavailability of all
physical connections to the
network from this switch.

This Host has exceeded the
threshold for CPU Ready Percent.

This host has exceeded the
threshold for CPU usage.

This host disk (vmhba) has logged
one or more SCSI bus resets.

This host disk (vmhba) has logged
one or more SCSI aborts.



Host disk
SCSI
aborts

Host
failed to
exit
standby
mode

Host HA
agent
failure

Host HA
disabled

Host HA
enabled

Host
hardware
status

Host IP
inconsist
ent

Event/Condition

Average datastore command aborts for
15 minutes is above 4.

Based on event
ExitStandbyModeFailedEvent.

Based on event
ExitedStandbyMode.

Based on event
com.vmware.vc.HA.HostAgentErrorEven
t.

Based on event
HostDasDisabledEvent.

Based on event
HostDasEnabledEvent.

Hardware sensor equals Warning.

Hardware sensor equals Alert.

Hardware sensor equals Unknown.

Based on event
HostlplnconsistentEvent.
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Severit
y

Error

Error

Resolv

Error

Inform
ation

Inform
ation

Warnin

Error

Warnin
g

Warnin
g

Auto
matic

Manu
al

Auto
matic

Auto
matic

Auto
matic

Manu
al

Description

This event records that the host
failed to exit standby mode.

Standby Mode powers off a host
and allows it to be powered back
on again through the Wake-on-
LAN protocol. It can be triggered
either manually or automatically
by vCenter Server.

Usually, such triggers indicate
that a host has actually failed, but
failure reports can sometimes be
incorrect. A failed host reduces
the available capacity in the
cluster and, in the case of an
incorrect report, prevents
vSphere HA from protecting the
virtual machines running on the
host.

This event records when HA has
been disabled on a host.

This event records when the HA
(high-availability) agent has been
enabled on a host.

One of the hosts' hardware
sensors has changed its status.

This event records that the IP
address resolution returned
different addresses on the host.



Event/Condition Severit Description
y

Host IP Based on event Warnin ~ Manu  This event records that the host's

toshort  HostlpToShortNameFailedEvent. g al IP address could not be resolved

name to a short name.

failed

Host Based on event Warnin  Manu  This event records that the

Isolation  HostlsolationlpPingFailedEvent. g al isolation address could not be

IP not pinged. The defaultisolation

available addressis the service console's
default gateway.

Host Based on event Error Manu  This event records an expired

license HostLicenseExpiredEvent. al host license.

expired

Host Average memory pressure for 15 minutes ~ Warnin ~ Auto This host has exceeded the

memory s above 150%. g matic  threshold for memory pressure.

pressure

Average memory pressure for 15 minutes  Error
is above 250%.

Host NIC  Host NIC link status equals Down. Error Auto Physical NIC linkstate is down.
link matic

status

Host not Based on event Warnin  Manu  This event records that host went
complian HostNonCompliantEvent. g al out of compliance.

t

Host Based on event Inform  Auto An operation performed on the
operation CanceledHostOperationEvent. ation matic  host was canceled.

cancelled

Host Based on event Warnin  Manu  This event indicates that an
operation TimedOutHostOperationEvent. g al operation performed on the host
timed out timed out.

Host Based on event Warnin  Manu  This event records that the
primary HostPrimaryAgentNotShortNameEvent. g al primary agent specified is not a
agent not short name.

in short

name
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Event/Condition Severit Description
y

Host Based on event Resolv  Auto This event records a failed
reconnec HostConnectedEvent. e matic ~ attempt to re-establish a host
tion connection.
failed

Based on event Error

HostReconnectionFailedEvent.

Host Based on event Warnin ~ Auto The event indicates that one or
redundan vprob.net.redundancy.lost. g matic  more portgroups in the host has
cy failure lost a redundant uplink to the
physical network. Portgroups are
Based on event still connected. However this may
vprob.net.redundancy.degraded. be the last redundant uplink.

Check the event description and

context to confirm the status.
Based on event

esx.problem.net.redundancy.lost.

Based on event
esx.problem.net.redundancy.degraded.

Based on event Resolv

esx.clear.net.redundancy.restored. e
Host Based on event Warnin ~ Manu  This event records that host name
short HostShortNamelnconsistentEvent. g al resolution returned different
name names on the host.
inconsist
ent
Host Based on event Warnin  Manu  This event records that the host's
short HostShortNameTolpFailedEvent. g al short name could not be resolved
name IP to an IP address.
resolve
failed
Host Average memory swap used for 15 Warnin  Auto This host is swapping too much
swap minutes is above 64 MB. g matic  memory.
memory

Average memory swap used for 15 Error

minutes is above 128 MB.
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Event/Condition Severit Description
y

Host Based on event Warnin  Manu  This event records a failure to
synchroni HostSyncFailedEvent. g al sync up with the vCenter Server
zation agent on the host.

failed

Host Based on event Error Manu  This event records a failure to
upgrade  HostUpgradeFailedEvent. al connect to a host due to an
connectio installation or upgrade issue.

n failure

Incorrect Based on event Warnin  Manu  This event records if the host did
host IncorrectHostInformationEvent. g al not provide the information
informati needed to acquire the correct set
on of licenses.

iSCSI Based on event Error Manu  The iSCSI initiator is unable to
target esx.problem.storage.iscsi.target.connect al establish a connection to the
storage ed.error. target.

connectio

n failure

iSCSI Based on event Error Manu  The

targets esx.problem.storage.iscsi.target.perman al esx.problem.storage.iscsi.target.p
are ently.lost. ermanently.removed message is
permane received when aniSCSI target is
ntly no longer presented to ESXi.
removed

from

ESXi

Isolation  Based on event Warnin ~ Manu  ESXi host is missing isolation
addresse com.vmware.vc.HA.HostHasNolsolation g al addresses for isolation detection.
sis AddrsDefined.

missing
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Event/Condition Severit Description
y

Network Based on event Error Manu  In vSphere 5.1, rollback is enabled
rollback  NetworkRollbackEvent. al by default. However, you can
detected enable or disable rollbacks at the

vCenter Server level. Several
networking events can trigger a
rollback. The events are grouped
into these categories:

e Host networking rollbacks
(virtual switches or
network system)

e Distributed switch

rollbacks

No host Based on event Warnin  Manu  This event records the fact that a

network  HostNoAvailableNetworksEvent. g al host does not have any available

for HA networks for HA communication.

available

Non VI Based on event Error Manu A potential misconfiguration or

workload EsxProblemlormNonViWorkload. al I/0O performance issue caused bya

detected non-ESX workload has been

on host detected. This alarm is triggered
when Storage 1/0 Control (SIOC)
detects that a workload that is
not managed by SIOC is
contributing to 1/0 congestion on
a datastore that is managed by
SIOC.

SCSI Based on event Warnin ~ Manu  Aninvalid storage module

unsuppor esx.problem.scsi.unsupported.plugin.typ g al attempted to configure a SCSI

ted e. device.

plugin

warning

Storage Based on event Error Auto The event indicates a loss in

connectio vprob.storage.connectivity.lost. matic  connectivity to the specified

n failure storage device. The path
indicated is the last path that

Based on event went down.

esx.problem.storage.connectivity.lost.

Based on event Resolv
esx.clear.storage.connectivity.restored. e
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Event/Condition

Severit

y

Description

Storage Based on event

connectio vprob.storage.redundancy.lost.

n

redundan

cy failure Based onevent
vprob.storage.redundancy.degraded.
Based on event
esx.problem.storage.redundancy.degrad
ed.
Based on event
esx.problem.storage.redundancy.lost.
Based on event
esx.clear.storage.redundancy.restored.

Teaming Based on event

mismatch TeamingMisMatchEvent.

error

Uplink Based on event

port MTU UplinkPortMtuNotSupportEvent.

error

Uplink Based on event

port UplinkPortVlanUntrunkedEvent.

VLAN

error

vCenter  Based on event

Server HostConnectionLostEvent.

lost

connectio

ntohost Basedonevent

HostCnxFailed.

Based on event
HostConnectedEvent.
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Warnin
g

Resolv
e

Error

Error

Error

Error

Resolv
e

Auto
matic

Manu
al

Manu
al

Manu

Auto
matic

A host has lost a path to access
the specified storage and the
path to storage is either
degraded, or no longer
redundant. Check the event
description and context to
confirm the status.

The teaming configuration of the
uplink ports in the DVS does not
match physical switch
configuration.

MTU health check status of an
uplink port is changed.

Vlans health check status of an
uplink port is changed.

vCenter Server has lost
connection to this host.



Event/Condition Severit Description
y

vMotion  Based on event Error Manu  This event records an expired
license VMotionLicenseExpiredEvent. al vMotion license.

expired

vSphere  Based on event Error Manu A larger MTU (maximum
Distribut MtuMismatchEvent. al transmission unit) bring greater
ed Switch efficiency because each packet
MTU carries more user data while
mismatch protocol overheads; the resulting

higher efficiency means a slight
improvement in bulk protocol
throughput. A larger MTU also
means processing of fewer
packets for the same amount of
data. However, this gain is not
without some downside. Large
packets can occupy a slow link for
some time, causing greaterdelays
to following packets and
increasing lagand minimum
latency.

Virtual Machine

Alarm Name Event/Condition Severity Resolve | Description

Action

Customization Based on event Warning Manual The
unknown CustomizationUnknownFailure. customizatio
failure n sequence
failed
unexpectedly
in the guest.
Fault Based on event Warning Manual This event
Tolerance VM VmFaultToleranceVmTerminatedEvent. records a
terminated secondary or
primary VM is
terminated.
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Alarm Name Event/Condition Severity Resolve | Description

Action

FT VM Failover Based on event Error Manual This event
VmPrimaryFailoverEvent. records a
fault
tolerance
failover.

Guest Based on event Warning Manual The

customization CustomizationFailed. customizatio

failure n sequence in
the guest
failed.
Cannot
complete
customizatio
n of VM.

Guest disk Guest disk free space space is below 10%. Warning Automat  Guest OS
space ic volume is
low on
Guest disk free space space is below 5%. Error available
guest disk
space.

HA agent Based on event Error Manual The event

updatefailed @ VmDasUpdateErrorEvent. records an
error
occurred
when
updating the
HA agents
with the
current state
of the VM.
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Alarm Name Event/Condition Severity Resolve | Description

Action

Heartbeat is Heartbeat not detected for 15 minutes. Error Automat  The

missing for VM ic heartbeat is
the
communicati
on to the
VMware
tools
heartbeat
running
inside the
VM.

Heartbeat
can only be
monitored
when the
VMware
tools are
installed in a
VM. The
heartbeat is
what vCenter
Server uses
to determine
the general
health and
availability of
a running
VM.

High balloon Average memory balloon percent for 15 minutes Warning Automat  There is high
memory is above 10%. ic utilization of
utilization the VMware

Tools
Average memory balloon percent for 15 minutes Error memory

is above 50%. controller,

also known
as the
'balloon
driver',
within this
VM.

High memory  Average memory usage for 15 minutes is above Warning Automat  There is high
usage 90%. ic utilization of
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Alarm Name

Latest
snapshot age

Latest
snapshot size

Linux
customization
identity failure

Network
customization
setup failure

Event/Condition

Average memory usage for 15 minutes is above

95%.

VM snapshot age is 48 hour or more.

VM snapshot size is above 10%.

VM snapshot size is above 20%.

Based on event

CustomizationLinuxIdentityFailed.

Based on event

CustomizationNetworkSetupFailed.
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Severity

Error

Warning

Warning

Error

Warning

Warning

Resolve | Description

Action

memory
within this
Virtual
Machine. The
memory
active metric
is the current
percentage
of memory
active vs.
memory
maximum for
this VM.

Automat  The ageof

ic the latest
snapshot for
this VM has
exceeded the
configured
threshold.

Automat  The size of

ic the latest
snapshot file
for this VM
has exceeded
the
configured
threshold.

Manual Failed to set
Linux
identity.

Manual Network
setup failed
in the guest
during
customizatio
n.



Alarm Name Event/Condition Severity Resolve | Description

Action

No compatible Based on event Warning Manual This event

host for VmNoCompatibleHostForSecondaryEvent. records that

Secondary VM no
compatible
host was
found to
place a
secondary
VM. A
default alarm
will be
triggered
upon this
event, which
by default,
triggers a
SNMP trap.

No host fora Based on event Warning Manual This event
virtual VmOrphanedEvent. records a VM
machine for which no
available host is
responsible.

No Based on event Warning Manual This event

maintenance NoMaintenanceModeDrsRecommendationForVM. records that

mode DRS DRS did not

recommendati recommend a

on for VM migration for
a powered on
VM, even
though its
host is going
into
maintenance
mode.

No network Based on event Warning Manual This event

access forVM  VmNoNetworkAccessEvent. records a

migration migration
failure when
the
destination
host is not on
the same
network as
the source
host.
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Alarm Name

Not enough
resources for
failover

Orphaned VM
backup
snapshot

Possible
ransomware
activity

Secondary VM
config update
failed

Event/Condition

Based on event
NotEnoughResourcesToStartVmEvent.

Orphaned VM backup snapshot age is 60 minutes
or more.

Average CPU Usage is above 70%

and

Datastore Write Rate is above 40 MB/s

or

Network Transmit Rate is above 40 MB/s for 5
minutes.

Average CPU Usage is above 80%

and

Datastore Write Rate is above 60 MB/s

or

Network Transmit Rate is above 60 MB/s for 5
minutes.

Based on event
VmFailedUpdatingSecondaryConfig.
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Severity

Warning

Error

Warning

Error

Warning

Resolve

Description
Action

This event
records when
the HA does
not find
sufficient
resources to
failover a
VM.

Manual

Automat  This VM is

ic running on
the snapshot
left by
backup or
replication
job.

Automat  Veeam ONE

ic detected
suspicious
activity on
this VM.

This event is
recorded
aftera
failover of
the new
primary VM
failed to
update the
config of the
secondary
VM.

Manual



Alarm Name Event/Condition Severity Resolve | Description

Action

Secondary VM Based on event Warning Manual The

failed tostart = VmFailedStartingSecondaryEvent. Secondary
VM cannot
be powered
on as there
are no
compatible
hosts that
can
accommodat
eit.

Secondary VM  Based on event Warning Manual This event

starttimeout = VmTimedoutStartingSecondaryEvent. records
timeout
when
starting a
secondary
VM.

Sysprep Based on event Warning Manual Sysprep

customization = CustomizationSysprepFailed. failed to run

failure in the guest
during
customizatio
n. This can be
caused by
the fact that
the wrong
sysprep was
used for the
guest or
errors in the
sysprep file.

Too many Number of VM snapshots is 3 or more. Warning Automat  An excessive

snapshots on ic number of

the VM snapshots in

Number of VM snapshots is 5 or more. Error a chain has

been
detected on
the VM which
may lead to
decreased
virtual
machine and
host
performance.
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Alarm Name

Virtual disk
creation failed

VM clone
operation
failure

VM
configuration
file missing

VM connection
failure

VM
consolidation
needed status

Event/Condition Severity

Based on event Error
VmDiskFailedEvent.

Based on event Error
VmCloneFailedEvent.

Based on event Warning
VmConfigMissingEvent.

Based on event Error
VmDisconnectedEvent.

Based on event Resolve
VmConnectedEvent.
Based on event Error

com.vmware.vc.VmDiskConsolidationNeeded.

Based on event Resolve
com.vmware.vc.VmDiskConsolidationNoLongerN
eeded.
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Resolve

Action

Manual

Manual

Manual

Automat
ic

Automat
ic

Description

This event
records a
failure to
create a
virtual disk in
a VM.

This event
records a
failure to
clone a VM.

This event
records if the
configuration
file (VMX
file) for a VM
cannot be
found.

This VM is
'Disconnecte
d'in vCenter
Server.

When
initiating
Delete or
DeleteAll
operations on
snapshots,
the snapshot



Alarm Name Event/Condition

Based on event
com.vmware.vc.VmDiskConsolidatedEvent.

VM CPUready Average CPU ready all cores metric for 15 minutes
is above 10%.

Average CPU ready all cores metric for 15 minutes
is above 20%.

VM CPUusage Average CPU usage for 15 minutes is above 75%.

Average CPU usage for 15 minutes is above 90%.

VM disk Based on event
consolidation com.vmware.vc.VmDiskFailedToConsolidateEven
failure t.
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Severity

Resolve

Warning

Error

Warning

Error

Error

Resolve

Action

Automat
ic

Automat

Description

details are
deleted from
Snapshot
Manager,
then the
snapshot
files are
consolidated
and merged
to another
snapshot file
or to the
virtual
machine
parent disk.
If the
consolidation
fails, there
were no
snapshots
shown in the
Snapshot
Manager, but
the snapshot
files were
still being
used on the
datastore.
This can
cause the
datastore to
run out of
space.

This VM has
exceeded the
threshold for
CPU Ready
Percent.

This VM has
exceeded the
threshold for
CPU usage.

There is an
issue with
the disk for



Alarm Name

VM disk SCSI
connection
failures

VM disk SCSI
connection
resets

VM generic
error

VM generic
warning

VM guest
reboot

Event/Condition

Based on event
com.vmware.vc.VmDiskConsolidatedEvent.

Average number of datastore command aborts
for 15 minutes is above 2.

Average number of datastore command aborts
for 15 minutes is above 6.

Average number of datastore bus resets for 15
minutes is above 2.

Average number of datastore bus resets for 15
minutes is above 6.

Based on event
VmMessageErrorEvent.

Based on event
VmMessageWarningEvent.

Based on event
VmGuestRebootEvent.
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Severity

Resolve

Warning

Error

Warning

Error

Error

Warning

Informatio

n

Resolve | Description

Action

this virtual
machine.

Automat  This

ic VMGuest disk
connection
(LUN) has
logged one
or more SCSI
aborts.

Automat  This

ic VMGuest disk
connection
(LUN) has
logged one
or more SCSI
bus resets.

Manual This is a
generic event
for error
messages
from a VM
that do not
fit into any
other specific
vCenter
Server event.

Manual This is a
generic event
for warning
messages
from a VM
that did not
fit into any
other specific
vCenter
Server event.

Automat  This isa VM

ic guest reboot
request
event.



Alarm Name

VM guest
shutdown

VM HA error

VM HA reset

VM HA reset
failure

VM memory
swap usage

Event/Condition

Based on event
VmGuestShutdownEvent.

Based on event
com.vmware.vc.HA.FailedRestartAfterlsolationEv
ent.

Based on event
VmDasBeingResetEvent.

Based on event
VmDasResetFailedEvent.

Average memory swapped for 15 minutes is above
64 MB.

Average memory swapped for 15 minutes is above
128 MB.
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Severity

Informatio

n

Error

Warning

Warning

Warning

Error

Resolve

Description
Action

Automat  This isa VM

ic guest
shutdown
request
event.

Manual vSphere HA
has failed to
restart after
a host

isolation.

This event
records when
a VM is reset
by HA VM
Health
Monitoring
on hosts that
do not
support the
create
screenshot
APli or if the
create
screenshot
API fails.

Manual

This event
records when
HA VM
health
monitoring
fails to reset
a VM after
failure.

Manual

Automat  This VM has

ic exceeded the
threshold for
memory
swapping to
disk within
the host.



Alarm Name

VM power
status

VM resetting

VM restart on
alternate host

VM Screenshot

HA reset

VM total disk
latency

Event/Condition

State not equals Running for 5 minutes or more.

Based on event
VmResettingEvent.

Based on event
VmRestartedOnAlternateHostEvent.

Based on event
VmDasBeingResetWithScreenshotEvent.

Average datastore highest latency for 15 minutes
is above 50 milliseconds.

Average datastore highest latency for 15 minutes
is above 75 milliseconds.
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Severity

Error

Informatio
n

Informatio
n

Warning

Warning

Error

Resolve

Description
Action

Automat  The power

ic state of a VM
indicates
whether the
VM is active
and
functional.

Automat  This event
ic records a VM
resetting.

Automat  This event

ic records that
the VM was
restarted on
a host, since
its original
host had
failed.

This event
records when
a VM is reset
by HA VM
health
monitoring
on hosts that
support the
create
screenshot
API.

Manual

Automat  Highest

ic latency value
across all
disks used by
the VM.



Alarm Name Event/Condition Severity Resolve | Description

Action

VM with no No backup restore points for the past 24 hours. Warning Automat  This VM has

backups ic not been
backed up
within the
defined RPO
(Recovery
Point
Objective)
interval.

VM with no No replica restore points for the past 24 hours. Warning Automat  This VM has

replica ic not been
replicated
within the
defined RPO
(Recovery
Point
Objective)
interval.

VM WWN Based on event Error Manual This event

conflict VmWwnConflictEvent. records a
conflict of
VM WWNs
(World Wide
Name).

VMware VM VMware VM tools state changes equals Unknown.  Warning Automat  There isa
tools state ic problem with

VMware
VMware VM tools state changes equals Out-of- Warning Tools in this

date. Virtual
Machine.

VMware VM tools state changes equals Not Error
installed.

VMware VM tools state changes equals Not Error
running.

Datastore

Alarm Name Event/Condition Severity | Resolve Description

Action

Free space is below 10%. Warning  Automatic
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Alarm Name

Datastore free
space

Datastore is
inaccessible

Datastore over-
allocation

Datastore read
latency

Datastore write
latency

Locker
misconfiguration

Event/Condition

Severity

Free space is below 5%. Error
State not equals Accessible  Error
for 5 minutes or more.

Datastore provisioning rate ~ Warning
is above 400%.

Datastore provisioning rate  Error

is above 600%.

Maximum datastore read Warning
latency for 15 minutes is

above 100 milliseconds.

Maximum datastore read Error
latency for 15 minutes is

above 250 milliseconds.

Maximum datastore write Warning
latency for 15 minutes is

above 100 milliseconds.

Maximum datastore write Error
latency for 15 minutes is

above 250 milliseconds.

Based on event Warning

LockerMisconfiguredEvent.
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Resolve
Action

Automatic

Automatic

Automatic

Automatic

Manual

Description

Datastore is low on available
free space.

The event indicates a loss in
connectivity to the specified
storage device. The path
indicated is the last path that
went down.

Datastore is over-allocated.

Datastore latency has exceeded
the threshold of total read
latency.

Datastore latency has exceeded
the threshold of total write
latency.

Locker has not been configured
properly. Datastore which is
configured to back the locker
does not exist.



Any Object

Alarm Event/Condition

Name

Duplicate Based on event

IP address  DuplicatelpDetectedEvent.

detected

Host Based on event

cluster ClusterDestroyedEvent.
destroyed

Host Based on event

failure DasHostFailedEvent.
detected

Host Based on event

isolationin DasHostlsolatedEvent.

HA cluster
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Severity

Warning

Informati
on

Error

Warning

Description

Manual This event records
that a duplicate IP
address has been
observed, with
conflict between
VM, and the
vMotion or IP
storage interface
configured on the
host.

Automat  This event records
ic when a cluster is
destroyed.

Manual This event records
when a host
failure has been
detected by HA.

Manual This event records
that a host has
been isolated
from the network
in a HA cluster.
Since anisolated
host cannot be
distinguished
from a failed host
except by the
isolated host
itself, this event is
logged when the
isolated host
regains network
connectivity.



Alarm
Name

No host
redundant
manageme
nt network
available

Primary
host
connection
re-
established

Primary
host
unavailable

Event/Condition

Based on event

HostNoRedundantManagementNetworkEvent.

Based on event
DasAgentFoundEvent.

Based on event
DasAgentUnavailableEvent.

Based on event
DasAgentFoundEvent.
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Severity

Warning

Informati
on

Error

Resolve

Resolve | Description

Action

Manual This event records
the fact that a
host does not
have a redundant
management
network. Itis
recommended
that host
management
networks be
configured with
redundancy.

Automat  This event records

ic that vCenter
Server has re-
established
contact with a
primary host in
this HA cluster.

Automat  This event records

ic that vCenter
Server cannot
contact to any
primary host in
this HA cluster.
vCenter Server
has lost contact
with all primary
nodes with a
connected state.
Attempts to
configure HA on a
host in this cluster
will fail until a
DasAgentFoundEv
ent is logged or
unless this is the
first node to be
configured. For
example, if all the
other hosts are
disconnected first.



Alarm Event/Condition Severity | Resolve | Description
Name

Action

Resource Based on event Error Manual This event records
pool ResourceViolatedEvent. when a conflict
configurati with a resource
on conflict pool's resource
configuration is
detected.

Storage Based on event Error Manual In a shared

ATS esx.problem.vmfs.ats.support.lost. storage

support environment,

failure when multiple
hosts access the
same VMFS
datastore, specific
locking
mechanisms are
used. These
locking
mechanism
prevent multiple
hosts from
concurrently
writing to the
metadata and
ensure that no
data corruption
occurs. VMFS
supports SCSI
reservations and
atomic test and
set (ATS) locking.
For storage
devices that
support hardware
acceleration,
VMFS uses the
ATS algorithm,
also called
hardware assisted
locking. In
contrast with SCSI
reservations, ATS
supports discrete
locking per disk
sector.
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Alarm
Name

Task
timeout
reached

Template
deploymen
t failure

vCenter
storage
availability
error

VM
instance
uuiD
conflict

VM MAC
address
conflict

vSphere
cluster HA
error

Event/Condition

Based on event
TaskTimeoutEvent.

Based on event
VmDeployFailedEvent.

Based on event
vprob.vmfs.error.volume.is.locked.

Based on event

esx.problem.vmfs.error.volume.is.locked.

Based on event
vprob.vmfs.extent.offline.

Based on event
esx.problem.vmfs.extent.offline.

Based on event
VmInstanceUuidConflictEvent.

Based on event
VmlnstanceUuidChangedEvent.

Based on event
VmMacConflictEvent.

Based on event
VmStaticMacConflictEvent.

Based on event
VmMacChangedEvent.

Based on event
com.vmware.vc.HA.HostDasErrorEvent.
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Severity

Warning

Error

Error

Error

Warning

Warning

Warning

Resolve

Error

Resolve

Error

Resolve

Description
Action

This event records
when a task
exceeds defined
timeout in vCenter
Server.

Manual

This event records
a failure to deploy
a VM from a
template.

Manual

The alarm
indicates that a
VMFS volume on
the ESXi host is
locked due to an
1/0 error.

Manual

Automat  This event records
ic a conflict of VM
instance UUIDs.

Automat  This event records
ic a MAC address
conflict for a VM.

There is an issue
with VMware
high-availability
configuration for
this host.

Manual



Alarm Event/Condition Severity | Resolve | Description

Name Action
vSphere Based on event Warning Manual There is an issue
cluster HA  com.vmware.vc.HA.InvalidMaster. with VMware
warning high-availability
protection for this
Based on event cluster.
com.vmware.vc.HA.UserHeartbeatDatastoreRem
oved.

Based on event
com.vmware.vc.HA.VcCannotFindMasterEvent.

Based on event
com.vmware.vc.HA.HostPartitionedFromMasterE
vent.

Based on event
com.vmware.vc.HA.HostUnconfiguredWithProtec
tedVms.

Based on event
com.vmware.vc.HA.HostUnconfigureError.

Based on event
com.vmware.vc.HA.NotAllHostAddrsPingable.

vCloud Director vApp

Alarm Name Event/Condition Severity Description

vApp health status VMware Cloud Director Warning Automatic  vApp health status has changed.
object task status equals
Warning.

VMware Cloud Director Error
object task status equals
Alert.

vApp runtime vApp runtime lease timeout = Warning Automatic  vApp runtime lease has expired.
lease timeout is 14 days. Once a vApp is powered on for
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Alarm Name

vApp storage lease
timeout

Event/Condition

Severity

vApp runtime lease timeout  Error

is 7 days.

vApp storage lease timeout ~ Warning
is 14 days.

vApp storage lease timeout ~ Error

is 7 days.

vCloud Director Organization

Alarm Name

Rule Event

Severity

Resolve
Action

Automatic

Resolve
Action

Description

the first time, the clock starts
for the Maximum Runtime
Lease. The Maximum Runtime
Lease is how long a vApp can be
powered on before its
automatically suspended.

vApp storage lease has expired.
A vApp storage lease begins
when a user stops the vApp.
Storage leases do not affect
running vApps.

Description

Organization
blocking task
number

Organization
blocking task
timeout

Number of blocking tasksis  Warning
1 or more.

Number of blocking tasksis  Error

5 or more.

Blocking tasks timeout is 5 Warning
minutes.

Blocking tasks timeout is 10 Error

minutes.

vCloud Director Org VDC

Alarm Name

Network pool
usage

Rule Event Severity

Network pool usage is Warning
above 90%.
Network pool usage is Error

above 95%.
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Automatic

Automatic

Resolve

Action

Automatic

Some tasks are in a pending
state as a result of blocking.

One or more organization
blocking tasks has expired.

Description

Network pool usage has
exceeded the configured
threshold.



Alarm Name Rule Event Severity | Resolve Description

Action

Org VDC CPU Average CPU usage for 15 Warning Automatic  Organization VDC has exceeded
usage minutes is above 80%. the CPU usage threshold.

Average CPU usage for 15 Error
minutes is above 90%.

Org VDC health VMware Cloud Director Warning Automatic = Organization VDC health status
status object task status equals has changed.
Warning.

VMware Cloud Director Error
object task status equals
Alert.

Org VDCmemory  Average memory usage for ~ Warning Automatic  Organization VDC has exceeded
usage 15 minutes is above 80%. the memory usage threshold.

Average memory usage for Error
15 minutes is above 90%.

Org VDC storage Average storage usage for Warning Automatic = Organization VDC has exceeded
usage 15 minutes is above 80%. the storage usage threshold.

Average storage usage for Error
15 minutes is above 90%.

vCloud Director Provider VDC

Alarm Name Rule Event Severity | Resolve Description

Action

Provider VDCCPU  Average CPU usage for 15 Warning Automatic  Provider VDC has exceeded the
usage minutes is above 80%. threshold for CPU Usage

Average CPU usage for 15 Error
minutes is above 90%.

Provider VDC VMware Cloud Director Warning Automatic  Provider VDC health status has
health status object task status equals changed.
Warning.

513 | Veeam ONE | Monitoring Guide



Alarm Name Rule Event Severity | Resolve Description

Action

VMware Cloud Director Error

object task status equals

Alert.
Provider VDC Average memory usage for ~ Warning Automatic  Provider VDC has exceeded the
memory usage 15 minutes is above 80%. memory usage threshold.

Average memory usage for Error
15 minutes is above 90%.

Provider VDC Average storage usage for Warning Automatic = Provider VDC has exceeded the
storage usage 15 minutes is above 80%. storage usage threshold.

Average storage usage for Error
15 minutes is above 90%.
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Microsoft Hyper-V Alarms

This section describes predefined alarms for Microsoft Hyper-V infrastructure components.

Host

Resolve
Action

Event/Condition

Alarm Name Severity Description

Bad Hyper-V Based on event Error Manual This event records a failed user
username logon 4625 Microsoft-Windows- logon attempt. The
attempt Security-Auditing. combination of username,
password and permissions is
the mechanism by which
Hyper-V server authenticate a
user for access and authorize
the user to perform activities.
Cluster Based on event Error Manual Host mode failed to establish a
communication 1570 Microsoft-Windows- communication session while
session failed FailoverClustering. joining the cluster.
Cluster host node Based on event Error Manual This cluster node has no
network 1554 Microsoft-Windows- network connectivity. It cannot
connectivity error  FailoverClustering. participate in the cluster until
connectivity is restored.
Cluster hosts Based on event Error Manual Host node has established a
update version 1548 Microsoft-Windows- communication session with
mismatch FailoverClustering. another node and detected
that it is running a different
but compatible version of the
cluster service software.
Cluster network  Based on event Warning Manual Cluster network interface for
failure 1127 Microsoft-Windows- cluster node has failed.
FailoverClustering.
Cluster witness Based on event Error Manual The cluster service detected a

1558 Microsoft-Windows-
FailoverClustering.

resource failure problem with the witness
resource. The witness resource
will be failed over to another
node within the cluster in an
attempt to reestablish access

to cluster configuration data.
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Alarm Name

Cluster witness
resource update
failure

Host available
memory

Host average disk
queue length

Host average
memory pressure

Host cluster
membership

Host connection
failure

Host CPU time
per dispatch

Event/Condition

Severity

Based on event Error
1557 Microsoft-Windows-

FailoverClustering.

Average Hyper-V Services
memory usage for 15
minutes is above 80%.

Warning

Average Hyper-V Services Error
memory usage for 15

minutes is above 90%.

Average disk queue length
for 15 minutes is above 1.

Warning

Average disk queue length ~ Error

for 15 minutes is above 2.

Average pressure for 15 Warning

minutes is above 90%.

Average pressure for 15 Error

minutes is above 100%.

Based on event Error
1093 Microsoft-Windows-

FailoverClustering.

State not equals Error
Connected for 5 minutes

or more.

Average host CPU wait
time for 15 minutes is 60
microseconds.

Warning

Average host CPU wait Error
time for 15 minutes is 100

microseconds.
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Resolve

Action

Manual

Automatic

Automatic

Automatic

Manual

Automatic

Automatic

Description

Cluster service failed to update
the cluster configuration data
on the witness resource.

This host is low on available
memory.

Average disk queue length on
the host may report on too
many 1/O requests. This means
that not all requests are
queued. Some requests are
completed and are on their
way back to where the
performance data is being
collected.

This host has exceeded the
threshold for memory
pressure.

The Cluster service cannot
identify host node as a member
of failover cluster.

This alarm monitors Hyper-V
host connection state.

The counter shows the average
time Virtual Machines running
on the host spent waiting for a
virtual processor to be
dispatched onto a logical
processor. More vCPUs on host
means more things the
dispatcher has to schedule thus
wait time raises.



Alarm Name Event/Condition Severity Resolve Description

Action

Host CPU usage  Average Total Run Time Warning Automatic  This host has exceeded the
value for 15 minutes is threshold for CPU usage.
above 75%.
Average Total Run Time Error
value for 15 minutes is
above 85%.
Host failed to Based on event Error Manual Host node failed to form a
form a cluster 1546 Microsoft-Windows- failover cluster.

FailoverClustering.

Host Image *Hyper-V Image Error Automatic = The service required to manage

Management Management* service is virtual storage is not running.

service is not not running for 5 minutes No virtual storage

running or more. management operations can be

performed.

Host Memory Average pages/sec value Warning Automatic  The counter shows the rate at

Pages Usage for 15 minutes is above which pages are read from or
500. written to disk to resolve hard

page faults. This counter is a
primary indicator of the types

Average pages/sec value Error of faults that cause system-

for 15 minutes is above wide delays.

1500.
Host network Average network output Warning Automatic = This host has exceeded the
average output queue length for 15 threshold for the length of the
queue length minutes is above 1. queue in packets. This counter

should be O at all times.

Average network output Error
queue length for 15
minutes is above 2.

Host network Average network Warning Automatic  This host has exceeded the
outbound errors  outbound errors number threshold for the outbound
number for 15 minutes is above 1. packets that couldn't be

transmitted because of errors.

Average network Error
outbound errors number
for 15 minutes is above 2.
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Alarm Name

Host Networking

Management
service is not
running

Host node failed
to form a cluster

Host node failed
to join cluster

Host node was
evicted from
cluster

Host node was
removed from
cluster

Host restart

Missing latest
cluster
configuration
data

Network
communication
failure

Event/Condition

*Hyper-V Networking
Management* service is
not running for 5 minutes
or more.

Based on event
1573 Microsoft-Windows-
FailoverClustering.

Based on event
1572 Microsoft-Windows-
FailoverClustering.

Based on event
1011 Microsoft-Windows-
FailoverClustering.

Based on event
1135 Microsoft-Windows-
FailoverClustering.

Based on event
1074 User32.

Based on event
1561 Microsoft-Windows-
FailoverClustering.

Based on event

1592 Microsoft-Windows-

FailoverClustering.
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Severity

Error

Error

Error

Warning

Error

Information

Error

Warning

Resolve

Action

Automatic

Manual

Manual

Manual

Manual

Automatic

Manual

Manual

Description

The Hyper-V Networking
Management Service is not
configured to start
automatically. Virtual networks
cannot be managed until the
service is started.

Host node failed to form a
cluster.

Host node failed to join the
cluster because it could not
send and receive failure
detection network messages
with other cluster nodes.

Cluster host node has been
evicted from the failover
cluster.

Cluster node was removed
from the active failover cluster
membership. If the Cluster
service fails to starton a
failover cluster node, the node
cannot function as part of the
cluster.

Host operation system has
been restarted or shut down.

The cluster service has
determined that this node does
not have the latest copy of
cluster configuration data.
Therefore, the cluster service
has prevented itself from
starting on this node.

Cluster node lost
communication with another
cluster node. Network
communication was
reestablished.



Alarm Name

Unreachable
cluster network
interface

Virtual Machine
Management
service is not
running

Event/Condition

Severity

Based on event
1126 Microsoft-Windows-
FailoverClustering.

Warning

*Hyper-V Virtual Machine Error
Management* service is
not running.

Virtual Machine

Alarm Name

Background disk
merge failed

Background disk
merge
interruption

Checkpoint
configurationis
not accessible

Current memory
pressure

Failed to assign
dynamic MAC
address

Event/Condition

Severity

Based on event
19100 Microsoft-
Windows-Hyper-V-VMMS.

Warning

Based on event
19090 Microsoft-
Windows-Hyper-V-VMMS.

Warning

Based on event Error
16420 Microsoft-
Windows-Hyper-V-VMMS.

Average memory pressure
for 15 minutes is above
110%.

Warning

Average memory pressure  Error
for 15 minutes is above
125%.

Based on event Error
12572 Microsoft-Windows-
Hyper-V-SynthNic.
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Resolve

Description
Action

Manual Cluster network interface for
cluster node is unreachable by
at least one other cluster node
attached to the network.

Automatic  The service required to manage

virtual machines is not running.
No virtual machine
management operations can be
performed.

Resolve

Description
Action

Manual The parent virtual hard disks
associated with this virtual
machine may be in an

inconsistent state.

Manual The snapshot merge operation

was interrupted.

Manual The configuration of
checkpoint is no longer

accessible.

This VM has exceeded the
threshold for memory
pressure.

Automatic

Manual Dynamic MAC address for VM
network adapterwas not

assigned.



Alarm Name

Failed to create
memory contents
file

Failed tocreate
VM saved state
file

Failed to delete
VM directory

Failed toinitialize
VM memory

Failed to merge
virtual disk

Failed to power
on VM

Failed torestore
VM

Event/Condition

Severity

Based on event Error
3320 Microsoft-Windows-

Hyper-V-Worker.

Based on event Error
3080 Microsoft-Windows-

Hyper-V-Worker.

Based on event
16150 Microsoft-Windows-
Hyper-V-VMMS.

Warning

Based on event Error
3050 Microsoft-Windows-

Hyper-V-Worker.

Based on event
16210 Microsoft-
Windows-Hyper-V-VMMS.

Warning

Based on event Error
12010 Microsoft-
Windows-Hyper-V-

Worker.

Based on event
12030 Microsoft-
Windows-Hyper-V-
Worker.

Based on event
12040 Microsoft-
Windows-Hyper-V-
Worker.

Based on event
12050 Microsoft-
Windows-Hyper-V-
Worker.

Based on event Error
12080 Microsoft-
Windows-Hyper-V-

Worker.
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Resolve

Action

Manual

Manual

Manual

Manual

Manual

Manual

Manual

Description

Failed to create memory
contents file.

Failed to create or access VM
saved state file.

Cannot delete VM directory.

Failed to initialize VM memory.

Cannot merge disk file on
deletion. As a result, this disk
may be in aninconsistent state.

Failed to power on VM.

Failed to restore a VM.



Alarm Name

Failed tosave VM

Guest disk space

Incompatible
version of
integration
services

Insufficient disk
space

Invalid static MAC
address

Latest checkpoint
age

Latest checkpoint
size

Event/Condition

Severity

Based on event Error
12054 Microsoft-
Windows-Hyper-V-

Worker.

Guest disk free space is
below 10%.

Warning

Guest disk free space is Error

below 5%.

Based on event
4010 Microsoft-Windows-
Hyper-V-Integration.

Warning

Based on event
16050 Microsoft-
Windows-Hyper-V-VMMS.

Warning

Based on event Error
12560 Microsoft-
Windows-Hyper-V-

SynthNic.

Based on event
12560 Microsoft-
Windows-Hyper-V-
Worker.

Based on event
12560 Microsoft-
Windows-Hyper-V-VMMS.

VM checkpoint age is 48
hours or more.

Warning

Hyper-V VM checkpoint
size is above 10% of the
VM size.

Warning
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Resolve

Description
Action

Manual Failed to save state for a VM.

Guest OS volume is low on
available guest disk space.

Automatic

The version of a component of
integration services is
incompatible with another
version.

Manual

Hyper-V disk space is low on
available free space.

Manual

By default, new virtual
machines in Hyper-V are
created with NICs that are
assigned dynamic MAC
addresses.

Manual

Automatic  The ageof the latest
checkpoint for this VM has
exceeded the configured

threshold.

The size of the latest
checkpoint file for this VM has

Automatic



Alarm Name

Machine
remoting system
failure

No disk space to
run this VM

Not enough
memory tostart a
VM

Possible
ransomware
activity

StaticMAC
address conflict

Event/Condition

Hyper-V VM checkpoint
size is above 20% of the
VM size.

Based on event
12480 Microsoft-
Windows-Hyper-V-
Worker.

Based on event
16060 Microsoft-

Windows-Hyper-V-VMMS.

Based on event
3122 Microsoft-Windows-
Hyper-V-Worker.

Based on event

3030 Microsoft-Windows-

Hyper-V-Worker.

Total Run Time is above
70%

and

Virtual Storage Write is
above 40 MBY/s

or

Virtual Network Bytes

Sent/sec is above 40 MB/s

for 5 minutes.

Total Run Time is above
80%

and

Virtual Storage Write is
above 60 MB/s

or

Virtual Network Bytes

Sent/sec is above 60 MB/s

for 5 minutes.

Based on event
12562 Microsoft-
Windows-Hyper-V-
SynthNic.

522 | Veeam ONE | Monitoring Guide

Resolve

Severity
Action

Error

Warning Manual
Error Manual
Error Manual
Warning Automatic
Error

Warning Manual

Description

exceeded the configured
threshold.

Failure in machine remoting
system has been detected.

VM has been paused because it
has run out of disk space.

Hyper-V was unable to allocate
RAM resources to start this VM.

Veeam ONE detected
suspicious activity on this VM.

By default, new virtual
machines in Hyper-V are
created with NICs that are



Alarm Name

Unexpected VM
error

VM configuration
is not accessible

VM configuration
module error

VM CPU usage

VM disk errors

VM guest OS
reboot

VM initialization
error

Event/Condition

Severity

Based on event
12562 Microsoft-
Windows-Hyper-V-
Worker.

Based on event Error
16020 Microsoft-

Windows-Hyper-V-VMMS.

Based on event Error
16410 Microsoft-

Windows-Hyper-V-VMMS.

Based on event
16400 Microsoft-
Windows-Hyper-V-VMMS.

Based on event Error
4096 Microsoft-Windows-

Hyper-V-Config.

Average guest run time for
15 minutes is above 75%.

Warning

Average guest run time for  Error

15 minutes is above 85%.

Average number of
errors/min for 15 minutes
is above 4.

Warning

Average number of Error
errors/min for 15 minutes

is above 8.

Based on event
18514 Microsoft-Windows-
Hyper-V-Worker.

Based on event Error
3040 Microsoft-Windows-

Hyper-V-Worker.
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Information

Resolve

Action

Manual

Manual

Manual

Automatic

Automatic

Warning

Manual

Description

assigned dynamic MAC
addresses.

This VM has encountered an
unexpected error.

The configuration of virtual
machine is no longer
accessible.

The VM configuration is no
longer accessible.

This VM has exceeded the
threshold for CPU usage.

This VM has logged one or
more errors that have occurred
on its virtual device.

Virtual Machine was rebooted.
This warning is applied only to
Windows Server 2012 and
Windows Server 2012 R2.

VM initialization has failed.



Alarm Name

VM power status

VM invalid switch

portreference

VM restart

VM shutdown by
guest

VM shutdown by
host

VM vCPU time
per dispatch

VM with no
backups

VM with no
replica

Event/Condition

Severity

State not equals Running Error

for 5 minutes or more.

Based on event Error
12570 Microsoft-
Windows-Hyper-V-

SynthNic.

Based on event Information
18512 Microsoft-Windows-

Hyper-V-Worker.

Based on event Information
18508 Microsoft-
Windows-Hyper-V-

Worker.

Based on event Information
18504 Microsoft-
Windows-Hyper-V-

Worker.

Average CPU wait time for
15 minutes is above 60
microseconds.

Warning

Average CPU wait time for ~ Error
15 minutes is above 100

microseconds.

No backup restore points
for the past 24 hours.

Warning

No replica restore points
for the past 24 hours.

Warning
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Resolve

Action

Automatic

Manual

Automatic

Automatic

Automatic

Automatic

Automatic

Automatic

Description

VM power state has been
changed.

The virtual machine cannot be
started.

Virtual Machine was rebooted.
This warning is applied only to
Windows Server 2012 and
Windows Server 2012 R2.

Virtual Machine was shut
down. This warning is applied
only to Windows Server 2012
and newer Windows server
versions.

Virtual Machine was shut
down. This warning is applied
only to Windows Server 2012
and newer Windows server
Versions.

The counter shows the average
time spent waiting for a virtual
processor to be dispatched
onto a logical processor.

This VM has not been backed
up within the defined RPO
(Recovery Point Objective)
interval.

This VM has not been
replicated within the defined
RPO (Recovery Point Objective)
interval.



Alarm Name Event/Condition Severity Resolve Description

Action

VSS checkpoint Based on event Error Manual Failed to create the backup of
failure 10102 Microsoft- virtual machine.
Windows-Hyper-V-VMMS.

Based on event Error
15252 Microsoft-Windows-
Hyper-V-VMMS.

Cluster

Alarm Name Event/Condition Severity | Resolve Description

Action

Cluster Based on event Error Manual An attempt to
configurationdatais 1575 Microsoft-Windows- forcibly start the
missing or corrupt FailoverClustering. cluster service

has failed because
the cluster
configuration

data on host node
is either missing

or corrupt.
Cluster Based on event Error Manual The failover
configuration 1593 Microsoft-Windows- cluster database
database cannotbe  FailoverClustering. could not be
unloaded unloaded and any

potentially

incorrect changes
in memory could
not be discarded.
The cluster
service will
attempt to repair
the database by
retrieving it from
another cluster
node.
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Alarm Name Event/Condition Severity | Resolve

Cluster database Based on event Error Manual
could notbe loaded 1057 Microsoft-Windows-
FailoverClustering.

Cluster memory Based on event Resolve  Automatic
overcommitment VeeamHvClusterReserveStateOkEvent.
Based on event Error

VeeamHvClusterReserveStateErrorEvent.

Cluster network s Based on event Warning Manual
down 1130 Microsoft-Windows-
FailoverClustering.

Cluster resource Based on event Error Manual
cannot be brought 1207 Microsoft-Windows-

online FailoverClustering.

Cluster resource Based on event Error Manual
failure 1069 Microsoft-Windows-

FailoverClustering.
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Description

The cluster
database could
not be loaded.
Ensure that a
good copy of the
cluster
configuration is
availableto the
node.

When placing a
virtual machine in
a failover cluster,
the placement
process calculates
whether the new
virtual machine
will over-commit
the cluster. If the
action will over-
commit the
cluster, the alarm
will trigger.

Cluster network is
down.

Cluster network
name resource
cannot be
brought online.
The computer
object associated
with the resource
could not be
updated in
domain.

Cluster resource
in clustered
service or
application has
failed.



Alarm Name Event/Condition

Cluster service Based on event
cannot be started 1090 Microsoft-Windows-
FailoverClustering.

Cluster service Based on event
failed to start 105 Microsoft-Windows-
FailoverClustering.

Cluster service Based on event
failed to writedata 1080 Microsoft-Windows-
to a file FailoverClustering.

Cluster service fatal Based on event
error 1000 Microsoft-Windows-
FailoverClustering.

Cluster service Based on event
interruption 1006 Microsoft-Windows-
FailoverClustering.
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Resolve

Action

Manual

Manual

Manual

Manual

Manual

Description

Cluster service
cannot be
started. An
attempt to read
configuration
data from the
Windows registry
failed.

Cluster service
failed to start
because it was
unable to register
interfaces with
the RPC service.

Cluster service
could not write to
a file. In a failover
cluster, most
clustered services
or applications
use at least one
disk, also called a
disk resource,
that you assign
when you
configure the
clustered service
or application.
Clients can use
the clustered
service or
application only
when the disk is
functioning
correctly.

Cluster service
suffered an
unexpected fatal
error.

Cluster service
was halted due to
incomplete
connectivity with
other cluster
nodes.



Alarm Name Event/Condition Severity | Resolve

Action

Cluster service shut  Based on event Error Manual
down 1177 Microsoft-Windows-
FailoverClustering.

Cluster Shared Based on event Warning  Automatic
Volumeis not 5120 Microsoft-Windows-
available FailoverClustering.

Based on event Resolve

5122 Microsoft-Windows-
FailoverClustering.

Cluster Shared Based on event Warning Automatic

Volume is not 5121 Microsoft-Windows-
directly accessible FailoverClustering.

Based on event Resolve
5122 Microsoft-Windows-
FailoverClustering.

Failed tobring Based on event Error Manual
cluster resource 1049 Microsoft-Windows-

online FailoverClustering.

Failed to copy Based on event Warning Manual
cluster 1581 Microsoft-Windows-

configuration data FailoverClustering.

file
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Description

The Cluster
service is shutting
down because
quorum was lost.

Cluster Shared
Volume is no
longer available
on this node. All
1/0 will
temporarily be
queued until a
path to the
volume is
reestablished.

Cluster Shared
Volume is no
longer directly
accessible from
this cluster node.
I/O access will be
redirected to the
storage device
over the network
through the node
that owns the
volume. This may
result in degraded
performance.

Cluster IP address
resource cannot
be brought

online.

The restore
request for the
cluster
configuration
data failed to
make a copy of
the existing
cluster
configuration
data file (ClusDB).



Alarm Name

Failed to create
cluster resource
name in domain

Failed to migrate
virtual machine

Failed tounload
failover cluster
database

Inconsistency within
the failover cluster

Invalid IP address
detected

Invalid IP address
for cluster resource

Event/Condition

Based on event Error
1193 Microsoft-Windows-
FailoverClustering.

Based on event Error
22506 Microsoft-Windows-Hyper-V-
High-Availability.

Based on event
22505 Microsoft-Windows-Hyper-V-
High-Availability.

Based on event
21100 Microsoft-Windows-Hyper-V-
High-Availability.

Based on event Error
1574 Microsoft-Windows-
FailoverClustering.

Based on event Error
1073 Microsoft-Windows-
FailoverClustering.

Based on event Error
1047 Microsoft-Windows-
FailoverClustering.

Based on event Error
1360 Microsoft-Windows-
FailoverClustering.
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Severity | Resolve

Manual

Manual

Manual

Manual

Manual

Manual

Description

Cluster network
name resource
failed to create its
associated
computer object
in domain.

Live migration for
this VM did not
succeed.

The failover
cluster database
could not be
unloaded.

The Cluster
service was
halted to prevent
an inconsistency
within the
failover cluster.

Cluster IP address
resource cannot
be brought online
because the
addressvalue is
invalid.

Cluster IP address
resource failed to
come online.



Alarm Name

Invalid subnet mask
detected

Unexpected cluster
service problem

Event/Condition

Based on event
1046 Microsoft-Windows-
FailoverClustering.

Based on event
1556 Microsoft-Windows-
FailoverClustering.

Cluster Shared Volume

Alarm Name

Event/Condition

Error

Error

Severity | Resolve
Action

Severity

Resolve

Description
Action

Cluster IP address
resource cannot
be brought online
because the
subnet mask
value is invalid.

Manual

The cluster
service
encountered an
unexpected
problem and will
be shut down.

Manual

Description

Active filter drivers
detected

Cluster Shared
Volume read
latency

Cluster Shared
Volume write
latency

Based on event
5125 Microsoft-Windows-
FailoverClustering.

Based on event
5126 Microsoft-Windows-
FailoverClustering.

Average read latency for 15
minutes is above 40
milliseconds.

Average read latency for 15
minutes is above 80
milliseconds.

Average write latency for 15
minutes is above 40
milliseconds.

Average write latency for 15
minutes is above 80
milliseconds.
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Warning  Manual

Warning  Automatic

Error

Warning  Automatic

Error

Cluster Shared Volume has
identified one or more active
filter drivers on this device stack
that could interfere with CSV
operations. 1/0 access will be
redirected to the storage device
over the network through
another Cluster node. This may
result in degraded performance.

Cluster Shared Volume has
exceeded the configured
threshold of total read latency.

Cluster Shared Volume has
exceeded the configured
threshold of total write latency.



Alarm Name

Cluster Shared
Volume free space

Redirected access
was turnedon

Volume snapshot
preparation error

Event/Condition

Severity

Free space is below 10%. Warning
Free space is below 5%. Error
Based on event Warning
5136 Microsoft-Windows-
FailoverClustering.

Based on event Error

1584 Microsoft-Windows-
FailoverClustering.

Local Storage

Alarm Name

Datastore read
latency

Datastore write
latency

Event/Condition

Severity

Avg Disk sec/Read value for
15 minutes is 40
milliseconds.

Warning

Avg Disk sec/Read value for ~ Error
15 minutes is 80

milliseconds.

Avg Disk sec/Write value for
15 minutes is 40
milliseconds.

Warning

Avg Disk sec/Write value for ~ Error
15 minutes is 80

milliseconds.
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Resolve
Action

Automatic

Manual

Manual

Resolve
Action

Automatic

Automatic

Description

Cluster Shared Volume is low on
available free space.

Cluster Shared Volume
redirected access was turned
on. Access to the storage device
will be redirected over the
network from all cluster nodes
that are accessing this volume.
This may result in degraded
performance.

A backup application initiated a
VSS snapshot on Cluster Shared
Volume without properly
preparing the volume for
snapshot. This snapshot may be
invalid and the backup may not
be usable for restore
operations.

Description

This host local disk has
exceeded the threshold for total
read latency. This performance
monitor counter measures the
amount of time that read
operations take to respond to
the operating system.

This host disk has exceeded the
threshold for total write
latency. This performance
monitor counter measures the
amount of time that write
operations take to respond to
the operating system.



Alarm Name

Local volume free
space

Event/Condition

Free space is below 10%.

Free space is below 5%.

Any Hyper-V Object

Alarm Name

Event/Condition

Severity | Resolve

Warning  Automatic

Error

Severity | Resolve
Action

Description

Local volume is low on available
free space.

Description

Cluster Shared
Volumeis no
longer accessible

Failed toload VM
configuration

Failed toopen VM
attachment

Based on event
5142 Microsoft-Windows-
FailoverClustering.

Based on event
16300 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
12290 Microsoft-Windows-
Hyper-V-Worker.

Based on event
12290 Microsoft-Windows-
Hyper-V-SynthStor.

Based on event
12290 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
12140 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
12140 Microsoft-Windows-
Hyper-V-Worker.

Based on event
12140 Microsoft-Windows-
Hyper-V-SynthStor.
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Error Manual
Error Manual
Error Manual

Cluster Shared Volume is no
longer accessible from this
cluster node because of error.

Cannot load a virtual machine
configuration

Cannot open VM attachment.



Alarm Name

Failed toregister
VM configuration
file

Failed torevert to
VSS snapshot

Failed to unregister
VM configuration
file

Failed toverify VM
configuration file

VM configuration
fileis corrupt

Event/Condition

Based on event
12240 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
12240 Microsoft-Windows-
Hyper-V-Worker.

Based on event
12240 Microsoft-Windows-
Hyper-V-SynthStor.

Based on event
20100 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
10104 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
20102 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
20104 Microsoft-Windows-
Hyper-V-VMMS.

Based on event
16310 Microsoft-Windows-
Hyper-V-VMMS.
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Severity

Warning

Error

Warning

Warning

Error

Resolve

Action

Manual

Manual

Manual

Manual

Manual

Description

The Hyper-V Virtual Machine
Management service failed to
register the configuration for the
virtual machine.

Failed to revert to VSS snapshot
on one or more virtual hard disks
of the virtual machine.

The Hyper-V Virtual Machine
Management service failed to
unregister the configuration for
the virtual machine.

The Hyper-V Virtual Machine
Management service failed to
verify that the configuration is
registered for the virtual
machine.

Cannot load the virtual machine
because the configuration is
corrupt.



Internal Alarms

The following table describes internal Veeam ONE alarms.

Based on event Error
VeeamAuditLogFailureEvent. Veeam ONE failed
to add a new
record to the audit
Based on event Resolve  |og.
VeeamAuditLogFailureResolvedEvent.

Audit log failure

Amount of free space is below 25%. Warning = Size of the audit
log is reaching the
Audit log free space maximum
Amount of free space is below 5%. Error allocated space
Llimit.
Based on event Error

VeeamBpPerfCollectionFailedEvent.

Veeam ONE failed

Backup Based on event Resolve  to collect
performance data VeeamMonitorServicesStartedEvent. performance data
collection failure from the specified

backup server.
Based on event Resolve
VeeamBpPerfCollectionFailedResolvedEvent.

Based on event Error
VeeamNoHostConnectionEvent.

Veeam ONE failed
to collect data

Backup data Based on event Resolve from a Veeam
collection failure VeeamNoHostConnectionResolvedEvent.
Backup &
Replication server.
Based on event Resolve

VeeamMonitorServicesStartedEvent.

Based on event Warning
VeeamDPCacheEvent.

Veeam ONE failed
to write
performance data
to the disk cache
folder.

Based on event Resolve

Disk cache error VeeamDPCacheResolvedEvent.

Based on event Resolve
VeeamMonitorServicesStartedEvent.
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Events data
collection failure

Guest services
collection failure

Guest processes
collection failure

Hardware sensors
collection failure

Performance data
collection failure

Reporting data
scheduling issue

Based on event
VeeamEventCollectionFailedEvent.

Based on event
VeeamEventCollectionFailedResolvedEvent.

Based on event
VeeamMonitorServicesStartedEvent.

Based on event
VeeamCollectionServiceFailedEvent.

Based on event
VeeamCollectionServiceFailedResolvedEvent.

Based on event
VeeamCollectionProcessFailedEvent.

Based on event
VeeamCollectionProcessFailedResolvedEvent.

Based on event
VeeamHardwareSensorsCollectionEvent.

Based on event
VeeamHardwareSensorsCollectionResolvedEvent.

Based on event
VeeamMonitorServicesStartedEvent.

Based on event
VeeamPerfCollectionFailedEvent.

Based on event
VeeamPerfCollectionFailedResolvedEvent.

Based on event
VeeamMonitorServicesStartedEvent.

Status of a report scheduling task equals Warning.

Status of a report scheduling task equals Failed.
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Error

Resolve

Resolve

Error

Resolve

Error

Resolve

Error

Resolve

Resolve

Error

Resolve

Resolve

Warning

Error

Veeam ONE failed
to collect events
data from the
objects specified.

Veeam ONE failed
to collect guest
services state
information.

Veeam ONE failed
to collect guest
processes state
information.

Veeam ONE failed
to collect host
hardware
information.

Veeam ONE failed
to collect
performance data
from the objects
specified.

Veeam ONE failed
to deliver a
scheduled report,



SQL Server Express
database size

Staging data
processing issue

Topology collection
failure

VMware Cloud
Director blocking
tasks update failure

Status of a report folder scheduling task equals
Warning.

Status of a report folder scheduling task equals
Failed.

Status of a dashboard scheduling task equals
Warning.

Status of dashboard scheduling task equals Failed.

Based on event
VeeamSglLowDbFreeSpaceEvent.

Based on event
VeeamSqlLowDbFreeSpaceResolvedEvent.

Based on event
VeeamMonitorServicesStartedEvent.

Age of the oldest file that contains staging data
equals 1day.

Based on event
VeeamlInfCollectionFailedEvent.

Based on event
VeeamlInfCollectionFailedResolvedEvent.

Based on event
VeeamMonitorServicesStartedEvent.

Based on event
VeeamVcdBlockingTaskUpdateFailedEvent.

Based on event

VeeamVcdBlockingTaskUpdateFailedResolvedEvent.
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Warning

Error

Warning

Error

Warning

Resolve

Resolve

Error

Error

Resolve

Resolve

Error

Resolve

report folder or
dashboard.

Veeam ONE
databasesize is
close to maximum
databasesize
supported by SQL
Server Express
Edition.

Age of the oldest
file that contains
staging data of
Veeam ONE
databases has
reached the
configured
threshold.

Veeam ONE failed
to collect
infrastructure
topology.

Veeam ONE failed
to update VMware
Cloud Director

blocking tasks list.



Based on event
VeeamNoVcdHostConnectionEvent.

VMware Cloud
Director connection Based on event
. VeeamNoVcdHostConnectionResolvedEvent.

failure
Based on event
VeeamMonitorServicesStartedEvent.
Based on event

VMware Cloud VeeamVcdStrandedltemUpdateFailedEvent.

Director stranded

items update failure Based on event

VeeamVcdStrandedltemUpdateFailedResolvedEvent.

Based on event
VeeamBackupServerLicenseCompatibility.
Veeam Backup &
Replication license

compatibility Based on event . o
VeeamBackupServerLicenseCompatibilityResolved.

Based on event

Veeam intelligent VeeamlntelligenceDiagnosisFailedEvent.

diagnostics failure

Based on event

Veeam ONE agent VeeamOneAgentServerNoConnectionEvent.

server connection

failure Based on event

VeeamOneAgentServerNoConnectionResolvedEvent.

Based on event

Veeam ONE agent VeeamOneAgentClientNoConnectionEvent.

client connection

failure Based on event

VeeamOneAgentClientNoConnectionResolvedEvent.

Based on event
VeeamEmailNotificationFailed.
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Error

Resolve

Resolve

Error

Resolve

Error

Resolve

Error

Error

Resolve

Error

Resolve

Error

Veeam ONE failed
to collect
performance and
configuration data
from VMware
Cloud Director.

Veeam ONE failed
to update VMware
Cloud Director
stranded items list.

License installed
on the backup
server is not
compatible with
the license
installed on Veeam
ONE server.

Veeam ONE failed
to analyze Veeam
Backup &
Replication server
logs.

Veeam ONE server
failed to connect
to Veeam ONE
agent server.

Veeam ONE server
failed to connect
to Veeam ONE
agent client.



Veeam ONE email Based on event Resolve

notification delivery VeeamEmailNotificationResolved. Veeam ONE server

failure failed to deliver an
Based on event Resolve email notification.

VeeamMonitorServicesStartedEvent.

Based on event Warning
VeeamLicenseExpirationWarningEvent.

Based on event Error
VeeamLicenseExpirationErrorEvent.

Veeam ONE license

Veeam ONE license  Based on event Resolve is going to expire
expiration date VeeamLicenseChangedEvent. oo
Based on event Resolve
VeeamLicenseExpirationResolvedEvent.
Based on event Resolve
VeeamMonitorServicesStartedEvent.
Based on event Warning = License update
VeeamLicenseUpdateErrorEvent. failure can take

place for a number

of reasons such as
Based on event Resolve  connection failure,

VeeamLicenseUpdateResolvedEvent. invalid identifier,

expired contract,
and so on. In case
of a connection
problem and
licensing server
key generation
error, Veeam ONE
will retry to update
the license key.

Veeam ONE license
update failure Based on event Resolve
VeeamMonitorServicesStartedEvent.

Based on event Error
VeeamVMsExceedErrorEvent.

Veeam ONE license

Veeam ONE license  Based on event Warning .-
. limit has been
exceeded VeeamVMsExceedWarningEvent.
exceeded.
Based on event Error

VeeamSocketExceedEvent.
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Object properties
data collection
failure

Veeam ONE
Reporting service
state

Veeam ONE Server
Load

Based on event
VeeamBpExceedErrorEvent.

Based on event
VeeamBpExceedWarningEvent.

Based on event
VeeamLicenseGraceOverEvent.

Based on event
VeeamVMsExceedResolvedEvent.

Based on event
VeeamSocketExceedResolvedEvent.

Based on event
VeeamLicenseChangedEvent.

Based on event
VeeamVbmExceedWarningEvent.

Based on event
VeeamVbmExceedResolvedEvent.

Job state equals Failed.

Job state equals Warning.

Veeam ONE Reporting service is not running.

Veeam ONE Server CPU Usage is above 90%
or

Veeam ONE Server Memory Usageis above 95%.

Veeam ONE Server CPU Usage is above 75%
or

Veeam ONE Server Memory Usageis above 85%.
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Error

Warning

Error

Resolve

Resolve

Resolve

Warning

Resolve

Error

Warning

Error

Error

Warning

Veeam ONE Object
properties data
collection job did
not finish
successfully.

Veeam ONE
Reporting service
has failed.

Veeam ONE Server
load is too high.



Based on event Warning
VeeamLicenseSupportExpirationWarningEvent.

Based on event Error
VeeamLicenseSupportExpirationErrorEvent.

Veeam ONE
Veeam ONE support Based on event Resolve  support period is
expiration date VeeamLicenseChangedEvent. going to expire
soon.

Based on event Resolve
VeeamLicenseSupportExpirationResolvedEvent.

Based on event Resolve
VeeamMonitorServicesStartedEvent.

Based on event Error
VeeamNoHostConnectionEvent.

Connection to
virtual server has
failed.

Virtual Server Based on event Resolve
connection failure VeeamNoHostConnectionResolvedEvent.

Based on event Resolve
VeeamMonitorServicesStartedEvent.
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Alarm Rules Reference

This section describes rules that can be used to create alarms for virtual and backup infrastructures.
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Alarm Rules for VMware vSphere

Veeam ONE offers the following types of alarm rules for VMware vSphere infrastructure objects.

vCenter Server

Rule Type

An alarm is triggered if some vCenter-related event is

Event-basedrule
generated.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the vCenter Server state reports to
Power or connection state changes be equal or not equal to a specific state value (for
example, if vCenter Server is not responding).

Cluster

Rule Type

An alarm is triggered if some cluster-related event is
generated.

Event-basedrule

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the specified counter is above or
Resource usage below the specified threshold value (for example, if the
memory usage exceeds 80%).

Host

Rule Type

An alarm is triggered if some host-related event is

Event-basedrule
generated.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.
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Rule Type

An alarm is triggered if the sensor state reports to be equal
Hardware sensor state changes or not equal to a specific state value (Normal, Warning,
Alert, Unknown).

An alarm is triggered if the number of running, powered
off or suspended VMs on the ESXi host is above or below
the specified threshold value. This type of alarm can be
configured if it is necessary to limit the number of VMs
running on the ESXi host at the same time to avoid the
host overload.

Number of VMs is out of allowed range

An alarm is triggered if the host state reports to be equal
Power or connection state changes or not equal to a specific state value (for example, if the
ESXi host is not responding).

An alarm is triggered if the specified counter is above or
Resource usage below the specified threshold value (for example, if the
CPU usage exceeds 75%).

Resource Pool

Rule Type

An alarm is triggered if some event is generated on a

Event-basedrule
resource pool.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the specified counter is above or
Resource usage below the specified value (for example, if the CPU usage
exceeds 80%).

Virtual Machine

Rule Type

An alarm is triggered if some VM-related event is
generated (for example, if the MAC address of the VM
conflicts with the MAC address of another VM existing in
the virtual infrastructure).

Event-basedrule
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Rule Type

Existing alarm

Guest disk space

Heartbeatis missing

Number of running services

Orphaned Veeam Backup & Replication
snapshot

Power or connection state changes

Process performance

Processstate

Resource usage

Service state
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An alarm is triggered if the state of another selected alarm
is changed.

An alarm is triggered if available disk space on guest
volumes is above or below the specified threshold value.
You can choose to specify the amount of due free space as
an absolute value or a relative value. For example, an
alarmis triggered if free disk space falls below 1 GB or 10%
of total space.

An alarm is triggered if a monitored virtual machine is not
available or overloaded for a specific period of time (for
example, if heartbeat is missing for 5 minutes).

[For Windows-based machines] An alarmis triggered if the
number of services running on a VM is greater than the
specified threshold.

An alarm is triggered if a VM has a snapshot that Veeam
Backup & Replication created (to back up, replicate or
perform another data protection operation for the VM) but
was unable to remove when the operation was over.

An alarm is triggered if the state of the VM reports to be
equal or not equal to the specified state value (for
example, if the VM is suspended).

[For Windows-based machines] An alarmis triggered if the
specified counter for a VM process is above or below the
specified value (for example, if the CPU usage by a process
exceeds 15%).

[For Windows-based machines] An alarm is triggered if VM
process state is equal or not equal to a specific state value
(7Terminated, Running).

An alarm is triggered if the specified counter is above or
below the specified value (for example, if the CPU ready
level exceeds 5%).

[For Windows-based machines] An alarm is triggered if
service state is equal or not equal to a specific state value
(Running, Paused, Stopped).



Rule Type

An alarm is triggered if the current snapshot is older than a
specified number of hours. This rule helps monitor
forgotten snapshots that are consuming valuable storage
space and degrading performance of virtual machines.

Snapshot age for VM

An alarm is triggered if the size of the VM snapshot is
above or below the specified threshold value. You can
choose to specify the size of the snapshot as an absolute
value or a relative value. For example, an alarmis triggered
if the snapshot size exceeds 5 GB or 10% of total available

Snapshot size for VM

disk space.
VM snapshots number has exceeded the An alarm is triggered if the number of snapshots created
configured threshold for the VM is greater than the specified threshold.

An alarm is triggered if the state of the VMware Tools
VMware VM tools state changes reports to be equal or not equal to the specified state
value (for example, if the VMware Tools is out of date).

An alarm is triggered if the age of the latest backup or
replica restore point for the VM has exceeded the
threshold (that is, if there are no restore points for the
specified RPO period).

VMs with no restore points

Datastore

Rule Type

An alarm is triggered if free space on the datastore is
above or below the specified threshold value. You can
choose to specify the free space threshold as an absolute
value or a relative value. For example, an alarm is triggered
if the datastore space falls below 10 GB or 15% of total
space.

Datastore is running out of free space

An alarm is triggered if a performance counter of a

Datastore performance . e
P datastore is above or below the specified threshold value.

An alarm is triggered if the provisioned disk spaceis above
or below the specified threshold value. You can select to
specify the threshold as an absolute value or a relative
value. For example, an alarms is triggered if the
provisioned disk space exceeds 500 GB or 400%
compared to the datastore capacity.

Datastore provisioned space
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Rule Type

An alarm is triggered if some datastore-related event is

Event-basedrule
generated.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the state of the datastore reports
Power or connection state changes to be equal or not equal to the specified state value (for
example, if the datastore is not accessible).

An alarm is triggered if the specified counter is above or
Resource usage below the specified threshold value (for example, if the
datastore I\O threshold is violated).

Any Object

Rule Type

An alarm is triggered if some event is generated on any

Event-basedrule object in the infrastructure.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

vCloud Director vApp

Rule Type

An alarm is triggered if some vApp-related event in

Event-basedrule
generated.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the specified counter is above or
Resource usage below the specified value (for example, if the storage
usage exceeds 80%).

System health status change An alarm is triggered if the object health state changes.
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Rule Type

An alarm is triggered in N days after the vApp runtime

vApp runtime lease timeout lease has expired.

An alarm is triggered in N days after the vApp storage

vApp storage lease timeout lease has expired.

An alarm is triggered if the vApp state reports to be equal
vCloud Director object task status or not equal to a specific state value (for example, if
warnings are registered for the vApp).

vCloud Director Organization

Rule Type

An alarm is triggered if some event is generated on the
organization.

Event-basedrule

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the number of pending blocking

Organization VDC blocking task number tasks has exceeded the specified threshold.

An alarm is triggered in N minutes after the blocking tasks

Organization VDC blocking task timeout .
has expired.

System health state change An alarm is triggered if the object health state changes.

An alarm is triggered if the organization state reports to be
vCloud Director object task status equal or not equal to a specific state value (for example, if
warnings are registered for the organization).

vCloud Director Org VDC

Rule Type

An alarm is triggered if some event is generated on the

Event-basedrule organization VDC.
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Rule Type

Existing alarm

Network pool is running out of available IP
addresses

Resource usage

System health status change

vCloud Director object task status

An alarm is triggered if the state of another selected alarm
is changed.

An alarm is triggered if the number of remaining IP
addressesis above or below the specified threshold value.
You can select to specify the threshold as an absolute
value or a relative value. For example, if the number of
remaining IP addressesis lower than 5 or 10% of the total
number for the organization VDC network.

An alarm is triggered if the specified counter is above or
below the specified value (for example, if the CPU ready
level exceeds 5%).

An alarm is triggered if the object health state changes.

An alarm is triggered if the organization VDC state reports
to be equal or not equal to a specific state value (for
example, if warnings are registered for the organization
VDQC).

vCloud Director Provider VDC

Rule Type

An alarm is triggered if some event is generated on the
provider VDC.

Event-basedrule

Existing alarm

Resource usage

System health status change

vCloud Director object task status

548 | Veeam ONE | Monitoring Guide

An alarm is triggered if the state of another selected alarm
is changed.

An alarm is triggered if the specified counter is above or
below the specified value (for example, if the storage
usage exceeds 80%).

An alarm is triggered if the object health state changes.

An alarm is triggered if the provider VDC state reports to
be equal or not equal to a specific state value (for
example, if warnings are registered for the provider VDC).



Alarm Rules for Microsoft Hyper-V

Veeam ONE offers the following types of alarm rules for Microsoft Hyper-V infrastructure objects.

Host

Rule Type

An alarm is triggered if some host-related event is

Event-basedrule
generated.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the host state reports to be equal
Power or connection state changes or not equal to a specific state value (for example, if the
Hyper-V host is not responding).

An alarm is triggered if host service state is equal or not
Service state equal to a specified state value (Running, Paused,
Stopped).

An alarm is triggered if the specified counter is above or
Resource usage below the specified threshold value (for example, if the
Total Run Time exceeds 75%).

An alarm is triggered if service state is equal or not equal

Service state to a specific state value (Running, Paused, Stopped).

Virtual Machine

Rule Type

An alarm is triggered if the current checkpoint is older than
Checkpoint age for Hyper-V VM has exceeded a specified number of hours. This rule helps monitor
the configured threshold forgotten checkpoints that are consuming valuable storage
space and degrading performance of virtual machines.
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Rule Type

Checkpoint size for Hyper-V VM is out of
allowedrange

Event-basedrule

Existing alarm

Guest volumes are running out of free disk
space

Number of running services

Process performance

Processstate

Resource usage

Service state
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An alarmis triggered if the size of the VM checkpoint is
above or below the specified threshold value. You can
choose to specify the size of the checkpoint as an absolute
value or a relative value (for example, if the checkpoint
size exceeds 10% of total available disk space). For
example, if the checkpoint size exceeds 5 GB or 10% of
total disk space.

An alarm is triggered if some VM-related event is
generated (for example, if the MAC address of the VM
conflicts with the MAC address of another VM existing in
the virtual infrastructure).

An alarm is triggered if the state of another selected alarm
is changed.

An alarm is triggered if available disk space on guest
volumes is below the specified threshold value. You can
choose to specify the amount of due free space as an
absolute value or a relative value. For example, alarm
triggers if free disk space falls below 1 GB or 10% of total
space.

[For Windows-based machines] An alarm is triggered if the
number of services running on a VM is greater than the
specified threshold.

[For Windows-based machines] An alarm is triggered if the
specified counter for a VM process is above or below the
specified value (for example, if the CPU usage by a process
exceeds 15%).

[For Windows-based machines] An alarmis triggered if VM
process state is equal or not equal to a specific state value
(Terminated, Running).

An alarm is triggered if the specified counter is above or
below the specified threshold value (for example, if the
Guest Run Time level exceeds 5%).

[For Windows-based machines] An alarm is triggered if
service state is equal or not equal to a specific state value
(Running, Paused, Stopped).



Rule Type

An alarm is triggered if the age of the latest backup or
replica restore point for the VM has exceeded the
threshold (that is, if there are no restore points for the
specified RPO period).

VMs with no restore points

An alarm is triggered if the VM state reports to be equal or
Power or connection state changes not equal to a specific state value (for example, if the VM
is not responding).

Cluster

Rule Type

An alarm will be triggered if some cluster-related event is

Event-basedrule
generated.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

Cluster Shared Volumes (CSV)

Rule Type

An alarm is triggered if free space on the CSV is above or
below the specified threshold value. You can choose to

CSVisrunning out of free space specify the free space threshold as an absolute value or a
relative value. For example, analarm is triggered if the
CSV space is below 10 GB or 15% of total space.

An alarm is triggered if some event occurs on Cluster

Event-based rule Shared Volumes level.

An alarmis triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the specified counter is above or
Resource usage below the specified threshold value (for example, if read
latency exceeds 40 milliseconds).
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Local Storage

Rule Type

An alarm is triggered if some storage-related event is

Event-basedrule
generated.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if free space on the datastore is
above or below the specified threshold value. You can
choose to specify the free space threshold as an absolute
value or a relative value. For example, an alarmis triggered
if the datastore space is below 10 GB or 15% of total
space.

Hyper-V Datastore is running out of free space

An alarm will be triggered if the specified counter is above
Resource usage or below the specified threshold value (for example, the
averagetime of disk read exceeds 40 milliseconds).

Any Object

Rule Type

An alarm is triggered if some event is generated on any

Event-basedrule .
object.

An alarm is triggered if the status of another alarm

Exlsting alarm specified in the settings is changed.

An alarm is triggered if the state of the specified process
Processstate reports to be equal or not equal to a specific state value
(7Terminated, Running).

An alarm is triggered if the state of the specified service
reports to be equal or not equal to a specific state value
for a specified time (for example, if a service is paused for
10 minutes).

Service state
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Alarm Rules for Veeam Backup & Replication

Veeam ONE offers the following types of alarm rules for Veeam Backup & Replication infrastructure objects.

Enterprise Manager

Rule Type

An alarm is triggered if some Veeam Backup & Replication
Event-basedrule event is generated for the Veeam Backup Enterprise
Manager.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the state of Veeam Backup
Enterprise Manager is equal or not equal to the specified
value (for example, if connection to the Enterprise
Manager is lost).

Power or connection state changes

Backup Server

Rule Type

An alarm is triggered if CDP policy SLA is below the
specified threshold.

CDP VM SLA %

An alarm is triggered if no VM restore points were created

Backup Copy RPO during the specified period.

An alarm is triggered if size of one or more increments has

Incremental backup size exceeded the specified threshold.

An alarm is triggered if the time during which a job was

Disabled job disabled has exceeded the specified threshold.

An alarm is triggered if the job or policy status is equal or

Job/Policy status not equal to the specified value.

An alarm is triggered if the Veeam ONE server fails to

Plug-in backup data collection failure collect plug-in backup data.
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Rule Type

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the backup server.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if duration of a job exceeds the

Job duration exceeded the allowed time period threshald specified in minutes.

An alarm is triggered if the state of Veeam Backup &
Replication server is equal or not equal to the specified
value (for example, if connection to the backup server is
lost).

Power or connection state changes

An alarm is triggered if duration of a job session is above
Unusual job duration specified percentage based on the set of latest job
sessions.

Repository

Rule Type

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the repository.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if immutability is disabled for

Immutability state - .
repositories or repository extents.

An alarm is triggered if Veeam Backup & Replication
Out-of-date state software components installed on the repository server are
out of date.

An alarm is triggered if the state of the backup repository
Power or connection state changes is equal or not equal to the specified value (for example, if
connection to the repository is lost).

554 | Veeam ONE | Monitoring Guide



Rule Type

An alarm is triggered if free space on the repository is
above or below the specified threshold value. You can
Repository server is running out of free space select to specify the free space threshold as an absolute
value or a relative value. For example, an alarmis triggered
if the storage space is below 10 GB or 15% of total space.

Proxy

Rule Type

An alarm is triggered if the CDP cache usage is above the

CDP Proxy Cache Usage specified threshold.

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the proxy server.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if Veeam Backup & Replication
Out-of-date state software components installed on the proxy server are out
of date.

An alarm is triggered if the state of proxy server is equal or
Power or connection state changes not equal to the specified value (for example, if connection
to the proxy server is lost).

WAN Accelerator

Rule Type

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the WAN accelerator.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if Veeam Backup & Replication
Out-of-date state software components installed on the WAN accelerator
server are out of date.
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Rule Type

An alarm is triggered if the state of the WAN accelerator is
Power or connection state changes equal or not equal to the specified value (for example, if
connection to the WAN accelerator is lost).

Tape Server

Rule Type

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the tape server.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if Veeam Backup & Replication
Out-of-date state software components installed on the tape server are out
of date.

An alarm is triggered if the state of the backup repository
Power or connection state changes is equal or not equal to the specified value (for example, if
connection to the server is lost).

Cloud Repository

Rule Type

An alarm is triggered if cloud repository lease time will

Cloud repository lease expiration expire in the specified number of days.

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the cloud repository.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the number of VMs stored in the

Number of VMs stored in repository backup repository has exceeded the specified threshold.
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Rule Type

An alarm is triggered if free space on the repository is
above or below the specified threshold value. You can
select to specify the free space threshold as an absolute
value (for example, if the storage space should not fall
below 10 GB) or a relative value (for example, if the free
space should not fall below 15% of total space).

Repository server is running out of free space

Cloud Gateway

Rule Type

An alarm is triggered if some Veeam Backup & Replication
event is generated for the cloud gateway.

Event-basedrule

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if Veeam Backup & Replication
Out-of-date state software components installed on the cloud gateway
server are out of date.

An alarm is triggered if the state of the backup repository
Power or connection state changes is equal or not equal to the specified value (for example, if
connection to the cloud gateway is lost).

Enterprise Application

Rule Type

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the application.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if no application database backups

Application backup RPO were created during the specified period.
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Alarm Rules for Veeam Backup for Microsoft 365

Veeam ONE offers the following types of alarm rules for Veeam Backup for Microsoft 365 infrastructure objects.

Veeam Backup for Microsoft 365 Server

Rule Type

. An alarm is triggered if the time during which a job was
Jobdissbled disabled has exceeded the specified threshold.

An alarm is triggered if the job status is equal or not equal

Job status to the specified value.

An alarm is triggered if some Veeam Backup for Microsoft

Event-basedrule 365 event is generated for the backup server.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if no backups were created for a
Organization without backups Microsoft 365 organization during the specified RPO
interval.

An alarm is triggered if the state of Veeam Backup for
Power or connection state changes Microsoft 365 server is equal or not equal to the specified
value (for example, if connection to the server is lost).

An alarm is triggered if duration of a job session is above
Unusual job duration specified percentage based on the set of latest job
sessions.

An alarm is triggered if the Veeam Backup for Microsoft
Veeam Backup for Microsoft 365 Service state 365 Service state is equal or not equal to the specified
value.

Backup Proxy

Rule Type

An alarm is triggered if some Veeam Backup for Microsoft

Event-basedrule 365 event is generated for the proxy server.
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Rule Type

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the state of proxy server is equal or
Power or connection state changes not equal to the specified value (for example, if connection
to the proxy server is lost).

Backup Repository

Rule Type

An alarm is triggered if some Veeam Backup & Replication

Event-basedrule event is generated for the repository.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if free space on the repository is
above or below the specified threshold value. You can
Backup repository is running out of free space  select to specify the free space threshold as an absolute
value or a relative value. For example, an alarmis triggered
if the storage space is below 10 GB or 15% of total space.
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Rules for Internal Alarms

Veeam ONE offers the following types of rules for internal alarms:

Rule Type

An alarm is triggered if free disk space allocated to an
Audit log free space audit log is below or beyond a specific value (for example,
if free space is below 15%).

An alarm is triggered if some Veeam Backup & Replication
Event-basedrule event is generated for the Veeam Backup Enterprise
Manager.

An alarm is triggered if the state of another selected alarm

Existing alarm is changed.

An alarm is triggered if the specified counter is above or
Resource usage below the specified threshold value (for example, if CPU
usage exceeds 90%).

An alarm is triggered if the age of the oldest staging data

Staging data processing state file reaches the specified value.

An alarm is triggered if Veeam ONE Web Client task state is
Veeam ONE Web Client task state equal or not equal to a specific state value (Failed,
Warning, Success).
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Remediation Actions

This section lists alarms with predefined remediation actions.

Job disabled Veeam Backup Enable backup Default Veeam ONE runs the script that
& Replication job action for enables the disabled job.
warning
severity
Suspicious Veeam Backup  Add job to Extra Veeam ONE runs the script that starts
incremental & Replication SureBackup job action a SureBackup job to check the restore
backup size and start point containing the suspicious
verification increment.
Latest VMware Delete snapshot  Default Veeam ONE runs the script that
snapshotage  vSphere action for deletes the latest snapshot.
warning
severity
Delete all Extra Veeam ONE runs the script that
snapshots action deletes all snapshots in the current

snapshot branch.

Latest VMware Delete snapshot  Default Veeam ONE runs the script that
snapshotsize  vSphere action for deletes the latest snapshot.
error
severity
Delete all Extra Veeam ONE runs the script that
snapshots action deletes all snapshots in the current

snapshot branch.

Too many VMware Delete snapshot  Default Veeam ONE runs the script that
snapshots on vSphere action for deletes the latest snapshot.
the VM error
severity
Delete all Extra Veeam ONE runs the script that
snapshots action deletes all snapshots in the current

snapshot branch.

Orphaned VM VMware Delete orphaned Default Veeam ONE runs the script that
backup vSphere snapshot action for deletes the snapshot left by backup or
snapshot error replication job.

severity
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VM power VMware Power on VM Default Veeam ONE runs the script that
status vSphere action for powers on the VM.
error
severity
VM with no VMware Add VM to Default Veeam ONE runs the script that adds
backups vSphere backup job action for the VM to an existing backup job.
warning ) ] ]
severity For this action you must specify a

backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location

check box.
Add VM to Extra Veeam ONE runs the script that adds
backup job and action the VM to an existing backup job and
run starts that job.

For this action you must specify a
backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location

check box.
Run parent Extra Veeam ONE runs the script that starts
backup job action an existing backup job into which the

VM is included. The latest session of
the job must have the Success status.

Start Quick Extra Veeam ONE runs the script that starts
backup action a quick backup job for the VM.

For this action you must specify
backup server.

For details on quick backup, see Quick
Backup.
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Start VeeamZIP Extra Veeam ONE runs the script that
action creates an independent full backup
file.

For this action you must specify a
backup server and a backup
repository.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

For details on VeeamZIP, see
VeeamZIP.

VM with no VMware Add VM to Default Veeam ONE runs the script that adds
replica vSphere replication job action for the VM to an existing replication job.

warning ) ) )
severity For this action you must specify a

backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

Add VM to Extra Veeam ONE runs the script that adds
replication job action the VM to an existing replication job
and run and starts that job.

For this action you must specify a
backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

Run parent Extra Veeam ONE runs the script that starts

replication job action an existing replication job into which
the VM is included. The latest session
of the job must have the Success
status.

563 | Veeam ONE | Monitoring Guide


https://helpcenter.veeam.com/docs/backup/vsphere/veeamzip.html

Start Quick Extra Veeam ONE runs the script that starts
backup action a quick backup job for the VM.

For this action you must specify
backup server.

For details on quick backup, see Quick

Backup.
Start VeeamZIP Extra Veeam ONE runs the script that
action creates an independent full backup
file.

For this action you must specify a
backup server and a backup
repository.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

For details on VeeamZIP, see

VeeamZIP.
Latest Microsoft Delete Default Veeam ONE runs the script that
checkpointage Hyper-V checkpoint action for deletes the latest checkpoint.
warning
severity
Delete Extra Veeam ONE runs the script that
checkpoint action deletes all checkpoints in the current
subtree subtree.
Latest Microsoft Delete Default Veeam ONE runs the script that
checkpoint Hyper-V checkpoint action for deletes the latest checkpoint.
size error
severity
Delete Extra Veeam ONE runs the script that
checkpoint action deletes all checkpoints in the current
subtree subtree.
VM power Microsoft Power on VM Default Veeam ONE runs the script that
status Hyper-V action for powers on the VM.
error
severity
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VM with no Microsoft Add VM to Default Veeam ONE runs the script that adds

backup Hyper-V backup job action for the VM to an existing backup job.
warning ) ) )
severity For this action you must specify a

backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location

check box.
Add VM to Extra Veeam ONE runs the script that adds
backup job and action the VM to an existing backup job and
run starts that job.

For this action you must specify a
backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location

check box.
Run parent Extra Veeam ONE runs the script that starts
backup job action an existing backup job into which the

VM is included. The latest session of
the job must have the Success status.

Start Quick Extra Veeam ONE runs the script that starts
backup action a quick backup job for the VM.

For this action you must specify
backup server.

For details on quick backup, see Quick
Backup.
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Run VeeamZIP Extra Veeam ONE runs the script that
action creates an independent full backup
file.

For this action you must specify a
backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

For details on VeeamZIP, see
VeeamZIP.

VM with no Microsoft Add VM to Default Veeam ONE runs the script that adds
replica Hyper-V replication job action for the VM to an existing replication job.

warning ) ) )
severity For this action you must specify a

backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

Add VM to Extra Veeam ONE runs the script that adds
replication job action the VM to a existing replication job
and run and starts that job.

For this action you must specify a
backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

Run parent Extra Veeam ONE runs the script that starts

replication job action an existing replication job into which
the VM is included. The latest session
of the job must have the Success
status.
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Start Quick Extra Veeam ONE runs the script that starts
backup action a quick backup job for the VM.

For this action you must specify
backup server.

For details on quick backup, see Quick

Backup.
Run VeeamZIP Extra Veeam ONE runs the script that
action creates an independent full backup
file.

For this action you must specify a
backup server and a job to which the
VM must be added.

You can suppress this action if the VM
and a target repository do not share
location. To do that, select the
Suppress if original VM location does
not match target repository location
check box.

For details on VeeamZIP, see
VeeamZIP.
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Appendix A. Veeam ONE Settings Utility

The Veeam ONE Settings utility allows you to change configuration of the Veeam ONE software components.

NOTE:

The Veeam ONE Settings utility must be used only under the guidance of Veeam Support. Itis strongly
recommended that you obtain detailed instructions from the Veeam Support team before changing any
configuration settings in your Veeam ONE deployment.

To run the Veeam ONE Settings utility:

1. Log in to Veeam ONE Client under account with Local Administrator permissions on the machine where
Veeam ONE Server component is installed.

For details, see Accessing Veeam ONE Client.

NOTE:

If you use Microsoft Windows authentication to connect to Microsoft SQL Server, make sure that the
user under which you launch Veeam ONE Settings utility has sufficient permissions to access Veeam
ONE database. Otherwise the Retention Policy Period and Scalability settingsin the utility will be
unavailable.

2. In the main menu, click Settings > Server Settings.

Alternatively, press [CTRL + S] on the keyboard.
3. Open the Other tab.
4. In the Support utility section, click Launch.

This section describes configuration settings that you can change using the Veeam ONE Settings utility.
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General Settings

The Generalsection groups configuration settings common for all Veeam ONE software components.
This section includes the following tabs:
e Database

e Retention Policy Period

Database

On the Databasetab, you can modify connection settings for the Veeam ONE database and the Microsoft SQL
Server that hosts this database. By default, the fields are populated with the values specified during Veeam ONE
installation.

To change database configuration settings:

—_

In the Server name field, specify the name of the SQL Server that hosts the Veeam ONE database.
2. In the Database name field, specify the name of the database that stores Veeam ONE data.

3. Inthe Command time-out field, specify the wait time in seconds for a command to execute on the Veeam
ONE database.

By default, the time-out value is set to 18000 seconds (5 hours).
Select the Multisubnet Failover check box, to enable failover in a SQL Server multi-subnet failover cluster.

4. From the Authentication list, select the type of authentication that Veeam ONE components must use to
connect to the Microsoft SQL Server that hosts the Veeam ONE database:

o Select Windows Authentication touse Windows authentication credentials of the Veeam ONE service
account.

o Select SQL Server Authentication touse Microsoft SQL Server account credentials.

5. [For SQL Server Authentication] Inthe User name/Password fields, specify credentials of the SQL account
used to connect to the Microsoft SQL Server that hosts the Veeam ONE database.

6. Click Save toapply settings.

7. To check if Veeam ONE can connect to the specified database using the specified connection settings, click
Test.

To back up the Veeam ONE databaseto a B2k file, click Create Backup and specify the location where the
database backup file must be saved.
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In the Information section, you can view the Veeam ONE connection status and version number.

'ﬂ.'_ Veeam ONE Settings _ X

General Database Retention Palicy Period

Server name: [VONEAEEAMSOL2016 [| Browse..

Databaze name: |VeeamDNE |
Cormmatd time-out: 18000 = zeconds Multisubret Failover: [
Authentication: wiitdows Authentication v
Usger name:
Password: L L L P Y Y Y Y Y

Test | | Create Backup

Connection status:  Awailable

Database version:  12.0.0.2351

D?I Exportlogs ... Save | | Cloze

Retention Policy Period

On the Retention Policy Period tab, you can modify the time period during which historical data is stored in the
Veeam ONE database. By default, virtual and backup infrastructure performance data is retained for 12 months,
and event datais stored for 3 months.

To modify the retention period:

e Inthe Virtual Infrastructure performance data retention period field, specify the period for storing virtual
infrastructure performance data, in months.

e In the Backup Infrastructure performance data retention period field, specify the period for storing backup
infrastructure performance data, in months.

e Inthe Retention period for events field, specify the period for storing events data, in months.

You can specify a value from 1 to 36.
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Specified retention values will be applied at the end of the current week. To apply retention settings
immediately, click Delete Obsolete Data.

'a.'_ Veeam ONE Settings B >

General Databaze  Retention Policy Period

Wirbual Infrastructure performance data retention period: fz months

-

Backup Infrastructure performance data retention period: 12 54| months

Retention period for events: 3

Delete Obsalete Data

= months

Mame: VeeanOME

Size: 10192.00 MB

D?! Exportlogsz .. Save | | Claze
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Veeam ONE Server Settings

The Server section groups configuration settings for the Veeam ONE Server.
This section includes the following tabs:

e Monitoring Service

e Reporting Service

e Performance Cache

e Object Cleanup

e Web API Certificate

Monitoring Service

On the Monitoring Service tab, you can start, stop or restart the Veeam ONE Monitoring service. These
operations may be required to complete Veeam ONE configuration updates.

'ﬂ.'_ Veeam ONE Settings _ X

konitoring Service  Reporting Service  Performance Cache  Object Cleanup  Web AP Certificate

Status: Running
Marne: WeeamDCS
Dizplay nanne: Yeeam OME Manitaring Service
WVersion; 12.0.0.2351
Start | | Stop | | Resztart
[ Exportlogs .. Save | | Clase
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Reporting Service

On the Reporting Service tab, you can start, stop or restart the Veeam ONE Reporting service. These operations
may be required to complete Veeam ONE configuration updates.

'a.'_ Veeam ONE Settings

D?! Exportlogs ..

ronitoring Service

Reporting Service  Performance Cache  Object Cleanup  Web AP Certificate

Status: Running

Mame: VeeamRS5

Dizplay name: Yeeam OME Reporting Service
Wersion: 12.0.0.2351

Start | | Stop | | Festart

Save | | Claze

Performance Cache

On the Performance Cache tab, you can change the path to the directory in which performance cache is stored.
After you change the directory, switch to the Monitoring Service tab and restart Veeam ONE Monitoring service.
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The initial directory to store performance cache is specified during installation.

'ﬂ.'_ Veeam ONE Settings _ X

konitoring Service  Reporting Service  Performance Cache  Object Cleanup  Web AP Certificate

| C:\PerfCache’, | Browsze. ..

ﬂ Changes will be applied after Weeam OME zervice restart,

D?I Exportlogs ... Save | | Cloze

Object Cleanup

On the Object Cleanup tab, you can remove residual data on deleted infrastructure objects from the Veeam ONE
database.

In some cases, data collected from infrastructure objects remain in the Veeam ONE database even if connections
to these infrastructure objects are removed in the Veeam ONE Client. As a result, residual data may appearin
Veeam ONE reports.

To clean data on obsolete infrastructure objects from the Veeam ONE database:

1. Click Select and choose an infrastructure object for which data must be removed.
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2. Click Remove and wait for completion of the object data cleanup.

'ﬂ,’" Veeam OME Settings

konitoring Service

Reporing Service  Pedormance Cache

Object Cleanup

=¥ Select Object

Chooze object:

SRR irtual Infra

- 172.24.28.22

E| veenterll tech.local
: [-[EE Prague
es-winl3-vbrv11. tech. local
arviZtechlocal

Wb AP Cerdificate

Select |

Select Cancel

D?I Exportlogs ..

Remaove

Save | |

Cloze

Web API Certificate

On the Web API Certificate tab, you can view and manage security certificate installed to protect connection to
Veeam ONE REST API. By default Veeam ONE uses the certificate provided during installation.

e The Certificate Information section displays summary details of the currently installed certificate.

Click View, tosee detailed information on the certificate.

e To import the certificate on the machine where Veeam ONE server component is installed, click Import
and browse the certificate file.

e To use the certificate from the certificate store, click Select and select the certificate from the certificate

store.

The certificate must be added to the Trusted Root Certificate Authorities store of the machine where
Veeam ONE server component is installed.
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e To generate a new self-signed certificate, click Generate.

Veeam ONE will generate a certificate using RSA algorithm with a 2048-bit key length and SHA-2 hashing
algorithm. To use a newly generated certificate, in the displayed window, click Yes.

I Veeam ONE Settings - X
honitoring Service Reporing Service  Performance Cache  Object Cleanup  Web API Certificate
Status: Certificate is installed
Friendly name: Veeam OME Web AP zelf-zsigned certificate
Subject: CH=vone tech.local
lzsuer CH=vone.tech.local
Walid: from 9/23/20271 6:00:18 PM to 9/21/2037 B:00:18 PM
Thurnbprint: ATISEEBT1EDA427ICEEBEDODEE 7EER SE154C3DCES
Irpart. .. | | Select... | | Generate
D?! Exportlogs .. Save | | Clase
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Veeam ONE Web Settings

In the Web Services section, you can view Veeam ONE Server connection details and configure.

Veeam ONE Server

On the Veeam ONE Server tab, you can review the connection details of the machine where Veeam ONE Server
components are installed. This may be required if you installed Veeam ONE using the distributed deployment
scenario. Click Test, tocheck connection between Veeam ONE Server and Web Services.

(¥ Veeam ONE Settings - X
Yeeam ONE Server Uszer Authentication
DMS name: vone.tech. local
Part: 271

D?! Exportlogs ... Save | | Cloze

User Authentication

On the User Authentication tab, you can select which methods are allowed to authenticate users in Veeam ONE
Web Client:

e Basicauthentication —select this method to allow users to log in with user name and password.

e Windows authentication — select this method to allow users to log in with credentials of a Windows user
account under which the user is logged on to the machine.
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e Client Certificate Mapping authentication — select this method to allow users to log in with a client
certificate.

For more information, see Configuring Client Certificate Mapping Authentication.

'ﬂ.'_ Veeam ONE Settings _ X

Veeamn OME Server User Authentication

B asic authentication
‘windows authentication
Client Certificate Mapping authentication

[‘}! Exportlogs .. | Save | | Cloze |

Configuring Client Certificate Mapping Authentication

To allow users to log in to Veeam ONE Web Client with multi-factor authentication (MFA) through client
certificate configuration, do the following on the machine that hosts Veeam ONE Web Ul component:

e EnablelIS Client Certificate Mapping authentication.

For more information on 1S Client Certificate Mapping authentication settings, see this Microsoft article.

e If you have non-self-signed certificates in the Trusted Root Certificate Authorities store, move them to the
Intermediate Certification Authorities store.

e If Veeam ONE Web Ul component runs on Windows Server 2022, you must disable TLS 1.3 over TCP in the
site binding settings.
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Scalability

In the Scalability section, you can choose Veeam ONE data collection mode and metrics that Veeam ONE must
collect.

This section includes the following tabs:
e Data Collection Mode

e Performance Metrics

Data Collection Mode

On the Data Collection Mode tab, you can choose Veeam ONE data collection mode. The data collection mode
determines what metrics Veeam ONE must collect, and specifies the product configuration.

Data collection mode is specified during Veeam ONE installation. In some cases, you may need to change the
data collection mode — for example, if you need to change the level of data granularity.

To change the data collection mode:

1. Select the necessary data collection option.

For more information on data collection mode, see section Choose Data Collection Mode of the Veeam
ONE Deployment Guide.

2. Click Save.

'ﬂ.'_ Weearn OMNE Settings _ X

Data Collection Mode  Performance betrics

To optimally configure your deployment, select YWeeam OME installation that best fits your infrastricture,

Scalahility (®) VWesam backup data and virtual infrastiucture performance monitoring
() Weeam backup data and large-scale virtual infrastructure performance monitoring

() Weeam backup data only

[‘}! Exportlogs .. Save | | Cloze
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Performance Metrics

On the Performance metrics tab, you can explicitly define metrics that Veeam ONE must collect.

The list of metrics that Veeam ONE collects depends on the selected data collection mode. However, you can
also manually add a number of performance metrics to that list.

To choose performance metrics that must be collected:
1. In the Counters drop-down list, select an infrastructure object to which metrics pertain.
2. In the State drop-down list, select the metrics state (Enabled, Disabled, Any state).
3. To quickly find the necessary metric, type the metric name in the search field on the right.
4. Select check boxes next to metrics that Veeam ONE must collect.

5. Click Save.

'a."' Weearn OMNE Settings — %

Data Collection Mode  Performance Metrics

D ata collection mode: Twpical

Al counters w Ay state w |

Counter Object Type [
Scalability 3 Adapter [/0 ESH[i] Host

Adapter Read 140 ES&[) Host

Adapter Read Latency ESH[) Haost

&dapter Fead Rate E5:i) Host

Adapter Write [/0 ESH[| Haost

Adapter Write Latency ESH[| Haost

&dapter Wite Fate E5:i) Host

Available Mermom Backup Enterprize Manager

Available Mermom Backup Server

Available Memom Backup Repository

Available Memom Backup Proxy

Available Memom WM Accelerator

Ayvailable Memom Tape Server

Ayvailable Memom v

Description: Awerage number of commands issued per second on the storage path during the collection Defaults
interval

D?! Exportlogs ... | Save | | Cloze |

Click Defaults torestore Veeam ONE default settings for performance metrics, and select only those metrics
that must be collected in accordance with the chosen data collection mode.
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Exporting Logs

Diagnostic logs include information that can be used by the Veeam Support Team to troubleshoot issues that
occur in Veeam ONE. In addition, diagnostic logs include information about the managed virtual and backup
infrastructures. This type of information is used to speed up the root cause analysis when troubleshooting
issues.

Veeam ONE Settings utility allows you to export diagnostic logs for the Monitoring and Reporting services:
1. At the bottom left corner of the Veeam ONE Settings utility, click Export logs.

2. Specify a location where the exported logs must be saved.

The Veeam ONE Settings utility will export logs and save them to a zIP archive in the specified location.

'ﬂ.'_ Veeam ONE Settings _ %

General Database Retention Policy Period

Server name: |VDNEWEEAMSQL2D1E1 | Browse. ..

Dratabaze name: |VeeamDNE |
Command time-out; 18000 % szeconds ultizubret Failover [ ]
Authentication: witdows Authentication -
Uzer name:
Pazzwaond: L L L P Y Y Y Y Y

Test | | Create Backup

Connection status:  Available

Database version:  12.0.0.2351

D?! Expor‘tlogs..l}\e Save | | Claze
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Appendix B. Grouping Expressions
Syntax

You can create custom grouping expressions for categories with dynamic groups. In grouping expressions, you
can use:

e Object Properties
e Operators
e Functions
e Keywords
e Constants

This section describes components that you can use in grouping expressions.
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Object Properties

To create grouping expressions, you can use properties of the following types of objects:

e Host
e Storage
e Cluster

e Virtual Machine
o Computer

e Enterprise Application

Host

The following properties of host systems are supported in grouping expressions.

Return Data

Property Type

CustomAttribute Text (string)
CustomProperty Text (string)
Tag Text (string)
Name Text (string)
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Description

Returns a value of a custom attribute assigned to a host.

Specify the name of a custom attribute in brackets. For example,
CustomAttribute ("department") will return the value of
the ‘department’ attribute for a host.

Note:

e This property is available for VMware vSphere hosts only.

e You cannot use methods to define the custom attribute
name. However, the CustomAttribute property can be used
to define values in methods.

Returns a value of a custom property assigned to a host.

Specify the name of a custom property in brackets. For example,
CustomProperty ("department") will return the value of the
‘department’property for a host.

Note: This property is available for Microsoft Hyper-V hosts only.

Returns a tag assigned to a host.

Specify the name of a tag category in brackets. For example,
Tag ("department") will return the tag of the ‘department’
category for a host.

Note: This property is available for VMware vSphere 5.5 or later.

Returns a host name.



Return Data

Property Type Description
Memory Numeric Returns an amount of host physical memory, in GB.
(double
precision
floating-point
number)
Location Text (string) Returns a location assigned to a host in Veeam Backup &
Replication.
ProcessorCores Numeric Returns a number of processor cores for a host.
(integer)
CPUFrequency Numeric Returns a CPU frequency, in MHz.
(double
precision
floating-point
number)
VMCount Numeric Returns a number of VMs registered on a host.
(integer)
Datacenter Text (string) Returns a name of a datacenter.
HostModel Text (string) Returns a host model.
Note: This property is available for VMware vSphere hosts only.
CPUSockets Numeric Returns a number of CPU sockets for a host.
(integer)
InfrastructureLocation Text (string) Returns a pathto a host in the virtual infrastructure.
Connection_State Text (string) Returns a connection state of a host.
PowerState Text (string) Returns a power state of a host.
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Storage

The following properties of storage systems are supported in grouping expressions.

Property

Return Data

Type

Description

CustomAttribute

Tag

Name

Capacity

FileSystemType

FreeSpace

UsedSpace

Text (string)

Text (string)

Text (string)

Numeric
(double
precision
floating-point
number)

Text (string)

Numeric
(double
precision
floating-point
number)

Numeric
(double
precision
floating-point
number)
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Returns a value of a custom attribute assigned to a storage.

Specify the name of a custom attribute in brackets. For example,
CustomAttribute ("department") will return the value of
the ‘department’ attribute for a storage.

Notes:

e This property is available for VMware vSphere storage
systems only.

e You cannot use methods to define the custom attribute
name. However, the CustomAttribute property can be used
to define values in methods.

Returns a tag assigned to a storage.

Specify the name of a tag category in brackets. For example,
Tag ("department™) will return the tag of the ‘department’
category for a storage.

Note: This property is available for VMware vSphere 5.5 or later.

Returns a storage object name.

Returns storage capacity, in GB.

Returns a type of storage file system, such as VMFS or NTFS.

Returns an amount of free storage space, in GB.

Returns an amount of used storage space, in GB.



Property Return Data
Type

VMCount Numeric
(integer)

Type Text (string)

InfrastructureLocation Text (string)

Datacenter Text (string)
DatastoreCluster Text (string)
Cluster

Description

Returns a number of VMs whose files reside on a storage object.

Returns a storage type (Shared or Local).

Returns a path to a storage object in the virtual infrastructure.

Returns a name of a datacenter.

Returns a name of a cluster where storage object resides.

Note: This property is available for VMware vSphere storage
objects only.

The following properties of clusters are supported in grouping expressions.

Property Return

Data Type

Description

CustomAttribute Text
(string)

CustomProperty Text
(string)
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Returns a value of a custom attribute assigned to a cluster.

Specify the name of a custom attribute in brackets. For example,
CustomAttribute ("department") will return the value of the
‘department’attribute for a cluster.

Notes:

e This property is available for VMware vSphere clusters only.

e You cannot use methods to define the custom attribute name.
However, the CustomAttribute property can be used to define
values in methods.

Returns a value of a custom property assigned to a cluster.

Specify the name of a custom property in brackets. For example,
CustomProperty ("department") will return the value of the
‘department'property for a cluster.

Note: This property is available for Microsoft Hyper-V clusters only.



Property

Tag

Name

CPUFrequency

Connection_State

Datacenter

HostCount

Memory

ProcessorCores

VMCount

InfrastructurelLocation

IsDRSEnabled

Location

Return Description

Data Type

Text Returns a tag assigned to a cluster.
(string)

Specify a name of a tag category in brackets. For example,
Tag ("department™) will return the tag of the ‘department’
category for a cluster.

Note: This property is available for VMware vSphere 5.5 or later.

Text Returns a cluster name.

(string)

Numeric Returns cluster CPU frequency, in MHz.
(integer)

Text Returns a connection state of a cluster.
(string)

Note: This property is available for Microsoft Hyper-V clusters only.

Text Returns a name of a datacenter.

(string)

Numeric Returns a number of hosts in a cluster.

(integer)

Numeric Returns a memory size of a cluster, in MB.

(integer)

Numeric Returns a sum of cores for all hosts in a cluster.
(integer)

Numeric Returns a number of VMs whose files reside in a cluster.
(integer)

Text Returns a path to a cluster in the virtual infrastructure.
(string)

Text Returns a flag that indicates if distributed resource scheduler enabled
(string) in a cluster.

Note: This property is available for VMware vSphere clusters only.

Text Returns a location assigned to a host in Veeam Backup & Replication.
(string)
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Virtual Machine

The following properties of VMs are supported in grouping expressions.

Description

Property Return Data
Type

BackupJob Text (string)

BackupRPO Numeric
(integer)

CheckpointCreateTime Date and time

ComputerName Text (string)
Connection_State Text (string)
CustomAttribute Text (string)
CustomProperty Text (string)
CPUFrequency Numeric
(double
precision
floating-point
number)
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Returns a name of a backup job that protects a VM.

Returns the number of hours that passed since last backup
session completed.

Returns the date and time when a checkpoint was created, in the
mm/dd/yyyy hh:mm:ss format.

Notes:

e This property is available for Microsoft Hyper-V VMs only.
e If a VM has several checkpoints, the property returns the
creation date of the current checkpoint.

Returns a domain name assigned to a VM.

Returns a connection state of a VM.

Returns a value of a custom attribute assigned to a VM.

Specify the name of a custom attribute in brackets. For example,
CustomAttribute ("department") will return the value of
the ‘department’ attribute for a VM.

Notes:

e This property is available for VMware vSphere VMs only.

e You cannot use methods to define the custom attribute
name. However, the CustomAttribute property can be
used to define values in methods.

Returns a value of a custom property assigned to a VM.

Specify the name of a custom property in brackets. For example,
CustomProperty ("department") will return the value of the
‘department'property for a VM.

Note: This property is available for Microsoft Hyper-V VMs only.

Returns a frequency of a CPU in MHz.

Note: This property is available for Microsoft Hyper-V VMs only.



Property

Datacenter

Datastore

GuestOS

HasBackups

HasSnapshots

HasCheckpoints

Host

InfrastructureLocation

IpAddress

IsReplica

IsShielded

LastBackupDate

Return Data Description

Type

Text (string) Returns a name of a datacenter where a VM resides.

Text (string) Returns the name of a storage system (datastore) where VM files
reside.

Note:If VM files reside on several datastores, the property
returns the name of a datastore where the VM configuration file

is located.

Text (string) Returns a VM guest OS.

Text (string) Returns a flagindicating whether a VM has backups or not ( Ves,
No).

Text (string) Returns a flagindicating whether a VM has snapshots or not ( Ves,
No).

Note: This property is available for VMware vSphere VMs only.

Text (string) Returns a flagindicating whether a VM has checkpoints or not
(Yes, No).

Note: This property is available for Microsoft Hyper-V VMs only.

Text (string) Returns a name of a host on which a VM resides.

Text (string) Returns a pathto a VM in the virtual infrastructure.

Text (string) Returns an IP address assigned to a VM.

Text (string) Returns a flagindicating whether a VM is a replica of an original
VM.

Text (string) Returns a flag indicating whether a VM is shielded.

Note: This property is available for Microsoft Hyper-V VMs only.

Date and time Returns the date and time when the latest backup session was
performed for a VM in Veeam Backup & Replication, in the
mm/dd/yyyy hh:mm:ss format.

Note: The backup session is returned only if a restore point was
created as a result of this session.
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Property

Location

Memory

Name

Network

PowerState

ReplicationJob

ReplicationRPO

SnapshotAge

SnapshotCreateTime

Return Data Description

Type

Text (string) Returns a location assigned to a VM in Veeam Backup &
Replication.

Numeric Returns the amount of memory allocated to a VM.

(double

precision

floating-point

number)

Text (string) Returns a VM name.

Text (string) Returns the network to which a VM is connected.

Note:Ifa VM is connected to several networks, the property will
return a random network.

Text (string) Returns a VM power state.

e For VMware vSphere: Powered On, Powered Off,
Suspended
e For Microsoft Hyper-V: Powered Off, Running, Saved

Text (string) Returns a name of a replication job in which a VM is included in
Veeam Backup & Replication.

Note:Ifa VM is included in several replication jobs, the property
will return a random job.

Numeric Returns the number of hours that passed since last replication
(integer) session completed.

Numeric Returns how many hours ago a snapshot was created.
(integer)

Note: This property is available for VMware vSphere VMs only.

Date and time Returns the date and time when a snapshot was created, in the
mm/dd/yyyy hh:mm:ss format.

Notes:

e This property is available for VMware vSphere VMs only.
e |f a VM has several snapshots, the property returns the
creation date of the latest snapshot.
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Property Return Data Description

Type

Tag Text (string) Returns a tag assigned to a VM.

Specify the name of a tag category in brackets. For example,
Tag ("department") will return the tag of the ‘department’
category fora VM.

Note: This property is available for VMware vSphere 5.5 or later.

vCPU Numeric Returns the number of vCPUs configured for a VM.
(integer)

VirtualDiskSize Numeric Returns the amount space occupied by all VM disks.
(double
precision
floating-point
number)
VMFolder Text (string) Returns a name of a folder where VM files reside.

Note: This property is available for VMware vSphere VMs only.

VMFolderPath Text (string) Returns a user path to a VM in the virtual infrastructure.

Note: This property is available for VMware vSphere VMs only.

Computer

The following properties of protected computers are supported in grouping expressions.

Property Description

BackupServer Text Returns a name of Veeam Backup & Replication server that
(string) manages the backup agent.

LastBackupDate Date and Returns the date and time when the latest backup session was
time performed for a computer in Veeam Backup & Replication, in the

mm/dd/yyyy hh:mm:ss format.

BackupRPO Numeric Returns a number of hours that passed since last backup session
(integer) completed.

BpAgentLicenseType Text Returns a type of license installed on a backup agent.
(string)

591 | Veeam ONE | Monitoring Guide



Return

Property Data Type Description

Location Text Returns a location assigned to a computer in Veeam Backup &
(string) Replication.

BpAgentManagementType Text Returns a management type of a backup agent (Standalone,
(string) Managed by VBR).

Name Text Returns a name of a computer that runs a backup agent.
(string)

ProtectedComputersGroup Text Returns a name of a protection group for a computer.
(string)

ClusterName Text Returns a name of a failover cluster in which a computer resides.
(string)

IpAddress Text Returns an IP address assigned to a computer that runs a backup
(string) agent.

FQDN Text Returns an FQDN assigned to a computer that runs a backup
(string) agent.

JobName Text Returns a name of a job that runs on a backup agent.
(string)

PolicyName Text Returns a name of a backup policy assigned to a backup agent.
(string)

Enterprise Application

The following properties of protected enterprise applications are supported in grouping expressions.

Return S

Property Data Type Description

ApplicationPolicyName Text Returns a name of a backup policy configured for an application.
(string)

BackupRPO Numeric Returns a number of hours that passed since last backup session
(integer) completed.
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Return

Property Data Type Description

BackupServer Text Returns a name of Veeam Backup & Replication server that manages
(string) the application plug-in.

FQDN Text Returns an FQDN assigned to a server that runs a protected
(string) application.

HasDataBackupSessions = Text Returns a flagindicating whether an application has backup policies
(string) configured or not ( Yes, No).

IpAddress Text Returns an IP address assigned to a server that runs a protected
(string) application.

LastBackupDate Date and Returns the date and time when the latest backup session was
time performed for an application in Veeam Backup & Replication, in the

mm/dd/yyyy hh:mm:ss format.

Location Text Returns a location assigned to an application server in Veeam
(string) Backup & Replication.

Name Text Returns a name of a server that runs an application.
(string)

ProtectionGroup Text Returns a name of a protection group for an applications.
(string)
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Operators

To manipulate values in grouping expressions, you can use the following operators:

Operator

+ Text
(string)
Numeric
* Numeric
/ Numeric
- Numeric
< Boolean
<= Boolean
> Boolean

Description

Joins two string values to one
string.

Adds two numeric values.

Multiplies numeric values.

Divides first numeric value into
the second.

Subtracts the second numeric
value from the first.

Less than.

Returns T7rue if the value of left
operand is less than the value of
right operand. Otherwise,
returns False.

Less than or equal to.

Returns T7rue if the value of left
operand is less than or equal to
the value of right operand.
Otherwise, returns False.

Greater than.

Returns T7rueif the value of left
operand is greater than the
value of right operand.
Otherwise, returns False.
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For a VM included in a replication job, expression
"Replication Job: " + ReplicationdJob

retuns a string similar to Replication Job:
Webserver Daily Replication.

Expression 2 + 2 returns 4. Expression2.05 +
1 returns 3.05.

Expression 2 * 2 returns 4. Expression 100 *
0.5 returns 50.

Expression 2 / 2 returns 1. Expression 100 /
50 returns 2.

Expression 2 - 1 returns 1. Expression 100 -
0.5 returns 99.5.

For a VM, expression Memory < 2048 returns
True if the amount of memory configured for a
VM is less than 2048 MB.

For a VM, expression Memory <= 2048 returns

True if the amount of memory configured for a
VM is less than or equal to 2048 MB.

For a VM, expression Memory > 2048 returns
True if the amount of memory configured for a
VM is greater than 2048 MB.



Operator | Return

Description
Data
Type

>= Boolean Greater than or equal to.

Returns T7rue if the value of left
operand is greater than or equal
to the value of right operand.

Otherwise, returns False.

= Boolean Equal.

Returns T7rue if the value of left

operand is the same as the
value of right operand.
Otherwise, returns False.

<> Boolean Not equal.

Returns 7rue if the value of left
operand is not the same as the

value of right operand.
Otherwise, returns False.

and Text
(string) AND operator.

or Text
(string) OR operator.
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Joins conditions with a logical

Joins conditions with a logical

For a VM, expression Memory >= 2048 returns
True if the amount of memory configured for a
VM is greater than or equal to 2048 MB.

For a VM, expression Memory = 2048 returns
True if the amount of memory configured for a
VM is equal to 2048 MB.

For a VM, expression Name = "vdi001" returns
True if the VM name is vdiOO].

For a VM, expression Memory <> 2048 returns

True if the amount of memory configured for a
VM is less or greater than 2048 MB.

For a VM, expression Tag (department) <>
"support" returns 7rueif atag of the
department category assigned to a VM is other
than support.

For a VM, expression Memory = 2048 and
Name = "vdiOO01" returns 7rue if the amount of
memory configured for a VM is equal to 2048 MB
and the VM name is vdiOO].

For a VM, expression Memory = 2048 or Name
= "vdi001" returns 7rue if the amount of
memory configured for a VM is equal to 2048 MB
or the VM name is vdiOO1.



Functions

To manipulate values in grouping expressions, you can use the following functions:

Function

DateAdd Date
IndexOf Numeric
(integer)

Description

Returns a date value to which a
time interval has been added, or
from which a time interval has
been subtracted.

The function accepts the
following arguments:

1. Date and time to which a
time interval must be
added, in the YYYy-MM-
DD format.

2. Time interval that must
be added to the initial
date and time. The
interval can be a positive
or negative number.

3. Measurement unit of the
time interval ("h" - hour,
"d" - day, "m" - month,
"y" - year).

Returns the position of the first
occurrence of a specified value
(substring) in a string. Index of

the first character in a string is O.

Returns -1if the value is not
found within the string.

The function accepts the
following arguments:

1. String value.

2. Substring value whose
index position must be
found within the string
value.
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Expression bateAdd ("2016-10-20", 7,
"d")adds7 daysto the specified date, and
returns 20716-10-27.

Nested expression SnapshotCreateTime

< DateAdd (DateAdd(Today, -2,
"d")) returns True if the latest VM snapshot
was created earlier than 2 daysand 12 hour
ago.

Expression IndexOf ("vdi001 mrk",
" ") returns 6.

Expression IndexOf ("vdi001",
returns -7.

"_")



Function

Left

Length

Replace

Right

Return
Data
Type

Text
(string)

Numeric
(integer)

Text
(string)

Text
(string)

Description

Returns a substring that contains
a specified number of characters
from the left side of a string.

The function accepts the
following arguments:
1. String value.
2. Number of characters
from the left side of a
string to return.

Returns the number of
characters in a string.

The function accepts a string
value asan argument.

Returns a string in which a
specified substring has been
replaced with another substring.

The function accepts the
following arguments:
1. String value.
2. Substring value that must
be replaced.
3. Substring value that must
replace the sought
substring.

Note: If the there are two or
more equal substrings in a
string, all substrings will be
replaced.

Returns a substring that contains
a specified number of characters
from the right side of a string.

The function accepts the
following arguments:
1. String value.
2. Number of characters
from the right side of a
string to return.
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Expression Left ("vdi001 mrk", 6)
returns vdiOO].

Nested expression

Left ("vdiO0l1 replica",

IndexOf ("vdi002 replica", " "))
returns vdiOO2.

Expression Length ("123456789") returns
9.

For a VM, expression Length ("Name")
returns the number of characters in the VM
name.

Expression Replace ("vdi002 mrk", "
", " ") changes the vdi0O2 mrk value to
vdioO2 mrk.

For a VM, expression Replace (Name,
" replica", "") removes the _replica
suffix from the VM name.

Expression Right ("vdi003 mrk", 3)
returns mrk.

Nested expression

Right ("vdi003 replica",

(IndexOf ("vdiO03 replica", " "))
+ 1) returns replica.



Description

Example

Function Return
Data
Type

Space Text
(string)

Substring Text

(string)
Trim Text

(string)
TrimLeft Text

(string)

TrimRight Text
(string)

Returns a string that consists of
the specified number of spaces.

The function accepts a positive
integer as an argument.

Retrieves a substring from a
specified string. The substring
starts at the specified character
position (index) and has the
specified length. Index of the
first character in a string is O.

The function accepts the
following arguments:

1. String value.

2. Start index position of a
substring that must be
retrieved.

3. Number of characters to
retrieve starting with the
specified index position.

Returns a string with no leading
or trailing spaces.

The function accepts a string
value asan argument.

Returns a string with no leading
spaces.

The function accepts a string
value asan argument.

Returns a string with no trailing
spaces.

The function accepts a string
value asan argument.
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Nested expression
Replace ("vdi004 mrk", " ",

Space (1)) changes the vdiO04.mrk value
to vdiOO4 mrk.

Expression Substring ("vdi005 mrk",
7, 3) returns mrk.

Expression Trim (" vdi006 ") returns
vdiOOé.

Expression Trim (" vdi007™) returns
vdiooy;.

Expression Trim ("vdi008 ") returns
vdiO08.



Function Return Description Example

Data
Type

ToDate Date Converts a string containing a Expression ToDate ("2009/03/12")
valid date representation to the returns 2009-03-12.

DateTime format. ]
Expression ToDate ("ToDate ("

Note: The function is based on 2009/03/01") returns 2009-03-01.
the DateTime.TryParse function
and accepts the same input

values.
TolLowerCase Text Converts a string to lower case Expression ToLowerCase ("LoWeRCaSe")
(string) letters. returns lowercase.

The function accepts a string
value asan argument.

ToUpperCase Text Converts a string to upper case Expression ToUpperCase ("uppercase")
(string) letters. returns UPPERCASE.

The function accepts a string
value asan argument.
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https://msdn.microsoft.com/library/system.datetime.tryparse(v=vs.110).aspx

Keywords

The logical operator CASE represents an /f-else statement. It is used to evaluate a certain condition and execute

an expression if this condition is true. If the condition is false, another expression is executed.

The casE operator has the following syntax:

CASE
WHEN "Value" = "1" THEN "Expression 1"
ELSE "Expression 2"
END
Here:

e WHEN statement represents a condition that must be evaluated.
e THEN statement specifies a group to which an object must be placed if the condition is true.
e ELSE specifies a group to which an object must be placed if the condition is false.

You can include multiple WHEN statements to evaluate multiple conditions:

CASE
WHEN "Value" = "1" THEN "Expression 1"
WHEN "Value" = "2" THEN "Expression 2"
WHEN "Value" = "3" THEN "Expression 3"
ELSE "Expression 4"
END

Limitations

You cannot nest one CASE expression within another cASE expression. However, you can include methods to

define values in a CASE statement.

Example

Business View includes a number of predefined categories that use CASE grouping expressions. You can use

these predefined categories to understand how the CASE operator works.

For example, the VMs with Snapshot category uses the following grouping expression.

CASE
WHEN HasSnapshots = "No" THEN "No snapshots"

WHEN SnapshotCreateTime < DateAdd(Today, -30, "d") THEN "Older than 30 days"
WHEN SnapshotCreateTime < DateAdd(Today, -7, "d") THEN "Older than 7 days"
WHEN SnapshotCreateTime < DateAdd(Today, -1, "d") THEN "Older than 1 day"

ELSE "Recent snapshots"
END
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Here:

e The first wHEN statement checks whether a VM has any snapshots. If a VM has no snapshots, this VM is
included in the No snapshots group.

e The second, third and fourth WHEN statements check VM snapshot age. If the age more than 30 days,a VM
in included in the Older than 30 daysgroup. If the age more than 7 days,a VM in included in the Older
than 7 daysgroup. If the age more than 1day,a VM in included in the Older than 7 day group.

e The ELSE statement includes in the Recent snapshots group all VMs with snapshots not older than 1 day.
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Constants

To create grouping expressions, you can use the following constants.

Returns the name of a virtualization server that manages a host, storage or
VM.

Constant | Return Data

vCenter Text (string)

Today Date and time Returns the current date and time in the YYYY-MM-DDThh:mm: ss format.
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