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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:
e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

The guide is designed for IT professionals who plan to use Veeam Disaster Recovery Orchestrator. It is primarily
aimed at administrators who manage enterprise environments and lack a flexible scalable automation system.
Veeam Disaster Recovery Orchestrator provides a comprehensive set of features to ensure easy execution,
testing and documentation of DR plans.

Veeam Disaster Recovery Orchestrator is built on top of Veeam Backup & Replication and Veeam ONE, and this
guide assumes that you have a good understanding of these solutions.
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Welcome to
Veeam Disaster Recovery Orchestrator

Veeam Disaster Recovery Orchestrator (Orchestrator) extends the functionality of Veeam Data Platform by
orchestrating recovery processes, with one-click orchestration plans for critical applications, and rich features
for documentation and testing.

Orchestrator leverages the recovery capabilities of Veeam Backup & Replication to build disaster recovery
workflows, automate recovery processes and eliminate error-prone manual steps. Orchestrator also provides
reporting capabilities that let enterprises document their disaster recovery plans to meet compliance
requirements. With Orchestrator, you can do the following:

e Orchestrate recovery — create workflows to orchestrate recovery operations for both virtual and physical
machines to VMware vSphere and Microsoft Azure cloud environments.

e Automate checks and tests — schedule checks and tests to automate the verification of orchestration
plans, with features such as isolated test labs and comprehensive readiness checks.

e Meet compliance requirements — view RPO and RTO achievements on the dashboard and generate
automatically updated reports for orchestration plan checks, tests and executions, ensuring that
requirements for compliance and audit are met.
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Accessing Orchestrator Ul

To access the Orchestrator U, perform the following steps:
1. In a web browser, navigate to the Orchestrator Ul web address.

The address consists of an FQDN of the Orchestrator server and the website port specified during
installation (by default, 9898). Note that the Orchestrator Ul is available over HTTPS.

https://<hostname>:<port>

IMPORTANT

Internet Explorer is no longer supported. To access the Orchestrator Ul, use Microsoft Edge, Google
Chrome or Mozilla Firefox.

2. Ifyou log in for the first time, specify credentials of the local Administrator who performed Orchestrator
installation. The user name must be specified in the DOMAIN|USERNAME format.

To authenticate using the credentials provided when logging into the system, click Log in as current user.

TIP
To be able to log in as the current user, you must first do the following:

1. Complete the Initial Configuration Wizard as described in the Veeam Disaster Recovery Orchestrator
Deployment Guide, section After You Install.

2. Enable the Automatic logon with current user name and password option in the security setting of
your browser.

In future, you can configure users and roles to grant access to the Orchestrator Ul. For more information,
see the Veeam Disaster Recovery Orchestrator Operations Guide, section Assigning User Roles and
Permissions.

3. Click Log in.
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Veeam Disaster Recovery Orchestrator

Welcomel! Please log in.

tech\wendy.may

Configuring Trusted Connection

The Orchestrator Ul uses SSL to ensure secure data communication between Orchestrator and a web browser.

When you install Orchestrator, you can generate or choose a self-signed certificate. In this case, when you try to
access the Orchestrator Ul in a web browser, the browser will display a warning notifying that the connection is
untrusted (although it is secured with SSL).

@ Privacy error X+ (-]

< C A Notsecure | drtech.local:9898 T fr w2

A

Your connection is not private

Attackers might be trying to steal your information from dr.tech.local (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Hide advanced

This server could not prove that it is dr.tech.local; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to drech.local (unsafe)
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To eliminate the warning, import the self-signed certificate to client machines (the machines from which you
plan to access the Orchestrator Ul website). To learn how to import SSL certificates, see this Microsoft KB
article.

If you want to use the certificate generated during installation, perform the following steps:
1. Login to the machine where Orchestrator is installed.
2. Open the Microsoft Management Console snap-in.
a. Navigate to Certificates > Trusted Root Certification Authorities > Certificates.

b. Export the Veeam Self-Signed Certificate following the instructions provided in this Microsoft KB
article.

3. Import the Veeam Self-Signed Certificate to client machines.

TIP

If you still have issues accessing the Orchestrator Ul, check your browser settings to ensure that the
Orchestrator Ul site is included in the Trusted Sites list.

Logging Out

To log out of the Orchestrator Ul, at the top right corner of the Veeam Disaster Recovery Orchestrator window,
click the user name and then click Logout.
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Configuring
Veeam Disaster Recovery Orchestrator

To start working with Orchestrator, perform a number of steps for its configuration:
1. [Optional] Create scopes to allow access to Orchestrator.
[Optional] For each scope, add users to specific roles.
Connect Veeam Backup & Replication servers.
Connect additional infrastructure such as vCenter Servers, NetApp and HPE storage.

Configure email notification settings.

o v oA woN

Use the Scope Inclusions page to modify the list of items included and excluded from each of the created
scopes:

a. Include inventory groups to be used in orchestration plans.

b. Include locations to be used to recover inventory groups.

. Include plan steps to be performed while running the recovery process.

d. Include credentials under which orchestration plan steps will be launched.

e. Include template jobs to be used to reprotect inventory groups in orchestration plans.

f. Include Datalabs to be used to test orchestration plans.
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Managing Permissions

Orchestrator controls access to its functionality with the help of scopes. A scope defines what operations users
can perform and what range of data is available to them in the Orchestrator Ul.

For a scope, you can:

1. Assign user roles to users from that scope. A user role limits the number of operations available in the
Orchestrator Ul to users with that role. Role-based access is controlled by adding Active Directory users
and groups to the relevant role in the Orchestrator Ul.

There are 3 roles that can be assigned to users and user groups working with the Orchestrator Ul:
Administrator, Plan Authorand Plan Operator. For the role descriptions, see the Veeam Disaster Recovery
Orchestrator Deployment Guide, section Roles.

Orchestrator already provides one out-of-the-box Admin Scope. If you want to provide more granular
permissions to users managing resources of the Orchestrator server, you can create a new scope.
However, you will be able to assign only the Plan Authorand Plan Operatorroles to users added to the
scope.

NOTE

Plan Authors and Plan Operators in the Admin Scope have additional privileges compared to users in scopes
that you create manually (for example, Plan Authors in the Admin Scope can edit any plan for any other
scope, and Plan Operators in the Admin Scope can run any plan for any other scope).

2. Limit the number of inventory items available in the Orchestrator Ul to users from that scope. Inventory
items are then used to create orchestration plans.

a. Navigate to Scope Inclusions.

b. Follow the instructions provided in sections Managing Inventory Groups, Managing Recovery
Locations, Configuring Plan Steps, Managing Credentials, Connecting DatalLabs and Editing Template
Jobs.
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Creating Scopes

To create a new scope:
1. Switch to the Administration page.
Navigate to Roles and Scopes.

In the Scopes column, click Add.

A owoN

In the New Scope window:

a. Use the Name and Description fields to enter a name for the new scope and to provide a description
for future reference.

The maximum length of the scope name is 64 characters; the following characters are not supported:
¥ \?2"<>|.

b. Click Add to save the scope.

E‘ Veeam Disaster Recovery Orchestrator YE RS | | o)

—
é) Exit Administration Scopes Roles Users and Groups X
S
Search by name Q ‘ Administrators ‘ Search Q
Plan Authors
4= add [P clone # Edit K Remove == add ¥ Remove
Plan Operators
- 2
& Olivia Dias (TECH\olivia.dias)
e New Scope x
Admin Scope Enter the name and description for this Scope

Default Scope containing
Name: Exchangs Administrators

Description: | Scope for users managing MS Exchange resources

License

., Logs

About
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Cloning Scopes

You can also create a new scope by cloning a scope that already exists. When cloning a scope, you can copy its
settings so that you do not have to configure the same settings once again for the new scope.

The new scope will have the same configuration as the existing scope, which means that all items configured for
the existing scope will be applied to the new scope — except credentials. You will have to include credentials
into the list of inventory items available for the new scope, as described in section Managing Credentials.

To clone a scope:

1. Select an existing scope that you want to use as a template for the new scope.
2. Inthe Scopes column, click Clone.

3. Inthe Clone Scope window:

a. Use the Name and Description fields to enter a name for the new scope and to provide a description
for future reference.

The maximum length of the scope name is 64 characters; the following characters are not supported:
¥\ <>

b. In the Copy settings list, select check boxes next to settings that you want to copy from the existing
scope.

c. Click Clone to save the scope.

(’i) olivia Dias (TECH\olivia.dies) |

§| Veeam Disaster Recovery Orchestrator - &) (\-J)

Users and Groups X

Search by name Search Q ‘

Clone Scope X
P O s X

Specify a name and description for the cloned scope

—
&) Exit Administration Scopes Roles

Q‘ Plan Authors

Name You can also select the settings to be copied from the original scope.

Admin Scope
Default Scope consaining administrative roles Name: SQL Administrators

Exchange Administrators Description: scopes for users managing SQL Server resources
Seope for users managing MS Exchange resources

Copy settings: Users and Roles
«| VM Groups
| Recovery Locations
«| Plan Steps
| Template Jobs
| Email Subscriptions

| Credentials
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Assigning User Roles and Permissions

To assign a user role to an Active Directory user or a user group:
1. Switch to the Administration page.

Navigate to Roles and Scopes.

In the Scopes column, select the scope.

In the Roles column, choose the required role.

In the Users and Groups column, click Add.

o v oA woN

In the Choose Account window:
a. From the Account Type list, select Useror Group.

b. Use the Account and Domain fields to enter the user or group name and to select a domain to which
the user or group belongs.

For more information on the required account permissions, see the Veeam Disaster Recovery
Orchestrator Deployment Guide, section Permissions.

c. Click Find.

d. Select the user or group, and click Add.

. 2 : Olivia Dias (TECH\olivia.dias] ) )
¥&Jl Veeam Disaster Recovery Orchestrator @ ekt M I )
Scopes ‘ Roles ‘ Users and Groups x
Eretiy rame Choose Account x E Q ‘
Choose an account to be used for adding Orchestrator credentials
4= add [P Clone o searchfor an account by any part of its name or use the mask (¥). pdd ¥ Remove

ecords
[Narme Domain: A tech

Admin Scope Account Type: | User v
Defauit Scope containing admin|
Exchange Administrators Account: olivia.dias Q, Find
Scope for users managing M5 E|

5QL Administrators Accoeint Description

Scopes for users managing SQL
Olivia Dias (TECH'olivia.di..

Datalab
cope Iny
Email

License

L Logs

About
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Connecting
Veeam Backup & Replication Servers

To be able to orchestrate a remote Veeam Backup & Replication server, you must deploy an Orchestrator agent
on the server. The Orchestrator agent will trigger orchestration commands on that server.

If you have already connected servers during initial Orchestrator Ul configuration, you do not need to connect
them again. For more information, see the Veeam Disaster Recovery Orchestrator Deployment Guide, section
After You Install.

NOTE

Orchestrator supports connecting remote Veeam Backup & Replication servers that run the PostgreSQL
database system.

To deploy an Orchestrator agent on a remote Veeam Backup & Replication server:
1. Switch to the Administration page.

Navigate to Orchestrator Agents.

Click Install.

IS

Complete the Install Orchestrator Agent wizard:
a. At the Settings step of the wizard, specify the following connection settings:

i. Use the Server type options to specify whether the server is a Veeam Backup & Replication
server or Veeam Backup Enterprise Manager server.

If you choose the Veeam Enterprise Manager Server option, Orchestrator agents will be
deployed to all Veeam Backup & Replication servers managed by the Veeam Backup Enterprise
Manager.

ii. Use the DNS name or IP field to enter a DNS name or an IP address of the server where you want
to deploy the Orchestrator agent. The maximum length of the location name is 64 characters;
the following characters are not supported: *: /\?" <> |.

iii. From the Credentials drop-down list, choose the necessary account for connecting to the server.
For an account to be displayed in the Credentials list, it must be added to the configuration
database as described in section Adding Credentials. If you have not set up an account
beforehand, click Add and follow the steps of the Add Credential wizard. For more information
on the required account permissions, see the Veeam Disaster Recovery Orchestrator Deployment
Guide, section Permissions.

The provided credentials will be also used to launch the Orchestrator agent on the server. The
user name must be specified in the DOMAIN|USERNAME format.
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NOTE

If you want to connect an Enterprise Manager server, you must specify the credentials that were used
when installing Veeam Backup Enterprise Manager.

Install Orchestrator Agent X

; Choose the server where the Orchestrator agent will be deployed
Settings

summary Server type: -@) Backup & Replication

( :. i@ Enterprise Manager @

|
-
DMS name or IP: | 172,18.28.72

Credentials: @ techvelivia.dias A ;: Add

b. At the Summary step of the wizard, review the connection details and click Finish.

Install Orchestrator Agent X

Settings Summary
Server type: Backup & Replication
Summary
Server name: 172.18.28.72
Credentials: TECH\olivia.dias

Previous Finish Cancel
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Uninstalling Orchestrator Agents

If you no longer need a Veeam Backup & Replication server to be connected to Orchestrator, you can uninstall
the Orchestrator agent running on the server.

1. Select the Orchestrator agent and click Uninstall.

2. The Check Component Dependency window will inform you if any DatalLabs or orchestration plans are
related to the Veeam Backup & Replication server.

o If any of the items occur to be Locked, Orchestrator will not be able to uninstall the Orchestrator
agent.

In this case, wait until Orchestrator stops processing the items, power off plan testing in the locked
Datalabs, reset the locked orchestration plans — and then try uninstalling the Orchestrator agent
again.

o If none if the items are Locked, click Continue to confirm the operation.

IMPORTANT

As soon as you uninstall the Orchestrator agent from the Veeam Backup & Replication server, all its related
orchestration plans will no longer be able to run, and all its related DatalLabs will be removed from
Orchestrator.

All template jobs and credentials collected from the server will also be excluded from Orchestrator
components, and the Protect VM Group steps that use any of these jobs will be removed from
orchestration plans as well.

(/E) Wendy May (TECHwendy.may)

§| Veeam Disaster Recovery Orchestrator & "_.‘{—‘.-‘ @

Search by Veeam Server name Q ‘ Status: g j g

4 Install ¥ Uninstall # Edit 3% Repair Reboot
status Check Component Dependency b8l Agent version
There are in-use items related to this backup server
@ Healthy 5.0.0.2712
@ Healthy 5.0.0.2712
Item Name Scope Locked
€ Communication Error 5.0.0.2712
Plan Replica Plan Admin Scope Yes
Plan Exchange Restore Plan Exchange Administrators Yes
Datalab Exchange vLab Exchange Administrators Yes
Datalab sandbox Admin Scope No
j.  'Fanyitems arelisted as Locked, then they are currently editing or processing and the selected Agent cannot
t.  beuninstalled.
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3. Complete the Uninstall Orchestrator Agent wizard:
a. At the Settings step of the wizard, specify the following settings:

i. Choose whether you want to uninstall the Orchestrator agent regardless of the Veeam Backup &
Replication server state.

If Orchestrator is not able to access the server, the Orchestrator agent will be removed from the
Orchestrator database but will keep running on the Veeam Backup & Replication server.

ii. From the Credentials drop-down list, select the necessary account for connecting to the server.
For an account to be displayed in the Credentials list, it must be added to the configuration
database as described in section Adding Credentials. If you have not set up an account
beforehand, click Add and follow the steps of the Add Credential wizard. For more information
on the required account permissions, see the Veeam Disaster Recovery Orchestrator Deployment
Guide, section Permissions.

The provided credentials will be also used to launch the Orchestrator agent on the server. The
user name must be specified in the DOMAIN|USERNAME format.

Uninstall Orchestrator Agent X

Settings Settings for agent uninstallation

You may force the removal of this agent from Orchestrator even if it cannot be contacted.

summary

DNS nama or P | 17218 28 79
UN> name or IF: f2 82802

Force removal of agent records from Orchestrator

Credentials @ tech\olivia.dias (Credentials with administrative acce ;: Add
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b. At the Summary step, review the configured settings and click Finish.

Uninstall Orchestrator Agent x

Settings Summary
Server type: Backup & Replication
Summary
Server name: 172.18.28.72
Credentials: TECH\glivia.dias
Force agent removal: Yes

Previous Finish Cancel

NOTE

If a Veeam Backup & Replication server is managed by Veeam Backup Enterprise Manager, you will not be
able to uninstall the Orchestrator agent running on the server using the Orchestrator Ul. In this case,
remove the Veeam Backup & Replication server from Enterprise Manager as described in the Veeam Backup
Enterprise Manager Guide. After you remove the server from Enterprise Manager, it will be automatically
removed from Orchestrator as well.
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Repairing Orchestrator Agents

If you want to change credentials of a user account that you specified when connecting a Veeam Backup &
Replication server to Orchestrator, or if you encounter a connection issue and a Veeam Backup & Replication
server acquires the Disconnected state, you can repair the Orchestrator agent running on the server.

1.

NOTE

If you upgrade a remote Veeam Backup & Replication server connected to Orchestrator, you must also
repair the Orchestrator agent running on the server. However, it is recommended that you wait
approximately 10 minutes before repairing the agent because Veeam ONE Client has to process
infrastructure changes related to the upgrade.

Select the Orchestrator agent and click Repair.

2. The Check Component Dependency window will inform you if any DatalLabs or orchestration plans are

related to the Veeam Backup & Replication server.
o If any of the items occur to be Locked, Orchestrator will not be able to repair the Orchestrator agent.

In this case, wait until Orchestrator stops processing the items, power off plan testing in the locked
Datalabs, reset the locked orchestration plans — and then try repairing the Orchestrator agent again.

o If none if the items are Locked, click Continue to confirm the operation.

(i‘) Wendy May (TECH\Wwendy.may) N )

E‘ Veeam Disaster Recovery Orchestrator &, @ @

—~
(i) Exit Administration Search by Veeam Server name Q ‘ status: @ A @
4 Install ¥ Uninstall # Edit % Repair Reboot
Qverview
Orchestrator Agents Status Check Compenent Dependency b3l Agent Version oog
C There are in-use items related to this backup server
@ Healthy 5.0.0.2712
& Healthy 5.0.0.2712
Item Name Scope Locked
© communication Error 5.0.0.2712
Plan Replica Plan Admin Scape Yes
Plan Exchange Restore Plan Exchange Administrators Yes
Datalab Exchange vLab Exchange Administrators Yes
Datalab sandbox Admin Scape No
j.  Ifanyitems arelisted as Locked, then they are currently editing or processing and the selected Agent cannot
. be uninstalled.
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3. Complete the Repair Orchestrator Agent wizard:

a. At the Settings step, select the necessary account from the Credentials drop-down list for connecting
to the Veeam Backup & Replication server. For an account to be displayed in the Credentials list, it
must be added to the configuration database as described in section Adding Credentials. If you have
not set up an account beforehand, click Add and follow the steps of the Add Credential wizard. For
more information on the required account permissions, see the Veeam Disaster Recovery Orchestrator
Deployment Guide, section Permissions.

The provided credentials will be also used to launch the Orchestrator agent on the server. The user
name must be specified in the DOMAIN|USERNAME format.

Repair Orchestrator Agent X

Settings Repair Agent

Agent repair will be attempted. You may change the credentials if required.

Ssummary

Credentials @ tech\elivia.dias ~ ;: Add
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b. At the Summary step, review the configured settings and click Finish.

Repair Orchestrator Agent x

Settings Summary
Server type: Backup & Replication
Summary
Server name: 172.18.28.72
Credentials: TECH\olivia.dias

Previous Finish Cancel
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Connecting Infrastructure

If required, you can configure connections to vCenter Servers, and NetApp or HPE storage systems.

If you have already connected servers in the Initial Configuration wizard, you do not need to connect them
again. For more information, see the Veeam Disaster Recovery Orchestrator Deployment Guide, section After
You Install.

NOTE

No additional connection is required for recovery to Microsoft Azure as Orchestrator will use the Microsoft
Azure compute and storage credentials configured on the connected Veeam Backup & Replication servers.

Connecting Storage Systems

The following NetApp storage systems must be connected to Orchestrator:

e Any active storage virtual machine (SVM) that will be the source of the datastore disaster recovery
relationship.

e Any active SVM that will be the destination of the SVM disaster recovery relationship.

IMPORTANT

Make sure that you have NetApp volumes and virtual volumes protected by storage replication. If you use
authentication configured to control access to iSCSI targets, make sure that you define a list of initiators
and their authentication methods for all hosts managed by the target vCenter Server. For more information
on iSCSl initiator security management, see the NetApp ONTAP Documentation Center. For more
information on configuring CHAP parameters for iSCSI adapters, see VMware Docs.

The following HPE storage systems must be connected to Orchestrator:
e Any active storage system that will be the primary system of the remote copy configuration.
e Any active storage system that will be the secondary system of the remote copy configuration.
IMPORTANT

To connect an HPE storage system, you must first enable the HPE 3PAR Web Services APl (WSAPI) server
as described in section Enabling HPE 3PAR Web Services API Server.

To connect a storage system to Orchestrator:
1. Switch to the Administration page.
2. Navigate to Storage Systems.
3. Click Add.
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4. Complete the Connect Storage System wizard:

a. At the Storage Vendor step of the wizard, choose whether you want to connect a NetApp or an HPE
storage system.

Connect Storage System X

Choose storage vendor

Storage Vendor
Storage vendor:
Settings
)
(®) 1 Netdpp
summary

() = HPE

b. At the Settings step of the wizard, specify the following connection settings:

i. Use the DNS name or IP field to enter a DNS name or an IP address of the storage system that
will be connected to the Orchestrator server. The maximum length of the location name is 64
characters; the following characters are not supported: *: /\? " <> |.

ii. From the Credentials drop-down list, choose the necessary account for connecting to the
storage system.

For an account to be displayed in the Credentials list, it must be added to the configuration
database as described in section Adding Credentials. If you have not set up an account
beforehand, click Add and follow the steps of the Add Credential wizard. For more information
on the required account permissions, see the Veeam Disaster Recovery Orchestrator Deployment
Guide, section Permissions.
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iii. If required, change the port number used for communication with the system.

If an untrusted security certificate is installed on the storage system, you will get a security warning.
You can view the certificate and click Remember and continue — in this case, Orchestrator will
remember the certificate thumbprint and will further trust the certificate when connecting to the
storage system. Otherwise, you will not be able to proceed with the wizard.

Connect Storage System X

Storage Vendor Specify storage system connection settings

Settings DNS name or IP: @ | 172.15.152.11
el
- Port: 443 v
Summary
Credentials: @ vsadmin v &F add

Previous Cancel

c. At the Summary step of the wizard, review the connection details and click Finish.

Connect Storage System X

Storage Vendor Summary

Storage vendor: M nNetApp
Sefttings

Storage name: 172151521

Port: 443
Summary

Credentials: vsadmin

Previous Finish Cancel
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After you connect a storage system to Orchestrator, you must include the system in a storage recovery location
(either new or already existing) so that Orchestrator can use this storage system when executing and testing
storage plans. To learn how to include target storage systems in storage recovery locations, see Adding Storage
Recovery Locations.

Enabling HPE 3PAR Web Services API Server

Orchestrator uses the HPE 3PAR Web Services APl (WSAPI) server to communicate with HPE Primera and HPE
3PAR storage systems. When you add an HPE Primera or HPE 3PAR storage system to Orchestrator, it does not
enable the WSAPI server automatically because it does not have enough privileges to perform this operation.
This means that you must enable the server manually before connecting the storage system to Orchestrator.

To enable the WSAPI server running on an HPE Primera or HPE 3PAR storage system:

1. Log on to the Processor with administrator privileges:
#ssh <administrator account>@<SP IP Address>
2. Run the following command to view the current state of the WSAPI server:

#showwsapi

-—- —-State- -HTTP_ State-

HTTP Port -HTTPS State- HTTPS Port -Version-
Enabled  Active Enabled 8008

Enabled 8080 1.1

3. If the WSAPI server is not running, run the following command to start it:

#startwsapi

If the HTTPS port is disabled, run the following command to enable it:

#setwsapi -https enable
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Connecting VMware vSphere Servers

To collect data about VMware vSphere infrastructure objects, you must configure connections to VMware
vSphere servers. Only connections to vCenter Servers are supported.

IMPORTANT

To allow Orchestrator to process resource groups properly, you must connect vCenter Servers — not
standalone ESXi hosts — to Veeam Backup & Replication servers orchestrated by Orchestrator. To learn
how to add vCenter Servers to the backup infrastructure, see the Veeam Backup & Replication User Guide,
section Virtualization Servers and Hosts.

It is a requirement that Orchestrator has connections to the following vCenter Servers:

e All vCenter Servers managing source and replica VMs.

e The vCenter Server managing resources that will be used to recover VMs.

e All vCenter Servers managing VMs whose disks are located on the connected storage systems.
IMPORTANT

Starting from VMware vSphere version 7.0 Update 3, vSphere Cluster Services (vCLS) is activated by
default. Before you connect to a vCenter Server version 7.0 Update 3, you must configure vCLS datastore
placement in the vSphere Client as described in VMware vSphere documentation.

To configure a connection to a vCenter Server:
1. Switch to the Administration page.
Navigate to VMware vCenter.

Click Add.

oW

Complete the Connect VMware vCenter wizard:
a. At the Settings step of the wizard, specify the following connection settings:

i. Use the DNS name or IP field to enter a DNS name or an IP address of the vCenter Server that
will be connected to the Orchestrator agent. The maximum length of the location name is 64
characters; the following characters are not supported: *: /\?"<>|.

ii. From the Credentials drop-down list, choose the necessary account for connecting to the server.
For an account to be displayed in the Credentials list, it must be added to the configuration
database as described in section Adding Credentials. If you have not set up an account
beforehand, click Add and follow the steps of the Add Credential wizard. For more information
on the required account permissions, see the Veeam Disaster Recovery Orchestrator Deployment
Guide, section Permissions.
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iii. If required, change the port number used for communication with the server.

If an untrusted security certificate is installed on the vCenter Server, you will get a security warning.
You can view the certificate and click Remember and Continue — in this case, Orchestrator will
remember the certificate thumbprint and will further trust the certificate when connecting to the
server. Otherwise, you will not be able to add the server.

Connect vCenter Server X

Settings Specify vCenter Server connection settings

summary DNS name or IP: @ | cdpvec.gahvi.veeam.local
el
Port: 443 v
v & add

Credentials: @ tech\olivia.dias

b. At the Summary step of the wizard, review the connection details and click Finish.

Connect vCenter Server x

Settings Summary

server name: cdpve.gahvi.veeam.local
summary

Port: 443

Credentials: TECH\olivia.dias

Previous Finish Cancel
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Removing VMware vSphere Servers

If you no longer need a vCenter Server to be connected to Orchestrator, you can remove the server.
1. Select the vCenter Server and click Remove.

2. The Check Component Dependency window will inform you if any Datalabs or orchestration plans are
related to the vCenter Server.

o If any of the items occur to be Locked, Orchestrator will not be able to remove the server.

In this case, wait until Orchestrator stops processing the items, reset the locked orchestration plans,
power off plan testing in the locked DatalLabs — and then try removing the vCenter Server again.

o If none if the items are Locked, click Continue to confirm the operation.

IMPORTANT

As soon as you remove the vCenter Server from Orchestrator, all its related DatalLabs will be removed from
Orchestrator as well. All inventory groups that include VMs managed by the server will be excluded from
Orchestrator components, and the VMs will be deleted from the related orchestration plans.

3. Inthe Remove VMware vCenter Server window, click Yes to remove the vCenter Server.

E‘ Veeam Disaster Recovery Orchestrator (&) Rorety ey (ECtweendvaman) | () | (2)

—~
(€) Exit Administration
N

Search by VMware vCenter Server Q ‘ Status: €@ i (]

+ add  #* Edit X Remove
HEs Check Component Dependency x T o
® Connected The selected vCenter Server cantains VM Groups that are used in Orchestration Plans, DataLabs or 6.7.0
Recovery Locations
@ Connected 6.7.0
@ Connected Item Name scope Locked 6.5.0
Plan Sharepeint Replica Plan Admin Scope No
Plan Test Replica Plan Admin Scope Yes
Plan Test Restore Plan SQL Administrators No
Plan Exchange Restore Plan Exchange Administrators No
Plan MetApp Admin Scope Mo
Plan HPE Plan Admin Scope Yes
Datalab Exchange vLab Exchange Administrators No
Datalab Sandbox Admin Scope Mo
1 Irems marked as "Locked: Yes" prevent the server from being deleted.
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Configuring Notification Settings

The Orchestrator Ul allows you to specify email notification settings for automated delivery of Orchestrator
reports and documents.

Step 1. Specify SMTP Settings

To connect an SMTP server that will be used for sending email notifications:

1.

A owoN

E‘ Veeam Disaster Recovery Orchestrator (@ Bl Rl 'L:l &)

Overview

Switch to the Administration page.
Navigate to SMTP Server.

Click Edit.

In the SMTP Server window:

a. In the SMTP Server field, enter a DNS name or an IP address of the SMTP server. All email notifications
(including test messages) will be sent by this SMTP server.

b. In the Port field, change the SMTP communication port if required. The default SMTP port is 25.

c. Inthe From field, enter an email address of the notification sender. This email address will be
displayed in the From field of notifications.

d. For an SMTP server with SSL/TLS support, select the Use secure connection check box to enable SSL
data encryption.

e. If your SMTP server requires authentication, select the Use authentication check box, and specify
authentication credentials in the User and Password fields.

f. The Orchestrator Ul allows you to send a test message to check whether you have configured all
settings correctly. To do that, click Send Test Email.

g. Click Save.

—

"
SMTP Server
4 Edit

Name:

From Address:

Orche:
State: A Not Configured SMTP Server %
vCenter 5.

~

SMTP Server mail.veeam.com Port | 25 i

From orchestrator@veeam.com
Use secure connection

Use authentication

User veeamtadministrator
Password | seeseeeens

¥? send Test Email

m el
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Step 2. Specify Email Notification Settings

Add email addresses that will receive report notifications for your Orchestrator server. These addresses will be
available for subscription for all created scopes.

To add recipients to whom notifications will be sent:
1. Switch to the Administration page.
Navigate to Email Subscriptions.

In the Recipients column, click Add.

AW

In the Add Email Notification Recipient window:
a. In the Address field, enter an email address of a recipient.
b. In the Description field, enter a short description for the recipient, if required.

¢. The Orchestrator Ul allows you to send a test message to check whether you have configured email
settings correctly. To do that, click Send Test Email. A test email will be sent to the specified email
address.

d. Click Save.

E‘ Veeam Disaster Recovery Orchestrator (,I) Olivia Dias (TECH\olivia.dias) “--@'-‘3 (?‘)

— e Y

.
(i) A G 3 Changes will be applied to the following Scopes (1 of 3):

Admin Scope
Recipients Reports
‘ Search by email (1, ‘
+ Add o Edit X Remove
Email T Add Email Notification Recipient
No data Enter email and description for the new recipient
You may then configure the subscriptions for that recipient.
Address john.smith@veeam.com
Description for all orchestrator notifications
B3 Send TestEmail
Email Subscriptions
2 License
k. Logs
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Step 3. Subscribe to Notifications

After you have added email addresses that will receive notifications, subscribe to the desired reports.
1. Switch to the Administration page.
2. Navigate to Email Subscriptions.
3. Select a scope for which you want to create subscriptions:
a. Click the Scopes link.
b. In the Change Scope window, select a check box next to the required scope, and click Apply.
4. Select a recipient. A list of all available report types will be displayed in the Reports column.
5. Select check boxes next to the report types this address should subscribe to.

6. Click Subscribe.

ﬁ Veeam Disaster Recovery Orchestrator @ s il @

Admini 4 changes will be applied to the following Scopes (1 of 3):

Admin Scope

Overview

Orchestrator Agents Recipients Reports

vCenter Servers

Storage Systems % 8

MRS Rt 4+ add /" Edit X Remove Subscribe Unsubscribe

Recovery Locations
Email 1 | Type t Subscription

% Plan Steps

Settings chloe.lewis@veeam.com DataLab Test reports E3 not subscribed
for plan execution natifications

Credentials Plan Definition updates Not subscribed
john.smith@veeam.com

Roles and Scopes for all orchestrator notifications Plan Execution reports Not subscribed

L Datalab Configuration william.fox@vesam.com Plan Readiness Check.. B3 Not subscribed

for Datalab tes

Scope Inclusions

Email Subscriptions
License
Logs

About
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Managing Inventory Groups

To create orchestration plans, you will use one or more inventory groups. Inventory groups are sets of virtual or
physical machines that are managed by the embedded Veeam ONE server installed on the Orchestrator server.

The majority of inventory groups are created automatically, based on discovered items such as Veeam Backup &
Replication jobs and protection groups, vSphere datastores, or vSphere VM tags. All inventory groups created
this way are added to the list of inventory items on the Scope Inclusions page. After you include an inventory
group in a specific scope, you can use the inventory group in plans for this scope.

Types of Inventory Groups

Inventory groups are the building blocks of orchestration plans and are created and populated using the
embedded Veeam ONE server and its Business View engine. Orchestrator automatically creates a group for each
of the following:

e Veeam backup job protecting vSphere VMs or Veeam agents (Windows or Linux).
e Veeam replica or CDP replica job protecting vSphere VMs.

e vSphere datastore containing VMs.

e vSphere datastore containing VMs and backed by a replicating storage system.

e Veeam agent protection group.

e vCenter Server tag for VMs (the group will be named Category - 7ag).

NOTE

You can manage inventory groups manually using custom categories configured in Veeam ONE Client. You
can also group VMs based on categorization data imported from 3rd party software.
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Allowing Access to Inventory Groups

Unless an inventory group is /NCLUDED into the list of inventory items for a scope, it will not be available for
use in the scope. By default, all inventory groups are excluded from the newly created scopes; only the default
Admin Scope has all discovered groups automatically included.

To modify the list of inventory groups available for a scope:
1. Switch to the Administration page.
2. Navigate to Scope Inclusions > Groups.
3. Select the scope:
a. Click the Scopes link.
b. In the Change Scope window, select a check box next to the required scope, and click Apply.

4. Select check boxes next to the necessary groups, and click Include or Exclude.

TIP

You can simultaneously edit the list of inventory items available for multiple scopes. To do that, select
check boxes next to the required scopes in the Change Scope window. After you click Include or Exclude,
the changes will be applied to all the selected scopes at the same time.

% Veeam Disaster Recovery Orchestrator @) =t | @) | (@)

" Changes will be applied to the following Scopes (1 of 3):

Exchange Administrators
Overview

Orchestrator Agents

Groups Recovery Locations Plan Steps Credentials Template Jobs
vCenter Servers
Storage Systems Group Members

{ame Q

SMTP Server Q

Recovery Locations © Include Exclude

.
2 Plan Steps
Z)

E‘ Name Inclusion

Settings

Name

E : 77
Credentials Selected: 10of7

@ owner - audrey.allen Not included &1 senv2
Roles and Scopes
1@} owner - chioe.lewis Notincuded £ serv33
L, Datalab Configuration

2]

owner - hue.spanser Not included E’_‘j serva7

Scope Inclusions

@

owner - Infrastructure Not included & serv60
Email Subscriptions
) owner - joelle.van.dyne Notincluded
License

]

owner - john.smith Not included
Logs

@

owner - rick.deckard Not included
About

(I Y Ay
&

]

QWNET - ryan.smith Notincluded

After you make an inventory group /NCLUDED for a scope, Plan Authors will be able to add this group to
orchestration plans for the scope. For more information on creating and editing orchestration plans, see
Working with Orchestration Plans.

37| Veeam Disaster Recovery Orchestrator | Operations Guide



Managing Recovery Locations

Recovery locations consist of resource groups (that is, infrastructure objects such as vSphere hosts) used as
target locations when orchestrating recovery. Resource groups are managed by the embedded Veeam ONE
server installed on the Orchestrator server.

Orchestrator provides 3 types of recovery locations — Restore Recovery Locations, Storage Recovery Locations
and Cloud Recovery Locations.

Restore Recovery Locations

Restore recovery locations are used to define compute and storage resources in a vSphere environment required
when running restore plans and performing failback operations.

Before you run a restore plan or perform a failback operation, you can choose whether to recover machines to
the original or to a new location:

e If you want to restore VMs to their original location, you do not need to configure any resources. However,
the original VM location does not apply to Veeam agent backups, only to vSphere VM backups.

Orchestrator already includes a built-in recovery location named Original VM Location — if you select this
location, Orchestrator will automatically detect the original location of processed VMs and restore the
VMs to that location.

You can only customize datastore capacity level and enable Instant VM Recovery for the location. For
more information, see Configuring Original Recovery Location.

e If you want to restore machines to a different location, you must first categorize vCenter Server resources
into restore recovery locations.

For more information on working with restore recovery locations, see sections Adding Recovery Locations,
Configuring Recovery Locations and Allowing Access to Recovery Locations.

Storage Recovery Locations

Storage recovery locations are used to define target storage systems and compute resources required when
running storage plans.

Storage recovery locations are populated with connected storage systems, and with compute resources from
connected vCenter Servers — vCenter Server resources are categorized into groups based on vCenter Server
Tags on hosts and clusters. Resource membership in these groups cannot be edited in the Orchestrator Ul — you
must modify the tags in the vCenter environment. To learn how to tag infrastructure objects in the vSphere
inventory, see VMware Docs.

For more information on working with storage recovery locations, see sections Adding Recovery Locations,
Configuring Recovery Locations and Allowing Access to Recovery Locations.
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Cloud Recovery Locations

Cloud recovery locations are used to define cloud resources required when running cloud plans.

Orchestrator 6.0 allows you to recover machines to Microsoft Azure. For limitations that may apply for restoring
machines to Microsoft Azure, see the Veeam Backup & Replication User Guide, section Limitations to Restore to
Microsoft Azure.

NOTE

Restore to Microsoft Azure does not support Azure Hybrid Benefit. This means that all machines recovered
to Microsoft Azure are deployed as unlicensed VMs. If required, you can apply your on-premises license by
enabling the Azure Hybrid Benefit option after recovery, which will allow you to run your Azure VMs at a
reduced cost.

Before creating a cloud recovery location, ensure that:

e The Veeam Backup & Replication server that will manage the process of recovering machines to Microsoft
Azure is running version 12.0 or later.

e You have a Microsoft Azure compute account added to the Veeam Backup & Replication server. For more
information on adding a Microsoft Azure compute account, see the Veeam Backup & Replication User
Guide, section Microsoft Azure Compute Accounts.

For more information on working with cloud recovery locations, see sections Adding Recovery Locations,
Configuring Recovery Locations and Allowing Access to Recovery Locations.
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Adding Recovery Locations

All resource groups created based on vCenter Server tags will automatically become available for the creation of
recovery locations in the Orchestrator Ul. However, after you assign a tag to an object in the vSphere inventory,
it may not be available in the Orchestrator Ul immediately — the data synchronization process between
Orchestrator and Veeam ONE occurs every 3 hours.

TIP

You can speed up the data synchronization process using Veeam ONE Reporter installed as part of the
embedded Veeam ONE server. To do that:

1. In a web browser, navigate to the Veeam ONE Reporter web address.

The address consists of an FQDN of the Orchestrator server and the website port specified during
installation (by default, 1239). Note that Veeam ONE Reporter is available over HTTPS.

https://hostname:1239/

2. Navigate to Data Collection.
3. Click Start.

To add a recovery location to be used when running a restore plan or performing a failback operation, follow the
instructions provided in section Adding Restore Recovery Locations. To add a recovery location to be used when
running a storage plan, follow the instructions provided in section Adding Storage Recovery Locations. To add a
recovery location to be used when running a cloud plan, follow the instructions provided in section Adding
Cloud Recovery Locations.

Adding Restore Recovery Locations

To add a restore recovery location:
1. Switch to the Administration page.
Navigate to Recovery Locations.

Click Add.

A owon

Complete the New Recovery Location wizard:
a. Choose a recovery location type.
b. Specify a recovery location name and description.
¢. Choose recovery options.
d. Specify compute resources.
e. Specify storage resources.
f. Specify a datastore capacity level.
g. Configure network mapping.
h. Configure re-IP rules.
i. Enable VM recovery across different locations in Veeam Backup & Replication.

j. Finish working with the wizard.

40 | Veeam Disaster Recovery Orchestrator | Operations Guide



Step 1. Choose Recovery Location Type

At the Recovery Location Type step of the wizard, select the Restore option.

New Recovery Location x

Recovery Location Type Choose type of recovery location
Recovery Location Name 'Z:_:Z' Storage

Contains storage systems, vSphere hosts to mount the storage, and VM network configuration.

Recovery Options (@) Restore

Contains vSphere hosts, datastores and VM network configuration.
Compute Resources —
(_J Cloud
A public cloud where Veeam agent and vSphere backups can be recovered as doud VMs.
Storage Resources

Storage Options
Agent Networks
VM Networks
Re-IP Rules

Data Sovereignty

Summary
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Step 2. Specify Recovery Location Name and Description

At the Recovery Location Name step of the wizard, use the Name and Description fields to enter a name for the
new location and to provide a description for future reference. The maximum length of the location name is 64
characters; the following characters are not supported: *: /\? " <> |.

New Recovery Location x

Recovery Location Type Enter a name and description for the Restore Recovery Location

Recovery Location Name MName: Gold

Recovery Options Description: | High-priority tier location
Compute Resources
Storage Resources
Storage Options
Agent Networks

VM Netwaorks

Re-IP Rules

Data Sovereignty

Summary
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Step 3. Choose Recovery Options

At the Recovery Options step, specify whether you want to recover machines from vSphere backups, Veeam
agent backups or both.

You can also choose whether you want to enable Instant VM Recovery for the location. With Instant VM
Recovery, all processed machines will be immediately restored in the location by running directly from the
backup files. Instant VM Recovery helps improve recovery time objectives (RTO), minimize disruption and
downtime of the machines. For more information on the Instant VM Recovery feature, see the Veeam Backup &
Replication User Guide, section Instant VM Recovery.

Note that the Instant VM Recovery option is enabled by default (and you cannot disable it) when you recover
machines from Veeam agent backups.

NOTE

Orchestrator currently supports recovering machines protected by Veeam Agent for Microsoft Windows
and Veeam Agent for Linux only.

New Recovery Location x

Recovery Location Type Recovery Options

Specify whether Vs and/or agents will be recoverad here. Instant VM Recovery is required to restore agent

backups.
Recovery Location Name

Recovery Options Recover Veeam agent backups

Recover new VMs from Veeam agent backups. Requires that Instant VM Recovery is enabled.

Compute Resources Recover vSphere backups

Recover new VMs from vSphere backups.
Storage Resources

Storage Options
Agent Networks
VM Networks
Re-IP Rules

Data Sovereignty

Summary

0 Instant VM Recovery must be enabled if you plan to use this location for Quick Tests, or to restere agent backups.
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Step 4. Specify Compute Resources

At the Compute Resources step of the wizard, specify target hosts and clusters where recovered VMs will be
registered. To do that, select the required resource groups in the list of available groups and click Add.

To view hosts and clusters in a resource group, select the group and click View Resources.

IMPORTANT

If you add a host to a recovery location and then move the host to another datacenter, or if you move a
host from one vCenter Server to another, the host will be assigned a new vCenter MoRef ID, Orchestrator
will consider the host to be a new infrastructure object, and the configuration of the recovery location will
become invalid. As a result, Orchestrator will not be able to use this location for restore.

New Recovery Location x

Recovery Location Type Choose compute resource groups
Recovery Location Name Search Q Up Down EE? View Resources
Recovery Options Available Groups l:‘ Show empty Groups Compute Groups

Gold - Tier2 Add Gold - Tier1

Compute Resources
Storage Resources
Storage Options
Agent Networks

VM Netwarks

Re-IP Rules

Data Sovereignty

Summary
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Step 5. Specify Storage Resources

At the Storage Resources step of the wizard, specify destination datastores and datastore clusters where
recovered VMs will be stored. To do that, select the required resource groups in the list of available groups and
click Add.

For a resource group to be displayed in the Available Groups list, it must belong to the hosts and clusters
selected at the Compute Resources step.

To view datastores and datastore clusters included into a resource group, select the group and click View
Resources.

New Recovery Location x

Recovery Location Type Choose storage resource groups
Recovery Location Name Search Q Doy B View Resources
Recovery Options Available Groups Storage Groups

dpt- it Add Gold - Tier (v]
Compute Resources

Gold - Tier2

SHtEEe Beatiites Storage profile - Gold

LN R < <

Storage Options Storage profile - Silver

Agent Networks
VM Networks
Re-IP Rules

Data Sovereignty

Summary

o Only Storage resources available to the previously selected Compurte resources are shown here,
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Step 6. Specify Datastore Capacity Level

At the Storage Options step of the wizard, specify the datastore capacity level that must not be breached during
the recovery process.

You can also choose whether you want Orchestrator to use backup files created by backup copy jobs when
recovering machines. For more information on the way Orchestrator selects backup files and restore points to
recover machines when performing restore operations, see How Orchestrator Selects Backup Files.

New Recovery Location X

Recovery Location Type Confirm storage options
Recovery Location Name
vSphere Datastore Usage

Recovery Options ~

Fill datastores up to: 80 - % of capacity

Compute Resources

Use Backup Copy Job Repository

Storage Resources
If backup copies are located in the DR location, use them for recovery

Storage Options Use backup copy repository when restoring
Agent Networks

VM Netwarks

Re-IP Rules

Data Sovereignty

Summary

o If all datastores reach the thresheld, the plan will halt.

46 | Veeam Disaster Recovery Orchestrator | Operations Guide



Step 7. Configure Network Mapping

[This step applies if you have selected the Recover Veeam agent backups at the Recovery Options step of the
wizard, or if you have selected the Recover vSphere backups option and you want to enable the functionality of
network mapping]

When you recover a VM from a vSphere backup, the recovered VM is connected to the same vSphere networks
as the source VM; if the same networks are not available in the recovery location, you can create a network
mapping table for the location so that the recovered VM is connected to the correct network. However, when
you recover a machine from a Veeam agent backup, there are no vSphere networks that can be used — only the
IP address of the source agent is known. Therefore, to recover Veeam agents, you must create at least one
network mapping rule that maps an IP address range to a vSphere network so that the recovered VM is
connected to the correct network.

To configure network mapping, at the Network Mapping step of the wizard, click Add. The Add Network
Mapping Rule window will open.

1. Depending on whether you plan to recover machines from vSphere or Veeam agent backups, do the
following in the Source network section:

o Torecover VMs from vSphere backups, from the vCenter Server list, select a vCenter Server that
manages source VMs. Then, from the list of available networks, select a network to which the source
VMs are connected.

For a vCenter Server to be displayed in the vCenter Server list, it must be connected to Orchestrator
as described in section Connecting VMware vSphere Servers.

o Torecover machines from Veeam agent backups, specify a range of IP addresses that contains the IP
addresses of the source agent machines. Alternatively, create a separate network mapping rule to
map each individual IP address. Note that you must specify at least one network mapping rule.

NOTE

Orchestrator supports IP addresses in the IPv4 format only. If a machine that you want to recover has an
IPv6 address, you must create the 0.0.0.0/0 mapping rule. Otherwise, Orchestrator may halt the recovery
process.
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2. Inthe Target vSphere network section, from the vCenter Server list, select a vCenter Server that will
manage recovered VMs. Then, from the list of available networks, select a network to which the recovered
VMs will be connected.

For a vCenter Server to be displayed in the vCenter Server list, it must be connected to Orchestrator as
described in section Connecting VMware vSphere Servers.

New Recovery Location

Recovery Location Type Define network mapping to apply when recovering VMs from vSphere backups
Recovery Location Name &+ Add > Edit o
R Opti

ecovery Options Rule

Compute Resources Add Network Mapping Rule x

Enter a name for the rule and specify the source and target networks
Storage Resources

Storage Options
Prague to VM Network in Prague Set name automatically

Agent Networks

Source vSphere network Target vSphere network
vCenter Server: vCenter Server:
172.17.52.34 w 172.17.52.34 -
Re-IP Rules ' - ' -
Datacenter: Datacenter:
Mt OvEsSiEHtY All Datacenters v All Datacenters v
Summary Network: Network:
VM Network in Prague v VM Network in Prague A

Save Cancel
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Step 8. Configure Re-IP Rules

[This step applies only if you want to enable the functionality of automatic IP address transformation for
recovery of Microsoft Windows servers]

If the IP addressing scheme in the source location differs from the target location scheme, you can create re-IP
rules for the recovery location, and Orchestrator will automatically reconfigure IP addresses of the recovered
VMs. When recovering from a vSphere or agent backup, or failing back to a new location, Orchestrator checks if
any of the specified re-IP rules will apply to the recovered VM: if a rule applies, Orchestrator will change the IP
address configuration of the recovered VM using the Microsoft Windows registry.

IMPORTANT

To allow Orchestrator to reconfigure IP addresses of a recovered VM, the machine must have VMware
Tools installed. This also applies to physical servers protected by Veeam agents if you plan to recover them
to the VMware vSphere environment. The readiness check for any plan containing Veeam agents will
confirm the presence of VMware Tools.

To configure a re-IP rule, at the Re-IP Rules step of the wizard, click Add. The Add Re-IP Rule window will open.
1. In the Source VM section, describe an IP humbering scheme adopted in the source location.

2. Inthe Target VM section, describe an IP numbering scheme adopted in the target location. Specify an IP
address, subnet mask and default gateway that will be used for recovered VMs.

3. If necessary, define the DNS server addresses.
4. In the Description field, specify a brief outline for the rule or leave any related comments.

5. Click Add.

TIP

You can use the asterisk character (*) to specify a range of IP addresses.
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IP remapping

Source VM Target VM

IP Address: ‘ BT 52 20 % ‘ B2 ¥ 53 F

You can use the asterisk character (*} to specify a range
of IP addresses (for example, 192.13.15.%).

Subnet mask: ‘ 255.255.254. 0 ‘ ‘ 255.255.254. 0 ‘

Target VM options

Default gateway: | 172. 17 . 53 . 1

Preferred Alternats

DN5 server: ‘ i 2 i ‘ ‘

Description

Enter description text...
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Step 9. Enable VM Recovery Across Different Locations

To control data migration in the virtual infrastructure, Veeam Backup & Replication introduces infrastructure
locations. A location defines a geographic region where an infrastructure object resides. To learn how to create
and assign locations to infrastructure objects in Veeam Backup & Replication, see the Veeam Backup &
Replication User Guide, section Locations. To learn how to track geographical locations of production data, their
copies and replicas, see the Veeam ONE Reporter User Guide, sections Data Sovereignty Overview and Data
Sovereignty Violations.

At the Data Sovereignty step of the wizard, choose whether you want Orchestrator to be able to recover VMs to
a different location in Veeam Backup & Replication.

New Recovery Location X

Recovery Location Type Data Sovereignty

Enforce data sovereignty using the infrastructure locations as defined in Veeam Backup & Replication.
WMs will not be restored if data would breach the location boundary.
For more information see the Veeam Backup & Replication documentation.

Recovery Location Name

Recovery Options
Enforce data sovereignty

Compute Resources

Storage Resources

Storage Options

Agent Networks

VM Networks

Re-IP Rules

Data Sovereignty

Summary
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Step 10. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

New Recovery Location X

Recovery Location Type Summary

Recovery Location Name Copy to dlipboard

Properties
Recovery Options

Recovery location name:
Compute Resources Type:

Description:
Storage Resources

Recovery settings
Storage Options

Agents:
Agent Networks VMs:

Instant VM Recovery:

VM Networks

Re-IP Rules Resources

. Storage max usage %:
Data Sovereignty Use backup copies:
Compute Resources:

Summary
Storage Resources:

Network mapping rules

Agent Metworks:
VM Networks:
Re-IP Rules:

Enforce data sovereignty:

Restore Recovery Location
Restore

High-priority tier location

Enabled
Enabled
Enabled

Yes

1rule
1rule
Mo rules chosen
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Adding Storage Recovery Locations

To add a storage recovery location:

1. Switch to the Administration page.

2. Navigate to Recovery Locations.

3. Click Add.

4. Complete the New Recovery Location wizard:
a. Choose a recovery location type.
b. Specify a recovery location name and description.
c. Choose a storage vendor.
d. Specify target storage systems.
e. Specify a target datacenter.
f. Specify compute resources.
g. Configure network mapping.
h. Configure re-IP rules.

i. Finish working with the wizard.
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Step 1. Choose Recovery Location Type

At the Recovery Location Type step of the wizard, select the Storage option.

New Recovery Location x

Recovery Location Type Choose type of recovery location

Recovery Location Name (@ Storage

Contains storage systems, vSphere hosts to mount the storage, and VM netwerk configuration.

I _ ) Restore

Storage Vendor

es and VM network configuration.

Target Storage Systemns

A public cloud where Veeam agent and vSphere backups can be recovered as doud VMs

Target Datacenter

Target Compute Resources
Network Mapping

Re-IP

Summary
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Step 2. Specify Recovery Location Name and Description

At the Recovery Location Name step of the wizard, use the Name and Description fields to enter a name for the
new location and to provide a description for future reference. The maximum length of the location name is 64
characters; the following characters are not supported: *: /\? " <> |.

New Recovery Location x

Recovery Location Type Enter a name and description for the Storage Recovery Location

Recovery Location Name Name: Critical Systems

Storage Vendor Description: | High-priority tier location
Target Storage Systems
Target Datacenter

Target Compute Resgurces
MNetwork Mapping

Re-IP

Summary
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Step 3. Choose Storage Vendor

At the Storage Vendor step, choose whether NetApp or HPE storage systems will be used to recover VMs.

New Recovery Location X

Recovery Location Type Choose storage vendor
Recovery Location Mame @ 1 Netapp ONTAP
Storage Vendor |_J) == HPEPrimera (3PAR)

Target Storage Systems
Target Datacenter

Target Compute Resources
Metwork Mapping

Re-IP

Summary
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Step 4. Specify Target Storage Systems

At the Target Storage Systems step of the wizard, specify target storage systems to be used to recover VMs. To
do that, select the required storage systems in the list of available systems and click Add.

To display the full list of all available storage systems including storage systems used in other storage recovery
locations, select the Show all systems check box.

N‘EIE? Recovery Location x

Recovery Location Type Add Target Storage Systems
Select Storage Systems that will be used to recover VMs.

Recovery Location Name

Search Q, By View Datastores
Storage Vendor
Available Systems l:‘ Show all systems Selected Systems
Target Storage Systems .
172.24.131.79 (pdcqastg14) Add 172.24.131.57 (pdcgastg0d)

Target Datacenter

Target Compute Resources
Metwork Mapping
Re-IP

Summary

To fail over VMs to the selected Storage Systemns, Orchestrator will use settings configured for this Storage
Recovery Location.
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Step 5. Specify Target Datacenter

At the Target Datacenter step of the wizard, select a vCenter Server that will manage recovered VMs, and then
specify a datacenter to be used to recover VMs. The recovered VMs will be distributed across resources of this
datacenter.

New Recovery Location x

Recovery Location Type Choose a target datacenter

Choose a datacenter that will be used to perform failover.

Recovery Location Mame

vCenter Server: | gahvi.veeam.local w
Storage Vendor
Datacenter: kelect... v
Target Storage Systems Viklim DC
VKlim_DC_2
Target Datacenter \ﬂj

Target Compute Resources
Metwork Mapping
Re-IP

Summary
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Step 6. Specify Compute Resources

At the Target Compute Resources step of the wizard, specify target hosts and clusters to which recovered
volumes will be mounted. To do that, select a resource group in the list of available groups and click Add.

For a resource group to be displayed in the Available Groups list, it must belong to the datacenter selected at
the Target Datacenter step. If a resource group belongs to multiple datacenters at the same time, it will not be
displayed in Available Groups list.

To view hosts and clusters in a resource group, select the group and click View Resources.

IMPORTANT

If you add a host to a recovery location and then move the host to another datacenter, or if you move a
host from one vCenter Server to another, the host will be assigned a new vCenter MoRef ID, Orchestrator
will consider the host to be a new infrastructure object, and the configuration of the recovery location will
become invalid. As a result, Orchestrator will not be able to use this location for recovery.

New Recovery Location X

Recovery Location Type Add target compute resources

Select Groups that contain the necessary clusters and hosts to the Storage Recovery Location. These Groups
will be used to mount replicated storage volumes.

Recovery Location Mame

Storage Vendor Search Q B view Resources
Target Storage Systems Available Groups Selected Groups
Host2 - Host2 Add Host1 - Host1
Target Datacenter
Target Compute Resources Host4 - Host4
Host5-Hosts

Metwork Mapping
Re-IP

Summary

o You can select only those Groups that have all their resources located on the Target Datacenter.

59 | Veeam Disaster Recovery Orchestrator | Operations Guide



Step 7. Configure Network Mapping

[This step applies only if you want to enable the functionality of network mapping]

By default, a recovered VM is connected to the same networks as the source VM. If the network configuration in
the recovery location does not match the production network configuration, you can create a network mapping
table for the location so that the recovered VM is connected to the correct network.

To configure network mapping, at the Network Mapping step of the wizard, click Add. The Add Network
Mapping Rule window will open.

1. In the Source vSphere network section, from the vCenter Server list, select a vCenter Server that manages
source VMs. Then, from the list of available networks, select a network to which the source VMs are
connected.

For a vCenter Server to be displayed in the vCenter Server list, it must be connected to Orchestrator as
described in section Connecting VMware vSphere Servers.

2. Inthe Target vSphere network section, from the list of available networks, select a network to which
recovered VMs will be connected.

Since you have already specified the target datacenter to be used, the wizard only allows you to change
the target network.

New Recovery Location

Define network mapping rules to apply when recovering VMs to this location

Add Network Mapping Rule

Recovery Location Type

Recovery Location Name
v Enter a name for the rule and specify the source and target networks

Storage Vendor
Rule name
DPortGroup 4 (DC in folder - DSwitch in Datacenter «" | Set name automaticall
Target Storage Systems I ' ' o ' y
Target Datacenter Source vSphere network Target vSphere network

vCenter Server:
Target Compute Resources

cdpvc.gahvi.vesam.local e
B (ST Datacenter:
All Datacenters b
Re-IP
Metwork: Metwork:
STATTET DPortGroup 4 (DC in folder - DSwitchin L~ % DPortGroup2 (DSwitch2 in VKlim_DC_32) v
Select Network ~ Select Network
DC in folder - VM Network in Datacenter 11a lab VM Metwaork {DSwitch2 in VKlim_DC_2)
in folder

DPortGroup2 (DSwitch2 in VKlim_DC_2)
DPortGroup 4{DC in folder - DSwitch in ) Lab " |
Datacenter in folder) Virtual Lab 1 Vi Metworlk in VKlim_DC_2
DPortGroup 6(DC1 - Dswitch in DC1) Virtual Lav DVS DC2 VM Network (DSwitch2 in
VKlim_DC_2)

DPortGroup 7 (DC2 - DSwitch in DC2)

WM Metwork in VKlim_DC_2

DPortGroup 8 {DC3 - DSwitch in DC3
without cluster)

gbuz_cdp_lab DC3 - VM Network (DC3 - Back
Dswitch in DC3 without cluster) v

Cancel
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Step 8. Configure Re-IP Rules

[This step applies only if you want to enable the functionality of automatic IP address transformation for
recovery of Microsoft Windows servers]

If the network configuration in the source location does not match the production network configuration, you
can create re-IP rules for the recovery location, and Orchestrator will automatically reconfigure IP addresses of
the recovered VMs. During storage failover, Orchestrator checks if any of the re-IP rules will apply to the
recovered VM: if a rule applies, Orchestrator will change the IP address configuration of the recovered VM using
the Microsoft Windows registry.

IMPORTANT
To allow Orchestrator to reconfigure IP addresses of a recovered VM, the VM must have VMware Tools
installed.

To configure a re-IP rule, at the Re-IP Rules step of the wizard, click Add. The Add Re-IP Rule window will open.
1. In the Source VM section, describe an IP humbering scheme adopted in the source location.

2. Inthe Target VM section, describe an IP numbering scheme adopted in the target location. Specify an IP
address, subnet mask and default gateway that will be used for recovered VMs.

3. If necessary, define the DNS server addresses.
4. In the Description field, specify a brief outline for the rule or leave any related comments.

5. Click Add.

TIP

You can use the asterisk character (*) to specify a range of IP addresses.
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e-IP Rule

IP remapping

Source VM Target VM

IP Address: ‘172.1?.52.*“172.1?.53.*‘

You can use the asterisk character (*) to specify a range
of IP addresses (for example, 192.13.15.%).

Subnet mask: ‘ 255.255.254. 0 ‘ ‘ 255.255.254. 0 ‘

Target VM options

Default gateway: | 172 . 17 . 53 . 1

Preferred Alternate

Description

Enter description text...
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Step 9. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

New Recovery Location X

Recovery Location Type Recovery Location will be created with the settings below

Recovery Location Name Copy to clipboard

Storage Vendaor L
Recovery location name: Critical Systems

Target Storage Systems
Type: Storage
Description: High-priority tier location

Target Datacenter
Vendor: MNetApp ONTAP

T t Ci te R

arget Compute Resources Resources

Netwark Mapping Target vCenter Server: vklimvctest.gahvi.veeam.local
Target datacenter: VKlim_DCvs

Re-IP Storage systems: 172.24.144.57 (svm-fc)
Compute resources: 1 group

Summary
Network mapping rules

VM Mappings: 1 rule

Re-IP Rules: 1 rule
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Adding Cloud Recovery Locations

To add a cloud recovery location:

1. Switch to the Administration page.

2. Navigate to Recovery Locations.

3. Click Add.

4. Complete the New Recovery Location wizard:
a. Choose a recovery location type.
b. Specify a recovery location name and description.
c. Specify recovery options.
d. Choose backup servers.
e. Choose a cloud subscription.
f. Specify repositories.
g. Configure proxies.
h. Choose a region.
i. Choose a resource group.
j.- Specify a cloud VM configuration.
k. Configure network mapping.
. Specify a quarantine network.

m. Finish working with the wizard.
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Step 1. Choose Recovery Location Type

At the Recovery Location Type step of the wizard, select the Cloud option.

New Recovery Location X

Recovery Location Type Choose type of recovery location

Recovery Location Name ) Storage

Contains storage systems, vSphere hosts to mount the storage, and VM netwerk configuration.

Recovery Options

es and VM network configuration.

Backup Servers -
@) Cloud

A public cloud where Veeam agent and vSphere backups can be recovered as doud VMs
Subscription

Repositories

Proxies

Region

Resource Group

Cloud VM Configuration
Quarantine network

Summary
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Step 2. Specify Recovery Location Name and Description

At the Recovery Location Name step of the wizard, use the Name and Description fields to enter a name for the
new location and to provide a description for future reference. The maximum length of the location name is 64
characters; the following characters are not supported: *: /\? " <> |.

New Recovery Location x

Recovery Location Type Enter a name and description for the cloud recovery location

Recovery Location Name MName: Cloud Recovery Location
Recovery Options Description: | Recovering to Microsoft Azure
Backup Servers
Subscription
Repositories

Proxies

Region

Resource Group

Cloud VM Configuration

Quarantine network

Summary
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Step 3. Specify Recovery Options

At the Recovery Options step, specify whether you want to recover machines from vSphere backups, Veeam
agent backups or both.

NOTE

Orchestrator only supports agent backups created by Veeam Agent for Microsoft Windows or Veeam Agent
for Linux.

New Recovery Location X

Recovery Location Type Choose recovery Options
Specify whether VMs and/or agents will be recovered here

Recovery Location Name
Recover Veeam agent backups

Recovery Options Recover new VMs from Veeam agent backups.

Recover vSphere backups
Backup Servers
Recover new VMs from vSphere backups.
Subscription
Repositories
Proxies
Region
Resource Group
Cloud VM Configuration
Agent Netweork Mapping
VM Network Mapping

Quarantine network

Summary
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Step 4. Choose Backup Servers

At the Backup Servers step of the wizard, select a Veeam Backup & Replication server that will manage the
process of recovering machines to Microsoft Azure. Note that one Veeam Backup & Replication server can be
associated with one recovery location only.

For a Veeam Backup & Replication server to be displayed in the list of available servers, it must be added to
Orchestrator as described in section Connecting Veeam Backup & Replication Servers.

IMPORTANT

e To restore workloads to Microsoft Azure, you must add a Microsoft Azure compute account to
Veeam Backup & Replication. When you add an Azure compute account, Veeam Backup &
Replication imports information about subscriptions and resources associated with this account.
If you do not add a compute account to the configuration of a Veeam Backup & Replication server,
you will not be able to choose the server when creating a cloud recovery location. For more
information on adding Microsoft Azure compute accounts, see the Veeam Backup & Replication User
Guide, section Microsoft Azure Compute Accounts.

e The added account must have the permissions required to access Microsoft Azure resources. For
more information, see the Veeam Backup & Replication User Guide, section Creating Custom Role for
Azure Account.

New Recovery Location x

Recovery Location Type Choose Veeam Backup & Replication server that will perform restore to this location
Recovery Location Name Backup Server Q
Recovery Options Veeam Backup & Replication Server Version Agent Status
Backup Servers 178.24.18.184 12.0.0.1106 @ Healthy
172.04.28.207 12.0.0.1120 (v) Healthy
Subscription
VAO1 12.0.0.1276 o Healthy
Repositories
Proxies
Region

Resource Group

Cloud VM Configuration
Agent Network Mapping
VM Network Mapping

Quarantine network

o Only backups made by the selected server can be recovered. Te use another server, create another location.

Summary
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Step 5. Choose Cloud Subscription

At the Subscription step of the wizard, select a Microsoft Azure cloud subscription whose resources you want to
use to recover machines.

For a subscription to be displayed in the list of available subscriptions, it must be associated with the compute
account added to Veeam Backup & Replication. For more information on adding Microsoft Azure compute
accounts, see the Veeam Backup & Replication User Guide, section Microsoft Azure Compute Accounts.

New Recovery Location x

Recovery Location Type Choose cloud subscription

Recovery Location Name Subscription Q
Recovery Options Subscription Compute Account Description

Backup Servers Enterprise Veeam account Account for restore

Subscription
Repositories

Proxies

Region

Resource Group

Cloud VM Configuration
Agent Network Mapping
VM Network Mapping
Quarantine network

Summary
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Step 6. Specify Repositories

At the Repositories step of the wizard, specify backup repositories where the restore points of machines that
you plan to recover are stored. To do that, select a repository in the list of available repositories and click Add.

For a backup repository to be displayed in the list of the available repositories, it must be added to the backup
infrastructure as described in section Adding Backup Repositories. You can use regular repositories (Windows,
Linux), object storage (Microsoft Azure) and scale-out backup repositories. Tape and deduplicating storage
appliances are not supported.

IMPORTANT

For Veeam Backup & Replication to be able to access the selected repositories using your cloud accounts,
the credentials of these accounts must be kept up to date. This means that if you update credentials of a
cloud account that is used to connect to a cloud service, you must also update these credentials in the
Veeam Backup & Replication console as described in the Veeam Backup & Replication User Guide, section
Cloud Credentials Manager.

New Recovery Location x

Recovery Location Type Choose repositories that will be used for cloud recovery

Recovery Location Name Search Q

Recovery Options Awvailable repositories Selected repositories
Default Backup Repository Add > Backup copy

Backup Servers
Empty repo Remove Object storage repository 1

Subscription

Repositories

Proxies

Region

Resource Group

Cloud VM Configuration
Agent Network Mapping
VM Network Mapping

Quarantine network

o All selected repositories will be searched for the latest restore point.

Summary
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Step 7. Specify Proxies

Veeam Backup & Replication servers can use multiple dedicated backup proxies to speed up the recovery
process. For more information on backup proxies, see the Veeam Backup & Replication User Guide, section
Backup Proxy.

At the Proxies step of the wizard, specify the proxies to be used. To do that, select a proxy in the list of available
proxies and click Add. If you have selected a cloud repository as a target location for storing restore points at
step 6, choose a cloud proxy to speed up the recovery process.

IMPORTANT

To recover machines protected by Veeam Agent for Linux, ensure that you have added a proxy appliance
for Linux to the backup infrastructure.

New Recovery Location x

Recovery Location Type Choose cloud proxies that will be used for recovery
Recovery Location Name Search Q
Recovery Options Available proxies Selected proxies
No Records Add WIN-A4C476RNAIB.tech.local

Backup Servers
Subscription
Repositories

Proxies

Region

Resource Group

Cloud VM Configuration
Agent Network Mapping

VM Netwoerk Mapping

Quarantine network
o Multiple proxies will use a round-robin method. For details on deplying cloud proxies, see the Veeam Backup

& Replication documentation,
Summary
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Step 8. Choose Regions

At the Regions step of the wizard, select a Microsoft Azure region in which the recovered VMs will reside.

For a region to be displayed in the list of available regions, it must belong to the subscription specified at step 5.

Note that Early Updates Access Program (EUAP) regions are not supported.

NOTE

documentation.

Recovery Location Name Search
Recovery Options South Africa West
South Central US

Backup Servers :
Southeast Asia

Subscription South India

Sweden Centra

Repositories
Switzerland North

Proxies Switzerland West
UAE Central
Region
UAE North
Resource Group UK South

UK West
Cloud VM Configuration
West Central US

Agent Network Mapping West Europe
: West India
VM Netwoerk Mapping
West US
Quarantine network West US 2
WestUs3

Summary

For Orchestrator to deploy the recovered VMs in the selected region, you must have sufficient resource
quota allocated to your subscription. To learn how to check your quotas, see Microsoft Azure

New Recovery Location x

Recovery Location Type Choose the region where VMs will be recovered.
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Step 9. Choose Resource Group

At the Resource Group step of the wizard, select a resource group to which the recovered VMs will belong.

For a resource group to be displayed in the Resource Group list, it must be created for the region specified at
step 8 in the Microsoft Azure portal, as described in Microsoft Docs.

New Recovery Location x

Recovery Location Type Choose resource group
Recovery Location Name Resource Group: | asdasdasd_group b ) Rescan
asdasdasd_group

Recovery Options
Default-Storage-WestUS

Backup Servers veeam-confirm1-
rge3a43028093179597f9349a39720f5d4daa

Subscription veeam-confirm-
rg86611636ef48288506a54324834e04457011

Repositories
veeam-restorestaging-5b0502ea-0ac0-415c-8496-

8992fa2celae
Proxies {b_

Region

Resource Group

Cloud VM Configuration
Agent Network Mapping
VM Network Mapping
Quarantine network

Summary
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Step 10. Specify Cloud VM Configuration

A VM configuration is a combination of a VM series and disk type that Orchestrator uses to create new VMs in
Microsoft Azure.

To recover machines in a cloud plan, you must specify at least one VM configuration at the Cloud VM
Configuration step of the wizard:

1. Click Choose in the VM Series field.

2. Inthe Choose VM Series window, specify the necessary VM series and click Apply.

To help you choose the VM series, the table in the Choose VM Series window will provide information on
the maximums for the number of vCPU cores, system RAM and attached disks for each available VM size.
For the full description of Microsoft Azure VM sizes, see Microsoft Docs.

3. Use the Disk drop-down list to select the type of disks that will be attached to the recovered VMs.

The specified VM series will be used as the basis for machines recovered in Microsoft Azure as new VMs. The
created VMs will be customized to best match the CPU and memory configuration of the source machines. If you
want different machines to be recovered using different settings, you can add up to 2 more VM configurations.
If you create another VM configuration, you must also modify the parameters of the Create Cloud VM step to
use it, as described in section Working with Cloud Plans.

New Recovery Location

Recovery Location Type Create cloud VM configurations

Recovery Location Nam

Recovery Options Search by name Q TQ Refresh
Backup Servers Series Max CPUs Max RAM (GB) Max Disks Premium S5D
Subscription Standard_A 8 56 16 Notsupported :
Standard_A_v2 8 16 16 Mot supported
Repositories
Standard_Am_v2 a8 64 16 Notsupported
Proxies Standard_Bls 1 0.5 2  Supported
Standard_Bms 20 20 32 Supported
Region
Standard_Bs 2 4 4 Supported
Resource Group Standard_D 16 112 64 Mot supported
e R Standard_D_v2 20 140 64 Mot supported
Cloud VM Configuration|
Standard_D_v3 64 256 32 Mot supported
Agent Network M3pping  standard_D_v4 64 256 32 Notsupported .
VM Network Mapping
o For VM specifications, see the Microsoft Azure documentation.
Quarantine network
Summary
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Step 11. Configure Network Mapping

When you recover a machine from a Veeam agent backup or a VM from a vSphere backup to a cloud
environment, Orchestrator is not able to connect the recovered VM to the same networks as the source machine
— that is why you must create at least one network mapping rule for the location so that the recovered VM is
connected to the correct network.

To configure network mapping, at the Network Mapping step of the wizard, click Add. The Add Network
Mapping Rule window will open.

1. Depending on whether you plan to recover machines from vSphere or agent backups, do the following in
the Source network section:

o Torecover machines from Veeam agent backups, specify a range of IP addresses that contains the IP
addresses of the source agent machines. Alternatively, create a separate network mapping rule to
map each individual IP address.

o Torecover VMs from vSphere backups, from the vCenter Server list, select a vCenter Server that
manages source VMs. Then, from the list of available networks, select a network to which the source
VMs are connected.

For a vCenter Server to be displayed in the vCenter Server list, it must be connected to Orchestrator
as described in section Connecting VMware vSphere Servers.

NOTE

Orchestrator supports IP addresses in IPv4 format only. If a machine that you want to recover has an IPv6
address, you must create a mapping rule 0.0.0.0/0 (this will map all networks). Otherwise, Orchestrator
may halt the recovery process.

2. Inthe Target network section, select a virtual network and a subnet to which you want to connect the
recovered VMs. For a virtual network to be displayed in the Cloud network list, it must be created in the
Microsoft Azure portal for the region selected at step 8, as described in Microsoft Docs. For a subnet to be
displayed in the Subnets list, it must be created in the Microsoft Azure portal for the specified virtual
network, as described in Microsoft Docs.

You can also specify a security group (virtual firewall) that will be associated with the recovered VMs. For
a network security group to be displayed in the Security Groups list, it must be created and associated to
the necessary subnet in the Microsoft Azure portal as described in Microsoft Docs.
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IMPORTANT

If IP address ranges for different rules overlap, Orchestrator will use the mapping in the rule with the

narrowest range.

New Recovery Location

Recovery Location Type

Recovery Location Name

Recovery Options

Backup Servers

Subscription

Repositories

Proxies

Region

Resource Group

Cloud VM Configuration

Agent Network Mapping

Quarantine network

Summary

Define network mapping to apply when recovering Veeam agent backups

‘ Search by name Q‘ e Add - * Edit ¥ Remove

Add Network Mapping Rule x

Enter a name for the rule and specify the source and target networks

Set name automatically

Source vSphere network Target cloud network
vCenter Server: Cloud network:
172.17.52.34 v do-image-test-vnet v
Datacenter: Subnets:
All Datacenters v default v
MNetwork: Security Groups:
lanagement in Prague v do-image-test-nsg ) R

Save Cancel

76 | Veeam Disaster Recovery Orchestrator | Operations Guide



Step 12. Specify Quarantine Network

You can scan machine disks for possible ransomware before restoring them to the production environment.
During ransomware scan, Orchestrator iterates through the number of restore points specified while running the
plan one by one to detect a restore point with no viruses. By default, if all restore points of a machine are
infected, Orchestrator halts the restore. However, you can instruct Orchestrator to restore the machine to a
quarantine network. After you delete all malicious software, run the plan again to restore the machine to the
recovery location.

At the Quarantine Network step of the wizard, specify a network and a subnet to which you want to connect the
infected machines.

NOTE

Orchestrator allows you to perform ransomware scan only for those machines whose restore points are
stored in on-premises repositories. If a restore point is stored in a cloud repository, Orchestrator will be
unable to perform the scan. For more information, see How Orchestrator Performs Ransomware Scan.

New Recovery Location X

Recovery Location Type Quarantine network
Machines that fail a ransomware scan can be recovered to a quarantine network.

Recovery Location Name
Specify quarantine network for ransomware recovery

Recovery Options
Cloud network:

lesch-, T w
Backup Servers alesch-wus-vnet
Subnets:

Subscription

i default W,
Repositories
Proxies
Region

Resource Group

Cloud VM Configuration
Agent Network Mapping
VM MNetwoerk Mapping
Quarantine network

Summary
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Step 13. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.
Recovery Location Type Summary

Recovery Location Name Copy to clipboard

Recovery location name: Cloud Recovery Location =
Recovery Options Type: Cloud

Description: Recovering to Microsoft Azure
Backup Servers Recover Agents: Enabled

Recover VMs: Enabled

Subscription
Veeam infrastructure

Repositories

Backup Servers: 172.04.28.207
; Repositories: 1 repositories
Proxies .
Proxies: 1 proxies
Region Cloud settings
Resource Group Subscription: Enterprise
Region: West US
Cloud VM Configuration Resource Group: veeam-restorestaging-5b0502ea-0ec0-415c-8496-8992fa2celae
Agent Netweork Mapping Cloud VM configurations
Config 1: Standard_Bls, StandardHDD

VM Network Mapping

Quarantine network Betw ok mapmosiEules

Agent Mappings: 1 rule

ST VM Mappings: 1rule
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Configuring Recovery Locations

If you want to change settings specified while adding a recovery location, the Orchestrator Ul allows you to
customize the location.

1. Switch to the Administration page.

2. Navigate to Recovery Locations.

3. Select the location and click Edit.

4. Complete the Edit Recovery Location wizard:

o To change the name and description of the location, follow the instructions provided in section
Adding Restore Recovery Locations (step 2), Adding Storage Recovery Locations (step 2) or Adding
Cloud Recovery Location (step 2).

o To change the specified recovery options, follow the instructions provided in section Adding Restore
Recovery Locations (step 3) or Adding Cloud Recovery Locations (step 3).

o To configure network mapping, follow the instructions provided in section Adding Restore Recovery
Locations (step 7), Adding Storage Recovery Locations (step 7) or Adding Cloud Recovery Location
(step 11).

o To configure re-IP rules for recovered VMs, follow the instructions provided in section Adding Restore
Recovery Locations (step 8) or Adding Storage Recovery Locations (step 8).

o [These steps apply only to restore recovery locations]

To change the target hosts and clusters where recovered VMs will be registered, follow the
instructions provided in section Adding Restore Recovery Locations (step 4).

To change the destination datastores and datastore clusters where machine files will be stored, follow
the instructions provided in section Adding Restore Recovery Locations (step 5).

To change the datastore capacity level that must not be breached during the recovery process, follow
the instructions provided in section Adding Restore Recovery Locations (step 6).

To enable or disable VM recovery across different Veeam Backup & Replication locations, follow the
instructions provided in section Adding Restore Recovery Locations (step 9).

o [These steps apply only to storage recovery locations]

To change the target storage systems used to recover VMs, follow the instructions provided in section
Adding Storage Recovery Locations (step 4).

To change the datacenter used to recover VMs, follow the instructions provided in section Adding
Storage Recovery Locations (step 5).

To change target hosts and clusters to which recovered volumes will be mounted, follow the
instructions provided in section Adding Storage Recovery Locations (step 6).

o [These steps apply only to cloud recovery locations]

To change the Veeam Backup & Replication server that will manage the process of recovering
machines to Microsoft Azure, follow the instructions provided in section Adding Cloud Recovery
Location (step 4).

To change the Microsoft Azure cloud subscription, follow the instructions provided in section Adding
Cloud Recovery Location (step 5).

To change the repositories where the machine restore points are stored, follow the instructions
provided in section Adding Cloud Recovery Location (step 6).
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To change the cloud proxies used for job performance optimization, follow the instructions provided
in section Adding Cloud Recovery Location (step 7).

To change the Microsoft Azure region in which the recovered VMs will reside, follow the instructions
provided in section Adding Cloud Recovery Location (step 8).

To change the resource group to which the recovered VMs will belong, follow the instructions
provided in section Adding Cloud Recovery Location (step 9).

To specify or change the quarantine network that will be used for infected machines, follow the
instructions provided in section Adding Cloud Recovery Location (step 12).

§| Veeam Disaster Recovery Orchestrator _ Edit Recovery Location &

—~
(¢) Extadministration
N

Recovery Locations

Search by name

=+ Add [ clone
Name

Original VM Location
Original location of source VM

Bronze
Gold
High-priority tier location

Silver
Medium-priority tier location

Critical Systems
High-priority tier location

Recovery Location Name

Compute Resources

Storage Resources

Resource Usage

nstant VM Recovery (IVR)

Backup Copy Praference

Re-IP Rules

Network Mapping

Data Sovereignty

Summary

Recovery Location will be updated with the settings below

Recovery Location Type:
Name:

Compute Resources:

Storage Resources:

% of capacity:
Instant VM Recovery:
Prefer Backup Copy:
Re-IP Rules:
Network Mapping:

Allow cross-locatien recovery:

Restore
Silver

dpt - adm
Gold - Tier3 (added)
it-vc - host2 (added)

Storage profile - Silver
dpt - it (added)

70 (edited)
Disabled (edited)
Yes (edited)

Ves (edited)
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Configuring Original Recovery Location

Since all resource groups included in the Original Recovery Location are empty by default and depend on
processed machines, you cannot customize its resource settings. However, you can still customize some general
settings for the location:

—_

Switch to the Administration page.

2. Navigate to Recovery Locations.

3. Inthe list of recovery locations, select Original VM Location, and click Edit.
4. Complete the Edit Recovery Location wizard:

o To change the datastore capacity level that must not be breached during the recovery process and
choose whether to use a backup copy repository when restoring machines, follow the instructions
provided in section Adding Restore Recovery Locations (step 6).

o To choose whether you want to enable Instant VM Recovery for the location, follow the instructions
provided in section Adding Restore Recovery Locations (step 3).

o To choose whether you want Orchestrator to be able to recover VMs across different locations in
Veeam Backup & Replication when running orchestration plans, follow the instructions provided in
section Adding Restore Recovery Locations (step 9).

§| Veeam Disaster Recovery Orchestrator  EditRecovery Location X

s

7 N Storage Options ummary
(¢) ExitAdministration Recovery Locations

N

I R 9 Copy to clipboard
N e— nstant VM Recovery

- Properties
2 Sove y
& add (3] Clone Data Sovereignty

Recovery location name: Original VM Location
Summary
Name Type: Restore
Description: Original location of source VM
Original VM Location
Original location of source VM

Recovery settings
Recovery Locations Bronze
Agents: Disabled
Gold VMs: Enabled
High-pririty tier location Instant VM Recovery: Disabled (aditad)
Silver Enforce data sovereignty:  Yes (edited)

Medium-priority tier location
Critical Systems G
High-priority tier location
Storage max usage %: 70 (edited)

Network mapping rules
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Allowing Access to Recovery Locations

Unless a recovery location is /NCLUDED into the list of inventory items for a scope, it will not be available for
use in the scope. By default, all locations are excluded from newly created scopes; only the Admin Scope has all
locations included.

NOTE

By design, the list of available recovery locations will always display restore and cloud recovery locations
only. For storage recovery locations, there is no need to allow access — Orchestrator automatically
identifies the locations to be used when running storage plans. For more information on the way
Orchestrator analyzes storage recovery locations, see How Orchestrator Places VMs During Storage
Failover.

To modify the list of recovery locations available for a scope:
1. Switch to the Administration page.
2. Navigate to Scope Inclusions > Recovery Locations.
3. Select the scope:
a. Click the Scopes link.
b. In the Change Scope window, select a check box next to the required scope, and click Apply.

4. Select check boxes next to the necessary locations, and click Include or Exclude.

TIP

You can simultaneously edit the list of inventory items available for multiple scopes. To do that, select
check boxes next to the required scopes in the Change Scope window. After you click Include or Exclude,
the changes will be applied to all the selected scopes at the same time.

E‘ Veeam Disaster Recovery Orchestrator @ ToToqunEee) | (@) @

@ Bxit Admint % Changes will be applied to the following Scopes (1 of 4):
Exchange Administrators
Overview

Orchestrator Agents Groups Recovery Locations Plan Steps Credentials Template Jobs

vCenter Servers Location Settings

Search by name Q
Storage Systems -
Properties
SMTP Server @ Include Exclude
TS Recovery location name  Gold
. W] Name Inclusion oo Type Ba Restore
) Fizs
B CEmIEs Recover Agents @ Enabled
Settings [] @ original v Location © included Recover VMs @ Enabled
Credentials € Gold Not included Instant VM Recovery Enahled
Data sovereignty Enabled
s @5 Cloud Recovery Location Not included
e T U Description High-priority tier location
& Datalab Configuration
Resources
Scope Inclusions
Email Subscriptions Storage max usage, % g0
Use Backup Copies Dizabled
License .
Compute resources group
L Logs Storage resources 1 group
About
Network mapping rules
Agent mappings 2rules
VM mappings 1rule

Re-IP rules 1rule
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After you make a recovery location /NCLUDED for a scope, Plan Authors will be able to use this location for
restore and cloud plans in the scope, and also when running failback. For more information on creating and

editing various plan types, see Working with Replica Plans, Working with CDP Replica Plans, Working with
Restore Plans and Working with Cloud Plans.

Configuring Plan Steps

Plan steps are the sequence of actions taken by the Orchestrator server during plan execution. For each machine
in an inventory group included in an orchestration plan, 2 types of steps can be performed:

e Default steps provided by Veeam
e Custom steps added by end user

For detailed description of all available orchestration plan steps, see Appendix. Orchestration Plan Steps.
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Allowing Access to Plan Steps

NOTE
You cannot delete built-in steps provided by Veeam. This option is available for custom steps only.
Unless a step is INCLUDED into the list of inventory items for a scope, it will not be available for use in the
scope. By default, all existing steps are included in the inventory list for all scopes.
To modify the list of plan steps available for a scope:
1. Switch to the Administration page.
2. Navigate to Scope Inclusions > Plan Steps.
3. Select the scope:
a. Click the Scopes link.
b. In the Change Scope window, select a check box next to the required scope, and click Apply.

4. Select check boxes next to the necessary steps, and click Include or Exclude.

TIP

You can simultaneously edit the list of inventory items available for multiple scopes. To do that, select
check boxes next to the required scopes in the Change Scope window. After you click Include or Exclude,
the changes will be applied to all the selected scopes at the same time.

Il Veeam Disaster Recovery Orchestrator @) Fermr=smE | (@) | (@)

& Changes will be applied to the following Scopes (1 of 3):
Exchange Administrators
Overview

Orchestrator Agents
Groups Recovery Locations Plan Steps Credentials Template Jobs
vCenter Servers —

Storage Systems

Steps Description

SMTP Server

Q @ Multiple Steps selected

ey (TS earch by name Descripticn can enly be displayed for a single selacted Step.

% Plan Steps .
O Exclude
Settings

Credentials [m] Name Inclusion

Roles and Scopes

Selected: 3 0f25

L, Datalab Configuration || & VeriyExchange services & Included .
Scope Inclusions ] 8, Verify Global Catalog Port @ included
Email Subscriptions [] & verify mail server Port © included
License D B verify SharePoint URL © Included
Logs Verify SQL Database © included
About & Verify SQL Port © Included
D B verify web Server Port © included
[] g Verify Web site (i) @ included

[H VM Power Actions @ Included =

After you make a plan step /NCLUDED for a scope, Plan Authors will be able to use this step when building
orchestration plans for the scope. For more information on creating and editing orchestration plans, see
Working with Orchestration Plans.
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Configuring Default Parameter Settings

To modify default parameter settings for a plan step:
1. Switch to the Administration page.
Navigate to Plan Steps.

In the Steps column, select the step and click Edit.

> oW

Complete the Edit Default Step Parameters wizard:
a. At the Step Parameters step:
i. Inthe Step Parameters column, select the required parameter.

ii. Inthe Parameter Details column, set the desired parameter values.

Edit Default Step Parameters X

Step Parameters Specify default values for the step parameters

Affected Plans Step Parameters Parameter Details

I Common Parameters During Failback and Undo:

summary skip v | &
Execute Location

During Lab Tests:
Windows Credentials &

Execute v | O
Exchange Server
Critical Step:
Email Address
Yes v | @
Exchange Credentials
Timeout:
200 e
Retries:
Eal
10 v O
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b. At the Affected Plans step, review the list of plans whose steps will be updated to meet the
parameter changes, and click Next.

Edit Default Step Parameters X

Step Parameters The following plans use this step and will be affected by the parameter changes

Affected Plans ) ; . )
Orchestrator will automatically update the default parameter values for steps in these plans.

Summary

Plan Scope

Test Replica Plan Admin Scope

T ] I N
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c. At the Summary step, review the configured settings and click Finish.

Edit Default Step Parameters X

Step Parameters See below for a summary for the Step
Affected Plans 7 Copy to clipboard
Summary Step Info
Mame: Verify Exchange Mailbox
Description: This Step verifies the availability of the Microsoft Exchange mailbox by accessing the

mailbox under an account with the provided credentials. The script requires Exchange
Web Services (EWS) AP| to be installed where it runs.

Script Requirements:

PowerShell 3.0 or later

Windows 2008 R2 and later

.MET 4.0 or later

Exchange Server 2013 and later

Exchange Web Services (EWS) API 2.1 or later

NOTE

The parameter settings will be changed only for plans that are NOT in the /& USE mode. For the list of
modes that an orchestration plan can acquire, see Running and Scheduling Replica Plans, Running and
Scheduling Restore Plans, Running and Scheduling Storage Plans and Running and Scheduling Cloud Plans.
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Managing Credentials

Orchestrator Administrators can choose which credentials will be visible to Plan Authors and available for use in
orchestration plans. These credentials can be used in plans, for example, to run verification scripts inside the
guest OS, or in other checks.

Orchestrator automatically collects all credentials from the connected Veeam Backup & Replication server and
displays them in the Orchestrator Ul. The Orchestrator Ul allows you to edit the existing credentials, and add
any domain and non-domain accounts.

NOTE

Orchestrator collects only standard accounts from connected Veeam Backup & Replication servers — it
does not collect Linux accounts and Linux private keys.
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Allowing Access to Credentials

Unless a credential is /NCLUDED into the list of inventory items for a scope, it will not be available for use in the
scope. By default, all credentials are excluded from newly created scopes; only the Admin Scope has all
credentials included.

To modify the list of credentials available for a scope:
1. Switch to the Administration page.
2. Navigate to Scope Inclusions > Credentials.
3. Select the scope:
a. Click the Scopes link.
b. In the Change Scope window, select a check box next to the required scope, and click Apply.

4. Select check boxes next to the necessary accounts, and click Include or Exclude.

TIP

You can simultaneously edit the list of inventory items available for multiple scopes. To do that, select
check boxes next to the required scopes in the Change Scope window. After you click Include or Exclude,
the changes will be applied to all the selected scopes at the same time.

§| Veeam Disaster Recovery Orchestrator @ Wendy May (TECH\wendy.may)

" Changes will be applied to the following Scopes (1 of 3):

Exchange Administrators
Qverview

Orchestrator Agents
Groups Recovery Locations Plan Steps Credentials Template Jobs
vCenter Servers T ——

Storage Systems
Credentials Credentials Settings

SMTP Server

[i] Multiple Credentials selected.
Credential Settings can only be displayed for one Account at a time.

Recovery Locations Search by name

@ Plan Steps

© Include Exclude
Settings
Credentials E Name Inclusion
e moEEmrs Selected: 30f 30
D EEEEDEigHELLD :ﬁ esx01\Administrator — esx01\A... Mot included -
Scope Inclusions D d fileservos\administrator — files... Not included
Email Subscriptions D S ndmp — Ndmp Not included
ez D Ja proxy0fAdministrator — prox... Not included
Logs L& 9a01\Administrator — qa01\Ad... Mot included
G D S ga03\Administrator — qa0\Ad... Not included
L 9a06\Administrator — qa06\Ad... Mot included
D A}. ga0MAdministrater — ga07\Ad... Notincluded

After you make a credential /NCLUDED for a scope, Plan Authors will be able to use this credential when
configuring the Windows Credentials and SQL Credentials parameters for plan steps for the scope. For more
information on creating and editing orchestration plans, see Working with Orchestration Plans.
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Adding Credentials

If you want to manually add credentials under which orchestration plan steps will be launched:
1. Switch to the Administration page.

Navigate to Credentials.

Click Add.

In the Add Credential window, click Browse.

vos W N

In the Choose Account window:
a. In the Domain field, select a domain to which the account that you want to add belongs.
b. In the Account field, enter the account name.
c. Select the account and click Add.

6. Inthe Add Credential window, enter a password for the account that you want to add, provide a
description for future reference, and click Save.

TIP

You can also add any credentials of your choice, even those that do not exist yet. To do that, in the Add
Credential window, use the Account and Password fields to enter an account name and a password for the
account, and click Save.

Choose Account

Choose an account to be used for adding Orchestrator credentials
Search for an account by any part of its name or use the mask (%)

Domain: D tech Add a new user account to he managed in Orchestrator

AccountType: | NTUser Chaose or type account name and enter the password. Description is optional.

Account: John Smith (TECH\john.smith) Name: [ techiolivia.dias

Password: [ reasessss

Description:

By default, all credentials are excluded from the newly created scopes; only the Admin Scope has all credentials
included. To edit the list of credentials available for a scope and to include the new credentials, follow the
instructions provided in section Allowing Access to Credentials.
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Changing Passwords

If you want to set a new password for an account, the default and preferred method is to change it in the Veeam
Backup & Replication console. The new password will be synchronized automatically into Orchestrator.

You can also change a password for an account in the Orchestrator Ul. However, keep in mind that if you change
a password in the Orchestrator Ul, the new password will not be synchronized into the Veeam Backup &
Replication console.

1. Switch to the Administration page.
2. Navigate to Credentials.
3. Select a credential that you want to modify and click Edit.
4. In the Edit Credential window:
a. In the Password field, enter a new password.

b. Click Save.

E‘ Veeam Disaster Recovery Orchestrator @) elhanemseize) || (GR) || (2

@) Exit Administration
>

Name Q 4 Add & Edit ¥ Remove
e e Credentials Managed By Description aon
[®]  Orchestrator Agents Selected: 1of1
@ vCenter Sary techiolivia.dias Vieeam Disaster Recovery Orchestrator Server Administrator's credentials
Edit Credential X

Edit the credential to change the password stored in Orchestrator

QOverride the password stored in Orchestrator. This does not reset the password in Active
Directory.

PEISWOrd: | sessessseeensnens P

Description: | Administrator's credentials

License
Cancel

L, Logs

About
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Editing Template Jobs

When you create a replica or restore plan, you have an option to reprotect machines included in the plan as soon
as the recovery process completes. Orchestrator will automatically create a new replication or backup job to
reprotect the recovered VMs as part of the plan execution process.

To accomplish this, configure a template job on the Veeam Backup & Replication server that protects the
required machines and is connected to your Orchestrator server. For Orchestrator to discover the job as a
template, you must create a standard Veeam job and include the text [VDRO Template]in the job description.

NOTE

When creating a new replication or backup job, Orchestrator will copy all settings configured for the
template job — except for the guest processing settings. If you want to enable application-aware
processing for machines included in the plan, edit settings of the newly created job as described in the
Veeam Backup & Replication User Guide, sections Creating Backup Jobs and Creating Replication Jobs.

Name
- m Type in a name and description for this backup job.

MName:

Template Backup Job for Orchestrator

Virtual Machines
Description:

Storage This job is a [VDRO Template] to reprotect failed-over VMs.
Guest Processing

Schedule

Summary

[ High priority
Backup infrastructure resources are offered to high pricrity jobs first. Use this option for jobs
sensitive to the start time, or jobs with strnict RPO requirements.

< Previous Mext = Finish

After you create a template job on the Veeam Backup & Replication server, Orchestrator will collect this data
and display it in the Orchestrator Ul. Note that the data synchronization process between Orchestrator and the
Veeam Backup & Replication server may take several minutes to complete.

NOTE

The Orchestrator template job can be configured per-inventory group in a plan. To do that, select the
Protect VM Groups option when creating or editing the plan. With this option selected, a new job will be
created for the inventory group. For more information, see Overriding VM Recovery and Protection
Settings.
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Allowing Access to Template Jobs

Unless a template job is /NCLUDED into the list of inventory items for a scope, it will not be available for use in
the scope. By default, all configured template jobs are excluded from newly created scopes; only the Admin
Scope has all the jobs included.

To modify the list of template jobs available for a scope:
1. Switch to the Administration page.
2. Navigate to Scope Inclusions > Template Jobs.
3. Select the scope:
a. Click the Scopes link.
b. In the Change Scope window, select a check box next to the required scope, and click Apply.

4. Select check boxes next to the necessary jobs, and click Include or Exclude.

TIP

You can simultaneously edit the list of inventory items available for multiple scopes. To do that, select
check boxes next to the required scopes in the Change Scope window. After you click Include or Exclude,
the changes will be applied to all the selected scopes at the same time.

E‘ Veeam Disaster Recovery Orchestrator @ SEIEIESEIZEAES) || () @

Botacislanon &% Changes will be applied to the following Scopes (1 of 3):

Exchange Administrators

Overview

Orchestrator Agents Groups Recovery Locations Plan Steps Credentials Template Jobs

vCenter Servers

Template Jobs ob Settings
Storage Systems P J J &
e — S a Job Name: Template Backup Job for Orchestrator
S Description: This job is 3 [VDRO Template] to reprotect
Recovery Locations failed-over VMs.
Exclude Veeam Backup & Replication server: 172.17.53.52
5 plan Steps © Include Exclude P p
Type: Backup
Settings -
3 El Nama Inclusion schedule: Not Scheduled
Credentials
7] #t Replication Job for VDRO Not included
Roles and Scopes
1} Template Backup Job for Orches... Mot included

Y, Datalab Configuration
scope Inclusions
Email Subscriptions
License

Logs

®

After you make a template job /INCLUDED for a scope, Plan Authors will be able to use this job to protect
machines included in replica and restore plans for the scope. For more information on creating and editing
replica and restore plans, see Working with Replica Plans and Working with Restore Plans.
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Connecting Datalabs

To validate your disaster recovery plans without impacting the production infrastructure, you can configure
automatic scheduled testing for the verification of vSphere and agent backups, VM replicas, applications and
storage snapshots. For this purpose, Orchestrator uses Datalabs created in the Veeam Backup & Replication
console. These DatalLabs provide an isolated environment in which Orchestrator performs verification tests.

After you create a DatalLab on a Veeam Backup & Replication server connected to your Orchestrator server, you
must configure a connection to the VMware Server used to manage the lab, as described in section Connecting
VMware vSphere Servers. Otherwise, Orchestrator will not be able to discover the DataLab and make it available
in the Orchestrator Ul. Note that the data synchronization process between Orchestrator and the Veeam Backup
& Replication server may take several minutes to complete.
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Assigning and Configuring DatalLabs

Unless a Datalab is ASS/GNEDto a scope, it will not be visible for use in orchestration plans for the scope. By
default, none of discovered Datalabs is assigned to any scope.

To modify the list of DatalLabs available for a scope and to configure Datalab settings:
1. Switch to the Administration page.
Navigate to DatalLab Configuration.

Select a DatalLab and click Edit.

IV

Complete the Edit DataLab Configuration wizard:

a. At the Scope step, click Assign. Select the required scope in the Available Scopes window and click
Apply.

For a scope to be displayed in the Available Scopes list, it must be created and customized as
described in section Managing Permissions.

NOTE

When you unassign a DataLab from a scope, all lab groups added to the DatalLab are automatically deleted
from the Datalab.

§| Veeam Disaster Recovery Orchestrator (&) Ofivi Dizs (TECH\olivia.dias) an.l]

@ Edit DataLab Configuration: Template Virtual La
|

| Scope Assign DataLab to scope Available Scopes X

A DataLab must be assigned to a scope before it can be used for plan t

Re Locatie
ecovery Location . Scope: T Description
Scope: " Assign...

Summary Admin Scope Default Scope containing administrative roles
Exchange Administrators Scope for users managing MS Exchange resources

SQL Administrators Scopes for users managing SQL Server resources

b. [This step applies only if you want to verify machines in a DatalLab that contains a lab group]

At the Recovery Location step, select a recovery location whose settings will be applied to the
machines being verified to connect them to the correct network, to reconfigure machine IP addresses
and to set the backup copy preference. For more information on these settings, see Adding Restore
Recovery Locations.
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For a recovery location to be displayed in the list of available recovery locations, its compute
resources must contain the host where the Datalab is deployed, and the location must be included
into the selected scope as described in section Allowing Access to Recovery Locations.

E‘ Veeam Disaster Recovery Orchestrator (RS R rEetonta des)

@' Edit DataLab Configuration: Template V

Scope Associate DatalLab with recovery location Availahle Recovery Locations e
Optionally, you may associate a Datalab with a recovery location (RL). T
hecoirery!.ocamn settings: Only recovery locations that contain the host where the DataLab is deployed are shown.
* Network mapping: Recovery Location T Description -
S * RePrules:

® Use backup copies:
Restore recavery location 01 High-priority recovery location

Recovery Location: % Choose...

Associating a recovery location with a DataLab is a requirem
Iab group. The recovery location must be included in the sco|

o

c. At the Summary step, review configuration information and click Finish.

I Veeam Disaster Recovery Orchestrator (R) ety
@ Edit DataLab Configuration: Template Virtual Lat
Scope Summary
Recovery Location Properties
| Summary Name: virtual Lab for testing
Scope: Admin Scope
Veeam Backup & Replication server: 172.22.28.16
vSphere host: pretwesx03.tech.local

Administrative Lab Groups: @

After you make a DatalLab ASS/GNEDto a scope, Plan Authors will be able to use this lab for on-demand or
scheduled testing of orchestration plans for the scope. For more information, see Testing Replica Plans, Testing
Restore Plans and Testing Storage Plans.
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Working with Orchestration Plans

Orchestrator uses the failover and data recovery functionality provided by Veeam Backup & Replication to
automate recovery actions. In addition, Orchestrator provides vSphere VM recovery orchestration based on
replicated storage snapshots created on NetApp and HPE storage systems. For these purposes, Orchestrator
offers 5 types of orchestration plans:

e Replica plans — consist of vSphere VMs that should be failed over to replicas.

e CDP replica plans — consist of vSphere VMs that should be failed over to continuous data protection (CDP)
replicas.

e Restore plans — consist of vSphere VM and Veeam agent backups that should be recovered to a VMware
vSphere environment.

e Storage plans — consist of VMs that store their files on vSphere datastores backed by replicating NetApp
and HPE storage systems.

e Cloud plans — consists of vSphere VM and Veeam agent backups that should be recovered to a Microsoft
Azure cloud environment.

Orchestration plans are based on inventory groups. For more information on inventory groups, see Managing
Inventory Groups.

TIP

To see the full list of discovered inventory groups, navigate to Inventory. You can select any inventory
group and click Create Plan to create an orchestration plan that will have the selected group preselected in
the list of groups to recover.

Orchestration plans can be scheduled and chained to execute in sequence, and Orchestrator will automatically
produce and update detailed documentation. Execution of orchestration plans is simplified to allow
simultaneous management of multiple plans that contain hundreds of machines.
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Working with Replica Plans

The type of an orchestration plan you create depends on whether you intend to use Orchestrator to switch to
VM replicas, to restore machines from backups or backup copies, or to serve data from a destination (NetApp) or
secondary (HPE) volume in case a disaster strikes.

If you want to recover vSphere VMs protected by Veeam replication jobs, create a replica plan.

Creating Replica Plans

To create a replica plan:
1. Navigate to Orchestration Plans.
2. Click Manage > New.

3. Complete the New Orchestration Plan wizard:

Q

. Specify a plan name and description.
b. Choose a scope for the plan.

¢. Choose a type of the plan.

d. Include inventory groups in the plan.
e. Specify VM recovery options.

f. Add steps to the plan.

g. Specify credentials for the plan steps.
h. Specify VM protection options.

i. Specify the target RTO and RPO.

j. Select a template for plan reports.

k. Specify scheduling options for plan reports.

L. Finish working with the wizard.
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Step 1. Specify Plan Name and Description

At the Plan Info step of the wizard, use the Plan Name and Description fields to enter a name for the new plan
and to provide a description for future reference. The maximum length of the plan name is 64 characters; the
following characters are not supported: * : /\?" <> .

You can also provide a contact name, email and telephone number of a person responsible for the plan.

New Orchestration Plan X

plan Info Provide details for the new Orchestration Plan
Scope Plan Mame: Test Replica Plan
Blan Type Description: Evaluating failover

Recovery Location

Vi Groups Contact Name: | John Smith

VM Recovery Options Contact Email: | john.smith@veeam.com
VM Steps Contact Tel: 18002223344

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 2. Choose Plan Scope

At the Scope step of the wizard, select a scope for which you want to create the plan.

For a scope to be displayed in the Available Scopes list, it must be created and customized as described in
section Managing Permissions.

New Orchestration Plan x

Plan Info Choose a Scope
Scope Type any part of Scope name to filter Q
Available Scopes
Plan Type
Admin Scope
Recovery Location Exchange Administrators
SQL Administrators
VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 3. Choose Plan Type

At the Plan Type step of the wizard, select the Replica option.

New Replica Plan x

Plan Info Choose the type of Plan
Scope l_
Vv covered from VMs will be recovered from Veeam agent or vSphere backups into a dloud environment
I () coP Replica
VMs will be recovered from Veeam CDP (continuous data protection) replicas
VM Groups —
(@) Replica

V be recovered from Veesam replicas

VM Recovery Options

'.'::' Storage

VM Steps VMs will be recovered from replicated storage volumes
l:l Restore

Protect VM Groups VMs will be recovered from Veeam backups

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 4. Add Inventory Groups

At the VM Groups step of the wizard, select inventory groups that you want to recover, and click Add to include
them in the plan.

For an inventory group to be displayed in the Available Groups list, it must be included into the list of inventory
items available for the scope, as described in section Allowing Access to Inventory Groups.

IMPORTANT

For Orchestrator to be able to recover a VM correctly, the VM must have VMware Tools installed. The
presence of VMware Tools is checked automatically on the vCenter Server side — for both Windows-based
and Linux-based VMs. To know how to install and upgrade VMware Tools in vSphere, see this VMware KB
article.

New Replica Plan x

Plan Info Add VM Groups

Use View VMs control to check Group members, and Up/Down controls to change the recovery sequence.

Scope
Search Q 4\ Up Down L@ View VMs
Plan Type
Awvailable Groups l:l Show empty Groups Plan Groups
R Datastore - datastore1 Add owner - john.smith

VM Recovery Options Datastore - enriqueD5s Datastore - esx01-das3

Datastore - esx03-virt-ds1

VM Steps
Datastore - KK-dat32
Protect VM Groups Datastore - KK-val01
Datastore - kuvi-enr2
RTO & RPO

owner - joelle.van.dyne

Report Template
Report Scheduling

Summary

o These options can be customized later on the Edit Plan page.
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Step 5. Specify VM Recovery Options

At the VM Recovery Options step of the wizard, use the If the VM recovery encounters an error then options to
choose whether you want to halt plan execution if VM recovery fails. This option can also be customized later
per-group when editing the plan.

Use the Recover the VMs in each group options to choose whether you want to recover VMs in sequence or in
parallel. If you select to process VMs simultaneously, use the Recover simultaneously max of VMs field to
specify the maximum number of VMs processed at the same time.

New Replica Plan X

plan Info Customize the default recovery options for all VMs in the Plan

If the VM recovery encounters an error then

Scope
"E" Halt the plan
Plan Type -
(_J) Proceed with the plan
VM Groups Recover the VMs in each group
VM Recovery Options "!" In parallel
i::ﬁl In sequence
VM Steps ~
Recover simultaneously maxof: | 10 o | VMs

Protect VM Groups
o These options can be customized later on the Edit Plan page.
RTO & RPO

Report Template

Report Scheduling

Summary
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Step 6. Add Plan Steps

At the VM Steps step of the wizard, use the list of plan steps to select steps to be performed for each VM during
failover.

For a step to be displayed in the Available Steps list, it must be included into the list of inventory items available
for the scope, as described in section Allowing Access to Plan Steps.

IMPORTANT

To allow the failover process to perform successfully, the Process Replica VM step must execute first.

By default, Orchestrator will perform the same selected steps in the same order for all new VMs that will later
appear in the inventory groups included in the plan. However, you can change the step execution order and
modify the list of steps individually for each VM, as described in section Configuring Steps.

NOTE

If a VM is included in multiple inventory groups in the same plan, Orchestrator will only run the Process
Replica VM step once. However, other steps for this VM will execute when processing it in each group.

New Replica Plan x

Plan Info Choose VM Steps
Add Steps to be executed for all VMs in the Plan. These Steps will also be used for all new VMs added to the Plan in
the future.

Scope
Blan Type Search Q 4\ Up Down
VM Groups Available Steps Selected Steps

&y Process Replica VM = Add Iy Process Replica VM
VM Recovery Options

¥ Check VM Heartbeat &) Check VM Heartbeat
VM Steps [® Generate Event @ verify Exchange Mailbox

08 Pping vM Network B verify Exchange MAPI Connectivity
VM Credentials

B send Email @ Verify Exchange Services
Protect VM Groups &3 Shutdown Source VM =] send Email

@} Start Service
RTO & RPO

3 verify DNS Port
Report Template & verify Domain Controller Port

@ verify Exchange Mailbox
Report Scheduling

B Verify Exchange MAPI Connectivity
SIRany B Verify Exchange Services

3 verify Global Catalog Port ~

o These options can be customized later on the Edit Plan page.
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Step 7. Specify Credentials

[This step applies only if you have added one or more plan steps that require Windows credentials to run in-
guest OS scripts inside VMs being processed. For the full list of steps that require authentication, see Appendix.
Orchestration Plan Steps]

At the VM Credentials step of the wizard, specify credentials that will be used to access guest OSes of VMs. To
do that, click the link in the Credentials section, and select the necessary credentials in the Select Credentials
window. For a credential record to be displayed in the Available Credentials list, it must be included into the list
of inventory items for the scope, as described in section Allowing Access to Credentials.

If you do not specify any credentials, Orchestrator will use the default credentials defined when configuring
plan steps on the Administration page of the Orchestrator Ul, or you may specify the required credentials
individually for each VM when editing the plan.

New Replica Plan x

plan Info Choose credentials to be used for operations in the VM guest 0S

5
S Some of the selected VM steps require credentials. Choose credentials that will be used to run all the steps.

If you do not choose credentials, each step will use the default credentials configured by an Orchestrator administrator.

Plan Type Credentials: ﬂ Default
Select Credentials X
VM Groups o

Type any part of name to filter Q

Awvailable Credentials

VM Recovery Options

VM Steps

VM Credentials.

Protect VM Groups

RTO & RPO

Report Template

Report Scheduling

summary

User Name

esx01\Administrator
galAdministrator
gads\Administrator
root

root
tech\wendy.may
srv20\administrator

TECH\chloe.lewis

Default

Description

esx01\Administrator
gal\Administrator
gads\Administrator
MNetApp 7-mode creds
root

tech\wendy.may

srv20%administrator
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Step 8. Specify VM Protection Options

At the Protect VM Groups step of the wizard, use the Protect VM Groups after recovery check box to choose
whether you want to protect VMs in the plan post-recovery with a backup or replication job.

If you select the Protect VM Groups after recovery check box, you must specify a backup or replication job to be
used as a template for a new job that will reprotect recovered VMs. To do that, from the Template Job list,
select the required job.

For a template backup or replication job to be displayed in the Template Jaob list, it must be created and
included into the list of inventory items for the scope, as described in section Editing Template Jobs.

IMPORTANT

The new job will consume Veeam Backup & Replication licenses to protect the VM replicas. That is why you
must take into account the number of licenses installed on the Veeam Backup & Replication server, so that
the number of actually managed objects does not exceed the license limit.

New Replica Plan X

plan Info Choose a reprotect option

Orchestrator can automatically create a new backup or replication job to reprotect the recovered ViMs.

Scope
Protect VM Groups after recovery

Plan Type
Template Job: | Template Backup Job for Orchestrator [DR] ~

VM Groups
This Step requires that the Veeam Backup & Replication server has enough licenses to run the new job.
See the Orchestrator documentation for details.

VM Recovery Options
VM Steps

VM Credentials
Protect VM Groups
RTO & RPO

Report Template
Report Scheduling

Summary
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Step 9. Specify Target RTO and RPO

At the RTO & RPO step of the wizard, define your Recovery Time Objective (RTO) and Recovery Point Objective

(RPO) for the plan:
e The Target RPO defines the maximum acceptable period of data loss.

e The Target RTO represents the amount of time it should take to recover from an incident.

RTO and RPO performance will be recorded in the Plan Readiness Check, Plan Execution and DatalLab Test
reports, and you will be able to track the achieved RTO and RPO objectives for each plan on the Home Page

Dashboard.
New Replica Plan x
plan Info Define your Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for this plan
Scope Hours: Minutes: Seconds:
G ~ ~ ~
TargetRTO: | ' w 0 v q L
Plan Type Maximum allowed time before the service is restored after a failure.
Hours: Minutes: Seconds:
VM Groups ~ ~ ~
Target RPO: 24 ~ o w o v
Maximum allowed loss of historical data after a failure.

VM Recovery Options
VM Steps

VM Credentials
Protect VM Groups
RTO & RPO

Report Template
Report Scheduling

Summary
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Step 10. Select Report Template

At the Report Template step of the wizard, select a document template that will be used as the cover page for
all Orchestrator reports. Use options in the Document format list to choose whether you want to generate
documents in the DOCX or PDF format.

For a custom document template to be displayed in the Available Templates list, it must be created and
customized as described in section Managing Templates.

New Replica Plan x

plan Info Choose the report template to be used for Plan reports and documentation

Scope Typ

Available Templates
Plan Type
Veeam Default Template (DE)
Dieses Template ist ein Beispiel und sollte auf Ihre Bedirfnisse angepasst werden
VM Groups
Veeam Default Template
This is an example template, and should be cloned and customized to your requirements
VM Recovery Options
Veeam Default Template (ES)
Esta es una plantilla de ejemplo, y debe ser clonada y personalizada de acuerdo con sus requisitos
VM Steps
Veeam Default Template (FR)
" Cedi est un modéle qui doit &re cloné et personnalisé selon vos besoins
VM Credentials
Vesam Default Template (PT)
Este & um template de exemplo, e deve ser clonado e customizado de acordo com seus requerimentos
Protect VM Groups

Vesam Default Template (CH)

EEATlEE , RTEsE
R T Sife , REBHTE S
Vesam Defau_lt Terr':plat_e (]3] )
Report Template CEsEH TN - TIL— T OE—L T, BECHEUTHAINAALTLIESW

Report Scheduling

Summary

Document format:

"\'_::) Word document (.DOCX)
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Step 11. Specify Report Scheduling Options

At the Report Scheduling step of the wizard, choose whether you want to automatically generate the Plan
Definition and Plan Readiness Check reports for the plan on a daily schedule. You can also choose whether you
want to generate both reports immediately after you create the plan.

To specify the exact time at which the report will be generated, click the Schedule icon next to the Update Plan
Definition report daily at or Perform Plan Readiness Check daily at check box, set the desired time, and click

Apply.

New Replica Plan x

plan Info Choose scheduling options for automatic Plan reporting
Scope Update Plan Definition report daily at: 1:13 PM ®
Plan Type Perform Plan Readiness Check daily at: | 8:00 AW %
VM Groups o Reports will not be generated for plar| Hours: Minutes:
s $||o ¢

VM Recovery Options _ -
yop Create Plan Definition when | click Finish| (@) am () pm

VM Steps Perform Readiness Check when | click Fi
=

VM Credentials

Protect VM Groups
RTO &RPO

Report Template
Report Scheduling

Summary
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Step 12. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

New Replica Plan x

Plan Info

Scope

Plan Type

VM Groups

VM Recovery Options

VM Steps

VM Credentials

Protect VM Groups

RTO & RPO

Report Template

Report Scheduling

Summary

See below for a summary for the new Plan

7 Copy to clipboard
Plan Mame:
Description:

Contact Name:
Contact Email:
Contact Tel:

Scope:

Plan Type:

VM Group(s):
Recover VMs:

If any VM fails:

Steps for New VM Template:

Override Credentials:

Credentials:

Protect VM Group, Job:

Target RTO:

Target RPO:

Report Template, format:

Update Plan Definition report:
Perform Readiness Check:

Create Plan Definition report now:

Run Readiness Check now:

Test Replica Plan
Orchestrating failover
John Smith
john.smith@veeam.com
18002223344

Exchange Administrators
Replica

Datastore - esx01-das3
Simultaneously (max 10)
Halt the plan

Process Replica VM

Check VM Heartbeat

Verify Exchange Mailbox

Verify Exchange MAPI Connectivity
Verify Exchange Services

Send Email

No

Use Default

No, N/A

1 Hour

24 Hours

Veeam Default Template, PDF
Daily 1:13 PM

Daily 6:15 AM

Yes

Yes

Cancel
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Editing Replica Plans

If you want to specify granular settings not provided in the New Orchestration Plan wizard, the Orchestrator Ul
allows you to customize replica plans and configure the settings for groups, recovered VMs, plan steps and step
parameters.

The procedures to edit replica, CDP replica, restore, storage and cloud plans are almost identical. For more
information, see Editing Orchestration Plans.

Testing Replica Plans

You can start on-demand plan testing and configure test scheduling for any replica plan. There is almost no
difference between the procedures performed for replica, restore and storage plans. For more information, see
Testing Orchestration Plans.
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Running and Scheduling Replica Plans

After you create and configure a replica plan, run a successful readiness check and a Datalab test, the plan can
be considered ready for failover. You can invoke various actions for the plan, depending on the current plan
state.

New plan created After plan creation, you can:

e Schedule a time for the plan to execute failover.
e Run the plan to execute failover immediately.

Failover After failover, you can:

e Perform permanent failover.
e Fail back to the original or to a new location.

Failback After failback, you can:

o Commit failback.

Any At any point, you can:

e Halt the plan to interrupt its execution.
e Undo to attempt reversal of the previous action.
e Reset the plan to clear the current state and allow it to run again.

Plan States

Replica plans can acquire the following default states after creation. The same states are shown after resetting a
plan, and after completing a test or a check.

NOT VERIFIED B Plan has never been tested, has never passed a readiness check, or
has been changed since the last Datalab test or readiness check.

i Plan has failed to be tested or has failed to pass a readiness check.

VERIFIED " Plan has been tested successfully or has passed a readiness check.
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Replica plans can acquire the following stable states after completing current processing:

HALTED

FAILOVER
UNDO FAILOVER

PERMANENT
FAILOVER

PREPARE FOR
FAILBACK

FAILBACK
UNDO FAILBACK
COMMIT FAILBACK

TESTING HALTED

B

Plan has stopped due to either an error or user intervention.

Process completed successfully.

Process completed with one or more warnings.

Process completed with one or more errors.

Plan testing has stopped due to either an error or user intervention.

Replica plans can acquire the following active states while in use or in progress:

Tab Plan Operator

Plan Management

CREATING

EDITING

SAVING

RESETTING

DELETING

Readiness Checks

CHECKING

[0}

ou

Plan is being created.

Plan is being edited.

Plan is being saved.

Note: Plan editing and execution are not available in this state.

Plan is being reset.

Plan is being deleted.

Plan readiness check is in progress.

Plan readiness check is in progress; one or more warnings
encountered.
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Tab Plan Operator

CHECK HALTING

Execution and Testing

FAILOVER

HALTING

TEST PENDING

TESTING

TEST HALTING

POWERING OFF

NOTE

{5

©

D

A

Plan readiness check is in progress; one or more errors encountered.

Plan readiness check is halting.

Plan is executing.

Plan is executing; one or more warnings encountered.

Plan is executing; one or more errors encountered.

Plan is halting.

Plan is waiting for the test lab to power on.

Plan testing is in progress.

Plan testing is in progress; one or more warnings encountered.

Plan testing is in progress; one or more errors encountered.

Plan testing is halting.

Plan testing is being powered off.

If you perform any infrastructure configuration changes (add, delete or rename VMs) or changes to Veeam
ONE Client groups, Orchestrator will not automatically apply these changes to plans that are currently
executing or testing — such plans are ‘locked' and cannot be edited. The changes will take effect only if the
plans enter the VERIFIED or NOT VERIFIED state.
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Replica plans can acquire the following modes:

ENABLED V) Plan is ready to be verified, tested and executed.

Notes:
Plan editing is not available.
Automatic report updates are enabled.

DISABLED ) Plan is ready to be edited and tested.

Notes:
Scheduled plan execution is not available.
Automatic report updates are disabled.

IN USE Y3 Plan is either in one of the active states (except the £D/TING state) or
in one of the stable states.

Notes:
Plan editing is not available.
Automatic report updates are disabled.

TIP

When a plan is in an active state, you can switch to the Plan Details page, select a VM being recovered in
the Virtual Machines column, and click the VM Console link to connect directly to the VM desktop.

Orchestrator will connect to the VM through the vCenter Server system. To avoid connection failures, make
sure the following requirements are met:

1. The target vCenter Server that manages the VM is running VMware vCenter Server version 6.0 or
later.

2. The SSL certificate used by the target vCenter Server is valid on the machine on which you are
running the browser. If not, install root certificates from the vCenter Server on both the
Orchestrator server and the machine. To learn how to download and install vCenter Server root
certificates, see this VMware KB article.

In vSphere 6.0 and later, each newly created ESXi host is by default provisioned with a self-signed
certificate from the VMware Certificate Authority. If you want to use such a certificate when

accessing the VM desktop, download the root CA certificate from the host where the VM is
registered. To learn how to manage certificates for ESXi hosts, see VMware Docs.
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Before You Begin

To run a replica plan, it must be ENABLED. To enable a plan:
1. Navigate to Orchestration Plans.
2. Select the plan.

3. From the Manage menu, select Enable.

If you do not enable a plan before you run it, the Run Plan wizard will force you to do that as soon as you try
running the plan.

NOTES
1. An Orchestrator Administrator or Plan Author can force-enable a plan in the Run Plan wizard.
However, a Plan Operator will not be able to run a disabled replica plan.
For more information on roles that can be assigned to users and user groups working with the
Orchestrator Ul, see Managing Permissions.
2. For security purposes, all ‘real-world' actions associated with replica plans (such as failover and
failback) require password confirmation.
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Scheduling Failover

You can schedule a time for a replica plan to execute. Only the failover process can be scheduled — all other
operations (failback, undo failover and so on) must be performed manually in the Orchestrator Ul.

To schedule a replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Schedule.
_OR_
Right-click the plan name and select Launch > Schedule.
3. Complete the Schedule Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Schedule Plan X

Credentials Re-enter credentials to proceed

Schedule Options User name: tech\olivia.dias

D)

Summary Password: | sesssesses

o For the plan to run according to the specified schedule, the plan must be enabled.

b. At the Schedule Options step, set the Scheduled execution toggle to On, and choose whether you
want to run the plan on schedule or after any other plan.

= If you want to run the plan at a specific time, select the Schedule on option, click the Schedule
icon, set the desired date and time, and click Apply.
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= If you want to run the plan after another plan, select the Schedule after option and click Choose
a Plan. Then, in the Select Plan window, select the necessary plan and click OK.

For a plan to be displayed in the Available Plans list, it must be EANABLED as described in section
Running and Scheduling Replica Plans.

Schedule Plan X

Credentials You may schedule this Plan to run at a specific time, or chain it to be executed after another Plan runs

Recovery will be performed using the most recent restore point.

Schedule Options

Scheduled execution: m on

Summary

{__) Schedule on 6/2022 10:30 AN

iiﬁl Schedule after  Test Replica Plan

You can schedule only the Failover and Restore actiens for Orchestration Plans. Other actions (such as Failback)
must be performed manually.

c. At the Summary step, review configuration information and click Finish.

Schedule Plan X

Credentials Plan will be scheduled with below settings. Click Finish to apply

Schedule Options Copy to dipboard

Plan name: Replica Plan
summary Schedule: Enabled
Ransomware Scan: Disabled
Choose scheduling options: After Plan: Restore plan

TIP

You can disable a configured schedule if you no longer need it. To do that, set the Scheduled execution
toggle to Offat the Schedule Options step of the Schedule Plan wizard.
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Running Failover

The Run action causes VMs in a plan to fail over to their replicas. For more information on the replica failover
process, see the Veeam Backup & Replication User Guide, section Replica Failover.

To run a replica plan:

1.
2.

Navigate to Orchestration Plans.
Select the plan. From the Launch menu, select Run.
_OR_
Click the plan name to switch to the Plan Details page, and click Run.
Complete the Run Plan wizard:
a. [This step applies only if you have not enabled the plan before running it]

At the Plan Disabled step, select the Enable this Plan check box.

Run Plan X

Plan Disabled This Plan is disabled

You may force the Plan into enabled mode to run it

Credentials

Enable this Plan
Readiness Check
Restore Point

Chained Plans

Summary
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b. For security purposes, at the Credentials step, retype your password.

Run Plan x

Dlan Dizabled Re-enter credentials to proceed
Credentials User name: tech\olivia.dias
Password: [ N

Readiness Check
Restore Point
Chained Plans

summary

c. At the Readiness Check step, review the results of the most recent readiness check run for the plan to
make sure the plan will be able to complete successfully.

Run Plan x

Plan Disabled Review readiness check report

7 Copy to clipboard

Credentials

Executed: 11/25/2022 11:07 AM
Readiness Check

Result: L. Warning

Details: 0 Errors, 1 Warning

Restore Point
¥ Download report

Chained Plans

summary

o Itis highly recommended to run a readiness check before executing a plan.
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d. At the Restore Point step, choose a restore point that will be used to recover VM replicas.

Run Plan x

Plan Disabled Choose restore point
Credentials 'ﬁEﬁ' Use the latest Restore Point
i:ﬁ' Use most recent Restore Point before: 11/25/2022 11:07 AM

Readiness Check
Restore Point
Chained Plans

summary

e. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Chained Plans step, select the Also execute the chained plans check box to proceed to
execution of subsequent plans after the current plan enters the FA/LOVER state.

Run Plan x

Plan Dizabled This Plan is part of a chain, and other Plans will execute when it is complete.
Credentials Also execute the chained plans
Readiness Check 1 Even Plans which are disabled will be forced to run.

H All Plans will all use the same restore point option.

Restore Point
Chained Plans

Summary
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e. At the Summary step, review configuration information and click Finish.

Run Plan x

Plan Disabled Click Finish to run the plan

7 Copy to clipboard

Credentials
Plan name: Replica Plan
Readiness Check - o
Launched by: tech\volivia.dias [Administrator]
Current state: T Not verified (Failed check)
Restore Point
Action: Failover
Restore Point: Most Recent
Chained Plans _
Chained Plans: Execute

Recovery Location: -
summal
E Restore VM Tags: No

The plan goal is to reach the FA/LOVER state. If any critical error is encountered, the plan will stop with the
HALTED state. To learn how to work with HAL TEDreplica plans, see Managing Halted Plans.
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Halting Failover

The Halt action interrupts plan execution. Any currently executing steps will be completed, then the plan will
enter the HALTED state. To learn how to work with HALTEDreplica plans, see Managing Halted Plans.

To stop a running replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Halt.
_OR_
Click the plan name to switch to the Plan Details page, and click Halt.
3. Complete the Halt Plan wizard:

a. For security purposes, at the Enter Credentials step, retype your password.

Halt Plan X

Credentials Re-enter credentials to proceed

Schedule Impact User name: tech\olivia.dias

Summsr}r Password: | sesseseess
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b. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Schedule Impact steps, choose whether you want to proceed with or cancel execution of
subsequent plans after the current plan enters the HALTED state.

Halt Plan x

Credentials =
®) Cancel the schedule and do not execute the subsequent Plans

_J Continue the schedule and launch the next Plan now

Schedule Impact

There are other Plan(s) scheduled in a chain to failover after this Plan completes. Choose the options for those

Summary . scheduled Plans below.

c. At the Summary step, review configuration information and click Finish.

Halt Plan x

Cradentials Click Finish to halt the plan

Schedule Impact Copy to clipboard

Plan name: Replica Plan
summary Halted by: tech\olivia.dias [Administrator]
Current state: + Failover
Action: Halt
Schedule Impact: Restore Plan - Scheduled chain cancelled

Halting a plan before it reaches a stable state may cause your environment to enter an inconsistent state,
requiring manual troubleshooting and a reset of the plan to resolve.
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Finalizing Failover

Orchestrator provides you a number of options to finalize failover to VM replicas:

e Permanent Failover — as a result, VM replicas in the disaster recovery site will no longer be treated as
replicas. Restore point snapshots will be deleted, and the source VMs will be removed from replication
jobs.

For more information on the permanent failover process, see the Veeam Backup & Replication User Guide,
section Permanent Failover.

e Failback — you can choose whether you want to fail back to the original or to a new location.

o If failing back to the original location, you will switch from VM replicas back to the source VMs. The
source VMs will be restored to the current state of their replicas.

o If failing back to a new location, all VM replica files will be copied to the location and used to recover
the VMs there.

Failback is a temporary stage that must be further finalized. After confirming that the failed-back VMs
operate correctly, you can perform the Commit failback operation. Alternatively, undo failback to return
the plan back to the FA/LOVER state.

For more information on the replica failback process, see the Veeam Backup & Replication User Guide,
sections Replica Failback and Commit Failback.

Depending on the selected option, the plan may enter the PERMANENT FAILOVER, FAILBACK, COMMIT
FAILBACK or HALTED state. To learn how to work with HALTED replica plans, see Managing Halted Plans.
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Running Permanent Failover

To perform permanent failover for a plan in the FA/LOVER state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
-OR-
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Run Plan X

Credentials Re-enter credentials to proceed

Progress Plan User name: Eitehohaa tir
Recovery Location Password: | seseseeses P
Quick Rollback
VM Tags

Switchower

summary
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b. At the Progress Plan step, select the Permanent failover option.

Run Plan x

Cradentials Choose one of the following options

Progress Plan :' Failback / Prepare to failback

(@) Permanent failaver
summary

o After permanent failover completes, undo and failback options will not be available.

c. At the Summary step, review configuration information and click Finish.

Run Plan X

Credentials Click Finish to run the plan

Progress Plan Copy to clipboard

Plan name: Replica Plan

summary Launched by: techholivia.dias [Administrator]
Current state: " Failover (Complete, no errors, no warnings )
Action: Failover — Permanent

NOTE

Failback will no longer be an option once the permanent failover process is complete.
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Running Failback

To perform failback for a plan in the FA/LOVER state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
-OR-
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Run Plan X

Credentials Re-enter credentials to proceed

Progress Plan User name: Eieehnal e
Recovery Location Password:; | sssssssssas p
Quick Rollback

VM Tags

Switchowver

summary
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b. At the Progress Plan step, select the Failback / Prepare to failback option.

Run Plan x

Cradentials Choose one of the following options

Progress Plan i!ﬁ' Failback / Prepare to failback
i:_:ﬁ' Permanent failover
Recovery Location

o Failback to the eriginal location or to a new location, or synchronize disks to prepare for failback
later.

Quick Rollback
VM Tags

switchowver

Summary

c. At the Recovery Location step, select a location to which VMs will be recovered.

For a recovery location to be displayed in the list of available locations, it must be created and
included into the list of inventory items available for the scope, as described in section Managing
Recovery Locations.

NOTE

Orchestrator will perform failback using all settings configured for the location — except Instant VM
Recovery and backup copy preference. These settings are not applicable to failback operations.
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Run Plan x

Credentials Choose recovery location

Selecting the original VM location will fail back to the source WMs. Using any other recovery

location will create new VMs.
Progress Plan

Recovery Location Type ! Q
Quick Rollback Name VMs Agents Instant VM Reco...
Original VM Location Enabled Disabled Enabled
VM Tags
Restore Recovery Location Enabled Enabled Enabled
Switchover
Summary

If you want to fail back to a new recovery location and the selected location includes multiple hosts,
datastores and networks, Orchestrator will use the round-robin algorithm to recover VMs. For more
information, see How Orchestrator Places VMs During Failback.

d. [This step applies only if you have selected the Original VM Location]

At the Quick Rollback step, choose whether you want to instruct Orchestrator to synchronize changed
data blocks only — this may help you speed up the failback process significantly.
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For more information on the quick rollback process, see the Veeam Backup & Replication User Guide,
section Quick Rollback.

Run Plan x

Credentials Choose quick rollback option
Progress Plan Use quick rollback
Recovery Location Quick rollback is appropriate if failover was caused by a software problem ar user error. Do not

use this opticn if the failover was caused by a hardware problem, storage issue, or power loss,

Quick Rollback
VM Tags
Switchover

Summary

e. At the VM Tags step, choose whether you want the recovered VMs to have the same tags as the

source VMs.
Run Plan X
Credentials Choose whether to restore VM tags
Progress Plan Restore VM tags

Recovery Location
Quick Rollback
VM Tags
Switchover

Summary
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f. At the Switchover step, choose whether you want to switch from VM replicas to the source VMs
immediately or to synchronize the VM disks without actually performing failback.

If you select the Prepare for failback option, Orchestrator will switch from VM replicas to the source
VMs when you run the plan next time.

Run Plan x

Cradentials Choose when to perform replica switchover

Progress Plan i:iﬁ- Failback now

Switchover replicas immediately

Recovery Location ) Prepare for failback

on next plan run
Quick Rollback

o This option will synchronize YM disks then trigger failback immediately.
VM Tags

Switchover

Summary

g. At the Summary step, review configuration information and click Finish.

Run Plan x

Credentials Click Finish to run failback

Progress Plan Copy to clipboard

Plan name: Replica Plan
Recovery Location
Launched by: tech\olivia.dias [Administrator]
Current state: " Failover (Complete, no errors, no warnings )
Quick Rollback . _ _
Action: Failback to Production
Recovery Location: Original VM Location
VM Tags
Restore VM Tags: Yes
Quick Rollback: Yes
Switchowver . )
Switchover: Failback now
Summary
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How Orchestrator Places VMs During Failback

To fail back VMs included into a replica plan to a new recovery location, Orchestrator uses the following
algorithm:

1. The solution looks through all hosts added to the location as compute resources to detect the first
available host. This is the host where the first processed VM will be registered.

2. Orchestrator applies the mapping specified in the network mapping table for the location to set the
required network configuration of the recovered VM.

Orchestrator checks whether the network configuration of the detected host matches the required
network configuration. If these configurations do not match, Orchestrator goes back to step 1.

3. Inthe list of datastores connected to the host as storage resources, Orchestrator searches for the first

datastore that both is available and has enough capacity. This is the datastore where files of the VM will
be stored.

To calculate the datastore capacity and make sure that it has enough space to accommodate the recovered
VM, Orchestrator uses the threshold that you specify when creating or configuring the location.

NOTE
The failure of steps 1-3 for a VM from a critical inventory group halts the plan in the following cases:

e If none of the discovered hosts is available, or if none of the hosts has network configuration that
matches the required network configuration of the recovered VM.

e If none of the discovered datastores is available, or if none of the datastores meets the capacity
requirements.

To learn how to work with HALTEDreplica plans, see Managing Halted Plans.

4. When Orchestrator starts processing the next VM, the solution looks through all hosts added to the
location as compute resources to detect the next available host:

o If Orchestrator detects such a host, this is the host where the VM will be registered.
o If there are no more available hosts, Orchestrator uses the host detected at step 1 to register the VM.
Then, Orchestrator goes through steps 2-3 to detect the target network and datastore for the VM.

5. Orchestrator repeats step 4 for all other VMs included in the plan until all the VMs are recovered. The

order in which the VMs are processed depends on the VM Recovery Options defined while configuring the
plan.

If datastores added to the recovery location as storage resources breach the capacity threshold before all
the VMs are recovered, the failure of this step for a VM from a critical inventory group halts the plan. To
troubleshoot the issue, configure the location to add more datastores and try running the halted plan
again. To learn how to work with HALTED replica plans, see Managing Halted Plans.
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Committing Failback

To commit failback for a plan in the FA/LBACK state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
-OR-
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Run Plan X

Credentials Re-enter credentials to proceed

Summary User name: techwendy.may

Password: sessseseme
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b. At the Summary step, review configuration information and click Finish.

Run Plan x

Cradentials Click Finish to commit failback
Summary Copy to clipboard
Plan name: Replica Plan
Launched by: tech\volivia.dias [Administrator]
Current state: " Failback (Complete, no errors, no warnings )
Action: Commit Failback

Recovery Location: -

Restore VM Tags: Mo

Commit failback anly updates the cenfiguration of the jobs and replicas in the Yeeam Backup &
Replication server. It takes no action in the virtual infrastructure.

TIP

After the commit failback process completes, Orchestrator will leave the plan in the /N USE state. By
design, this makes the results of the commit failback process accessible in the Orchestrator Ul as long as
required, and also prevents the plan from being modified by any automatic updates related to
infrastructure changes.

If you want to perform any further actions with the plan (for example, to test the plan, to run readiness
checks or to execute the plan again), reset the plan as described in section Resetting Replica Plans.
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Undoing Failover

The Undo Failover action powers off VM replicas running on target hosts and roll back to the VM state before
failover. For more information on the undo failover operation, see the Veeam Backup & Replication User Guide,

section Undo Failover.
To perform an undo operation for a plan in the FA/LOVER state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Undo.
-OR-
Click the plan name to switch to the Plan Details page, and click Undo.
3. Complete the Undo Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Undo Plan x

Credentials Re-enter credentials to proceed

Sum mary User name tech\olivia.dias

Password: | sssssessss
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b. At the Summary step, review configuration information and click Finish.

Undo Plan x

Click Finish to undo the most recent steps

Credentials
Summary Copy to clipboard
Plan name: Replica Plan
Undo by: TECH\olivia.dias [Administrator]
Current state: @ Failover (Haltad, 83% complete, 1 error, no warnings )
Undo action: Undo Failover

Unde will attempt to revert the plan to the last stable state.
After undo is initiated:

* The run contrel will be disabled until the unda process has completed.
* The halt control may be used to halt the undo process.
* After halting use the undo control to resume the undo process.

During unde any errors will be ignored.

If the undo failover process encounters an error while being performed, it will not be halted automatically — the
plan will proceed until the process completes. To terminate the undo failover process manually, use the Halt
option to stop the currently running plan as described in section Halting Failover. To resume the undo failover
process again, use the Undo option.
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Undoing Failback

The Undo Failback action powers on VM replicas running on target hosts and switches from the production VMs
back to the VM replicas — as a result, the plan acquires the FA/LOVER state. For more information on the undo

failback operation, see the Veeam Backup & Replication User Guide, section Undo Failback.

To perform an undo operation for a plan in the PREPARE FOR FAILBACK or FAILBACK state:

1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Undo.

-OR-

Click the plan name to switch to the Plan Details page, and click Undo.
3. Complete the Undo Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Undo Plan x

Credentials Re-enter credentials to proceed

summary User name:  tech\wendy.may

Password: | sereeeses
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b. At the Summary step, review configuration information and click Finish.

Undo Plan x

Click Finish to undo the most recent steps

Credentials
Summary Copy to clipboard
Plan name: Replica Plan
Undo by: tech\olivia.dias [Administrator]
Current state: " Failback (Complete, no errors, no warnings )
Undo action: Undo Failback

Unde will attempt to revert the plan to the last stable state.
After undo is initiated:

* The run contrel will be disabled until the unda process has completed.
* The halt control may be used to halt the undo process.
* After halting use the undo control to resume the undo process.

During unde any errors will be ignored.

If the undo failback process encounters an error while being performed, it will not be halted automatically — the
plan will proceed until the process completes. To terminate the undo failback process manually, use the Halt
option to stop the currently running plan as described in section Halting Failover. To resume the undo failback
process again, use the Undo option.
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Resetting Replica Plans

If a replica plan becomes inconsistent with the virtual environment, you can reset the plan. This will return the
plan to the D/SABLED state, without making any changes to the external virtual infrastructure.

To reset a replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Manage menu, select Reset.
_OR_
Right-click the plan name and select Manage > Reset.
3. Complete the Reset Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Reset Plan X

Credentials Re-enter credentials to proceed
Quick Check User name: = tech\olivia.dias

cword: | sessesases )
Summary Password: -

Reset will take no actions on VMs er replicas in your infrastructure.
It will reinitialize the Plan in Orchestrator only, For Halted plans it is recommended to use Undo, not Reset.
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b. At the Quick Check step, select the Perform a Quick Check after reset is complete check box to run a
readiness checlk after the rest.

Reset Plan x

Credentials It is recommended to run a Quick Check after resetting the plan

Quick Check Perform a Quick Check after reset is complete

Summary

c. At the Summary step, review configuration information and click Finish.

Reset Plan x

Plan will be reset using the options below. Press Finish to reset the Plan

Credentials
Quick Check Copy to clipboard
Plan Mame: Replica Plan
Summary o o
Reset by: TECH\olivia.dias [Administrator]
Current State: @ Failover (Haltad, 83% complete, 1 error, no warnings )
Quick Check: Yes
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Halting Plan Testing

The Halt action interrupts plan testing. You may need to halt plan testing, for example, if you need to fix some
environment-related issues and then proceed with testing later (in this case, VM replicas will still continue to
run). Or you may need to stop the testing process completely, for example, if you no longer need to test the
selected replica plan (in this case, VM replicas will be reverted to the latest restore point).

To halt testing of a replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Verify menu, select Halt DataLab Test.
-OR-
Right-click the plan name and select Verify > Halt DatalLab Test.

3. Inthe Halt Testing Plan window, click Halt to confirm the action.

E‘ Veeam Disaster Recovery Orchestrator (_’f) Ofivia Dias (TECH\lviadias) | .j. {E} Adminstration | (2)

Search by Plan Q Y Filter (None)

P Launch « s Manage v [ Verify v E Reports v
Dashboard

@ inventory Mode Plan Type Scope State Latest Test Test Exe...

Orchestration Plans

bp in-use Replica Plan Replica *Admin Scope Ly Testing warning
64% complete, no errors...  11/29/2022 11:03...

None MNone
Datalabs

Lab Calendar © Dpisabled  Replica Replica Halt Testing Plan

Reports © Dissbled Restore Plan Hettors If you Halt the plan during testing, VMs which have already been processed will remain powered on in the

test environment. To complete the processing of all VMs, use the Run action to resume the test.

Report Templates

To terminate the test and revert the environment to pre-testing state, use the Power Off action.
® Disabled CDP CDP Replica B:41...

® Disabled Cloud plan Cloud Do not show again

To cancel testing of a replica plan:
1. Select the plan. From the Verify menu, select Power Off DatalLab Test.
-OR-
Right-click the plan name and select Verify > Power Off Datalab Test.

2. In the Power Off Testing Plan window, click Power Off to confirm the action.
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= e
. Olivia Dias (TECH Y o R B 2
& Veeam Disaster Recovery Orchestrator (2) 0) | 50p administraton | (?)
Search by Plan Q| T Friter{None)
P Launch ~ Bs Manage v [ Verify v ER Reports v
Dashboard
Inventory Mode Plan Type Scope State Latest Test Scheduled Test Scheduled Exe... o
o Orchestration Plans
Ll PP in-Use Replica Plan Replica Admin Scope [} Testing Warning None None
A Datalab 64% complete; no errors..  11/20/2022 11:02...
IK] LabCalendar © Disabled Replica Replica Power Off Testing Plan None None
W Reports s g
© Disabled Restore Plan Restare J. fyourun the Power Off action when testing a plan, Nane None
B} Report Templates ®. Orchestrator will stop the testing process as soon as the
s currently executed step completes, and revert the test
© Disabled CDP CDP Replica environment to the pre-testing state. None 11/29/2022 9:41...
® Disabled Cloud plan Cloud None None
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Managing Halted Replica Plans

If a critical step fails for a VM from a critical inventory group, the plan may enter the HALTED state. To
troubleshoot reasons why a plan failed, use the Plan Execution Report generated as soon as the currently
performed action completes. For more information on how to track plan performance history, see Viewing Plan
Execution History.

After you eliminate the problem that caused the plan to become HALTED, you have the following options to
resume the plan:

e Repeat the last failed step.

e Proceed to the next step.

Running Halted Replica Plans

To run a HALTEDreplica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
_OR_
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Resume Plan x

Credentials Re-enter credentials to proceed

Resume Settings User name TECH\olivia.dias

Summary Password: | sesssrssss
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b. At the Resume Settings step, select an option to resume plan execution.

Choose whether you want to proceed with plan execution from the next plan step or to retry the

failed step.
Resume Plan X
Cradentials Choose one of the following options
Resume Settings EEZ' Retry failed step
If the most recently executed step failed, it will be retried
Summary

'Z:_:Z' Proceed to next step

The plan will proceed ta the next step

o If¥Ms are being processed in parallel, then multiple failed steps may be retried.

c. At the Summary step, review configuration information and click Finish. The failover process will be

started.
Resume Plan x
Credentials Click Finish to resume the plan

Resume Settings 7 Copy to clipboard

Plan name: Replica Plan
summary Launched by: TECH\olivia.dias [Administrator]
Current state: @ Failover (Halted, 83% complete, 1 error, no warnings
Action: Resume — Failover
Resume by: Retry failed Step

Recovery Location: -

Restore VM Tags: Mo
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Resuming Plan Testing

To start the HALTED plan testing process:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Verify menu, select Continue Datalab Test.
-OR-
Right-click the plan name and select Verify > Continue DatalLab Test.
3. Complete the Resume Datalab Test wizard:

a. At the Resume Test step, select an option to resume test execution.

Choose whether you want to proceed with test execution from the next plan step or to retry the failed

step.
Resume Datalab Test X
Resume Test You have the folowing options to resume this Plan test.
summary -:i] Retry failed

If the last executed step failed, it will be retried

i: :ﬁ' Proceed to next

The plan will proceed to the next step
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b. At the Summary step, review configuration information and click Finish. The testing process will be

started.
Resume Datalab Test X
Resume Test Your settings are summarized below
Summary Plan Mame: Replica Plan 01
Scope: Admin Scope
Datalab: Testing Plan 01
Plan State: Testing — Halted
Action: Resume Testing
Resume by: Retry failed Step
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Undoing Halted Replica Plans

To perform an undo operation for a HALTED replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Undo.
-OR-
Click the plan name to switch to the Plan Details page, and click Undo.
3. Complete the Undo Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Undo Plan X

Credentials Re-enter credentials to proceed

Summary User name: | tech\olivia.dias

Password: | sesseesess
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b. At the Summary step, review configuration information and click Finish. The failover process will be
started.

Undo Plan x

Credentials Click Finish to undo the most recent steps
Summary Copy to clipboard
Plan name: Replica Plan
Undo by: tech\olivia.dias [Administrator]
Current state: @ Failover {Halted, 15% complete, 10 errors, 1 warning )
Undo action: Undo Failover

Undeo will attempt to revert the plan to the last stable state,
After undo is initiated:

* The run contrel will be disabled until the unda process has completed.
* The halt contral may be used to halt the undo process.
= After halting use the undo contrel to resume the undo process.

During unde any errors will be ignored.

If a plan repeatedly enters the HALTED state due to misconfiguration or changes in the external environment,
the only option left may be to RESET the plan.

Resetting Halted Replica Plans

To reset a HALTEDreplica plan, follow the instructions provided in section Resetting Replica Plans.

NOTE

When you reset a replica plan, Orchestrator returns it to the D/SABLED state without making any changes
to the external virtual infrastructure. You may need to deal with any infrastructure reconfiguration
manually.
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Working with CDP Replica Plans

The type of an orchestration plan you create depends on whether you intend to use Orchestrator to switch to
VM replicas, to restore machines from backups or backup copies, or to serve data from a destination (NetApp) or
secondary (HPE) volume in case a disaster strikes.

If you want to recover vSphere VMs protected by Veeam CDP policies, create a CDP replica plan.

Creating CDP Replica Plans

To create a CDP replica plan:
1. Navigate to Orchestration Plans.
2. Click Manage > New.

3. Complete the New Orchestration Plan wizard:

Q

. Specify a plan name and description.

b. Choose a scope for the plan.

¢. Choose a type of the plan.

d. Include inventory groups in the plan.

e. Specify VM recovery options.

f. Add steps to the plan.

g. Specify credentials for the plan steps.

h. Specify the target RTO and RPO.

i. Select atemplate for plan reports.

j. Specify scheduling options for plan reports.

k. Finish working with the wizard.
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Step 1. Specify Plan Name and Description

At the Plan Info step of the wizard, use the Plan Name and Description fields to enter a name for the new plan
and to provide a description for future reference. The maximum length of the plan name is 64 characters; the
following characters are not supported: * : /\?" <> .

You can also provide a contact name, email and telephone number of a person responsible for the plan.

New Orchestration Plan X

plan Info Provide details for the new Orchestration Plan
Scope Plan Mame: Test CDP Replica Plan
Plan Type Description: Evaluating continuous data protection

Recovery Location

LIRS Contact Mame: | Hue Spenser

VM Recovery Options Contact Email: | hue.spenser@vesam.com
VM Steps Contact Tel: 18005556677

RTO &RPO

Report Template
Report Scheduling

Summary
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Step 2. Choose Plan Scope

At the Scope step of the wizard, select a scope for which you want to create the plan.

For a scope to be displayed in the Available Scopes list, it must be created and customized as described in
section Managing Permissions.

New Orchestration Plan X

plan Info Choose a Scope
Scope Type any part of Scope name to filter Q
Available Scopes
Plan Type
Admin Scope
Recovery Location SQL Administrators
Exchange Administrators
VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 3. Choose Plan Type

At the Plan Type step of the wizard, select the CDP Replica option.

New CDP Replica Plan x

Plan Info Choose the type of Plan

Plan Type i'_:

covered from Veeam agent or vSphere backups into a cloud environment
FMrouRs (@) CoP Replica

VM

vill be recovered from Veeam CDP (continuous data protection) replicas
VM Recovery Options o
__J) Replica

V be recovered from Veesam replicas

VM Steps N
(_) storage
RTO & RPO VMs will be recovered from replicated storage volumes
l:l Restore
Report Template VM Il be recovered from Veeam agent or vSphere backups into a VMware vSphere environment

Report Scheduling

Summary
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Step 4. Add Inventory Groups

At the VM Groups step of the wizard, select inventory groups that you want to recover, and click Add to include
them in the plan.

For an inventory group to be displayed in the Available Groups list, it must be included into the list of inventory
items available for the scope, as described in section Allowing Access to Inventory Groups.

IMPORTANT

For Orchestrator to be able to recover a VM correctly, the VM must have VMware Tools installed. The
presence of VMware Tools is checked automatically on the vCenter Server side — for both Windows-based
and Linux-based VMs. To know how to install and upgrade VMware Tools in vSphere, see this VMware KB
article.

New CDP Replica Plan x

Plan Info Add VM Groups

Use View VMs control to check Group members, and Up/Down controls to change the recovery sequence.

Scope

Search Q, N up Down [B§ ViewVMs
Plan Type

Available Groups l:l Show empty Groups Plan Groups

VM Groups B - .

MK (cdpvc) - mk_normlinux_5 Add Datastore - mk_vol_3
VM Recovery Options owner - audrey.allen Datastore - mk_vol_9

owner - chloe.lewis owner - hue.spenser
VM Steps

owner - Infrastructure
RTO & RPO owner - joelle.van.dyne

owner - john.smith
Report Template

owner - rick.deckard
Report Scheduling owner - ryan.smith

owner - sara.baker
Summary

owner - shared

owner - stan.smith

owner - wendy.may

Veeam-InstantVMRecovery - RestAPITag

-

0 These options can be customized later on the Edit Plan page.
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Step 5. Specify VM Recovery Options

At the VM Recovery Options step of the wizard, use the If the VM recovery encounters an error then options to
choose whether you want to plan execution if VM recovery fails. This option can also be customized later per-
group when editing the plan.

Use the Recover the VMs in each group options to choose whether you want to recover VMs in sequence or in
parallel. If you select to process VMs simultaneously, use the Recover simultaneously max of VMs field to
specify the maximum number of VMs processed at the same time.

New CDP Replica Plan X

plan Info Customize the default recovery options for all VMs in the Plan

If the VM recovery encounters an error then

Scope
"E" Halt the plan
Plan Type -
(_J) Proceed with the plan
VM Groups Recover the VMs in each group
VM Recovery Options "!" In parallel
i::ﬁl In sequence
VM Steps ~
Recover simultaneously maxof: | 10 o | VMs
RTO & RPO

o These options can be customized later on the Edit Plan page.

Report Template
Report Scheduling

Summary
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Step 6. Add Plan Steps

At the VM Steps step of the wizard, use the list of plan steps to select steps to be performed for each VM during
failover.

For a step to be displayed in the Available Steps list, it must be included into the list of inventory items available
for the scope, as described in section Allowing Access to Plan Steps.

IMPORTANT

To allow the failover process to perform successfully, the Process CDP Replica VM step must execute first.

By default, Orchestrator will perform the same selected steps in the same order for all new VMs that will later
appear in the inventory groups included in the plan. However, you can change the step execution order and
modify the list of steps individually for each VM, as described in section Configuring Steps.

NOTE

If a VM is included in multiple inventory groups in the same plan, Orchestrator will only run the Process
CDP Replica VM step once. However, other steps for this VM will execute when processing it in each group.

New CDP Replica Plan x

plan Info Choose VM Steps
Add Steps to be executed for all VMs in the Plan. These Steps will also be used for all new VMs added to the Plan in
the future.
Scope
Blan Type Search Q 4\ Up Down
VM Groups Available Steps Selected Steps
Verify DNS Port -
ey ° 4 Process CDP Replica VM
VM Recovery Options Verify Domain Controller Port
s ¥} Check VM Heartbeat
VM Steps Verify Exchange Mailbox B8 Ping VM Network
Verify Exchange MAPI Connectivity
ey = ¥ {f} Start Service

WM Credentials - ~
Verify Exchange Services i —

=

RTO & RPO verify Global Catalog Port

Verify Mail Server Port
Report Template

| e s @m @@ [0 @

Verify SharePoint URL

Report Scheduling Verify SQL Database

Verify SQL Port

o =

Summary
Verify Web Server Port

&

Verify Web Site (115)

VM Power Actions

@}

-

o These options can be customized later on the Edit Plan page.
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Step 7. Specify Credentials

[This step applies only if you have added one or more plan steps that require Windows credentials to run in-
guest OS scripts inside VMs being processed. For the full list of steps that require authentication, see Appendix.
Orchestration Plan Steps]

At the VM Credentials step of the wizard, specify credentials that will be used to access guest OSes of VMs. To
do that, click the link in the Credentials section, and select the necessary credentials in the Select Credentials
window. For a credential record to be displayed in the Available Credentials list, it must be included into the list
of inventory items for the scope, as described in section Allowing Access to Credentials.

If you do not specify any credentials, Orchestrator will use the default credentials defined when configuring
plan steps on the Administration page of the Orchestrator Ul, or you may specify the required credentials
individually for each VM when editing the plan.

New CDP Replica Plan x

plan Info Choose credentials to be used for operations in the VM guest 0S

5
LoRE Some of the selected VM steps require credentials. Choose credentials that will be used to run all the steps.
If you do not choose credentials, each step will use the default credentials configured by an Orchestrator administrator.

Plan Type Credentials: & Default

Select Credentials x
VM Groups o

VM Recovery Options S ]
Available Credentials

i User Name Description

_ VM Credentials ' John Smith (TECH\o...  esx02\Administrator
RTO & RPO tech\olivia.dias Administrator's credentials
Report Template

Report Scheduling

Summary
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Step 8. Specify Target RTO and RPO

At the RTO & RPO step of the wizard, define your Recovery Time Objective (RTO) and Recovery Point Objective
(RPO) for the plan:

e The Target RPO defines the maximum acceptable period of data loss.
e The Target RTO represents the amount of time it should take to recover from an incident.

RTO and RPO performance will be recorded in the Plan Readiness Check, Plan Execution and DatalLab Test
reports, and you will be able to track the achieved RTO and RPO objectives for each plan on the Home Page
Dashboard.

New CDP Replica Plan x

plan Info Define your Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for this plan
Scope Hours: Minutes: Seconds:
Target RTO: 1 C 0 C 0 C
Plan Type Maximum allowed time before the service is restored after a failure.
Hours: Minutes: Seconds:
viereues Target RPO: 0 C o C 15 C

Maximum allowed loss of historical data after a failure.

VM Recovery Options
VM Steps

VM Credentials

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 9. Select Report Template

At the Report Template step of the wizard, select a document template that will be used as the cover page for
all Orchestrator reports. Use options in the Document format list to choose whether you want to generate
documents in the DOCX or PDF format.

For a custom document template to be displayed in the Available Templates list, it must be created and
customized as described in section Managing Templates.

New CDP Replica Plan x

plan Info Choose the report template to be used for Plan reports and documentation

Scope Type any part of name to filter Q,

Available Templates

Plan Type

Veeam Default Template (DE)

Dieses Template ist ein Beispiel und sollte auf lhre Bediirfnisse angepasst werden
VM Groups

Veeam Default Template

This is an example template, and should be cloned and customized to your requirements
VM Recovery Options

Veeam Default Template (ES)

ta es una plantilla de ejemplo, y debe ser clonada y personalizada de acuerdo con sus requisitos

VM Steps

Veeam Default Template (FR)
i Ceci est un modéle qui doit &tre cloné et personnalisé selon vos besoins
VM Credentials
Veeam Default Template (PT)
Este € um template de exemplo, e deve ser clonado e customizado de acordo com seus requerimentos
RTO & RPO
Vesam Default Template (CH)
EE— OISR , G TESIHES

Report Template

Vesam Defau_lt Templat_e (]3]

= T L - S —hTY. OP—UT. BRHCBLTHRSIAZLTCERSL
Report Scheduling cEsF>YL TN - FLIL—RTT. OF—LT. B UTHARIIIALTLE

summary

Document format: f:.:‘: PDF file

l':‘ Word document {.DOCX)
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Step 10. Specify Report Scheduling Options

At the Report Scheduling step of the wizard, choose whether you want to automatically generate the Plan
Definition and Plan Readiness Check reports for the plan on a daily schedule. You can also choose whether you
want to generate both reports immediately after you create the plan.

To specify the exact time at which the report will be generated, click the Schedule icon next to the Update Plan
Definition report daily at or Perform Plan Readiness Check daily at check box, set the desired time, and click

Apply.

New CDP Replica Plan x

plan Info Choose scheduling options for automatic Plan reporting
Scope Update Plan Definition report daily at: 7:00 AM ®
Plan Type Perform Plan Readiness Check daily at: | 9:40 AM| ®
oy
VM Groups o Reports will not be generated for plar| Hours: Minutes:
~ ~
9 v 40 v
VM R rery Options
Frovery bprions Create Plan Definition when | click Finish @ aMm (O PM
VM Steps Perform Readiness Check when | click Fi
g
VM Credentials

RTO &RPO
Report Template
Report Scheduling

Summary
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Step 11. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

New CDP Replica Plan x

See below for a summary for the new Plan

Plan Info

Scope

Plan Type

VM Groups

VM Recovery Options

VM Steps

VM Credentials

RTO &RPO

Report Template

Report Scheduling

Summary

7 Copy to clipboard

Plan Name:
Description:
Contact Name:
Contact Email:
Contact Tel:
Scope:

Plan Type:

VM Group(s):

Recover VMs:
If any VM fails:
Steps for New VM Template:

Override Credentials:

Credentials:

Target RTO:

Target RPO:

Report Template, format:

Update Plan Definition report:
Perform Readiness Check:

Create Plan Definition report now:

Run Readiness Check now:

Test CDP Replica Plan

Evaluating continuous data protection

Hue Spenser
hue.spenser@veeam.com
18005556677

Admin Scope

CDP Replica

Datastore - mk_vol_5
Datastore - mk_vol_9
owner - hue.spenser

simultaneously (max 10)
Halt the plan

Process CDP Replica VM
Check VM Heartbeat
Ping VM Network

Start Service

VM Power Actions

Yes, John Smith (TECH\john.smith)
John Smith (TECH\john.smith)

1 Hour

15 Seconds

Veeam Default Template, PDF
Daily 7:00 AM

Daily 2:40 AM

Yes

Yes

Editing CDP Replica Plans

If you want to specify granular settings not provided in the New Orchestration Plan wizard, the Orchestrator Ul
allows you to customize CDP replica plans and configure the settings for groups, recovered VMs, plan steps and
step parameters.

The procedures to edit replica, CDP replica, restore, storage and cloud plans are almost identical. For more
information, see Editing Orchestration Plans.
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Running and Scheduling CDP Replica Plans

After you create and configure a CDP replica plan, and run a successful readiness check, the plan can be
considered ready for failover. You can invoke various actions for the plan, depending on the current plan state.

New plan created After plan creation, you can:

e Schedule a time for the plan to execute failover.
e Run the plan to execute failover immediately.

Failover After failover, you can:

e Perform permanent failover.
e Fail back to the original or to a new location.

Failback After failback, you can:

o Commit failback.

Any At any point, you can:

e Halt the plan to interrupt its execution.
e Undo to attempt reversal of the previous action.
e Reset the plan to clear the current state and allow it to run again.

Plan States

CDP replica plans can acquire the following default states after creation. The same states are shown after
resetting a plan and after completing a check.

NOT VERIFIED 31 Plan has never passed a readiness check or has been changed since
the last readiness check.

Plan has failed to pass a readiness check.

=

VERIFIED [ Plan has successfully passed a readiness check.
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CDP replica plans can acquire the following stable states after completing current processing:

HALTED ) Plan has stopped due to either an error or user intervention.
FAILOVER v Process completed successfully.
UNDO FAILOVER
! Process completed with one or more warnings.
PERMANENT
FAILOVER
() Process completed with one or more errors.
PREPARE FOR
FAILBACK
FAILBACK

UNDO FAILBACK
COMMIT FAILBACK

CDP replica plans can acquire the following active states while in use or in progress:

Tab Plan Operator

Plan Management

CREATING Plan is being created.
EDITING Plan is being edited.
SAVING (& Plan is being saved.

Note: Plan editing and execution are not available in this state.

RESETTING () Plan is being reset.

DELETING Plan is being deleted.

gk

Readiness Checks

CHECKING #® Plan readiness check is in progress.
# Plan readiness check is in progress; one or more warnings
encountered.
i Plan readiness check is in progress; one or more errors encountered.
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Tab Plan Operator

CHECK HALTING

Execution

FAILOVER

HALTING

NOTE

©

Plan readiness check is halting.

Plan is executing.

Plan is executing; one or more warnings encountered.

Plan is executing; one or more errors encountered.

Plan is halting.

If you perform any infrastructure configuration changes (add, delete or rename VMs) or changes to Veeam
ONE Client groups, Orchestrator will not automatically apply these changes to plans that are currently
executing or testing — such plans are 'locked' and cannot be edited. The changes will take effect only if the
plans enter the VERIFIED or NOT VERIFIED state.

CDP replica plans can acquire the following modes:

ENABLED

DISABLED

IN USE

)

"

Plan is ready to be verified and executed.
Notes:

Plan editing is not available.
Automatic report updates are enabled.

Plan is ready to be edited.
Notes:

Scheduled plan execution is not available.
Automatic report updates are disabled.

Plan is either in one of the active states (except the £D/TING state) or
in one of the stable states.

Notes:

Plan editing and disabling are not available.
And automatic report updates are disabled.
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TIP

When a plan is in an active state, you can switch to the Plan Details page, select a VM being recovered in
the Virtual Machines column, and click the VM Console link to connect directly to the VM desktop.

Orchestrator will connect to the VM through the vCenter Server system. To avoid connection failures, make
sure the following requirements are met:

1. The target vCenter Server that manages the VM is running VMware vCenter Server version 6.0 or
later.

2. The SSL certificate used by the target vCenter Server is valid on the machine on which you are
running the browser. If not, install root certificates from the vCenter Server on both the
Orchestrator server and the machine. To learn how to download and install vCenter Server root
certificates, see this VMware KB article.

In vSphere 6.0 and later, each newly created ESXi host is by default provisioned with a self-signed
certificate from the VMware Certificate Authority. If you want to use such a certificate when

accessing the VM desktop, download the root CA certificate from the host where the VM is
registered. To learn how to manage certificates for ESXi hosts, see VMware Docs.

Before You Begin

To run a CDP replica plan, it must be ENABLED. To enable a plan:
1. Navigate to Orchestration Plans.
2. Select the plan.

3. From the Manage menu, select Enable.

If you do not enable a plan before you run it, the Run Plan wizard will force you to do that as soon as you try
running the plan.

NOTES
1. An Orchestrator Administrator or Plan Author can force-enable a plan in the Run Plan wizard.
However, a Plan Operator will not be able to run a disabled CDP replica plan.
For more information on roles that can be assigned to users and user groups working with the
Orchestrator Ul, see Managing Permissions.

2. For security purposes, all ‘'real-world' actions associated with CDP replica plans (such as failover and
failback) require password confirmation.
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Scheduling Failover

You can schedule a time for a CDP replica plan to execute. Only the failover process can be scheduled — all other
operations (failback, undo failover and so on) must be performed manually in the Orchestrator Ul.

To schedule a CDP replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Schedule.
_OR_
Right-click the plan name and select Launch > Schedule.
3. Complete the Schedule Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Schedule Plan X

Credentials Re-enter credentials to proceed

Schedule Options User name: tech\olivia.dias

D)

Summary Password: | sesssesses

o For the plan to run according to the specified schedule, the plan must be enabled.

b. At the Schedule Options step, set the Scheduled execution toggle to On, and choose whether you
want to run the plan on schedule or after any other plan.

= If you want to run the plan at a specific time, select the Schedule on option, click the Schedule
icon, set the desired date and time, and click Apply.
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= If you want to run the plan after another plan, select the Schedule after option and click Choose
a Plan. Then, in the Select Plan window, select the necessary plan and click OK.

For a plan to be displayed in the Available Plans list, it must be EANABLED as described in section
Running and Scheduling CDP Replica Plans.

Schedule Plan X

Credentials You may schedule this Plan to run at a specific time, or chain it to be executed after another Plan runs
Recovery will be performed using the most recent restore point.
Schedule Options

Scheduled execution: m on
Summary

{__) Schedule on ) AM

2022 10:30

iiﬁl Schedule after  Test Replica Plan

You can schedule only the Failover and Restore actiens for Orchestration Plans. Other actions (such as Failback)
must be performed manually.

c. At the Summary step, review configuration information and click Finish.

Schedule Plan X

Credentials Plan will be scheduled with below settings. Click Finish to apply

Schedule Options Copy to dipboard

Plan name: CDP Plan
summary Schedule: Enabled
Ransomware Scan: Disabled
Choose scheduling options: After Plan: Restore plan

TIP

You can disable a configured schedule if you no longer need it. To do that, set the Scheduled execution
toggle to Offat the Schedule Options step of the Schedule Plan wizard.
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Running Failover

The Run action causes VMs in a plan to fail over to their replicas. For more information on the failover process,
see the Veeam Backup & Replication User Guide, section Failover.

To run a CDP replica plan:

1.
2.

Navigate to Orchestration Plans.
Select the plan. From the Launch menu, select Run.
_OR_
Click the plan name to switch to the Plan Details page, and click Run.
Complete the Run Plan wizard:
a. [This step applies only if you have not enabled the plan before running it]

At the Plan Disabled step, select the Enable this Plan check box.

Run Plan X

Plan Disabled This Plan is disabled

You may force the Plan into enabled mode to run it

Credentials
Enable this Plan
Restore Point Type
Readiness Check
Restare Point

Chained Plans

Summary
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b. For security purposes, at the Credentials step, retype your password.

Run Plan x

plan Disabled Re-enter credentials to proceed

Credentials User name: tech\wendy.may
Restore Point Type Password: ssssnsssee .
Readiness Check

Restore Point

Chained Plans

Summary

c. At the Restore Point Type step, choose whether you want to use a short-term or long-term restore
point to recover VM replicas:

= Short-term restore points are replicated states that are created with the shortest RPO (several
seconds or minutes) and stored according to the short-term retention settings (no longer than
several hours).
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= Long-term restore points are restore points that are created with a longer RPO (several hours)
and stored according to the long-term retention settings (up to several days). Depending on the
specified CDP policy settings, long-term restore points can be application-consistent and crash-
consistent.

For more information on CDP retention policies, see the Veeam Backup & Replication User Guide,
section Creating CDP Policies.

Run Plan x

Plan Disabled Choose restore point type

Credentials i!ﬁ- Use short-term restore points
Shortest RPO (minutes or seconds). Not application-aware.

ESIE R e 'Z__:Z' Use long-term restore points

Lenger RPQ (hours). May be application-aware, depending on the CDP policy settings.
Readiness Check
Restore Point

Chained Plans

Summary
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d. At the Readiness Check step, review the results of the most recent readiness check run for the plan to
make sure the plan will be able to complete successfully.

Run Plan x

Plan Disabled Review readiness check report

7 Copy to clipboard

Credentials
Executed: 111772022 7:41 AM
Restore Point Type .
Result: L. Warning
Details: 0 Errors, 1 Warning

Readiness Check
¥ Download report
Restore Point

Chained Plans

Summary

0 Itis highly recommended to run a readiness check before executing a plan.

e. At the Restore Point step, choose a restore point that will be used to recover VM replicas.

Run Plan x

Plan Disabled Choose restore point

Credentials Eﬁ' Use the latest Restore Point

Restare Point Type __) Use most recent Restore Point before: 712022 7:56 AN

Readiness Check
Restore Point
Chained Plans

Summary
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f. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Chained Plans step, select the Also execute the chained plans check box to proceed to
execution of subsequent plans after the current plan enters the FA/LOVER state.

Run Plan x

Plan Disablad This Plan is part of a chain, and other Plans will execute when it is complete.

Credentials Alzo execute the chained plans

Restore Point Type Even Plans which are disabled will be forced to run.

H All Plans will all use the same restore point option.

Readiness Check
Restore Point
Chained Plans

Summary

g. At the Summary step, review configuration information and click Finish.

Run Plan x

Plan Disabled Click Finish to run the plan

7 Copy to clipboard

Credentials
Plan name: CDP Plan
Restore Point Type
Launched by: techholivia.dias [Administrator]
Current state: T Mot Verified (Failed check)
Readiness Check . _
Action: Failover
Restore Point Type: Short-term
Restare Point
Restore Point: Most Recent
Chained Plans: Execute

Chained Plans
Recovery Location: -

Restore VM Tags: Mo
Summary
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The plan goal is to reach the FA/LOVER state. If any critical error is encountered, the plan will stop with the
HALTED state. To learn how to work with HALTED CDP replica plans, see Managing Halted Plans.

Halting Failover

The Halt action interrupts plan execution. Any steps currently executing will be completed, then the plan will
enter the HALTED state. To learn how to work with H#ALTED CDP replica plans, see Managing Halted Plans.

To stop a running CDP replica plan:

1.
2.

Navigate to Orchestration Plans.

Select the plan. From the Launch menu, select Halt.

-OR-

Click the plan name to switch to the Plan Details page, and click Halt.
Complete the Halt Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Halt Plan x

Credentials Re-enter credentials to proceed
Schedule Impact User name: tech\olivia.dias
Summary Password: | seesreeses -
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b. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Schedule Impact step, choose whether you want to proceed with or cancel execution of
subsequent plans after the current plan enters the HALTED state.

Halt Plan x

Credentials =
®) Cancel the schedule and do not execute the subsequent Plans

_J Continue the schedule and launch the next Plan now

Schedule Impact

There are other Plan(s) scheduled in a chain to failover after this Plan completes. Choose the options for those

Summary . scheduled Plans below.

c. At the Summary step, review configuration information and click Finish.

Halt Plan x

Cradentials Click Finish to halt the plan

Schedule Impact Copy to clipboard

Plan name: Replica Plan
summary Halted by: tech\olivia.dias [Administrator]
Current state: + Failover
Action: Halt
Schedule Impact: Restore Plan - Scheduled chain cancelled

Halting a plan before it reaches a stable state may cause your environment to enter an inconsistent state,
requiring manual troubleshooting and a reset of the plan to resolve.
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Finalizing Failover

Orchestrator provides you a number of options to finalize failover to VM replicas:

e Permanent Failover — as a result, VM replicas in the disaster recovery site will no longer be treated as
replicas. Restore point snapshots will be deleted, and the source VMs will be removed from CDP policies.

For more information on the permanent failover process, see the Veeam Backup & Replication User Guide,
section Permanent Failover.

e Failback — you can choose whether you want to fail back to the original or to a new location.

o If failing back to the original location, you will switch from VM replicas back to the source VMs. The
source VMs will be restored to the current state of their replicas.

o If failing back to a new location, all VM replica files will be transported to the location and used to
recover the VMs there.

Failback is a temporary stage that must be further finalized. After confirming that the failed-back VMs
operate correctly, you can perform the Commit failback operation. Alternatively, undo failback to return
the plan back to the FA/LOVER state.

For more information on the replica failback process, see the Veeam Backup & Replication User Guide,
sections Failback and Commit Failback.

Depending on the selected option, the plan may enter the PERMANENT FAILOVER, FAILBACK, COMMIT
FAILBACK or HALTED state. To learn how to work with HALTED CDP replica plans, see Managing Halted Plans.
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Running Permanent Failover

To perform permanent failover for a plan in the FA/LOVER state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
-OR-
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Run Plan X

Credentials Re-enter credentials to proceed

Progress Plan User name: Eitehohaa tir
Recovery Location Password: | seseseeses P
Quick Rollback
VM Tags

Switchower

summary
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b. At the Progress Plan step, select the Permanent failover option.

Run Plan x

Cradentials Choose one of the following options

Progress Plan :' Failback / Prepare to failback

(@) Permanent failaver
summary

o After permanent failover completes, undo and failback options will not be available.

c. At the Summary step, review configuration information and click Finish.

Run Plan X

Credentials Click Finish to run the plan

Progress Plan Copy to clipboard

Plan name: CDP Plan

summary Launched by: techholivia.dias [Administrator]
Current state: " Failover (Complete, no errors, no warnings )
Action: Failover — Permanent

NOTE

Failback will no longer be an option once the permanent failover process is complete.

177 | Veeam Disaster Recovery Orchestrator | Operations Guide



Running Failback

To start failback for a plan in the FA/LOVER state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
-OR-
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Run Plan X

Credentials Re-enter credentials to proceed

Progress Plan User name: Eieehnal e
Recovery Location Password:; | sssssssssas p
Quick Rollback

VM Tags

Switchowver

summary
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b. At the Progress Plan step, select the Failback / Prepare to failback option.

Run Plan x

Cradentials Choose one of the following options

Progress Plan i!ﬁ' Failback / Prepare to failback
i:_:ﬁ' Permanent failover
Recovery Location

o Failback to the eriginal location or to a new location, or synchronize disks to prepare for failback
later.

Quick Rollback
VM Tags

switchowver

Summary

c. At the Recovery Location step, select a location to which VMs will be recovered.

For a recovery location to be displayed in the list of available locations, it must be created and
included into the list of inventory items available for the scope, as described in section Managing
Recovery Locations.

NOTE

Orchestrator will perform failback using all settings configured for the location — except Instant VM
Recovery and backup copy preference. These settings are not applicable to failback operations.
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Run Plan x

Credentials Choose recovery location

Selecting the original VM location will fail back to the source WMs. Using any other recovery

location will create new VMs.
Progress Plan

Recovery Location Type ! Q
Quick Rollback Name VMs Agents Instant VM Reco...
Original VM Location Enabled Disabled Enabled
VM Tags
Restore Recovery Location Enabled Enabled Enabled
Switchover
Summary

If you want to fail back to a new recovery location and the selected location includes multiple hosts,
datastores and networks, Orchestrator will use the round-robin algorithm to recover VMs. For more
information, see How Orchestrator Places VMs During Failback.

d. [This step applies only if you have selected the Original VM Location]

At the Quick Rollback step, you can choose whether you want to instruct Orchestrator to synchronize
changed data blocks only — this may help you speed up the failback process significantly.
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For more information on the quick rollback process, see the Veeam Backup & Replication User Guide,
section Quick Rollback.

Run Plan x

Credentials Choose quick rollback option
Progress Plan Use quick rollback
Recovery Location Quick rollback is appropriate if failover was caused by a software problem ar user error. Do not

use this opticn if the failover was caused by a hardware problem, storage issue, or power loss,

Quick Rollback
VM Tags
Switchover

Summary

e. At the VM Tags step, choose whether you want the recovered VMs to have the same tags as the

source VMs.
Run Plan X
Credentials Choose whether to restore VM tags
Progress Plan Restore VM tags

Recovery Location
Quick Rollback
VM Tags
Switchover

Summary
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f. At the Switchover step, choose whether you want to switch from VM replicas to the source VMs
immediately or to synchronize the VM disks without actually performing failback.

If you select the Prepare for failback option, Orchestrator will switch from VM replicas to the source
VMs when you run the plan next time.

Run Plan x

Cradentials Choose when to perform replica switchover

Progress Plan i:iﬁ- Failback now

Switchover replicas immediately

Recovery Location ) Prepare for failback

on next plan run
Quick Rollback

o This option will synchronize YM disks then trigger failback immediately.
VM Tags

Switchover

Summary

g. At the Summary step, review configuration information and click Finish.

Run Plan x

Credentials Click Finish to run failback

Progress Plan Copy to clipboard

Plan name: CDP Plan
Recovery Location
Launched by: tech\olivia.dias [Administrator]
Current state: " Failover (Complete, no errors, no warnings )
Quick Rollback . _ _
Action: Failback to Production
Recovery Location: Original VM Location
VM Tags
Restore VM Tags: Yes
Quick Rollback: Yes
Switchowver . )
Switchover: Failback now
Summary
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How Orchestrator Places VMs During Failback

To fail back VMs included into a CDP replica plan to a new recovery location, Orchestrator uses the following
algorithm:

1. The solution looks through all hosts added to the location as compute resources to detect the first
available host. This is the host where the first processed VM will be registered.

2. Orchestrator applies the mapping specified in the network mapping table for the location to set the
required network configuration of the recovered VM.

Orchestrator checks whether the network configuration of the detected host matches the required
network configuration. If these configurations do not match, Orchestrator goes back to step 1.

3. Inthe list of datastores connected to the host as storage resources, Orchestrator searches for the first

datastore that both is available and has enough capacity. This is the datastore where files of the VM will
be stored.

To calculate the datastore capacity and make sure that it has enough space to accommodate the recovered
VM, Orchestrator uses the threshold that you specify when creating or configuring the location.

NOTE
The failure of steps 1-3 for a VM from a critical inventory group halts the plan in the following cases:

e If none of the discovered hosts is available, or if none of the hosts has network configuration that
matches the required network configuration of the recovered VM.

e If none of the discovered datastores is available, or if none of the datastores meets the capacity
requirements.

To learn how to work with H#ALTED CDP replica plans, see Managing Halted Plans.

4. When Orchestrator starts processing the next VM, the solution looks through all hosts added to the
location as compute resources to detect the next available host:

o If Orchestrator detects such a host, this is the host where the VM will be registered.
o If there are no more available hosts, Orchestrator uses the host detected at step 1 to register the VM.
Then, Orchestrator goes through steps 2-3 to detect the target network and datastore for the VM.

5. Orchestrator repeats step 4 for all other VMs included in the plan until all the VMs are recovered. The

order in which the VMs are processed depends on the VM Recovery Options defined while configuring the
plan.

If datastores added to the recovery location as storage resources breach the capacity threshold before all
the VMs are recovered, the failure of this step for a VM from a critical inventory group halts the plan. To
troubleshoot the issue, configure the location to add more datastores and try running the halted plan
again. To learn how to work with HALTED CDP replica plans, see Managing Halted Plans.
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Committing Failback

To commit failback for a plan in the FA/LBACK state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
-OR-
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Run Plan X

Credentials Re-enter credentials to proceed

Summary User name: techwendy.may

Password: sessseseme
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b. At the Summary step, review configuration information and click Finish.

Run Plan x

Credentials Click Finish to commit failback
Summary Copy to clipboard
Plan name: CDP Plan
Launched by: tech\volivia.dias [Administrator]
Current state: " Failback (Complete, no errors, no warnings )
Action: Commit Failback

Recovery Location: -

Restore VM Tags: Mo

Commit failback anly updates the cenfiguration of the jobs and replicas in the Yeeam Backup &
Replication server. It takes no action in the virtual infrastructure.

TIP

After the commit failback process completes, Orchestrator will leave the plan in the /N USE state. By
design, this makes the results of the commit failback process accessible in the Orchestrator Ul as long as
required, and also prevents the plan from being modified by any automatic updates related to
infrastructure changes.

If you want to perform any further actions with the plan (for example, to test the plan, to run readiness
checks or to execute the plan again), reset the plan as described in section Resetting CDP Replica Plans.
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Undoing Failover

The Undo Failover action powers off VM replicas running on target hosts and roll back to the VM state before
failover. For more information on the undo failover operation, see the Veeam Backup & Replication User Guide,

section Undo Failover.
To perform an undo operation for a plan in the FA/LOVER state:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Undo.
-OR-
Click the plan name to switch to the Plan Details page, and click Undo.
3. Complete the Undo Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Undo Plan x

Credentials Re-enter credentials to proceed

Sum mary User name tech\olivia.dias

Password: | sssssessss

186 | Veeam Disaster Recovery Orchestrator | Operations Guide


https://helpcenter.veeam.com/docs/backup/vsphere/cdp_failover_undo.html?ver=120

b. At the Summary step, review configuration information and click Finish.

Undo Plan x

Click Finish to undo the most recent steps

Credentials
Summary Copy to clipboard
Plan name: CDP Plan
Undo by: TECH\olivia.dias [Administrator]
Current state: @ Failover (Haltad, 83% complete, 1 error, no warnings )
Undo action: Undo Failover

Unde will attempt to revert the plan to the last stable state.
After undo is initiated:

* The run contrel will be disabled until the unda process has completed.
* The halt control may be used to halt the undo process.
* After halting use the undo control to resume the undo process.

During unde any errors will be ignored.

If the undo failover process encounters an error while being performed, it will not be halted automatically — the
plan will proceed until the process completes. To terminate the undo failover process manually, use the Halt
option to stop the currently running plan as described in section Halting Failover. To resume the undo failover
process again, use the Undo option.
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Undoing Failback

The Undo Failback action powers on VM replicas running on target hosts and switches from the production VMs
back to the VM replicas — as a result, the plan acquires the FA/LOVER state. For more information on the undo

failback operation, see the Veeam Backup & Replication User Guide, section Undo Failback.

To perform an undo operation for a plan in the PREPARE FOR FAILBACK or FAILBACK state:

1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Undo.

-OR-

Click the plan name to switch to the Plan Details page, and click Undo.
3. Complete the Undo Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Undo Plan x

Credentials Re-enter credentials to proceed

summary User name:  tech\wendy.may

Password: | sereeeses
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b. At the Summary step, review configuration information and click Finish.

Undo Plan x

Click Finish to undo the most recent steps

Credentials
Summary Copy to clipboard
Plan name: CDP Plan
Undo by: tech\olivia.dias [Administrator]
Current state: " Failback (Complete, no errors, no warnings )
Undo action: Undo Failback

Unde will attempt to revert the plan to the last stable state.
After undo is initiated:

* The run contrel will be disabled until the unda process has completed.
* The halt control may be used to halt the undo process.
* After halting use the undo control to resume the undo process.

During unde any errors will be ignored.

If the undo failback process encounters an error while being performed, it will not be halted automatically — the
plan will proceed until the process completes. To terminate the undo failback process manually, use the Halt
option to stop the currently running plan as described in section Halting Failover. To resume the undo failback
process again, use the Undo option.
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Resetting CDP Replica Plans

If a CDP replica plan becomes inconsistent with the virtual environment, you can reset the plan. This will return
the plan to the DISABLED state, without making any changes to the external virtual infrastructure.

To reset a CDP replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Manage menu, select Reset.
_OR_
Right-click the plan name and select Manage > Reset.
3. Complete the Reset Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Reset Plan X

Credentials Re-enter credentials to proceed
Quick Check User name: = tech\olivia.dias

cword: | sessesases )
Summary Password: -

Reset will take no actions on VMs er replicas in your infrastructure.
It will reinitialize the Plan in Orchestrator only, For Halted plans it is recommended to use Undo, not Reset.
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b. At the Quick Check step, select the Perform a Quick Check after reset is complete check box to run a
readiness checl after the reset.

Reset Plan x

Credentials It is recommended to run a Quick Check after resetting the plan

Quick Check Perform a Quick Check after reset is complete

Summary

c. At the Summary step, review configuration information and click Finish.

Reset Plan x

Plan will be reset using the options below. Press Finish to reset the Plan

Credentials
Quick Check Copy to clipboard
Plan Mame: CDP Plan
Summary o o
Reset by: TECH\olivia.dias [Administrator]
Current State: @ Failover (Haltad, 83% complete, 1 error, no warnings )
Quick Check: Yes
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Managing Halted CDP Replica Plans

If a critical step fails for a VM from a critical inventory group, the plan may enter the HALTED state. To
troubleshoot reasons why a plan failed, use the Plan Execution Report generated as soon as the currently
performed action completes. For more information on how to track plan performance history, see Viewing Plan
Execution History.

After you eliminate the problem that caused the plan to become HALTED, you have the following options to
resume the plan:

e Repeat the last failed step.

e Proceed to the next step.

Running Halted CDP Replica Plans

To run a HALTED CDP replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
_OR_
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Resume Plan x

Credentials Re-enter credentials to proceed

Resume Settings User name TECH\olivia.dias

Summary Password: | sesssrssss
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b. At the Resume Settings step, select an option to resume plan execution.

Choose whether you want to proceed with plan execution from the next plan step or to retry the
failed step.

Resume Plan x

Choose one of the following options

Credentials
Resume Settings EEZ' Retry failed step

If the most recently executed step failed, it will be retried
Summary

'Z:_:Z' Proceed to next step

The plan will proceed ta the next step

o If¥Ms are being processed in parallel, then multiple failed steps may be retried.

c. At the Summary step, review configuration information and click Finish. The failover process will be
started.

Resume Plan x

Click Finish to resume the plan

Credentials

Resume Settings 7 Copy to clipboard

Plan name: CDP Plan
summary Launched by: TECH\olivia.dias [Administrator]
Current state: @ Failover (Halted, 83% complete, 1 error, no warnings
Action: Resume — Failover
Resume by: Retry failed Step

Recovery Location: -

Restore VM Tags: Mo
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Undoing Halted CDP Replica Plans

To perform an undo operation for a HALTED CDP replica plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Undo.
-OR-
Click the plan name to switch to the Plan Details page, and click Undo.
3. Complete the Undo Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Undo Plan X

Credentials Re-enter credentials to proceed

Summary User name: | tech\olivia.dias

Password: | sesseesess
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b. At the Summary step, review configuration information and click Finish. The failover process will be
started.

Undo Plan x

Click Finish to undo the most recent steps

Credentials
Summary Copy to clipboard
Plan name: CDP Plan
Undo by: tech\olivia.dias [Administrator]
Current state: @ Failover {Halted, 15% complete, 10 errors, 1 warning )
Undo action: Undo Failover

Undeo will attempt to revert the plan to the last stable state,
After undo is initiated:

* The run contrel will be disabled until the unda process has completed.
* The halt contral may be used to halt the undo process.
= After halting use the undo contrel to resume the undo process.

During unde any errors will be ignored.

If a plan repeatedly enters the HALTED state due to misconfiguration or changes in the external environment,
the only option left may be to RESET the plan.

Resetting Halted CDP Replica Plans

To reset a HALTED CDP replica plan, follow the instructions provided in section Resetting CDP Replica Plans.

NOTE

When you reset a CDP replica plan, Orchestrator returns it to the D/SABLED state without making any
changes to the external virtual infrastructure. You may need to deal with any infrastructure reconfiguration

manually.

195 | Veeam Disaster Recovery Orchestrator | Operations Guide



Working with Restore Plans

The type of an orchestration plan you create depends on whether you intend to use Orchestrator to switch to
VM replicas, to restore machines from backups or backup copies, or to serve data from a destination (NetApp) or
secondary (HPE) volume in case a disaster strikes.

If you want to recover machines from vSphere and Veeam agent backups to a VMware vSphere environment,
create a restore plan.

Creating Restore Plans

To create a restore plan:
1. Navigate to Orchestration Plans.
2. Click Manage > New.

3. Complete the New Orchestration Plan wizard:

QU

. Specify a plan name and description.
b. Choose a scope for the plan.

c. Choose a type of the plan.

d. Select a recovery location for the plan.
e. Include inventory groups in the plan.
f. Specify VM recovery options.

g. Add steps to the plan.

h. Specify credentials for the plan steps.
i. Specify VM protection options.

j. Specify the target RTO and RPO.

k. Select a template for plan reports.

L. Specify scheduling options for plan reports.

m. Finish working with the wizard.
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Step 1. Specify Plan Name and Description

At the Plan Info step of the wizard, use the Plan Name and Description fields to enter a name for the new plan
and to provide a description for future reference. The maximum length of the plan name is 64 characters; the
following characters are not supported: * : /\?" <> .

You can also provide a contact name, email and telephone number of a person responsible for the plan.

New Orchestration Plan X

plan Info Provide details for the new Orchestration Plan
Scope Plan Mame: Test Restore Plan
plan Type Description: Orchastrating restore

Recovery Location

MIALIOUrE Contact Mame: | Chloe Lewis

VM Recovery Options Contact Email: | chloe.lewis@veeam.com
VM Steps Contact Tel: 18003334455

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 2. Choose Plan Scope

At the Scope step of the wizard, select a scope for which you want to create the plan.

For a scope to be displayed in the Available Scopes list, it must be created and customized as described in
section Managing Permissions.

New Orchestration Plan x

Plan Info Choose a Scope
Scope Type any part of Scope name to filter Q
Available Scopes
Plan Type
Admin Scope
Recovery Location Exchange Administrators
SQL Administrators
VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 3. Choose Plan Type

At the Plan Type step of the wizard, select the Restore option.

New Replica Plan x

Plan Info Choose the type of Plan

Plan Type 'Z:_" Cloud

VMs will be recovered from Veeam agent or vSphere backups into a cloud environment

VM Groups '

__) CDP Replica
VMs will be recovered from Veeam CDP (continuous data protection) replicas
VM Recovery Options

iil Replica
VMs will be recovered from Veeam replicas
VM Steps -
(__) storage
Protect VM Groups VMs will be recovered from replicated storage volumes
i:_" Restore
RTO & RPO VMs will be recovered from Veearn agent or vSphere backups into a VMware vSphere environment

Report Template
Report Scheduling

Summary
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Step 4. Select Recovery Location

At the Recovery Location step of the wizard, select a location to which inventory groups included in the plan
will be restored.

For a recovery location to be displayed in the list of available recovery locations, it must be created and included
into the list of inventory items available for the scope, as described in section Managing Recovery Locations.

New Restore Plan X

plan Info Choose a default recovery location

Choose a recovery location where backups will be restored as new VMs.

Scope
Plan Type
Name VMs Agents Instant VM Recovery
Recovery Location
Original VM Location Enabled Disabled Disabled
VM Groups Gold Enabled Enabled Enabled

VM Recovery Options
VM Steps

Protect VM Groups
RTO & RPO

Report Template
Report Scheduling

Summary

o You can change the recovery location when launching the Plan,
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Step 5. Add Inventory Groups

At the VM Groups step of the wizard, select inventory groups that you want to recover, and click Add to include
them in the plan.

For an inventory group to be displayed in the Available Groups list, it must be included into the list of inventory
items available for the scope, as described in section Allowing Access to Inventory Groups.

IMPORTANT
For Orchestrator to be able to recover a machine correctly, the machine must have VMware Tools installed:

e For VMs recovered from Veeam agent backups, Orchestrator automatically verifies whether VMware
Tools are installed on all machines included in a plan when running a readiness check or a DatalLab
test for the plan. However, this verification is supported for Windows-based machines only. For
Linux-based machines, you must perform the verification manually.

e For VMs recovered from vSphere backups, the verification is performed automatically on the
vCenter Server side — for both Windows-based and Linux-based VMs. To know how to install and
upgrade VMware Tools in vSphere, see this VMware KB article.

New Restore Plan X

plan Info Add VM Groups

Use View VMs control to check Group members, and Up/Down controls to change the recovery sequence.

Scope

Search Q 4\ Up Down [Ey View VMs
Plan Type
Available Groups l:‘ Show empty Groups Plan Groups
Recovery Location Datastore - datastore2 Add Datastore - esx01-das1

VM Groups Datastore - esx01-das2 owner - chloe.lewis

Datastore - esx04-ds2
VM Recovery Options

Datastore - KK-vol03

VM Steps Datastore - kuyi-esxig5_store
Datastore - kuvi-nfs2

Protect VM Groups

owner - audrey.allen

RTO &RPO owner - shared

owner - stan.smith
Report Template

owner - wendy.may

Report Scheduling

Summary

o These options can be customized later on the Edit Plan page.
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Step 6. Specify VM Recovery Options

At the VM Recovery Options step of the wizard, use the If the VM recovery encounters an error then options to
choose whether you want to halt plan execution if machine recovery fails. This option can also be customized
later per-group when editing the plan.

Use the Recover the VMs in each group options to choose whether you want to recover machines in sequence or
in parallel. If you select to process machines simultaneously, use the Recover simultaneously max of VMs field
to specify the maximum number of VMs processed at the same time.

If you want the recovered VMs to have the same tags as the source machines, select the Restore VM Tags check
box.

New Restore Plan x

Blan Info Customize the default recovery options for all VMs in the Plan

Scope If the VM recovery encounters an error then

i!ﬁl Halt the plan

Plan Type -
(_J Proceed with the plan
Recovery Location Recover the VMs in each group
VM Groups (@) In parallel
'Z::Z' In sequence
VM Recovery Options .
Recover simultaneously maxof: | 10 v | VMs

VM Steps
£ps l:‘ Restore VM Tags

SECISEVALGIEUDS o These options can be customized later on the Edit Plan page.
RTO & RPO
Report Template

Report Scheduling

Summary
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Step 7. Add Plan Steps

At the VM Steps step of the wizard, use the list of plan steps to select steps to be performed for each machine
during restore.

For a step to be displayed in the Available Steps list, it must be included into the list of inventory items available
for the scope, as described in section Allowing Access to Plan Steps.

IMPORTANT

To allow the restore process to perform successfully, the Restore VM step must execute first.

By default, Orchestrator will perform the same selected steps in the same order for all new machines that will
later appear in the inventory groups included in the plan. However, you can change the step execution order and
modify the list of steps individually for each machine, as described in section Configuring Steps.

NOTE

If a VM is included in multiple inventory groups in the same plan, Orchestrator will only run the Restore VM
step once. However, other steps for this VM will execute when processing it in each group.

New Restore Plan x

Plan Info Choose VM Steps
Add Steps to be executed for all VMs in the Plan. These Steps will also be used for all new VMs added to the Plan in
the future.
Scope
Plan Type search Q ’h up Down
Recovery Location Available Steps Selected Steps
& Restore VM = Add = Restore VM
VM Groups
¥ Check VM Heartbeat &) Check VM Heartbeat
VM Recovery Options [® Generate Event B verify SharePoint URL
08 Pping vM Network | Verify 5QL Database
VM Steps
B Send Email 8 verify SQL Port
WM Credentials &3 Shutdown Source VM =] send Email
@} Start Service

Protect VM Groups

8 verify DNS Port
RTO &RPO & verify Domain Controller Port
@ verify Exchange Mailbox
Report Template
B Verify Exchange MAPI Connectivity
Report Scheduling B Verify Exchange Services
3 verify Global Catalog Port e

summary

o These options can be customized later on the Edit Plan page.
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Step 8. Specify Credentials

[This step applies only if you have added one or more plan steps that require Windows credentials to run in-
guest OS scripts inside machines being processed. For the full list of steps that require authentication, see
Appendix. Orchestration Plan Steps]

At the VM Credentials step of the wizard, specify credentials that will be used to access guest OSes of machines.
To do that, click the link in the Credentials section, and select the necessary credentials in the Select Credentials
window. For a credential record to be displayed in the Available Credentials list, it must be included into the list
of inventory items for the scope, as described in section Allowing Access to Credentials.

If you do not specify any credentials, Orchestrator will use the default credentials defined when configuring
plan steps on the Administration page of the Orchestrator Ul, or you may specify the required credentials for
each machine or inventory group individually when editing the plan.

New Restore Plan X

Choose credentials to be used for operations in the VM guest 05

Plan Info
5
cope Some of the selected VM steps require credentials. Choose credentials that will be used to run all the steps.
If you do not choose credentials, each step will use the default credentials configured by an Orchestrator administrator.
Plan Type Credentials: ﬂ Default

Select Credentials X

Type any part of name to filter Q

Available Credentials

Recovery Location

o These options

VM Groups

VM Recovery Options

VM Steps

VM Credentials

Protect VM Groups

RTO & RPO

Report Template

Report Scheduling

Summary

User Name
gal@Administrator
ga10vAdministrator
root

root

srvi9\Administrator

techiwendy.may

srv28\administrator

TECH\chloe.lewis

Default

Description
gqal0Administrator
galAdministrator
Dell EMC Isilon
esx02\Administrator
srvi MAdministrator
techwwendy.may

srv28\administrator
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Step 9. Specify VM Protection Options

At the Protect VM Groups step of the wizard, use the Protect VM Groups after recovery check box to choose
whether you want to protect VMs in the plan post-recovery with a backup or replication job.

If you select the Protect VM Groups after recovery check box, you must specify a backup or replication job to be
used as a template for a new job that will reprotect recovered VMs. To do that, from the Template Job list,
select the required job.

For a template backup or replication job to be displayed in the Template Jaob list, it must be created and
included into the list of inventory items for the scope, as described in section Editing Template Jobs.

IMPORTANT

The new job will consume Veeam Backup & Replication licenses to protect the machines. That is why you
must take into account the number of licenses installed on the Veeam Backup & Replication server, so that
the number of managed objects does not exceed the license limit.

New Restore Plan x

plan Info Choose a reprotect option

Orchestrator can automatically create a new backup or replication job to reprotect the recovered ViMs.

Scope
Protect VM Groups after recovery

Plan Type
Template Job: | Template Backup Job for Orchestrator [172.17.53.52] e

Recovery Location
This Step requires that the Veeam Backup & Replication server has enough licenses to run the new job.
See the Orchestrator documentation for details.

VM Groups

VM Recovery Options
VM Steps

VM Credentials
Protect VM Groups
RTO & RPO

Report Template
Report Scheduling

Summary
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Step 10. Specify Target RTO and RPO

At the RTO & RPO step of the wizard, define your Recovery Time Objective (RTO) and Recovery Point Objective
(RPO) for the plan:

e The Target RPO defines the maximum acceptable period of data loss.
e The Target RTO represents the amount of time it should take to recover from an incident.
NOTE

If you choose to perform ransomware scan while running the plan, Orchestrator will scan only one disk per
repository mount server at a time. This process may take a while, affecting the plan RTO.

RTO and RPO performance will be recorded in the Plan Readiness Check, Plan Execution and DatalLab Test
reports, and you will be able to track the achieved RTO and RPO objectives for each plan on the Home Page
Dashboard.

New Restore Plan x

plan Info Define your Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for this plan
Scope Hours: Minutes: Seconds:
Target RTO: 1 : o C 0 C
Plan Type Maximum allowed time before the service is
Hours: Minutes: Seconds:
Recovery Location — S C G C 0 C

Maximum allowed loss of historical data after a failure,

VM Groups

VM Recovery Options
VM Steps

VM Credentials
Protect VM Groups
RTO & RPO

Report Template
Report Scheduling

Summary
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Step 11. Select Report Template

At the Report Template step of the wizard, select a document template that will be used as the cover page for
all Orchestrator reports. Use options in the Document format list to choose whether you want to generate
documents in the DOCX or PDF format.

For a custom document template to be displayed in the Available Templates list, it must be created and
customized as described in section Managing Templates.

New Restore Plan x

plan Info Choose the report template to be used for Plan reports and documentation

Scope

Available Templates
Plan Type
Veeam Default Template (DE)
Dieses Template ist ein Beispiel und sollte auf lhre Bedirfnisse angepasst werden
Recovery Location
Veeam Default Template
This is an example template, and should be cloned and customized to your requirements
VM Groups
Veeam Default Template (ES)
Esta es una plantilla de ejemplo, y debe ser clonada y personalizada de acuerdo con sus requisitos
VM Recovery Options
Veeam Default Template (FR)
Cedi est un modéle qui doit &tre cloné et personnalisé selon vos besocins
VM Steps
Vesam Default Template (PT)
s Este & um template de exemplo, e deve ser clonado e customizado de acordo com seus requerimentos
VM Credentials
Vesam Default Template (CH)

EE— ISR , it TE

Protect VM Groups

Vesam Defau_lt Terr':plat_e (]3]

RTO & RPO cEaEY YT - FUTL—hTT. OE—UT. BHOBLTHASTIZXLTLESW

Report Template

Report Scheduling

Summary Document format:

"\'_::) Word document (.DOCX)
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Step 12. Specify Report Scheduling Options

At the Report Scheduling step of the wizard, choose whether you want to automatically generate the Plan
Definition and Plan Readiness Check reports for the plan on a daily schedule. You can also choose whether you
want to generate both reports immediately after you create the plan.

To specify the exact time at which the report will be generated, click the Schedule icon next to the Update Plan
Definition report daily at or Perform Plan Readiness Check daily at check box, set the desired time, and click

Apply.

New Restore Plan X

plan Info Choose scheduling options for automatic Plan reporting
Scope Update Plan Definition report daily at: 8:24 AM ®
Plan Type Perform Plan Readiness Check daily at: | 7:10 AM (O]
kW)
Recovery Location o Reports will not be generated for plar| Hours: Minutes:
~ ~
74 v 10 v
VM Groups . o
Create Plan Definition when | click Finish @ am () om
VM Recovery Options Perform Readiness Check when | click Fi
o
VM Steps

VM Credentials
Protect VM Groups
RTO &RPO

Report Template
Report Scheduling

summary
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Step 13. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

New Restore Plan X

plan Info See below for a summary for the new Plan

Scope

Plan Type

Recovery Location

VM Groups

VM Recovery Options

VM Steps

VM Credentials

Protect VM Groups

RTO & RPO

Report Template

Report Scheduling

Summary

7 Copy to clipboard

Plan Mame:
Description:
Contact Name:
Contact Email:
Contact Tel:
Scope:

Plan Type:

VM Group(s):

Recovery Location:
Recover VMs:

If any VM fails:
Restore VM Tags:

Steps for New VM Template:

Override Credentials:
Credentials:

Protect VM Group, Job:
Target RTO:

Target RPO:

Report Template, format:

Update Plan Definition report:

Test Restore Plan
Evaluating restore
Chloe Lewis
chloe.lewis@veeam.com
18003334455

SQL Administrators
Restore

Datastore - esx01-dasi
owner - chloe.lewis

Original VM Location (IVR Enabled - Yes)
simultaneously (max 10)

Halt the plan

No

Restore VM

Check VM Heartbeat
Verify SharePoint URL
Verify SQL Database
Verify SQL Port

Send Email

Yes, Template Backup Job for Orchestrator
Use Default

No, N/A

1 Hour

24 Hours

Veeam Default Template (DE), PDF

Daily 8:24 AM

Cancel
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Editing Restore Plans

If you want to specify granular settings not provided in the New Orchestration Plan wizard, the Orchestrator Ul
allows you to customize restore plans and configure the settings for groups, recovered VMs, plan steps and step
parameters.

The procedures to edit replica, CDP replica, restore, storage and cloud plans are almost identical. For more
information, see Editing Orchestration Plans.

Testing Restore Plans

You can start on-demand plan testing and configure test scheduling for any restore plan. There is almost no
difference between the procedures performed for replica, restore and storage plans. For more information, see
Testing Orchestration Plans.
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Running and Scheduling Restore Plans

After you create and configure a restore plan, run a successful readiness check and a Datalab test, the plan can
be considered ready for restore. You can invoke various actions for the plan, depending on the current plan

state.

New plan created After plan creation, you can:

e Schedule a time for the plan to execute restore.
e Run the plan to execute restore immediately.

Any At any point, you can:

e Halt the plan to interrupt its execution.
e Reset the plan to clear the current state and allow it to run again.

Plan States

Restore plans can acquire the following default states after creation. The same states are shown after resetting
a plan, and after completing a test or a check.

NOT VERIFIED ] Plan has never been tested, has never passed a readiness check, or
has been changed since the last Datalab test or readiness check.

i Plan has failed to be tested or has failed to pass a readiness check.

VERIFIED o Plan has been tested successfully or has passed a readiness check.
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Restore plans can acquire the following stable states after completing current processing:

HALTED

RESTORED

TESTING HALTED

o

B

Plan has stopped due to either an error or user intervention.

Restore process completed successfully.

Restore process completed with one or more warnings.

Restore process completed with one or more errors.

Plan testing has stopped due to either an error or user intervention.

Restore plans can acquire the following active states while in use or in progress:

Tab Plan Operator

Plan Management

CREATING

EDITING

SAVING

RESETTING

DELETING

Readiness Checks

CHECKING

CHECK HALTING

Execution and Testing

Q

U

Plan is being created.

Plan is being edited.

Plan is being saved.

Note: Plan editing and execution are not available in this state.

Plan is being reset.

Plan is being deleted.

Plan readiness check is in progress.

Plan readiness check is in progress; one or more warnings
encountered.

Plan readiness check is in progress; one or more errors encountered.

Plan readiness check is halting.
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Tab Plan Operator

RESTORE

HALTING

TEST PENDING

TESTING

TEST HALTING

POWERING OFF

NOTE

4

PN

A

Plan is executing.

Plan is executing; one or more warnings encountered.

Plan is executing; one or more errors encountered.

Plan is halting.

Plan is waiting for the test lab to power on.

Plan testing is in progress.

Plan testing is in progress; one or more warnings encountered.

Plan testing is in progress; one or more errors encountered.

Plan testing is halting.

Plan testing is being powered off.

If you perform any infrastructure configuration changes (add, delete or rename VMs) or changes to Veeam
ONE Client groups, Orchestrator will not automatically apply these changes to plans that are currently
executing or testing — such plans are 'locked’ and cannot be edited. The changes will take effect only if the
plans enter the VERIFIED or NOT VERIFIED state.
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Restore plans can acquire the following modes:

ENABLED V) Plan is ready to be verified, tested and executed.

Notes:
Plan editing is not available.
Automatic report updates are enabled.

DISABLED ) Plan is ready to be edited and tested.

Notes:
Scheduled plan execution is not available.
Automatic report updates are disabled.

IN USE Y3 Plan is either in one of the active states (except the £D/TING state) or
in one of the stable states.

Notes:
Plan editing is not available.
Automatic report updates are disabled.

TIP

When a plan is in an active state, you can switch to the Plan Details page, select a VM being recovered in
the Virtual Machines column, and click the VM Console link to connect directly to the VM desktop.

Orchestrator will connect to the VM through the vCenter Server system. To avoid connection failures, make
sure the following requirements are met:

1. The target vCenter Server that manages the VM is running VMware vCenter Server version 6.0 or
later.

2. The SSL certificate used by the target vCenter Server is valid on the machine on which you are
running the browser. If not, install root certificates from the vCenter Server on both the
Orchestrator server and the machine. To learn how to download and install vCenter Server root
certificates, see this VMware KB article.

In vSphere 6.0 and later, each newly created ESXi host is by default provisioned with a self-signed
certificate from the VMware Certificate Authority. If you want to use such a certificate when

accessing the VM desktop, download the root CA certificate from the host where the VM is
registered. To learn how to manage certificates for ESXi hosts, see VMware Docs.

214 | Veeam Disaster Recovery Orchestrator | Operations Guide


https://kb.vmware.com/s/article/2108294
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-32AD28E1-53C3-48E6-96A9-FD9E4015D0B2.html

Before You Begin

To run a restore plan, it must be ENABLED. To enable a plan:
1. Navigate to Orchestration Plans.
2. Select the plan.

3. From the Manage menu, select Enable.

If you do not enable a plan before you run it, the Run Plan wizard will force you to do that as soon as you try
running the plan.

NOTES
1. An Orchestrator Administrator or Plan Author can force-enable a plan in the Run Plan wizard.
However, a Plan Operator will not be able to run a disabled restore plan.

For more information on roles that can be assigned to users and user groups working with the
Orchestrator Ul, see Managing Permissions.

2. For security purposes, all ‘real-world" actions associated with restore plans require password
confirmation.
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Scheduling Restore

You can schedule a time for a restore plan to execute. Only the restore process can be scheduled — all other
operations must be performed manually in the Orchestrator Ul.

To schedule a restore plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Schedule.
_OR_
Right-click the plan name and select Launch > Schedule.
3. Complete the Schedule Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Schedule Plan x

Credentials Re-enter credentials to proceed

Schedule Options Jser name:  tech\olivia.dias

Ransomware Scan Password: | sreeees O
Summary o For the plan to run according to the specified schedule, the plan must be enabled.

b. At the Schedule Options step, set the Scheduled execution toggle to On, and choose whether you
want to run the plan on schedule or after any other plan.

= If you want to run the plan at a specific time, select the Schedule on option, click the Schedule
icon, set the desired date and time, and click Apply.
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= If you want to run the plan after another plan, select the Schedule after option and click Choose
a Plan. Then, in the Select Plan window, select the necessary plan and click OK.

For a plan to be displayed in the Available Plans list, it must be EANABLED as described in section
Running and Scheduling Restore Plans.

Schedule Plan X

Credentials You may schedule this Plan to run at a specific time, or chain it to be executed after another Plan runs
Recovery will be performed using the most recent restore point.
Schedule Options

Scheduled execution: m on

Ransomware 5can .
{__) Schedule on 11/15/2022 10:31 AM

Summal =
g (@) Schedule after  Exchange Restore Plan

You can schedule only the Failover and Restore actiens for Orchestration Plans. Other actions (such as Failback)
must be performed manually.

c. At the Ransomware Scan step, choose whether you want to check restore points created for machines
included in the plan for possible ransomware.

By default, Orchestrator checks 10 recently created restore points for each machine and halts the plan
if all the restore points are infected. However, you can specify the maximum number of restore points
to check and instruct Orchestrator to restore the machine to the selected recovery location without
connecting it to any network.

For more information on ransomware scan, see How Orchestrator Performs Ransomware Scan.
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IMPORTANT
e Ransomware scan is supported only for Windows-based machines.
e Ransomware scan is not supported for restore points stored in external repositories.

Schedule Plan X

Credentials Specify ransomware scan options

Scan restore points for viruses, malware and ransomware using Veeam Secure Restore. Virus-scanning can iterate
through multiple restore peints, starting with the most recent, until a clean point is found. For more information

Schedule Options see the User Guide.

Ransomware Scan . ~ ) .
Scan a maximum of 10, | previous restore points

summary If no clean restore point found

iéﬁl Cancel the restore and proceed to the next step

'Z::Z' Complete the restore but do not connect the VM to the network

d. At the Summary step, review configuration information and click Finish.

Schedule Plan X

Credentials Plan will be scheduled with below settings. Click Finish to apply

Schedule Options Copy to dlipboard

Plan name: Restore Plan
Ransomware Scan
Schedule: Enabled
Ransomware Scan: Enabled
Summary ) _
Restore points to scan (max): 10
If no clean restore point found: Cancel restore
Choose scheduling options: After Plan: Exchange Restore Plan

TIP

You can disable a configured schedule if you no longer need it. To do that, set the Scheduled execution
toggle to Offat the Schedule Options step of the Schedule Plan wizard.
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Running Restore

The Run action causes machines in a plan to recover from their backup files. For more information on the data
recovery process, see the Veeam Backup & Replication User Guide, section Data Recovery.

TIP

If the Veeam Backup & Replication server that protects plan machines becomes unavailable, the plan will
fail to complete successfully. However, in case the repository that stores the required backup files is still
available, you will be able to work around the issue. To do that, connect the repository to any other Veeam
Backup & Replication server added to Orchestrator, and perform a rescan operation for this repository.

To run a restore plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Run.
-OR-
Click the plan name to switch to the Plan Details page, and click Run.
3. Complete the Run Plan wizard:

a. [This step applies only if you have not enabled the plan before running it]

At the Plan Disabled step, select the Enable this Plan check box.

Run Plan X

Plan Disabled This Plan is disabled

You may force the Plan into enabled mode to run it.

Credentials
Enable this Plan
Readiness Check
Recovery Location
Restore Point
Chained Plans

Ransomware Scan

Summary
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b. For security purposes, at the Credentials step, retype your password.

Run Plan X

Plan Disabled Re-enter credentials to proceed

Credentials User name: tech\olivia.dias

o
i
I
]
=
=1
=3
9

Readiness Check
Recovery Location
Restore Point
Chained Plans
Ransomware Scan

Summary

c. At the Readiness Check step, review the results of the most recent readiness check run for the plan to
make sure the plan will be able to complete successfully.

Run Plan X

Plan Disabled Review readiness check report

7 Copy to dlipboard

Credentials
Executed: 1/27/2023 8:10 AM
Readiness Check )
Result: L. Warning
Details: 0 Errors, 1 Warning

Recovery Location

¥ Download report
Restore Point
Chained Plans

Ransomware Scan

Summary

o Itis highly recommended to run a readiness check before executing a plan.
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d. At the Recovery Location step, select a location to which inventory groups included in the plan will be
restored.

For a recovery location to be displayed in the list of available locations, it must be created and
included into the list of inventory items available for the scope, as described in section Managing
Recovery Locations.

Run Plan X

Plan Disabled Choose recovery location

If the plan will recover both agent and vSphere backups, ensure that the selected location supports both.

Credentials
Readiness Check
Name VMs Agents Instant VM Recovery
Recovery Location
Original VM Location Enabled Disabled Disabled
Restore Point Gold Enabled Enabled Enabled

Chained Plans
Ransomware Scan

Summary

If the selected recovery location includes multiple hosts, datastores and networks, Orchestrator will
use the round-robin algorithm to restore machines added to the plan. For more information, see How
Orchestrator Places VMs During Restore.

e. At the Restore Point step, choose a restore point that will be used to recover machines.

IMPORTANT

Recovering data from the archive tier is not supported. If you select the Use most recent Restore Point
before option, make sure to choose a restore point that is stored in either the capacity or the performance
tier. For more information on Veeam Backup & Replication tiering options, see the Veeam Backup &
Replication User Guide, section Scale-Out Backup Repository.
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Run Plan X

Plan Disabled Choose restore point

Credentials '.'if' lUse the |atest Restore Point

Readiness Check |_J) Use most recent Restore Point before: 11/15/2022 10:44 AM

Recovery Location
Restore Point
Chained Plans
Ransomware Scan

Summary

f. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Chained Plans step, select the Also execute the chained plans check box to proceed to
execution of subsequent plans after the current plan enters the RESTORED state.

Run Plan X

Plan Disabled This Plan is part of a chain, and other Plans will execute when it is complete.
Credentials Also execute the chained plans
Readiness Check 1 Even Plans which are disabled will be forced to run.

H All Plans will all use the same restore point option.

Recovery Location
Restore Point
Chained Plans
Ransomware Scan

Summary

g. At the Ransomware Scan step, choose whether you want to check restore points created for machines
included in the plan for possible ransomware.

By default, Orchestrator checks 10 recently created restore points for each machine and halts the plan
if all the restore points are infected. However, you can specify the maximum number of restore points
to check and instruct Orchestrator to restore the machine to the selected recovery location without
connecting it to any network.
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For more information on ransomware scan, see How Orchestrator Performs Ransomware Scan.

IMPORTANT
e Ransomware scan is supported only for Windows-based machines.
e Ransomware scan is not supported for restore points stored in object storage repositories.

Run Plan X

Plan Disabled Specify ransomware scan options

Scan restore points for viruses, malware and ransomware using Veeam Secure Restore, Virus-scanning can
iterate through multiple restore points, starting with the most recent, until a clean point is found. For more

Credentials information see the User Guide.
Readiness Check

Scan a maximum of 10 C previous restore points
Recovery Location If no clean restore point found

Restore Point (@) Cancel the restore and proceed to the next step

'Z:__.' Complete the restore but do not connect the VM to the network

Ransomware Scan

Summary

h. At the Summary step, review configuration information and click Finish.

Run Plan X

Plan Disabled Click Finish to run the plan

Credentials Copy to clipboard

Readiness Check Elaplinfcrmation

Plan name: Exchange Restore Plan
Recovery Location o o

Launched by: tech\olivia.dias [Administrator]

Current state: 7| Mot Verified (Failed check, ne errors, 1 warning )
Restore Point

Action: Restore

Restore Point: Most Recent
Chained Plans

Recovery Location: Original VM Location (IVR Enabled - Yes)

Ransomware 5can
Ransomware scan

Summary Ransomware Scan: Enabled
Restore points to scan (max): 10
If no clean restore point found: Cancel restore

The plan goal is to reach the RESTORED state. If any critical error is encountered, the plan will stop with the
HALTED state. To learn how to work with HALTED restore plans, see Managing Halted Plans.
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How Orchestrator Places VMs During Restore

To restore machines included into a restore plan to a recovery location, Orchestrator uses the following
algorithm:

1.

The solution looks through all hosts added to the location as compute resources to detect the first
available host. This is the host where the first processed machine will be registered.

Orchestrator applies the mapping specified in the network mapping table for the location to set the
required network configuration of the recovered VM.

Orchestrator checks whether the network configuration of the detected host matches the required
network configuration. If these configurations do not match, Orchestrator goes back to step 1.

In the list of datastores connected to the host as storage resources, Orchestrator searches for the first
datastore that both is available and has enough capacity. This is the datastore where files of the machine
will be stored.

To calculate the datastore capacity and make sure that it has enough space to accommodate the recovered
VM, Orchestrator uses the threshold that you specify when creating or configuring the location.

When calculating the amount of free space available on a datastore, Orchestrator assumes that the swap
file of the processed machine will be restored to this datastore as well. Orchestrator also takes into
account that all disk files of the machine will be restored to the same datastore that stores the .VMX file,
regardless of whether the source machine stores its disk files on multiple datastores. This may influence
the resulting capacity estimation and the way Orchestrator searches for datastores to restore machines.

NOTE

The failure of steps 1-3 for a machine from a critical inventory group halts the plan in the following cases:

e If none of the discovered hosts is available, or if none of the hosts has network configuration that
matches the required network configuration of the recovered VM.

e If none of the discovered datastores is available, or if none of the datastores meets the capacity
requirements.

To learn how to work with HALTEDrestore plans, see Managing Halted Plans.

4. When Orchestrator starts processing the next machine, the solution looks through all hosts added to the

location as compute resources to detect the next available host:
o If Orchestrator detects such a host, this is the host where the machine will be registered.

o If there are no more available hosts, Orchestrator uses the host detected at step 1 to register the
machine.

Then Orchestrator goes through steps 2-3 to detect the target network and datastore for the machine.

Orchestrator repeats step 4 for all other machines included in the plan until all the machines are restored.
The order in which the machines are processed depends on the VM Recovery Options defined while
configuring the plan.

If datastores added to the recovery location as storage resources breach the capacity threshold before all
the machines are restored, the failure of this step for a machine from a critical group halts the plan. To
troubleshoot the issue, configure the location to add more datastores and try running the halted plan
again. To learn how to work with HAL TEDrestore plans, see Managing Halted Plans.
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How Orchestrator Selects Backup Files

Generally, when performing restore to a recovery location, Orchestrator looks through the list of all restore
points created for a machine to choose a restore point that meets the date requirement specified in the Run Plan
wizard. The backup file that contains the chosen restore point is used to recover the machine.

However, when you use backup copy capabilities offered by Veeam Backup & Replication, you have multiple
instances of the same backup data existing in different locations. This situation may influence the way
Orchestrator chooses backup files to recover machines.

In case Orchestrator detects 2 backup files containing the chosen restore point — one file created by a backup
job and the other file created by a backup copy job — uses one of these files depending on the backup copy
preference settings configured for the recovery location:

e With backup copy preference enabled, Orchestrator uses the backup file produced by the backup copy job
e With backup copy preference disabled, Orchestrator uses the backup file produced by the backup job.
NOTE

When you move backup files of a backup copy job to another repository in the Veeam Backup & Replication
console, Orchestrator becomes unable to use the restore points of the moved backup files for restore
because of incorrect timestamps. That is why make sure to tun both the backup job and the backup copy
job to create new restore points after you perform the move operation.

How Orchestrator Performs Ransomware Scan

Before you run a restore plan to recover a machine to the production environment, Orchestrator allows you to
perform ransomware scan for the protected machine using Veeam Secure Restore. You can also perform the
scan when testing a restore plan in a DatalLab.

While running a restore plan, Orchestrator performs ransomware scan in the following way:
1. Disks of a machine that is being restored are mounted to the mount server.
2. On the mount server, antivirus software is triggered to scan files from the mounted disks.

3. Orchestrator iterates through the number of restore points specified while running the plan one by one to
detect a restore point with no viruses.

4. If aclean restore point is detected, Orchestrator successfully restores the machine to the selected
recovery location.

If no clean restore point is detected, Orchestrator either halts the plan or restores the machine to the
selected recovery location without connecting it to any network, depending on the configured restore
point settings.

NOTE
If restore points of all machines included in the plan are stored in one repository, Orchestrator will process
machines one by one. This process may take a while, affecting the plan RTO.
While testing a restore plan, Orchestrator performs ransomware scan in the following way:
1. Disks of a machine that is being tested are mounted to the mount server.
2. On the mount server, antivirus software is triggered to scan files from the mounted disks.

3. Orchestrator checks the most recent restore point for possible ransomware.
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4. If the restore point is clean, Orchestrator marks the point as Healthy. When a restore point is marked as
Healthy, Orchestrator requires less time to process the machine while testing the plan next time.

If the restore point is infected, the Datalab test fails and the plan acquires the TESTING HALTED state. To
learn how to manage halted testing, see Halting Plan Testing.

The results of ransomware scan are included in Readiness Check, DatalLab Test and Plan Execution reports.

Requirements and Limitations for Ransomware Scan

To allow Orchestrator to perform ransomware scan, the following prerequisites must be met:

e Ransomware scan is supported only for Windows-based machines. Ransomware scan is not supported for
restore points stored in object storage repositories.

e The Veeam Backup & Replication server that protects the machine being processed is running version 12 or
later.

e Antivirus software must be installed on the mount server and support the command line interface (CLI).
The following antivirus software is supported: Microsoft Defender, Kaspersky, ESET and Symantec
Protection Engine.

Halting Restore

The Halt action interrupts plan execution. Any steps currently executing will be completed, then the plan will
enter the HALTED state. To learn how to work with HAL TEDrestore plans, see Managing Halted Plans.

To stop a running restore plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Halt.
-OR-

Click the plan name to switch to the Plan Details page, and click Halt.
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3. Complete the Halt Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Halt Plan x

Credentials Re-enter credentials to proceed
Schedule Impact User name: tech\olivia.dias
summary Password: Py

b. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Schedule Impact step, choose whether you want to proceed with or cancel execution of
subsequent plans after the current plan enters the HAL TED state.

Halt Plan x

Credentials =
®) Cancel the schedule and do not execute the subsequent Plans

) Continue the schedule and lzunch the next Plan now
Schedule Impact —

1 There are other Plan(s) scheduled in a chain to failover after this Plan completes. Choose the options for those

summary H scheduled Plans below.
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c. At the Summary step, review configuration information and click Finish.

Halt Plan x

Cradentials Click Finish to halt the plan

Schedule Impact Copy to clipboard

Plan name: Restore Plan

SILTITTER] Halted by: tech\olivia.dias [Administrator]
Current state: P Restore
Action: Halt

Halting a plan before it reaches a stable state may cause your environment to enter an inconsistent state,
requiring manual troubleshooting and a reset of the plan to resolve.

Resetting Restore Plans

If a restore plan becomes inconsistent with the virtual environment, you can reset the plan. This will return the
plan to the D/ISABLED state, without making any changes to the external virtual infrastructure.

To reset a restore plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Manage menu, select Reset.
-OR-

Right-click the plan name and select Manage > Reset.
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3. Complete the Reset Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Reset Plan x

Credentials Re-enter credentials to proceed
Quick Check User name:  tech\olivia.dias
Summary Password: 2

Reset will take neo actions en VMs er replicas in your infrastructure,
It will reinitialize the Plan in Orchestrator only, For Holted plans it is recommended to use Undo, not Reset.

b. At the Quick Check step, select the Perform a Quick Check after reset is complete check box to run a
readiness check after the reset.

Reset Plan x

Cradentials It is recommended to run a Quick Check after resetting the plan
Quick Check Perform a Quick Check after reset is complete
Summary
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c. At the Summary step, review configuration information and click Finish.

Reset Plan x

Plan will be reset using the options below. Press Finish to reset the Plan

Credentials
Quick Check Copy to clipboard
Plan Mame: Restore plan
Summary o o
Reset by: TECH\olivia.dias [Administrator]
Current State: @ Restore {Halted, 16% complete, 10 errors, no warnings )
Quick Check: Yes

Halting Plan Testing

The Halt action interrupts plan testing. You may need to halt plan testing, for example, if you need to fix some
environment-related issues and then proceed with testing later (in this case, recovered VMs will still continue to
run). Or you may need to stop the testing process completely, for example, if you no longer need to test the
selected restore plan (in this case, recovered VMs will be deleted).

To halt testing of a restore plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Verify menu, select Halt DataLab Test.
-OR-
Right-click the plan name and select Verify > Halt DatalLab Test.

3. Inthe Halt Testing Plan window, click Halt to confirm the action.
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Administration

E' Veeam Disaster Recovery Orchestrator (:lj) v HEc o)

‘ Search by Plan Q‘ Y ciiter (None)

P Launch » B Manage v [ Verify v Ef Reports v

Dashboard
Inventory Mode Plan Type Scope state Latest Test Test Exe...
Orchestration Plans
In-Use Replica Plan Replica Admin Scope Testin| Faile: None None
» plica P, pl d p 13 g led
Datalabs 75% complete, no errors...  11/29/2022 12:08...
Lab Calendar © Disabled Replica Replica Admin Scope [f] Mot Verified Failed None None

Failed test, 1 error, nowe..  11/28/2022 12:04...
Reports

PP In-Use  RestorzPlan Restore Admin Scope Ly Testing Failed None None

Report Temp 50% complete, no errors...  11/29/202212:02...

If you Halt the plan during testing, VMs which have already been processed will remain powered on in the
@© Disabled Cloud plan test environment. To complete the processing of all VMs, use the Run action to resume the test. None

To terminate the test and revert the environment to pre-testing state, use the Power Off action.

To cancel testing of a restore plan:
1. Select the plan. From the Verify menu, select Power Off DatalLab Test.
-OR-
Right-click the plan name and select Verify > Power Off DatalLab Test.

2. Inthe Power Off Testing Plan window, click Power Off to confirm the action.

E‘ Veeam Disaster Recovery Orchestrator (R febe g e ) Administration

Search by Plan Q ‘ Y Filter (None)

P Launch v B Manage v [ verify v B Reports v

© Disabled cDP Halt Testing Plan 11/29/2022 9:41...

Dashboard
Inventory Mode Plan Type Scope State Latest Test Test Exe...
Orchestration Plans ) )
PP in-Use Replica Plan Replica Admin Scope D Testing Failed None Mone
Datal. 78% complete, no errors..  11/29/2022 12:09...
Lab Calendar ® Disabled Replica Replica Admin Scope [T Notverified Failed None Mone
- - Failed test, 1 error, now...  11/29/2022 12:04...
Reports
PP In-Use  RestorePlan Restore Admin Scope L Testing ailed None None
Report Templa 50% complete, no errors.. 11/20/2022 12:02.,
© Disabled CDP Y Testlng Bl pver None 11/29/2022 9:41...

If you run the Power Off action when testing a plan,

® Disabled Cloud plan Orchestrator will stop the testing process as soon as the Byver None None
currently executed step completes, and revert the test
environment to the pre-testing state,
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Managing Halted Restore Plans

If a critical step fails for a machine from a critical inventory group, the plan may enter the HALTED state. To
troubleshoot reasons why a plan failed, use the Plan Execution Report generated as soon as the currently
performed action completes. For more information on how to track plan performance history, see Viewing Plan
Execution History.

After you eliminate the problem that caused the plan to become HALTED, you have the following options to
resume the plan:

e Repeat the last failed step.

e Proceed to the next step.

Running Halted Restore Plans

To run a HALTEDrestore plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
_OR_
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Resume Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Resume Plan X

Credentials Re-enter credentials to proceed

Resume Settings User name: TECH\olivia.dias

D)

= I * | sesssaswes
Summary Password:
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b. At the Resume Settings step, select an option to resume plan execution.

Choose whether you want to proceed with plan execution from the next plan step or to retry the
failed step.

Resume Plan X

Credentials Choose one of the following options

Resume Settings ) Retry failed step

If the most recently executed step failed, it will be retried

summary i::} Proceed to next step

The plan will proceed to the next step

o If VMs are being processed in parallel, then multiple failed steps may be retried.

c. At the Summary step, review configuration information and click Finish. The restore process will be

started.
Resume Plan x
Credentials Click Finish to resume the plan

Resume Settings 7 Copy to clipboard

Plan information

Summary
Plan name: Restore plan
Launched by: TECH\olivia.dias [Administrator]
Current state: O Restore (Halted, 16% complete, 10 errors, no warnings )
Action: Resume — Restore
Resume by: Retry failed Step

Recovery Location:
Ransomware scan

Ransomware Scan: Disabled
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Resuming Plan Testing

To start the HALTED restore plan testing process:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Verify menu, select Continue Datalab Test.
-OR-
Right-click the plan name and select Verify > Continue DatalLab Test.
3. Complete the Resume Datalab Test wizard:

a. At the Resume Test step, select an option to resume test execution.

Choose whether you want to proceed with test execution from the next plan step or to retry the failed

step.
Resume Datalab Test x
Resume Test You have the folowing options to resume this Plan test.
summary -:i] Retry failed step

If the most recently executed step failed, it will be retried
() Proceed to next step
The plan will proceed to the next step
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b. At the Summary step, review configuration information and click Finish. The testing process will be

started.
Resume Datalab Test X
Resume Test Your settings are summarized below
Summary Plan Name: Restore Plan
Scope: Admin Scope
Datalab: Testing Plan 01
Plan State: Testing — Halted
Action: Resume Testing
Resume by: Retry failed Step

Resetting Halted Restore Plans

To reset a HALTED restore plan, follow the instructions provided in section Resetting Restore Plans.

NOTE

When you reset a restore plan, Orchestrator returns it to the D/SABLED state without making any changes
to the external virtual infrastructure. You may need to deal with any infrastructure reconfiguration
manually.
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Working with Storage Plans

The type of an orchestration plan you create depends on whether you intend to use Orchestrator to switch to
VM replicas, to restore machines from backups or backup copies, or to serve data from a destination (NetApp) or
secondary (HPE) volume in case a disaster strikes.

If you want to recover volumes protected by storage replication, create a storage plan.

NOTE

It is recommended that you drive the creation and transfer of storage snapshots using Veeam Backup &
Replication, as described in the Veeam Backup & Replication User Guide, section Integration with Storage
Systems.

Creating Storage Plans

To create a storage plan:

1. Navigate to Orchestration Plans.

2. Click Manage > New.

3. Complete the New Orchestration Plan wizard:
a. Specify a plan name and description.
b. Choose a scope for the plan.
c. Choose a type of the plan.
d. Choose a storage vendor for the plan.
e. Include inventory groups in the plan.
f. Specify VM recovery options.
g. Add steps to the plan.
h. Specify credentials for the plan steps.
i. Specify the target RTO and RPO.
j. Select a template for plan reports.
k. Specify scheduling options for plan reports.

L. Finish working with the wizard.

236 | Veeam Disaster Recovery Orchestrator | Operations Guide


https://helpcenter.veeam.com/docs/backup/vsphere/storage_integration.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/storage_integration.html?ver=120

Step 1. Specify Plan Name and Description

At the Plan Info step of the wizard, use the Plan Name and Description fields to enter a name for the new plan
and to provide a description for future reference. The maximum length of the plan name is 64 characters; the
following characters are not supported: * : /\?" <> .

You can also provide a contact name, email and telephone number of a person responsible for the plan.

New Orchestration Plan X

plan Info Provide details for the new Orchestration Plan
Scope Plan Mame: Test Storage Plan
Plan Type Description: Evaluating storage failover

Recovery Location

L) = Contact Name: | Wendy May

VM Recovery Options Contact Email: | wendy.may@veeam.com
VM Steps Contact Tel: 18004445566

RTO &RPO

Report Template
Report Scheduling

Summary
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Step 2. Choose Plan Scope

At the Scope step of the wizard, select a scope for which you want to create the plan.

For a scope to be displayed in the Available Scopes list, it must be created and customized as described in
section Managing Permissions.

New Orchestration Plan X

Plan Info Choose a Scope
Scope Type any part of Scope name to filter Q
Available Scopes
Plan Type
Admin Scope
Recovery Location Exchange Administrators
SQL Administrators
VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 3. Choose Plan Type

At the Plan Type step of the wizard, select the Storage option.

New Storage Plan x

Plan Info Choose the type of Plan

Plan Type i'_:

covered from Veeam agent or vSphere backups into a cloud environment

Storage Vendor () CDP Replica

VMs will be recovered from Veeam CDP (continuous data protection) replicas
VM Groups o
__J) Replica

V be recovered from Veesam replicas

VM Recovery Options

'.'EI Storage
VM Steps VMs will be recovered from replicated storage volumes
i:_:; Restore

RTO & RPO VM Il be recovered from Veeam agent or vSphere backups into a VMware vSphere environment
Report Template

Report Scheduling

Summary
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Step 4. Choose Storage Vendor

At the Storage Vendor step of the wizard, choose whether VMs that you plan to recover are located on
datastores backed by NetApp or HPE storage systems.

New Storage Plan x

Plan Info Choose storage vendor
Scope (® I Netapp ONTAP
plan Type () = HPE Primera (3PAR)
Storage Vendor

VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 5. Add Inventory Groups

At the VM Groups step of the wizard, select inventory groups that you want to recover, and click Add to include
them in the plan. Note that you must add VMs that are running on source storage volumes — not destination
volumes.

For an inventory group to be displayed in the Available Groups list, it must be included into the list of inventory
items available for the scope, as described in section Allowing Access to Inventory Groups. By default, the list
shows those inventory groups that relate to datastores protected by storage replication and datastores backed
by storage systems added to Orchestrator — to display groups that contain empty datastores as well, select the
Show all datastore groups check box.

IMPORTANT
1. Since Orchestrator orchestrates storage failover at the volume level, all VMs that belong to a
specific datastore must be processed as part of the same storage plan.
2. If a VM that you want to fail over stores its disk files on multiple datastores, make sure to include in
the plan all inventory groups related to these datastores.
Also, make sure to include the group with the .VMX file into the plan first, before the groups with
.VMDK files.
3. If the VMs that you want to fail over belong to a datastore in a VMware Storage DRS cluster, make
sure to include in the plan all inventory groups related to this cluster.
Failover to the same VMware vSphere datacenter where the source VMs reside is not supported.
Failover of VMs that store disks on volumes protected using SnapVault is not supported.
Failover of VMs with RDM disks is not supported.
For datastores connected through the NFSv4.1 protocol, Orchestrator supports failover to a
recovery location only in the case that target hosts included in the location have the NFSv3 export
policy enabled (since the recovered datastores will be mounted to the hosts through NFSv3).

N oo u s

For datastores connected through other protocols, no limitations apply.

8. If the LUN ID of a datastore where the selected inventory groups belong is higher than 256,
Orchestrator may not be able to orchestrate storage failover properly. If the LUN ID is higher than
256, make sure that your equipment supports this ID.

9. For Orchestrator to be able to recover a VM correctly, the VM must have VMware Tools installed.
The presence of VMware Tools is checked automatically on the vCenter Server side — for both
Windows-based and Linux-based VMs. To know how to install and upgrade VMware Tools in
vSphere, see this VMware KB article.
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New Storage Plan x

plan Info Add VM Groups

Use View VMs control to check Group members, and Up/Down controls to change the recovery sequence.

Scope
Q Up i Info
Plan Type
Available Groups l:‘ Show all datastore groups Plan Groups
Storage Vendor

— Datastore - ID_store_1 — Datastore - 3PAR stg04 Vol

VM Groups = Datastore - kuvi_3par_big — Datastore - 3PAR stg04 Vol2

— Datastore - kuvi-enr2
VM Recovery Options

— Datastore - mk_vol_11
VM Steps — Datastore - mk_vol_3

— Datastore - mk_vol_6
RTO & RPO

— Datastore - mk_vaol_7

Report Template = Datastore - mk_vol_8

— Datastore - mk_vol_g
Report Scheduling

Summary

You can add only datastore-based VM Groups to storage plans. By default, the Available Groups list displays only those
groups related to datastores backed by storage volumes,
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Step 6. Specify VM Recovery Options

At the VM Recovery Options step of the wizard, use the If the VM recovery encounters an error then options to
choose whether you want to halt plan execution if VM recovery fails. This option can also be customized later
per-group when editing the plan.

Use the Recover the VMs in each group options to choose whether you want to recover VMs in sequence or in
parallel. If you select to process VMs simultaneously, use the Recover simultaneously max of VMs field to
specify the maximum number of VMs processed at the same time.

New Storage Plan X

plan Info Customize the default recovery options for all VMs in the Plan

If the VM recovery encounters an error then

Scope

"E" Halt the plan
Plan Type -

(_J) Proceed with the plan
Storage Vendor Recover the VMs in each group
VM Groups (@) In parallel

i::ﬁl In sequence
VM Recovery Options

. ~
Recover simultaneously maxof: | 10 o | VMs

VM Steps

o These options can be customized later on the Edit Plan page.
RTO & RPO

Report Template
Report Scheduling

Summary
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Step 7. Add Plan Steps

At the VM Steps step of the wizard, use the list of plan steps to select steps to be performed for each VM during
storage failover.

For a step to be displayed in the Available Steps list, it must be included into the list of inventory items available
for the scope, as described in section Allowing Access to Plan Steps.

IMPORTANT

To allow the storage failover process to perform successfully, the Register VM step must execute first.

By default, Orchestrator will perform the same selected steps in the same order for all new VMs that will later
appear in the inventory groups included in the plan. However, you can change the step execution order and
modify the list of steps individually for each VM, as described in section Configuring Steps.

NOTE

If a VM is included in multiple inventory groups in the same plan, Orchestrator will only run the Register
VM step once. However, other steps for this VM will execute when processing it in each group.

New Storage Plan x

Plan Info Choose VM Steps
Add Steps to be executed for all VMs in the Plan. These Steps will also be used for all new VMs added to the Plan in
the future.
Scope
Blan Type Search Q 4\ Up Down
Storage Vendor Available Steps Selected Steps
@ Register VM = Add @ Register VM
VM Groups
¥ Check VM Heartbeat &) Check VM Heartbeat
VM Recovery Options [® Generate Event 3 verify Domain Controller Port
08 Pping vM Network [ VM Power Actions
VM Steps
E send Email =] send Email
RTO &RPO &3 Shutdown Source VM
@} Start Service
Report Template
3 verify DNS Port
Report Scheduling & verify Domain Controller Port
@ verify Exchange Mailbox
Summary
B Verify Exchange MAPI Connectivity
B Verify Exchange Services
3 verify Global Catalog Port e

o These options can be customized later on the Edit Plan page.
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Step 8. Specify Credentials

[This step applies only if you have added one or more plan steps that require Windows credentials to run in-
guest OS scripts inside VMs being processed. For the full list of steps that require authentication, see Appendix.
Orchestration Plan Steps]

At the VM Credentials step of the wizard, specify credentials that will be used to access guest OSes of VMs. To
do that, click the link in the Credentials section, and select the necessary credentials in the Select Credentials
window. For a credential record to be displayed in the Available Credentials list, it must be included into the list
of inventory items for the scope, as described in section Allowing Access to Credentials.

If you do not specify any credentials, Orchestrator will use the default credentials defined when configuring
plan steps on the Administration page of the Orchestrator Ul, or you may specify the required credentials for
each VM or inventory group individually when editing the plan.

New Storage Plan X

plan Info Choose credentials to be used for operations in the VM guest 0S

5
cope Some of the selected VM steps require credentials. Choose credentials that will be used to run all the steps.

If you do not choose credentials, each step will use the default credentials configured by an Orchestrator administrator.

Plan Type Credentials: ﬂ Default

Select Credentials x
Storage Vendor o
VM Groups S Q

Available Credentials

VM Recovery Options
User Name Description

VM Steps prg0061\wbr prg0061.local

e —— prg2016\administra..  prg2016.Jocal

prg2016\cifs cifs user
RTO & RPO

prg2016\sgl sql user
Report Template pre2016\test] test1 user

Report Scheduling

summary
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Step 9. Specify Target RTO and RPO

At the RTO & RPO step of the wizard, define your Recovery Time Objective (RTO) and Recovery Point Objective
(RPO) for the plan:

e The Target RPO defines the maximum acceptable period of data loss.

e The Target RTO represents the amount of time it should take to recover from an incident.

RTO and RPO performance will be recorded in the Plan Readiness Check, Plan Execution and DatalLab Test
reports, and you will be able to track the achieved RTO and RPO objectives for each plan on the Home Page

Dashboard.

New Storage Plan x

Define your Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for this plan

Plan Info

Scope

Plan Type

Storage Vendor

VM Groups

VM Recovery Options

VM Steps

VM Credentials

RTO &RPO

Report Template

Report Scheduling

Summary

Hours: Minutes: Seconds:
Target RTO: C 0 C o

Maximum allowed time before the service is

Hours: Minutes: Seconds:
Target RPO: 24 C o C 0

<>

re

~
v

stored after a failure.

Maximum allowed loss of historical data after a failure.
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Step 10. Select Report Template

At the Report Template step of the wizard, select a document template that will be used as the cover page for
all Orchestrator reports. Use options in the Document format list to choose whether you want to generate
documents in the DOCX or PDF format.

For a custom document template to be displayed in the Available Templates list, it must be created and
customized as described in section Generating Reports.

New Storage Plan x

Plan Info Choose the report template to be used for Plan reports and documentation
Scope Type any part of name to filter Q
Available Templates
Plan Type
Veeam Default Template
This is an example template, and should be cloned and customized to your requirements
Storage Vendor

Veeam Default Template (DE)
Dieses Template ist ein Beispiel und sollte auf Ihre Bedirfnisse angepasst werden
VM Groups
Veeam Default Template (ES)
Esta es una plantilla de ejemplo, y debe ser clonada y personalizada de acuerdo con sus requisitos
VM Recovery Options
Veeam Default Template (FR)
Cedi est un modéle qui doit &tre cloné et persennalisé selon vos besoins
VM Steps
Vesam Default Template (PT)
) Este € um template de exemplo, e deve ser clonado e customizado de acordo com seus requerimentos
VM Credentials
Vesam Default Template (CH)
EE—INTOEER, MHTESHHEESHEREY

RTO & RPO
Veeam Default Template (JP)
ZhSRH TN FrIL—bTT, aP— LT, BRCBLTARE A XL TITEEL
Report Template ' T
Report Scheduling
Summary
Document format: (@

i:::ﬁl Word document (.DOCX)
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Step 11. Specify Report Scheduling Options

At the Report Scheduling step of the wizard, choose whether you want to automatically generate the Plan
Definition and Plan Readiness Check reports for the plan on a daily schedule. You can also choose whether you
want to generate both reports immediately after you create the plan.

To specify the exact time at which the report will be generated, click the Schedule icon next to the Update Plan
Definition report daily at or Perform Plan Readiness Check daily at check box, set the desired time, and click

Apply.

New Storage Plan x

plan Info Choose scheduling options for automatic Plan reporting
Scope Update Plan Definition report daily at: 11:20 AM ®
Plan Type Perform Plan Readiness Check daily at: | 6:45 AM| (Eq
hv
Storage Vendor o Reports will not be generated for plar| Hours: Minutes:
~ ~
4] v 45 v
VM Groups
P Create Plan Definition when | click Finish @ am () pm
VM Recovery Options Perform Readiness Check when | click Fi
o
VM Steps

VM Credentials
RTO &RPO
Report Template
Report Scheduling

Summary
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Step 12. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

New Storage Plan x

Scope 7 Copy to clipboard

Plan Name:
Plan Type o
Description:

Contact Name:
Storage Vendor

Contact Email:

Contact Tel:
VM Groups

Scope:

Plan Type:
VM Recovery Options

Vendor:

VM Group(s):
VM Steps
Recover VMs:
If any VM fails:
VM Credentials
Steps for New VM Template:

RTO & RPO

Report Template

Override Credentials:

Report Scheduling Credentials:
Target RTO:
Summary Target RPO:

Report Template, format:
Update Plan Definition report:
Perform Readiness Check:

Create Plan Definition report now:

Duim Bandinace Checl mee

plan Info See below for a summary for the new Plan

Test Storage Plan
Evaluating storage failover
Wendy May
wendy.may@veeam.com
18004445566

Admin Scope

Storage

HPE Primera

Datastore - 3PAR stg04 Vol
simultaneously (max 10)
Halt the plan

Registar ViV

Check VM Heartbeat

Verify Domain Controller Port
VM Power Actions

Send Email
Start Service

Yes, admin

admin

1 Hour

24 Hours

Veeam Default Template, PDF
Daily 7:00 AM

Daily 8:00 AM

Yes

Ve
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Editing Storage Plans

If you want to specify granular settings not provided in the New Orchestration Plan wizard, the Orchestrator Ul
allows you to customize storage plans and configure the settings for groups, recovered VMs, plan steps and
step parameters.

The procedures to edit replica, CDP replica, restore, storage and cloud plans are almost identical. For more
information, see Editing Orchestration Plans.

Testing Storage Plans

You can start on-demand plan testing and configure test scheduling for any storage plan. There is almost no
difference between the procedures performed for replica, restore and storage plans. For more information, see
Testing Orchestration Plans.
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Running and Scheduling Storage Plans

After you create and configure a storage plan, run a successful readiness check and a Datalab test, the plan can
be considered ready for failover. You can invoke various actions for the plan, depending on the current plan

state.

New plan created After plan creation, you can:
e Schedule a time for the plan to execute failover.
e Run the plan to execute failover immediately.

Any At any point, you can:

e Halt the plan to interrupt its execution.
e Undo to attempt reversal of the previous action.
e Reset the plan to clear the current state and allow it to run again (for

example, to fail back).

Plan States

Storage plans can acquire the following default states after creation. The same states are shown after resetting
a plan, and after completing a test or a check.

NOT VERIFIED E Plan has never been tested, has never passed a readiness check, or
has been changed since the last Datalab test or readiness check.

i Plan has failed to be tested or has failed to pass a readiness check.

VERIFIED " Plan has been tested successfully or has passed a readiness check.
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Storage plans can acquire the following stable states after completing current processing:

HALTED

FAILOVER
UNDO FAILOVER

TESTING HALTED

o

B

Plan has stopped due to either an error or user intervention.

Process completed successfully.

Process completed with one or more warnings.

Process completed with one or more errors.

Plan testing has stopped due to either an error or user intervention.

Storage plans can acquire the following active states while in use or in progress:

Tab Plan Operator

Plan Management

CREATING

EDITING

SAVING

RESETTING

DELETING

Readiness Checks

CHECKING

CHECK HALTING

Execution and Testing

Q

U

Plan is being created.

Plan is being edited.

Plan is being saved.

Note: Plan editing and execution are not available in this state.

Plan is being reset.

Plan is being deleted.

Plan readiness check is in progress.

Plan readiness check is in progress; one or more warnings
encountered.

Plan readiness check is in progress; one or more errors encountered.

Plan readiness check is halting.
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Tab Plan Operator

FAILOVER

HALTING

TEST PENDING

TESTING

TEST HALTING

POWERING OFF

NOTE

4

P8

A

Plan is executing.

Plan is executing; one or more warnings encountered.

Plan is executing; one or more errors encountered.

Plan is halting.

Plan is waiting for the test lab to power on.

Plan testing is in progress.

Plan testing is in progress; one or more warnings encountered.

Plan testing is in progress; one or more errors encountered.

Plan testing is halting.

Plan testing is being powered off.

If you perform any infrastructure configuration changes (add, delete or rename VMs) or changes to Veeam
ONE Client groups, Orchestrator will not automatically apply these changes to plans that are currently
executing or testing — such plans are 'locked’ and cannot be edited. The changes will take effect only if the
plans enter the VERIFIED or NOT VERIFIED state.
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Storage plans can acquire the following modes:

ENABLED V) Plan is ready to be verified, tested and executed.

Notes:
Plan editing is not available.
Automatic report updates are enabled in this mode.

DISABLED ) Plan is ready to be edited and tested.

Notes:
Scheduled plan execution is not available.
Automatic report updates are disabled in this mode.

IN USE Y3 Plan is either in one of the active states (except the £D/TING state) or
in one of the stable states.

Notes:
Plan editing is not available.
Automatic report updates are disabled in this mode.

TIP

When a plan is in an active state, you can switch to the Plan Details page, select a VM being recovered in
the Virtual Machines column, and click the VM Console link to connect directly to the VM desktop.

Orchestrator will connect to the VM through the vCenter Server system. To avoid connection failures, make
sure the following requirements are met:

1. The target vCenter Server that manages the VM is running VMware vCenter Server version 6.0 or
later.

2. The SSL certificate used by the target vCenter Server is valid on the machine on which you are
running the browser. If not, install root certificates from the vCenter Server on both the
Orchestrator server and the machine. To learn how to download and install vCenter Server root
certificates, see this VMware KB article.

In vSphere 6.0 and later, each newly created ESXi host is by default provisioned with a self-signed
certificate from the VMware Certificate Authority. If you want to use such a certificate when

accessing the VM desktop, download the root CA certificate from the host where the VM is
registered. To learn how to manage certificates for ESXi hosts, see VMware Docs.
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Before You Begin

To run a storage plan, it must be ENABLED. To enable a plan:
1. Navigate to Orchestration Plans.
2. Select the plan.

3. From the Manage menu, select Enable.

If you do not enable a plan before you run it, the Run Plan wizard will force you to do that as soon as you try
running the plan.

NOTES
1. An Orchestrator Administrator or Plan Author can force-enable a plan in the Run Plan wizard.
However, a Plan Operator will not be able to run a disabled storage plan.

For more information on roles that can be assigned to users and user groups working with the
Orchestrator Ul, see Managing Permissions.

2. For security purposes, all ‘real-world' actions associated with storage plans require password
confirmation.
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Scheduling Storage Failover

You can schedule a time for a storage plan to execute. Only the failover process can be scheduled — all other
operations must be performed manually in the Orchestrator Ul.

NOTE

If you configure a schedule for a storage plan, Orchestrator will not be able to trigger reverse replication to
reprotect volumes included in the plan — this option is available only when you run the storage failover
process manually.

To schedule a storage plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Schedule.
-OR-
Right-click the plan name and select Launch > Schedule.
3. Complete the Schedule Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Schedule Plan X

Credentials Re-enter credentials to proceed

Schedule Options User name: tech\olivia.dias

D)

Summary Password: | sesssesses

o For the plan to run according to the specified schedule, the plan must be enabled.

b. At the Schedule Options step, set the Scheduled execution toggle to On, and choose whether you
want to run the plan on schedule or after any other plan.

= |f you want to run the plan at a specific time, select the Schedule on option, click the Schedule
icon, set the desired date and time, and click Apply.
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= If you want to run the plan after another plan, select the Schedule after option and click Choose
a Plan. Then, in the Select Plan window, select the necessary plan and click OK.

For a plan to be displayed in the Available Plans list, it must be EANABLED as described in section
Running and Scheduling Storage Plans.

Schedule Plan X

Credentials You may schedule this Plan to run at a specific time, or chain it to be executed after another Plan runs

Recovery will be performed using the most recent restore point.

Schedule Options

Scheduled execution: m on

Summary

{__) Schedule on 6/2022 10:30 AN

iiﬁl Schedule after  Test Replica Plan

You can schedule only the Failover and Restore actiens for Orchestration Plans. Other actions (such as Failback)
must be performed manually.

c. At the Summary step, review configuration information and click Finish.

Schedule Plan X

Credentials Plan will be scheduled with below settings. Click Finish to apply

Schedule Options Copy to dipboard

plan name: Storage Plan
summary Schedule: Enabled
Ransomware Scan: Disabled
Choose scheduling options: After Plan: Restore plan

TIP

You can disable a configured schedule if you no longer need it. To do that, set the Scheduled execution
toggle to Offat the Schedule Options step of the Schedule Plan wizard.

257 | Veeam Disaster Recovery Orchestrator | Operations Guide



Running Storage Failover

The Run action causes VMs in a plan to fail over to destination (NetApp) or secondary (HPE) storage volumes.
For more information on the data recovery process, see the NetApp ONTAP Documentation Center and Hewlett
Packard Enterprise Support Center.

Running NetApp Storage Failover

To run a NetApp storage plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Run.
-OR-
Click the plan name to switch to the Plan Details page, and click Run.
3. Complete the Run Plan wizard:

a. [This step applies only if you have not enabled the plan before running it]

At the Plan Disabled step, select the Enable this Plan check box.

Run Plan x

Plan Disabled This Plan is disabled

You may force the Plan into enabled mode to run it.

Credentials
Enable this Plan
Readiness Check
Snapshot Timestamp
Chained Plans

Reprotect Volumes

Summary
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b. For security purposes, at the Credentials step, retype your password.

Run Plan x

Plan Disabled Please re-enter credentials to proceed
Credentials User name echvwendy.ma
Password: sssessesee )

Readiness Check

A sheREstamn Ifypu launch th; Run action for a pl.an, Orchestrator will attempt to transit the plan to the next
logical state (Failover, Restore or Failback).

Chained Plans
Reprotect Volumes

Summary

c. At the Readiness Check step, review the results of the most recent readiness check run for the plan to
make sure the plan will be able to complete successfully.

Run Plan x

Plan Disabled Review readiness check report

7 Copy to clipboard

Credentials

Executed: 11/17/2022 4:51 PM
Readiness Check

Result: @ Success

Details: 0 Errors, 0 Warnings

Snapshot Timestamp
¥ Download report
Chained Plans

Reprotect Volumes

Summary

o Itis highly recommendead te run a readiness check before executing a plan.
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d. At the Snapshot Timestamp step, select a snapshot that will be used to recover VMs.

To choose target storage systems to be used to recover VMs, Orchestrator will analyze settings
specified during the configuration of storage recovery locations. For more information, see How
Orchestrator Places VMs During Storage Failover.

NOTE

This setting applies only to volumes protected by asynchronous replication. If a volume is protected by
synchronous replication, Orchestrator will always use the most recent replicated data. This is a limitation of
the synchronous SnapMirror technology.

Run Plan x

Plan Disablad Choose snapshot timestamp
Credentials 'ZEZ' Use the most recent storage snapshot
'Z::Z' Use the most recent snapshot before: 11/18/2022 6:17 AM

Readiness Check
Snapshot Timestamp 0 Veolumes that are protected with synchronous replication will always use the most recent data.
Chained Plans

Reprotect Volumes

Summary
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e. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Chained Plans step, select the Also execute the chained plans check box to proceed to
execution of subsequent plans after the current plan enters the FA/LOVER state.

Run Plan x

Plan Disablad This Plan is part of a chain, and other Plans will execute when it is complete.
Cradentials Also execute the chained plans
Readiness Check 1 Even Plans which are disabled will be forced to run.

H All Plans will all use the same restore point option.

Snapshot Timestamp
Chained Plans
Reprotect Volumes

Summary

f. At the Reprotect Volumes step, choose whether you want Orchestrator to trigger reverse replication
to reprotect volumes included in the plan. This option can be useful if you plan to fail back to the
production location.

If you select the Trigger reverse replication to reprotect the failed-over volumes check box,
Orchestrator will add the Protect Storage Volumes step to the list of plan steps. This step will
resynchronize the data protection relationship in the reverse direction as soon as the storage failover
process completes.

NOTE

When running the Protect Storage Volumes step, Orchestrator only triggers the reprotect operation and
reports whether the step itself started successfully — Orchestrator does not check whether the operation
of resynchronizing the relationship in the reverse direction completes successfully.

For more information on what a reprotect operation does, see the NetApp ONTAP Documentation Center.

261 | Veeam Disaster Recovery Orchestrator | Operations Guide


https://library.netapp.com/ecmdocs/ECMLP2371627/html/GUID-FC915BAE-319A-4DDB-8241-2942CF013432.html

Run Plan X

Plan Disabled Reprotect storage after failover

Credentials Trigger reverse replication to reprotect the failed-over velumes
sdiness c

Readiness Check o If the Reprotect volumes option is enabled, undo will not be available after failover.

Snapshot Timestamp

Chained Plans

Reprotect Volumes

Summary

IMPORTANT

The Protect Storage Volumes step will interfere with the existing jobs that use storage snapshots in Veeam
Backup & Replication. Since the step reverses the source and destination roles of SnapMirror relationships,
these jobs will no longer function properly after the storage failover process completes.

To work around the issue, add the Veeam Job Actions step to the list of pre-plan steps before running the
plan. To disable a job, specify its name when configuring the step parameters.

g. At the Summary step, review configuration information and click Finish.

The plan goal is to reach the FA/LOVER state. If any critical error is encountered, the plan will stop with the
HALTED state. To learn how to work with HALTED storage plans, see Managing Halted Plans.

TIP

After the storage failover process completes, Orchestrator will leave the plan in the /N USE state. By
design, this makes the results of the storage failover process accessible in the Orchestrator Ul as long as
required, and also prevents the plan from being modified by any automatic updates related to
infrastructure changes.

If you want to perform any further actions with the plan (for example, to test the plan, to run readiness
checks or to execute the plan again), reset the plan as described in section Resetting Storage Plans.
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How Orchestrator Manages Storage Failover

Storage failover is a process of switching your virtual infrastructure from the source storage system in the
production site to the destination storage system in the disaster recovery site. During storage failover, fully
functional VMs are recovered to the required snapshots on the specified target storage system — as a result, you
can access services and applications you need with minimum disruption.

Orchestrator orchestrates storage failover in the following way when running a NetApp storage plan:

1. Before Orchestrator starts processing inventory groups included in the plan, it performs a number of pre-
plan steps to prepare the failover environment:

a. Orchestrator runs the VM Power Actions step to shut down source VMs running in the production
vCenter Server. To answer VM questions that appear while shutting the VMs down, Orchestrator
applies default answers specified in the vCenter Server settings.

The VM Power Actions step has a preconfigured timeout parameter that defines the exact amount of
time for the step to execute. If step execution time exceeds the defined parameter value,
Orchestrator powers the source VMs off.

b. Orchestrator runs the Storage Failover step. It breaks the SnapMirror relationship between the source
and destination storage volumes, mounts the destination volumes to the target vCenter Server, and
then mounts the recovered datastores to all hosts in the required storage recovery location.

For more information on the way Orchestrator identifies storage recovery locations required to
recover datastores, see How Orchestrator Places VMs During Storage Failover.

2. When processing inventory groups, Orchestrator registers target VMs on hosts in the disaster recovery
site, and then powers the VMs on.

For more information on the way Orchestrator defines hosts where recovered VMs will be registered, see
How Orchestrator Places VMs During Storage Failover.

3. After Orchestrator finishes processing inventory groups, it performs a number of post-plan steps to
finalize the storage failover process:

a. Orchestrator runs the Unregister VMs step to unregister source VMs from hosts in the production site.

b. Orchestrator runs the Unmount Datastore step to unmount the source volumes from the source
vCenter Server.

c. [This step applies only if you have selected the Reprotect storage volumes after failover check box at
the Reprotect Volumes step of the Run Plan wizard]

Orchestrator runs the Protect Storage Volumes step to reprotect volumes included in the plan by
resynchronizing the data protection relationship in the reverse direction.

NOTE

When Orchestrator orchestrates storage failover, it handles specific internal elements under the hood —
protection groups and storage items:

e A protection group is an object protected by storage replication. In terms of NetApp, it is a storage
volume, either source or destination.

e Astorage item is an object that can be connected to the target vCenter Server as a storage device or
an NFS file share to create a datastore. In terms of NetApp, it is a volume, a LUN or a gtree.

Protection groups and storage items were introduced into Orchestrator to exclusively support the storage
failover process. That is why the Orchestrator Ul does not show these elements, but you may come across
them in some reports and log entries.
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How Orchestrator Places VMs During Storage Failover

To fail over VMs to destination storage volumes, Orchestrator performs the following steps:

1. The solution looks through all datastores included into the plan as plan groups.

For each datastore, Orchestrator identifies a storage recovery location to be used to recover VMs whose
disks are stored on this datastore, and mounts the recovered datastore to all hosts added to the storage
recovery location as compute resources.

TIP

If a datastore is protected by multiple storage systems, Orchestrator takes into account only those systems
that are added to storage recovery locations as described in section Adding Storage Recovery Locations.
This allows you to exclude unnecessary storage systems from the list of locations used to recover VMs.

If Orchestrator fails to mount any of the recovered datastores to any of the hosts, the plan halts. To learn
how to manage halted storage plans, see Managing Halted Storage Plans.

2. To define hosts where the recovered VMs will be registered, Orchestrator performs the following steps:

a. The solution looks through all hosts added to the storage recovery location as compute resources to
detect a host that meets the following requirements:

= The host is available
* The required datastore is mounted to the host

b. Orchestrator applies the mapping specified in the network mapping table for the storage recovery
location to define the required network configuration of the recovered VM.

The solution checks whether the network configuration of the detected host matches the required
network configuration:

= |f these configurations do not match, Orchestrator goes back to step 2A.
= |f these configurations do match, the first processed VM will be registered on this host.

¢. When Orchestrator starts processing the next VM, the solution looks through all hosts added to the
location as compute resources to detect the next available host.

If Orchestrator detects such a host, this is the host where the VM will be registered. If there are no
more available hosts, Orchestrator uses the host detected at step 2B to register the VM.

d. Orchestrator repeats step 2C for all other VMs included in the plan until all the VMs are registered.
The order in which the VMs are processed depends on the VM recovery options defined while
configuring the plan.

NOTE
The failure of steps 2A-2D for a VM from a critical inventory group halts the plan in the following cases:

e If none of the discovered hosts is available.
e If none of the hosts has network configuration that matches the required network configuration of
the recovered VMs.

To learn how to work with HALTED storage plans, see Managing Halted Plans.
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Running HPE Storage Failover

TIP

After an HPE storage plan enters the FA/LOVER state, you will have to perform a number of additional
steps if you want to switch from the recovered VMs back to the VMs running on primary volumes. To make
the failback process easier, it is recommended that you enable the auto synchronize option for the remote
copy group before you run the plan. To learn how to enable the auto synchronize option, see the Hewlett
Packard Enterprise Support Center.

To run an HPE storage plan:
1. Select the plan. From the Launch menu, select Run.
_OR_
Click the plan name to switch to the Plan Details page, and click Run.
2. Complete the Run Plan wizard:
a. [This step applies only if you have not enabled the plan before running it]

At the Plan Disabled step, select the Enable this Plan check box.

Run Plan x

Plan Disabled This Plan is disabled

You may force the Plan into enabled mode to run it

Credentials
Enable this Plan
Readiness Check

Chained Plans

Summary
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b. For security purposes, at the Credentials step, retype your password.

Run Plan x

Plan Disabled Re-enter credentials to proceed

Credentials User nan

i)

ne: techwendy.may
: Password: sesssesnme ~
Readiness Check ¢

Chained Plans

Summary

NOTE

For HPE storage plans, the Run Plan wizard does not offer you to choose a restore point that will be used
to recover VMs. By design, Orchestrator will always use the most recent replicated data. This is a limitation
of HPE storage systems.

266 | Veeam Disaster Recovery Orchestrator | Operations Guide



c. At the Readiness Check step, review the results of the most recent readiness check run for the plan to
make sure the plan will be able to complete successfully.

Run Plan x

Plan Disabled Review readiness check report

7 Copy to clipboard

Credentials

Executed: 11/17/2022 11:50 AM
Readiness Check

Result: @ Success

Details: 0 Errors, 0 Warnings
Chained Plans

&

~ Download report

Summary

0 Itis highly recommended to run a readiness check before executing a plan.

d. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Chained Plans step, select the Also execute the chained plans check box to proceed to
execution of subsequent plans after the current plan enters the FA/LOVER state.

Run Plan x

Plan Disablad This Plan is part of a chain, and other Plans will execute when it is complete.
Cradentials Also execute the chained plans
Readiness Check 1 Even Plans which are disabled will be forced to run.

H All Plans will all use the same restore point option.

Chained Plans

Summary
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g. At the Summary step, review configuration information and click Finish.

The plan goal is to reach the FA/LOVER state. If any critical error is encountered, the plan will stop with the
HALTED state. To learn how to work with HALTED storage plans, see Managing Halted Plans.

TIP

After the storage failover process completes, Orchestrator will leave the plan in the /N USE state. By
design, this makes the results of the storage failover process accessible in the Orchestrator Ul as long as

required, and also prevents the plan from being modified by any automatic updates related to
infrastructure changes.

If you want to perform any further actions with the plan (for example, to test the plan, to run readiness
checks or to execute the plan again), reset the plan as described in section Resetting Storage Plans.
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How Orchestrator Manages Storage Failover

Storage failover is a process of switching your virtual infrastructure from the primary storage system in the
production site to the secondary storage system in the disaster recovery site. During storage failover, fully
functional VMs are recovered to the most recent restore points on the specified target storage system — as a
result, you can access services and applications you need with minimum disruption.

Orchestrator orchestrates storage failover in the following way when running an HPE storage plan:

1. Before Orchestrator starts processing inventory groups included in the plan, it performs a number of pre-
plan steps to prepare the failover environment:

a. Orchestrator runs the VM Power Actions step to shut down source VMs running in the production
vCenter Server. To answer VM questions that appear while shutting the VMs down, Orchestrator
applies default answers specified in the vCenter Server settings.

The VM Power Actions step has a preconfigured timeout parameter that defines the exact amount of
time for the step to execute. If step execution time exceeds the defined parameter value,
Orchestrator powers the source VMs off.

b. Orchestrator runs the Storage Failover step. It stops the remote copy group, performs failover on the
remote copy group, mounts the secondary volumes to the target vCenter Server, and then mounts the
recovered datastores to all hosts in the required storage recovery location.

For more information on the way Orchestrator identifies storage recovery locations required to
recover datastores, see How Orchestrator Places VMs During Storage Failover.

2. When processing inventory groups, Orchestrator registers target VMs on hosts in the disaster recovery
site, and then powers the VMs on.

For more information on the way Orchestrator defines hosts where recovered VMs will be registered, see
How Orchestrator Places VMs During Storage Failover.

3. After Orchestrator finishes processing inventory groups, it performs a number of post-plan steps to
finalize the storage failover process:

a. Orchestrator runs the Unregister VMs step to unregister source VMs from hosts in the production site.

b. Orchestrator runs the Unmount Datastore step to unmount the source volumes from the source
vCenter Server.

NOTE

When Orchestrator orchestrates storage failover, it handles specific internal elements under the hood —
protection groups and storage items:

e A protection group is an object protected by storage replication. In terms of HPE, it is a storage
volume, either primary or secondary.

e Astorage item is an object that can be connected to the target vCenter Server as a storage device to
create a datastore. In terms of HPE, it is a volume or a LUN.

Protection groups and storage items were introduced into Orchestrator to exclusively support the storage
failover process. That is why the Orchestrator Ul does not show these elements, but you may come across
them in some reports and log entries.
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How Orchestrator Places VMs During Storage Failover

To fail over VMs to secondary storage volumes, Orchestrator performs the following steps:

1. The solution looks through all datastores included into the plan as plan groups.

For each datastore, Orchestrator identifies a storage recovery location to be used to recover VMs whose
disks are stored on this datastore, and mounts the recovered datastore to all hosts added to the storage
recovery location as compute resources.

TIP

If a datastore is protected by multiple storage systems, Orchestrator takes into account only those systems
that are added to storage recovery locations as described in section Adding Storage Recovery Locations.
This allows you to exclude unnecessary storage systems from the list of locations used to recover VMs.

If Orchestrator fails to mount any of the recovered datastores to any of the hosts, the plan halts. To learn
how to manage halted storage plans, see Managing Halted Storage Plans.

2. To define hosts where the recovered VMs will be registered, Orchestrator performs the following steps:

a. The solution looks through all hosts added to the storage recovery location as compute resources to
detect a host that meets the following requirements:

= The host is available
* The required datastore is mounted to the host

b. Orchestrator applies the mapping specified in the network mapping table for the storage recovery
location to define the required network configuration of the recovered VM.

The solution checks whether the network configuration of the detected host matches the required
network configuration:

= |f these configurations do not match, Orchestrator goes back to step 2A.
= |f these configurations do match, the first processed VM will be registered on this host.

¢. When Orchestrator starts processing the next VM, the solution looks through all hosts added to the
location as compute resources to detect the next available host.

If Orchestrator detects such a host, this is the host where the VM will be registered. If there are no
more available hosts, Orchestrator uses the host detected at step 2B to register the VM.

d. Orchestrator repeats step 2C for all other VMs included in the plan until all the VMs are registered.
The order in which the VMs are processed depends on the VM recovery options defined while
configuring the plan.

NOTE
The failure of steps 2A-2D for a VM from a critical inventory group halts the plan in the following cases:

e If none of the discovered hosts is available.
e If none of the hosts has network configuration that matches the required network configuration of
the recovered VMs.

To learn how to work with HALTED storage plans, see Managing Halted Plans.
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Halting Storage Failover

The Halt action interrupts plan execution. Any steps currently executing will be completed, then the plan will
enter the HALTED state. To learn how to work with HAL TED storage plans, see Managing Halted Plans.

To stop a running storage plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Halt.
_OR_
Click the plan name to switch to the Plan Details page, and click Halt.
3. Complete the Halt Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Halt Plan X

Credentials Re-enter credentials to proceed

Schedule Impact User name: tech\olivia.dias

Summsr}r Password: | sesseseess
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b. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Schedule Impact step, choose whether you want to proceed with or cancel execution of
subsequent plans after the current plan enters the HALTED state.

Halt Plan x

Credentials =
®) Cancel the schedule and do not execute the subsequent Plans

_J Continue the schedule and launch the next Plan now

Schedule Impact

There are other Plan(s) scheduled in a chain to failover after this Plan completes. Choose the options for those

Summary . scheduled Plans below.

c. At the Summary step, review configuration information and click Finish.

Halt Plan x

Cradentials Click Finish to halt the plan

Schedule Impact Copy to clipboard

Plan name: Storage Plan
summary Halted by: tech\olivia.dias [Administrator]
Current state: + Failover
Action: Halt
Schedule Impact: Restore Plan - Scheduled chain cancelled

Halting a plan before it reaches a stable state may cause your environment to enter an inconsistent state,
requiring manual troubleshooting and a reset of the plan to resolve.
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Resetting Storage Plans

After you run a storage plan and it acquires the FA/LOVER state, you must reset the plan if you wish to run it
again (for example, to perform failback). The Reset action returns the plan to the D/SABLED state and updates
the Orchestrator database to reflect the changes made to the location of VMs included in the plan. The
configuration of plan steps and their parameter settings in this case remain the same.

You may also require to reset a storage plan if the plan becomes inconsistent with the virtual environment. This
will return the plan to the D/SABLED state, without making any changes to the external virtual infrastructure.

To reset a storage plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Manage menu, select Reset.
-OR-
Right-click the plan name and select Manage > Reset.
3. Complete the Reset Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Reset Plan x

Credentials Re-enter credentials to proceed
Quick Check ser name: il i
Summary Password: | sreessases -

Reset will take neo actions en VMs er replicas in your infrastructure.
It will reinitialize the Plan in Orchestrator only, For Holted plans it is recommended to use Undo, not Reset.
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b. At the Quick Check step, select the Perform a Quick Check after reset is complete check box to run a
readiness checl after the reset.

Reset Plan x

Credentials It is recommended to run a Quick Check after resetting the plan

Quick Check Perform a Quick Check after reset is complete

Summary

c. At the Summary step, review configuration information and click Finish.

Reset Plan x

Plan will be reset using the options below. Press Finish to reset the Plan

Credentials
Quick Check Copy to clipboard
Plan Mame: Storage Plan
Summary o o
Reset by: TECH\olivia.dias [Administrator]
Current State: @ Failover (Haltad, 83% complete, 1 error, no warnings )
Quick Check: Yes
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Orchestrating Failback with NetApp Storage Plans

After you run a NetApp storage plan and want to fail back to VMs running on source volumes, you must perform
the following steps:

1. Reset the plan as described in section Resetting Storage Plans.
2. Wait approximately 5 minutes for Orchestrator to collect data on the updated configuration.

3. Runareadiness check to ensure the plan is ready for failback as described in section Running Plan
Readiness Check.

4. Run the plan again as described in section Running Storage Failover.
TIP

If the Reprotect storage volumes after failover check box at the Reprotect Volumes step of the Run Plan
wizard was not selected during the previous failover, you should first reverse the protection relationship
between the source and destination volumes as described in the NetApp ONTAP Documentation Center.

Orchestrating Failback with HPE Storage Plans

After you run an HPE storage plan and want to fail back to VMs running on primary volumes, you must perform
the following steps:

1. Reset the plan as described in section Resetting Storage Plans.
2. Wait approximately 5 minutes for Orchestrator to collect data on the updated configuration.

3. Runareadiness check to ensure the plan is ready for failback as described in section Running Plan
Readiness Check.

4. Run the plan again as described in section Running Storage Failover.

5. Perform the start operation for the remote copy group as described in the Hewlett Packard Enterprise
Support Center for 3PAR storage systems and Primera storage systems

TIP

If you have not enabled the auto synchronize option for the remote copy group before running the plan,
you should also:

1. Perform the recover operation for the remote copy group as described in the Hewlett Packard
Enterprise Support Center for 3PAR storage systems and Primera storage systems.

2. Connect to the target storage system through SSH and run the following command:
setrcopygroup reverse -stopgroups -natural <remotecopygroupname>

3. Perform the start operation for the remote copy group as described in the Hewlett Packard
Enterprise Support Center for 3PAR storage systems and Primera storage systems.
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Halting Plan Testing

The Halt action interrupts plan testing. You may need to halt plan testing, for example, if you need to fix some
environment-related issues and then proceed with testing later (in this case, recovered VMs will still continue to
run). Or you may need to stop the testing process completely, for example, if you no longer need to test the
selected storage plan (in this case, recovered VMs will be deleted).

To halt testing of a storage plan:

1. Navigate to Orchestration Plans.

2. Select the plan. From the Verify menu, select Halt DataLab Test.

-OR-

Right-click the plan name and select Verify > Halt DatalLab Test.

3. Inthe Halt Testing Plan window, click Halt to confirm the action.
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Test HPE Plan

CDP Plan

To cancel testing of a storage plan:

Restore

Restare

Storage

Storage

CDP Replica

If you Halt the plan during testing, VMs which have already been processed will remain powered on in the

SQL Admi
test environment. To complete the processing of all VMs, use the Run action to resume the test.

To terminate the test and revert the environment to pre-testing state, use the Power Off action.
Exchange

Admin Scope [; Testing ‘Never Passed None None
53% complete, no er.. 11/29/2022 ...

‘Admin Scope + Failback Never Passed None None
Complete, no errors, .. 8/29/2022 ...

1. Select the plan. From the Verify menu, select Power Off DatalLab Test.

-OR-

Right-click the plan name and select Verify > Power Off DatalLab Test.

2. In the Power Off Testing Plan window, click Power Off to confirm the action.
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—~ n —~
c Wendy May (TECH\wendy.may) FER oo -
/&l Veeam Disaster Recovery Orchestrator (@) sy | ( q0p Administration | (2)
= s P
Search by Plan Q Y Filter (None)
P taunch v s Manage v [ Verify v E® Reports v
Dashboard
Inventory Mode Plan Type Scope State Latest Test Latest Check Execution Sc... Test Scheduled ooo
Orchestration Pl o
renestration Flans © Disa.. Sharepoint Replica Plan  Replica AdminScope  [T] Not Verified a passed None None
Dat Failed test, 1 error, n... :32:..  B8/27/2021 8:50...
Lab Calendar PP In-Use Replica Plan Replica Admin Scope + Permanent Failover  Failed Passed None 9/3/2021 3:30 AM
. = Complete, no errors,..  9/1/2021 2:30:..  8/23/2021 2:31
Reports
PP In-Use  Test Restorz Plan Restore SQLAdmMInist.. /& Testing i
Report Templates Halted, 71% complet...
® Disa.. Exchange Restore Plan Restore Exchange Ad.. [I| NotVerified

1 If you run the Power Off action for a running DataLab,

s . Orchestrator will power off the DataLab network
appliance and revert the test environment to the pre-
testing state.

Failed check, no erro...

PP In-Use NetApp Storage Admin Scope @ Failover
Halted, 16% complet...
Orchestrator will stop |ab processing as soon as the
PP In-Use  Test HPE Plan Storage Admin Scope Iy Testing currently executed step completes.
53% complete, no er...

PP In-Use CDPPlan COP Replica Admin Scope + Failback
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Managing Halted Storage Plans

If a critical step fails for a VM from a critical inventory group, the plan may enter the HALTED state. To
troubleshoot reasons why a plan failed, use the Plan Execution History Report generated as soon as the
currently performed action completes. For more information on how to track plan performance history, see
Viewing Plan Execution History.

After you eliminate the problem that caused the plan to become HALTED, you have the following options to
resume the plan:

e Repeat the last failed step.

e Proceed to the next step.

Running Halted Storage Plans

To run a HALTED storage plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
_OR_
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Resume Plan x

Credentials Re-enter credentials to proceed

Resume Settings User name TECH\olivia.dias

Summary Password: | sesssrssss

b. At the Resume Settings step, select an option to resume plan execution.

Choose whether you want to proceed with plan execution from the next plan step or to retry the
failed step.
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NOTE

If you select the Retry failed step option, Orchestrator will execute the Storage Failover step again only in
case the plan halts when trying to execute the Register VM step. For more information on steps performed
by Orchestrator, see Appendix. Orchestration Plan Steps.

Resume Plan x

Cradentials Choose one of the following options

Resume Settings 'ZEZ' Retry failed step

Summary

'Z:_:Z' Proceed to next step

The plan will proceed ta the next step

o If ¥Ms are being processed in parallel, then multiple failed steps may be retried.

c. At the Summary step, review configuration information and click Finish. The failover process will be

started.
Resume Plan x
Credentials Click Finish te resume the plan

Resume Settings 7 Copy to clipboard

Plan name: NFS
summary Launched by: TECH\olivia.dias [Administrator]
Reprotect: Disabled @
Current state: @ Failover (Halted, 50% complete, 1 error, 1 warning )
Action: Resume - Failover

279 | Veeam Disaster Recovery Orchestrator | Operations Guide



Resuming Plan Testing

To start the HALTED storage plan testing process:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Verify menu, select Continue Datalab Test.
-OR-
Right-click the plan name and select Verify > Continue DatalLab Test.
3. Complete the Resume Datalab Test wizard:

a. At the Resume Test step, select an option to resume test execution.

Choose whether you want to proceed with test execution from the next plan step or to retry the failed

step.
Resume Datalab Test X
Resume Test You have the folowing options to resume this Plan test.
summary -:i] Retry failed

If the last executed step failed, it will be retried

i: :ﬁ' Proceed to next

The plan will proceed to the next step
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b. At the Summary step, review configuration information and click Finish. The testing process will be

started.
Resume Datalab Test X
Resume Test Your settings are summarized below
Summary Plan Mame: Replica Plan 01
Scope: Admin Scope
Datalab: Testing Plan 01
Plan State: Testing — Halted
Action: Resume Testing
Resume by: Retry failed Step
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Undoing Halted Storage Plans

NOTE

This action is currently not supported for HPE storage systems.

To perform an undo operation for a HALTED storage plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Undo.
-OR-
Click the plan name to switch to the Plan Details page, and click Undo.
3. Complete the Undo Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Undo Plan X

Credentials Re-enter credentials to proceed

summary Jser name:  tech\olivia.dias

Password: | sesseeeess
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b. At the Summary step, review configuration information and click Finish.

Undo Plan x

Click Finish to undo the most recent steps

Credentials
Summary Copy to clipboard
Plan name: Storage Plan
Undo by: TECH\olivia.dias [Administrator]
Current state: @ Failover (Haltad, 83% complete, 1 error, no warnings )
Undo action: Undo Failover

Unde will attempt to revert the plan to the last stable state.
After undo is initiated:

* The run contrel will be disabled until the unda process has completed.
* The halt control may be used to halt the undo process.
* After halting use the undo control to resume the undo process.

During unde any errors will be ignored.

If a plan repeatedly enters the HAL TED state due to misconfiguration or changes in the external environment,
the only option left may be to RESET the plan.

Resetting Halted Storage Plans
To reset a HALTED storage plan, follow the instructions provided in section Resetting Storage Plans.

NOTE

When you reset a storage plan, Orchestrator returns it to the D/SABLED state without making any changes
to the external virtual infrastructure. You may need to deal with any infrastructure reconfiguration
manually.
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Working with Cloud Plans

The type of an orchestration plan you create depends on whether you intend to use Orchestrator to switch to
VM replicas, to restore machines from backups or backup copies, or to serve data from a destination (NetApp) or
secondary (HPE) volume in case a disaster strikes.

If you want to recover machines from vSphere and Veeam agent backups to a cloud environment, create a cloud
plan.

Creating Cloud Plans

To create a cloud plan:
1. Navigate to Orchestration Plans.
2. Click Manage > New.

3. Complete the New Orchestration Plan wizard:

QU

. Specify a plan name and description.

b. Choose a scope for the plan.

c. Choose a type of the plan.

d. Choose a recovery location.

e. Include inventory groups in the plan.

f. Specify VM recovery options.

g. Add steps to the plan.

h. Specify the target RTO and RPO.

i. Select a template for plan reports.

j. Specify scheduling options for plan reports.

k. Finish working with the wizard.
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Step 1. Specify Plan Name and Description

At the Plan Info step of the wizard, use the Plan Name and Description fields to enter a name for the new plan
and to provide a description for future reference. The maximum length of the plan name is 64 characters; the
following characters are not supported: * : /\?" <> .

You can also provide a contact name, email and telephone number of a person responsible for the plan.

New Orchestration Plan X

plan Info Provide details for the new Orchestration Plan
Scope Plan Mame: Cloud plan
Plan Type Description: Creating a test cloud plan

Recovery Location

e S Contact Name: | John Smith

VM Recovery Options Contact Email: | john.smith@veeam.com
VM Steps Contact Tel: 18002223344

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 2. Choose Plan Scope

At the Scope step of the wizard, select a scope for which you want to create the plan.

For a scope to be displayed in the Available Scopes list, it must be created and customized as described in
section Managing Permissions.

New Orchestration Plan X

Plan Info Choose a Scope
Scope Type any part of Scope name to filter Q
Available Scopes
Plan Type
Admin Scope
Recovery Location Exchange Administrators
VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 3. Choose Plan Type

At the Plan Type step of the wizard, select the Cloud option.

New Cloud Plan x

Plan Info Choose the type of Plan

Plan Type

covered from Veeam agent or vSphere backups into a cloud environment

Recovery Location I CDP Replica

VMs will be recovered from Veeam CDP (continuous data protection) replicas
VM Groups -~
__J) Replica

V be recovered from Veesam replicas

VM Recovery Options

'.':_:' Storage
VM Steps VMs will be recovered from replicated storage volumes
i:_:; Restore
RTO & RPO VM Il be recovered from Veeam agent or vSphere backups into a VMware vSphere environment

Report Template

Report Scheduling

Summary
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Step 4. Select Recovery Location

At the Recovery Location step of the wizard, select a location to which inventory groups included in the plan
will be restored.

For a recovery location to be displayed in the list of available locations, it must be created and included into the
list of available inventory items, as described in section Managing Recovery Locations.

New Cloud Plan X

Blan Info Choose a default recovery location

Choose a recovery location where backups will be restored as new VMs.

Scope
Plan Type

Name Description
Recovery Location

Cloud Recovery Location For restoring to Azure

VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary

o You can change the recovery location when launching the Plan,
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Step 5. Add Inventory Groups

At the VM Groups step of the wizard, select inventory groups that you want to recover, and click Add to include
them in the plan.

For an inventory group to be displayed in the Available Groups list, it must be included into the list of inventory
items available for the scope, as described in section Allowing Access to Inventory Groups.

New Cloud Plan X

plan Info Add VM Groups

Use View VMs control to check Group members, and Up/Down controls to change the recovery sequence.

Scope

Search Q N up Down [By ViewVMs
Plan Type

Available Groups l:‘ Show empty Groups Plan Groups

Recovery Location . - =

MK (cdpvc) - mk_normlinux_5 Add Datastore - mk_vol_3
VM Groups owner - audrey.allen Datastore - mk_val_9

owner - chloe.lewis owner - hue.spenser

VM Recovery Options
owner - Infrastructure

VM Steps owner - joelle.van.dyne
owner - john.smith
RTO & RPO
owner - rick.deckard
Report Template owner - ryan.smith
owner - sara.baker
Report Scheduling
owner - shared
Summary owner - stan.smith

owner - wendy.may

Veeam-InstantVMRecovery - RestAPITag

o These options can be customized later on the Edit Plan page.
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Step 6. Specify VM Recovery Options

At the VM Recovery Options step of the wizard, use the If the VM recovery encounters an error then options to
choose whether you want to halt plan execution if machine recovery fails. This option can also be customized
later per-group when editing the plan.

Use the Recover the VMs in each group options to choose whether you want to recover machines in sequence or
in parallel. If you select to process machines simultaneously, use the Recover simultaneously max of VMs field
to specify the maximum number of VMs processed at the same time.

New Cloud Plan X

plan Info Customize the default recovery options for all VMs in the Plan

If the VM recovery encounters an error then

Scope

"E" Halt the plan
Plan Type -

(_J) Proceed with the plan
Recovery Location Recover the VMs in each group
VM Groups (@) In parallel

i::ﬁl In sequence
VM Recovery Options

. ~
Recover simultaneously maxof: | 10 o | VMs

VM Steps

o These options can be customized later on the Edit Plan page.
RTO & RPO

Report Template
Report Scheduling

Summary
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Step 7. Add Plan Steps

At the VM Steps step of the wizard, use the list of plan steps to select steps to be performed for each machine
during cloud restore.

For a step to be displayed in the Available Steps list, it must be included into the list of inventory items available
for the scope, as described in section Allowing Access to Plan Steps.

IMPORTANT
To allow the cloud restore process to perform successfully, the Create Cloud VM step must execute first.
By default, Orchestrator will perform the same selected steps in the same order for all new machines that will

later appear in the inventory groups included in the plan. However, you can change the step execution order and
modify the list of steps individually for each machine, as described in section Configuring Steps.

NOTE

If a VM is included in multiple inventory groups in the same plan, Orchestrator will only run the Create
Cloud VM step once. However, other steps for this VM will execute when processing it in each group.

New Cloud Plan x

Plan Info Choose VM Steps

Add Steps to be executed for all VMs in the Plan. These Steps will also be used for all new VMs added to the Plan in
the future.

Scope
Plan Type Search Q N up
Recovery Location Available Steps Selected Steps
B2 Create Cloud VM Add & Create Cloud VM
VM Groups
[® Generate Event Shutdown Source VM
VM Recovery Options Bl Hello world = send Email
= send Email
VM Steps
©a Shutdown Source VM
RTO &RPO E?g} VM Power Actions

Report Template
Report Scheduling

Summary

o These options can be customized later on the Edit Plan page.
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Step 8. Specify Target RTO and RPO

At the RTO & RPO step of the wizard, define your Recovery Time Objective (RTO) and Recovery Point Objective
(RPO) for the plan:

e The Target RPO defines the maximum acceptable period of data loss.
e The Target RTO represents the amount of time it should take to recover from an incident.
NOTE

If you choose to perform ransomware scan while running the plan, Orchestrator will scan one disk per
repository mount server at a time. This process may take a while, affecting the plan RTO.

RTO and RPO performance will be recorded in the Plan Readiness Check, Plan Execution and DatalLab Test
reports, and you will be able to track the achieved RTO and RPO objectives for each plan on the Home Page
Dashboard.

New Cloud Plan x

Plan Info Define your Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for this plan
Scope Hours: Minutes: Seconds:
Target RTO: 1 : o : 0 :
Plan Type Maximum allowed time before the service is restored after a failure.
Hours: Minutes: Seconds:
Recovery Location — = C 5 C 2 C

Maximum allowed loss of historical data after a failure.

VM Groups

VM Recovery Options
VM Steps

RTO & RPO

Report Template
Report Scheduling

Summary
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Step 9. Select Report Template

At the Report Template step of the wizard, select a document template that will be used as the cover page for
all Orchestrator reports. Use options in the Document format list to choose whether you want to generate
documents in the DOCX or PDF format.

For a custom document template to be displayed in the Available Templates list, it must be created and
customized as described in section Managing Templates.

New Cloud Plan x

plan Info Choose the report template to be used for Plan reports and documentation

Scope Typ

Available Templates

Plan Type

Veeam Default Template (DE)

Dieses Template ist ein Beispiel und sollte auf Ihre Bedirfnisse angepasst werden
Recovery Location

Veeam Default Template

This is an example template, and should be cloned and customized to your requirements
VM Groups

Veeam Default Template (ES)

Esta es una plantilla de ejemplo, y debe ser clonada y personalizada de acuerdo con sus requisitos
VM Recovery Options

Veeam Default Template (FR)

Cedi est un modéle qui doit &re cloné et personnalisé selon vos besoins

VM Steps

Vesam Default Template (PT)

Este & um template de exemplo, e deve ser clonado e customizado de acordo com seus requerimentos
RTO & RPO

Vesam Default Template (CH)

XE— i, RiBHTE ST
Report Template = i« Bt bt

Veeam Default Template (JP)
cEalRH TN - T L—RT0. OF—LT. Bl THAS LA LT EZN
Report Scheduling CESRFYS T - FLIL—rTT. LT, EHcHEUTAASRAALTLES

Summary

Document format:

"\'_::) Word document (.DOCX)
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Step 10. Specify Report Scheduling Options

At the Report Scheduling step of the wizard, choose whether you want to automatically generate the Plan
Definition and Plan Readiness Check reports for the plan on a daily schedule. You can also choose whether you
want to generate both reports immediately after you create the plan.

To specify the exact time at which the report will be generated, click the Schedule icon next to the Update Plan
Definition report daily at or Perform Plan Readiness Check daily at check box, set the desired time, and click

Apply.

New Cloud Plan X

plan Info Choose scheduling options for automatic Plan reporting
Scope Update Plan Definition report daily at: 9:42 AM ®
Plan Type Perform Plan Readiness Check daily at: | 8:45 AM G)n
Recovery Location o Reports will not be generated for plar| Hours: Minutes:
~ ~
g v 45 v
VM Groups

Create Plan Definition when | click Finish

(@ am () pm
VM Recovery Options Perform Readiness Check when | click Fi
g
VM Steps
RTO &RPO

Report Template
Report Scheduling

Summary
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Step 11. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

New Cloud Plan X

Plan Info

Scope

Plan Type

Recovery Location

VM Groups

VM Recovery Options

VM Steps

RTO &RPO

Report Template

Report Scheduling

Summary

See below for a summary for the new Plan

7 Copy to clipboard

Plan Mame:
Scope:

Plan Type:
VM Group(s):

Recovery Location:

Recover VMs:

If any VM fails:

Steps for New VM Template:

Override Credentials:
Credentials:

Target RTO:

Target RPO:

Report Template, format:
Update Plan Definition report:

Perform Readiness Check:

Create Plan Definition report now:

Run Readiness Check now:

Cloud plan
Admin Scope
Cloud

Datastore - esx01-das1
owner - chloe.lewis
Datastore - esx02-das2

Cloud Recovery Location (IVR Enabled
Simultaneously (max 10)
Halt the plan

Create Cloud VM
Shutdown Source VM
Send Email

No

Use Default

1 Hour

24 Hours

Veeam Default Template, PDF
Daily 9:42 AM

Daily 8:45 AM

Yes

Yes

- No)

Editing Cloud Plans

If you want to specify granular settings not provided in the New Orchestration Plan wizard, the Orchestrator Ul
allows you to customize cloud plans and configure the settings for groups, recovered VMs, plan steps and step
parameters.

The procedures to edit replica, CDP replica, restore, storage and cloud plans are almost identical. For more
information, see Editing Orchestration Plans.
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Running and Scheduling Cloud Plans

After you create and configure a cloud plan, run a successful readiness check, the plan can be considered ready
for restore. You can invoke various actions for the plan, depending on the current plan state.

New plan created After plan creation, you can:

e Schedule a time for the plan to execute restore.
e Run the plan to execute restore immediately.

Any At any point, you can:

e Halt the plan to interrupt its execution.
e Reset the plan to clear the current state and allow it to run again.

Plan States

Cloud plans can acquire the following default states after creation. The same states are shown after resetting a
plan and after completing a check.

NOT VERIFIED 3 Plan has never passed a readiness check or has been changed since
the last readiness check.

(7 Plan has failed to pass a readiness check.

VERIFIED [ Plan has successfully passed a readiness check.

Cloud plans can reach the following stable states after completing current processing:

HALTED a Plan has stopped due to either an error or user intervention.
RESTORED v Restore process completed successfully.

F Restore process completed with one or more warnings.

() Restore process completed with one or more errors.
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Cloud plans can acquire the following active states while in use or in progress:

Tab Plan Operator

Plan Management

CREATING

EDITING

SAVING

RESETTING

DELETING

Readiness Checks

CHECKING

CHECK HALTING

Execution

RESTORE

HALTING

NOTE

Q

U

Plan is being created.

Plan is being edited.

Plan is being saved.

Note: Plan editing and execution are not available in this state.

Plan is being reset.

Plan is being deleted.

Plan readiness check is in progress.

Plan readiness check is in progress; one or more warnings
encountered.

Plan readiness check is in progress; one or more errors encountered.

Plan readiness check is halting.

Plan is executing.

Plan is executing; one or more warnings encountered.

Plan is executing; one or more errors encountered.

Plan is halting.

If you perform any infrastructure configuration changes (add, delete or rename VMs) or changes to Veeam
ONE Client groups, Orchestrator will not automatically apply these changes to plans that are currently
executing or testing — such plans are 'locked’ and cannot be edited. The changes will take effect only if the
plans enter the VERIFIED or NOT VERIFIED state.
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Cloud plans can acquire the following modes:

ENABLED V) Plan is ready to be verified and executed.

Notes:
Plan editing is not available.
Automatic report updates are enabled.

DISABLED ) Plan is ready to be edited.

Notes:
Scheduled plan execution is not available.
Automatic report updates are disabled.

IN USE Y3 Plan is either in one of the active states (except the £D/TING state) or
in one of the stable states.

Notes:
Plan editing is not available.
Automatic report updates are disabled.

Before You Begin

To run a restore plan, it must be ENABLED. To enable a plan:
1. Navigate to Orchestration Plans.
2. Select the plan.

3. From the Manage menu, select Enable.

If you do not enable a plan before you run it, the Run Plan wizard will force you to do that as soon as you try
running the plan.

NOTES
1. An Orchestrator Administrator or Plan Author can force-enable a plan in the Run Plan wizard.
However, a Plan Operator will not be able to run a disabled replica plan.
For more information on roles that can be assigned to users and user groups working with the
Orchestrator Ul, see Managing Permissions.
2. For security purposes, all ‘real-world' actions associated with restore plans require password
confirmation.
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Scheduling Cloud Restore

You can schedule a time for a cloud plan to execute. Only the restore process can be scheduled — all other
operations must be performed manually in the Orchestrator Ul.

To schedule a cloud plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Schedule.
_OR_
Right-click the plan name and select Launch > Schedule.
3. Complete the Schedule Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Schedule Plan x

Credentials Re-enter credentials to proceed

Schedule Options Jser name:  tech\olivia.dias

D)

= JO! * | amsrsaswes
Ransomware Scan Passward:

Summary o For the plan to run according to the specified schedule, the plan must be enabled.

b. At the Schedule Options step, set the Scheduled execution toggle to On, and choose whether you
want to run the plan on schedule or after any other plan.

= If you want to run the plan at a specific time, select the Schedule on option, click the Schedule
icon, set the desired date and time, and click Apply.
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= If you want to run the plan after another plan, select the Schedule after option and click Choose
a Plan. Then, in the Select Plan window, select the necessary plan and click OK.

For a plan to be displayed in the Available Plans list, it must be EANABLED as described in section
Running and Scheduling Restore Plans.

Schedule Plan X

Credentials You may schedule this Plan to run at a specific time, or chain it to be executed after another Plan runs
Recovery will be performed using the most recent restore point.
Schedule Options

Scheduled execution: m on

Ransomware 5can .
{__) Schedule on 11/15/2022 10:31 AM
summa i~
& (@) Schedule after  Exchange Restore Plan

You can schedule only the Failover and Restore actiens for Orchestration Plans. Other actions (such as Failback)
must be performed manually.

c. At the Ransomware Scan step, choose whether you want to check restore points created for machines
included in the plan for possible ransomware.

By default, Orchestrator checks 10 recently created restore points for each machine and halts the plan
if all the restore points are infected. However, you can specify the maximum number of restore points
to check and instruct Orchestrator to connect the machine to a quarantine network if no clean restore
point is found. For more information on ransomware scan, see How Orchestrator Performs
Ransomware Scan.

For more information on ransomware scan, see How Orchestrator Performs Ransomware Scan.
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IMPORTANT
e Ransomware scan is supported only for Windows-based machines.
e Ransomware scan is not supported for restore points stored in object storage repositories.

Schedule Plan X

Credentials Specify ransomware scan options

Scan restore points for viruses, malware and ransomware using Veeam Secure Restore. Virus-scanning can iterate
through multiple restore peints, starting with the most recent, until a clean point is found. For more information

Schedule Options see the User Guide.

Ransomware Scan . ~ ) .
Scan a maximum of 10, | previous restore points

summary If no clean restore point found

iéﬁl Cancel the restore and proceed to the next step

'Z::Z' Complete the restore but do not connect the VM to the network

d. At the Summary step, review configuration information and click Finish.

Schedule Plan X

Credentials Plan will be scheduled with below settings. Click Finish to apply

Schedule Options Copy to dlipboard

Plan name: Cloud Plan
Ransomware Scan
Schedule: Enabled
Ransomware Scan: Enabled
Summary ) _
Restore points to scan (max): 10
If no clean restore point found: Cancel restore
Choose scheduling options: After Plan: Exchange Restore Plan

TIP

You can disable a configured schedule if you no longer need it. To do that,set the Scheduled execution
toggle to Offat the Schedule Options step of the Schedule Plan wizard.
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Running Cloud Restore

The Run action causes machines in a plan to recover from their backup files. For more information on the data
recovery process, see the Veeam Backup & Replication User Guide, section Data Recovery.

TIP

If the Veeam Backup & Replication server that protects plan machines becomes unavailable, the plan will
fail to complete successfully. However, in case the repository that stores the required backup files is still
available, you will be able to work around the issue. To do that, connect the repository to any other Veeam
Backup & Replication server added to Orchestrator, and perform the rescan operation for this repository.

To run a cloud plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Run.
-OR-
Click the plan name to switch to the Plan Details page, and click Run.
3. Complete the Run Plan wizard:

a. [This step applies only if you have not enabled the plan before running it]

At the Plan Disabled step, select the Enable this Plan check box.

Run Plan X

Plan Disabled This Plan is disabled

You may force the Plan into enabled mode to run it.

Credentials
Enable this Plan
Readiness Check
Recovery Location
Restore Point
Chained Plans

Ransomware Scan

Summary

302 | Veeam Disaster Recovery Orchestrator | Operations Guide


https://helpcenter.veeam.com/docs/backup/vsphere/data_recovery.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/repo_add.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/repo_add.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/rescanning_backup_repositories.html?ver=120

b. For security purposes, at the Credentials step, retype your password.

Run Plan X

Plan Disabled Re-enter credentials to proceed

Credentials User name: tech\olivia.dias

o
i
I
]
=
=1
=3
9

Readiness Check
Recovery Location
Restore Point
Chained Plans
Ransomware Scan

Summary

c. At the Readiness Check step, review the results of the most recent readiness check run for the plan to
make sure the plan will be able to complete successfully.

Run Plan X

Plan Disabled Review readiness check report

7 Copy to dlipboard

Credentials
Executed: 1/27/2023 8:10 AM
Readiness Check )
Result: L. Warning
Details: 0 Errors, 1 Warning

Recovery Location

¥ Download report
Restore Point
Chained Plans

Ransomware Scan

Summary

o Itis highly recommended to run a readiness check before executing a plan.
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d. At the Recovery Location step, select a location to which inventory groups included in the plan will be
restored.

For a recovery location to be displayed in the list of available locations, it must be created and
included into the list of inventory items available for the scope, as described in section Managing
Recovery Locations.

Run Plan X

Plan Disabled Choose recovery location

If the plan will recover both agent and vSphere backups, ensure that the selected location supports both.

Credentials
Readiness Check
Name VMs Agents Instant VM Recovery
Recovery Location
Original VM Location Enabled Disabled Disabled
Restore Point Gold Enabled Enabled Enabled

Chained Plans
Ransomware Scan

Summary

If the selected recovery location includes multiple hosts, datastores and networks, Orchestrator will
use the round-robin algorithm to restore machines added to the plan. For more information, see How
Orchestrator Places VMs During Cloud Restore.

e. At the Restore Point step, choose a restore point that will be used to recover machines.

IMPORTANT

Recovering data from the archive tier is not supported. If you select the Use most recent Restore Point
before option, make sure to choose a restore point that is stored in either the capacity or the performance
tier. For more information on Veeam Backup & Replication tiering options, see the Veeam Backup &
Replication User Guide, section Scale-Out Backup Repository.
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Run Plan X

Plan Disabled Choose restore point

Credentials '.'if' lUse the |atest Restore Point
RSAdinaLs Ehani 'f':f' Use most recent Restore Point before: 11/15/2022 10:44 AM
Recovery Location

Restore Point

Chained Plans

Ransomware Scan

Summary

f. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Chained Plans step, select the Also execute the chained plans check box to proceed to
execution of subsequent plans after the current plan enters the RESTORED state.

Run Plan X

Plan Disabled This Plan is part of a chain, and other Plans will execute when it is complete.
Credentials Also execute the chained plans
Readiness Check 1 Even Plans which are disabled will be forced to run.

H All Plans will all use the same restore point option.

Recovery Location
Restore Point
Chained Plans
Ransomware Scan

Summary

g. At the Ransomware Scan step, choose whether you want to check restore points created for machines
included in the plan for possible ransomware.

By default, Orchestrator checks 10 recently created restore points for each machine and halts the plan
if all the restore points are infected. However, you can specify the maximum number of restore points
to check and instruct Orchestrator to connect the machine to a quarantine network if no clean restore
point is found.
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For more information on ransomware scan, see How Orchestrator Performs Ransomware Scan.

IMPORTANT

e Ransomware scan is supported only for Windows-based machines.
e Ransomware scan is not supported for restore points stored in object storage repositories.

Run Plan X

Plan Disabled

Credentials

Readiness Check

Recovery Location

Restore Point

Ransomware Scan

Summary

Specify ransomware scan options

Scan restore points for viruses, malware and ransomware using Veeam Secure Restore, Virus-scanning can
iterate through multiple restore points, starting with the most recent, until a clean point is found. For more

information see the User Guide.

Scan a maximum of 10

If no clean restore point found

previous restore points

(®) Cancel the restore and proceed to the next step

'Z:__.' Complete the restore but do not connect the VM to the network

h. At the Summary step, review configuration information and click Finish.

Run Plan X

Plan Disabled

Credentials

Readiness Check

Recovery Location

Restore Point

Chained Plans

Ransomware 5can

Summary

Click Finish to run the plan

7 Copy to dlipboard

Plan information

Plan name:
Launched by:
Current state:
Action:

Restore Point:
Chained Plans:
Recovery Location:

Restore VM Tags:

Ransomware scan

Ransomware Scan:
Restore points to scan (max):

If no clean restore point found:

Cloud Plan
tech\olivia.dias [Administrator]
Mot Verified (Failed check, no errors, 1 warning )
Failover
Most Recent
Execute
Cloud RL
No

Enabled
10

Cancel restore

The plan goal is to reach the RESTORED state. If any critical error is encountered, the plan will stop with the
HALTED state. To learn how to work with HALTED restore plans, see Managing Halted Plans.
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How Orchestrator Places VMs During Cloud Restore

To restore machines included into a cloud plan to a new cloud recovery location, Orchestrator uses the following
algorithm:

1. Orchestrator checks the connection to the selected backup server and the availability of the Azure
subscription on the server.

2. Orchestrator checks the connections to all backup repositories that store restore points of all machines
added to the plan.

If the list of selected repositories contains a cloud repository, Orchestrator also checks whether the region
specified for the recovery location matches the repository region. If the regions do not match,
Orchestrator notifies that the recovery process will involve cross-region data transfer.

3. Orchestrator checks whether the configured backup proxies are connected to the selected Veeam Backup
& Replication server.

4. Orchestrator checks whether the selected resource group is still present in Microsoft Azure.

5. Orchestrator applies the mapping specified in the network mapping table for the location to set the
required network configuration of the first processed machine. Orchestrator also checks whether the
network configuration of the source machine matches the required network configuration.

NOTE
The failure of steps 1-5 for a machine from a critical inventory group halts the plan in the following cases:

e |f the selected Veeam Backup & Replication server is not available.

e If the source machine does not have network configuration that matches the required network
configuration of the recovered VM.

e If the backup repository that stores restore points of the processed machine is not available.

e If none of the configured backup proxies is available.

e If the selected resource group is not present in Microsoft Azure.

To learn how to work with HALTED cloud plans, see Managing Halted Plans.

6. Orchestrator verifies whether the VM configuration specified when creating the recovery location matches
the VM configuration specified when configuring the plan step parameters. It also checks whether the VM
series in the VM configuration is available in the selected region and whether the machine can be restored
using these series:

o If the number of machine disks exceeds the maximum number of disks supported for the selected
series, the plan halts.

o If the number of CPUs or the amount of RAM required for the recovered VM exceeds the series
capacity, Orchestrator displays a warning notifying that the maximum amount of available resources
will be used for recovery.

7. Orchestrator repeats steps 5 and 6 for all other machines included in the plan until all the machines are
restored. The order in which the machines are processed depends on the VM Recovery Options defined
while configuring the plan.
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How Orchestrator Performs Ransomware Scan

Before you run a cloud plan to recover a machine to the production environment, Orchestrator allows you to
perform ransomware scan for the protected machine using Veeam Secure Restore.

When running a cloud plan, Orchestrator performs ransomware scan in the following way:
1. Disks of the machine that is being restored are mounted to the mount server.
2. On the mount server, antivirus software is triggered to scan files from the mounted disks.

3. Orchestrator iterates through the number of restore points specified while running the plan one by one to
detect a restore point with no viruses.

4. If aclean restore point is detected, Orchestrator successfully restores the machine to the selected
recovery location.

If no clean restore point is detected, Orchestrator either halts the plan or restores the machine to a
quarantine network depending on the configured restore point settings.

NOTE

If restore points of all machines included in the plan are stored in one repository, Orchestrator will process
machines one by one. This process may take a while, affecting the plan RTO.

The results of ransomware scan are included in the Readiness Check and Plan Execution reports.

Requirements and Limitations for Ransomware Scan

To allow Orchestrator to perform ransomware scan, the following prerequisites must be met:

e Ransomware scan is supported only for Windows-based machines. Ransomware scan is not supported for
restore points stored in object storage repositories.

e The Veeam Backup & Replication server that manages the process of recovering machines to Microsoft
Azure must run version 12 or later.

e Antivirus software must be installed on the mount server and support the command line interface (CLI).
The following antivirus software is supported: Microsoft Defender, Kaspersky, ESET and Symantec
Protection Engine.
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Halting Cloud Restore

The Halt action interrupts plan execution. Any steps currently executing will be completed, then the plan will
enter the HALTED state. To learn how to work with HALTEDrestore plans, see Managing Halted Plans.

To stop a running cloud plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Halt.
_OR_
Click the plan name to switch to the Plan Details page, and click Halt.
3. Complete the Halt Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Halt Plan X

Credentials Re-enter credentials to proceed

Schedule Impact User name: tech\olivia.dias

Summsr}r Password: | sesseseess
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b. [This step applies only if you have any other orchestration plans scheduled to run after the plan
completes]

At the Schedule Impact steps, choose whether you want to proceed with or cancel execution of
subsequent plans after the current plan enters the HALTED state.

Halt Plan x

Credentials =
®) Cancel the schedule and do not execute the subsequent Plans

_J Continue the schedule and launch the next Plan now

Schedule Impact

There are other Plan(s) scheduled in a chain to failover after this Plan completes. Choose the options for those

Summary . scheduled Plans below.

c. At the Summary step, review configuration information and click Finish.

Halt Plan x

Click Finish to halt the plan

Credentials

Schedule Impact Copy to clipboard

Plan name: Cloud Plan

SR Halted by: tech\olivia.dias [Administrator]
Current state: ) Restore
Action: Halt

Halting a plan before it reaches a stable state may cause your environment to enter an inconsistent state,
requiring manual troubleshooting and a reset of the plan to resolve.
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Resetting Cloud Plans

If a cloud plan becomes inconsistent with the virtual environment, you can reset the plan. This will return the
plan to the D/SABLED state, without making any changes to the external virtual infrastructure.

To reset a cloud plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Manage menu, select Reset.
_OR_
Right-click the plan name and select Manage > Reset.
3. Complete the Reset Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Reset Plan X

Credentials Re-enter credentials to proceed
Quick Check User name: = tech\olivia.dias

cword: | sessesases )
Summary Password: -

Reset will take no actions on VMs er replicas in your infrastructure.
It will reinitialize the Plan in Orchestrator only, For Halted plans it is recommended to use Undo, not Reset.
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b. At the Quick Check step, select the Perform a Quick Check after reset is complete check box to run a
readiness checl after the reset.

Reset Plan x

Credentials It is recommended to run a Quick Check after resetting the plan

Quick Check Perform a Quick Check after reset is complete

Summary

c. At the Summary step, review configuration information and click Finish.

Reset Plan x

Plan will be reset using the options below. Press Finish to reset the Plan

Credentials
Quick Check Copy to clipboard
Plan Mame: Restore plan
Summary o o
Reset by: TECH\olivia.dias [Administrator]
Current State: @ Restore {Halted, 16% complete, 10 errors, no warnings )
Quick Check: Yes

312 | Veeam Disaster Recovery Orchestrator | Operations Guide



Managing Halted Cloud Plans

If a critical step fails for a machine from a critical inventory group, the plan may enter the HALTED state. To
troubleshoot reasons why a plan failed, use the Plan Execution Report generated as soon as the currently
performed action completes. For more information on how to track plan performance history, see Viewing Plan
Execution History.

After you eliminate the problem that caused the plan to become HALTED, you have the following options to
resume the plan:

e Repeat the last failed step.

e Proceed to the next step.

Running Halted Cloud Plans

To run a HALTED cloud plan:
1. Navigate to Orchestration Plans.
2. Select the plan. From the Launch menu, select Continue.
_OR_
Click the plan name to switch to the Plan Details page, and click Continue.
3. Complete the Run Plan wizard:

a. For security purposes, at the Credentials step, retype your password.

Resume Plan X

Credentials Re-enter credentials to proceed

Resume Settings User name: TECH\olivia.dias

D)

= I * | sesssaswes
Summary Password:
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b. At the Resume Settings step, select an option to resume plan execution.

Choose whether you want to proceed with plan execution from the next plan step or to retry the
failed step.

Resume Plan X

Credentials Choose one of the following options

Resume Settings ) Retry failed step

If the most recently executed step failed, it will be retried

summary i::} Proceed to next step

The plan will proceed to the next step

o If VMs are being processed in parallel, then multiple failed steps may be retried.

c. At the Summary step, review configuration information and click Finish. The restore process will be

started.
Resume Plan x
Credentials Click Finish to resume the plan

Resume Settings 7 Copy to clipboard

Plan name: Cloud Plan
summary Launched by: tech\olivia.dias [Administrator]
Current state: O Restore (Halted, 99% complete, 1 error, 1 warning )
Action: Resume — Restore
Resume by: Retry failed Step
Recovery Location: Cloud RL
Restore VM Tags: No
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Resetting Halted Cloud Plans
To reset a HALTED cloud plan, follow the instructions provided in section Resetting Restore Plans.

NOTE

When you reset a cloud plan, Orchestrator returns it to the D/SABLED state without making any changes to
the external virtual infrastructure. You may need to deal with any infrastructure reconfiguration manually.
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Editing Orchestration Plans

In addition to default orchestration plan settings that you specify when creating a plan, you can also specify
granular settings to customize the plan. The Orchestrator Ul allows you to adjust the following:

e Plan properties

e Group settings

Machine settings

Plan step settings

Step parameter settings

NOTE

You cannot edit an orchestration plan if the plan is in the /N USE mode. If an orchestration plan is in the
ENABLED mode, you can edit only plan properties. To allow editing plan properties and other plan
settings, you must disable the plan.

For the list of modes that different types of orchestration plans can acquire, see Running and Scheduling
Replica Plans, Running and Scheduling CDP Replica Plans, Running and Scheduling Restore Plans, Running
and Scheduling Storage Plans and Running and Scheduling Cloud Plans.
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Configuring Plan Properties

For each orchestration plan, you can configure settings specified while creating the plan:
1. Navigate to Orchestration Plans.
2. Select the plan and click Manage > Properties.
3. Complete the Plan Properties wizard:

a. To provide a new name, description, contact name, email or telephone number of a person
responsible for the plan, follow the instructions provided in section Creating Replica Plans (step 1),
Creating CDP Replica Plans (step 1), Creating Restore Plans (step 1), Creating Storage Plans (step 1) or
Creating Cloud Plans (step 1).

b. [This step applies only to cloud and restore plans] To select a new location to which inventory groups
included in the plan will be restored, follow the instructions provided in section Creating Restore
Plans (step 4) or Creating Cloud Plans (step 4).

¢. To modify the configured Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for the
plan, follow the instructions provided in section Creating Replica Plans (step 9), Creating CDP Replica
Plans (step 8), Creating Restore Plans (step 10), Creating Storage Plans (step 9) or Creating Cloud
Plans (step 8).

d. To select a new document template that will be used to create documents for the plan, follow the
instructions provided in section Creating Replica Plans (step 10), Creating CDP Replica Plans (step 9),
Creating Restore Plans (step 11), Creating Storage Plans (step 10) or Creating Cloud Plans (step 9).

e. To choose whether you want to automatically generate the Plan Definition and Plan Readiness Check
reports for the plan, follow the instructions provided in section Creating Replica Plans (step 11),
Creating CDP Replica Plans (step 10), Creating Restore Plans (step 12), Creating Storage Plans (step
11) or Creating Cloud Plans (step 11).

f. At the Summary step of the wizard, review configuration information and click Finish.
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Configuring Groups

Options in the Plan Groups column allow you to:
e Add and remove inventory groups from a plan
e Change the processing order for groups in a plan
e Turnon and turn off post-recovery protection of machines in a group

e Customize recovery settings for machines in a group
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Managing Inventory Groups

You may need to add new inventory groups or remove some groups from an orchestration plan:
1. Navigate to Orchestration Plans.
2. Select the plan and click Manage > Edit.
3. On the Edit Plan page:
o Toremove an inventory group, in the Plan Groups column, select the group and click Delete.
o Toadd an inventory group, in the Plan Groups column, click Add.
Complete the Add VM Group wizard:

i. To configure VM recovery options and to choose default steps that will be performed for all
machines in the group, follow the instructions provided in section Creating Replica Plans (steps
5-7), Creating CDP Replica Plans (steps 5-7), Creating Restore Plans (steps 6-8), Creating
Storage Plans (steps 6-8) or Creating Cloud Plans (steps 6-7).

ii. [This step applies only to replica and restore plans] To select a template job that will be used to
protect machines included in the plan, follow the instructions provided in section Creating
Replica Plans (step 8) or Creating Restore Plans (step 9).

iii. At the Summary step of the wizard, review configuration information and click Finish.

5. To save changes made to the plan settings, click Save.
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Setting Group Processing Order

Inventory groups in an orchestration plan are processed in the order they appear in the Plan Groups list. If some
machines in a group are dependent upon machines in other groups, make sure that the required group is
recovered first.

To change the processing order for inventory groups included into an orchestration plan:
1. Navigate to Orchestration Plans.
2. Select the plan and click Manage > Edit.
3. On the Edit Plan page:
a. In the Plan Groups column, select an inventory group.
b. To move the group up or down the list, use the Up and Down arrows in the Plan Groups column.

c. To save changes made to the plan settings, click Save.

NOTE

By design, each orchestration plan contains 2 default groups — Pre-plan steps and Post-plan steps. These
groups include plan steps that run before and after the recovery process. You cannot change the
processing order for the Pre-plan steps and Post-plan steps groups, but you can add and remove steps for
these groups. For more information, see Configuring Steps.

§| Veeam Disaster Recovery Orchestrator @ IR | () {:{} Administration @

Scopes (All)

) @ Edit Plan Test Replica Plan

Dashboard

(e Plan Groups Virtual Machines - Process 10 in parallel, Halt on error
Orchestration Plans
search by name Q Search by name Q Y Filter (None)
Datalabs
Lab Calendar + add A ‘é’j ili Properties ) Delete Edit Steps
Reports
Name Process D Name
Report Templates
2 pre-plan steps In sequence Selected: 0 of 6
& owner - john.smith - Halt on error 10in parallel [ & apacheoz
I ) Datastore - esx01-das3 - Halt on error 10in parallel [ & apacheoz_replica
B Datastore - esx03-virt-ds1 - Halt on error 101n parallel [ & cloud backup
=, Post-plan steps In sequence [] & oraclelinux
[ & shet
[ & srvoe

320 | Veeam Disaster Recovery Orchestrator | Operations Guide



Overriding VM Recovery and Protection Settings

For each group in an orchestration plan, you can enable, disable or change machine processing options:
1. Navigate to Orchestration Plans.
2. Select the plan and click Manage > Edit.
3. On the Edit Plan page:
a. In the Plan Groups column, select an inventory group and click Properties.
b. Complete the Edit Group wizard:

i. Tochoose VM recovery options for the group, follow the instructions provided in section
Creating Replica Plans (step 5), Creating CDP Replica Plans (step 5), Creating Restore Plans (step
6), Creating Storage Plans (step 6) or Creating Cloud Plans (step 6).

ii. To add steps to be performed during recovery for new machines in the inventory group, and to
specify credentials to run in-guest OS scripts inside machines being tested or recovered, follow
the instructions provided in section Creating Replica Plans (steps 6-7), Creating CDP Replica
Plans (steps 6-7), Creating Restore Plans (steps 7-8), Creating Storage Plans (steps 7-8) or
Creating Cloud Plans (step 7).

To add steps to be performed during recovery for existing machines in the inventory group,
follow the instructions provided in section Configuring Steps.

iii. [This step applies only to replica and restore plans] To choose VM protection options for the
inventory group, follow the instructions provided in section Creating Replica Plans (step 8) or
Creating Restore Plans (step 9).

iv. At the Summary step of the wizard, review configuration information and click Finish.

c. To save changes made to the plan settings, click Save.
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Configuring Machines

The order in which machines in an orchestration plan are processed depends on the VM Recovery Options
configured while creating the plan:

e If the Recover the VMs in each group > In sequence option is selected for an inventory group, machines in
the group will be processed in the order they appear in the Virtual Machines list.

e If the Recover the VMs in each group > In parallel option is selected for an inventory group, a limited
number of machines in the group will be processed at the same time.

If you select this option, you will also have to configure the maximum number of machines processed
simultaneously. For more information, see Creating Replica Plans (step 5), Creating CDP Replica Plans
(step 5), Creating Restore Plans (step 6), Creating Storage Plans (step 6) or Creating Cloud Plans (step 6).

e |f new machines are added to an inventory group, the entire machine list will be resorted and then
processed in the alphabetical order.

If some machines are dependent on other machines, ensure the required machines are started first. To define
the recovery order for machines included in an inventory group:

1. Navigate to Orchestration Plans.

2. Select the plan and click Manage > Edit.

3. On the Edit Plan page:

a. In the Plan Groups column, select an inventory group.

b. To move machines included in the group up or down the list, use the Up and Down arrows in the
Virtual Machines column.

c. To save changes made to the plan settings, click Save.
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Configuring Steps
For each machine included in an orchestration plan, you can add and remove steps performed when processing
the machine:
1. Navigate to Orchestration Plans.
2. Select the plan and click Manage > Edit.
3. On the Edit Plan page:
a. In the Plan Groups column, select an inventory group.
b. In the Virtual Machines column, select a machine.
c. The Steps column will display the list of steps to perform for the machine.

= To change the step execution order, use the Up and Down arrows to move steps up and down
the list.

= Toremove a step, select the step and click Delete.

*= To add a step, click Add. The Add Step window will be displayed. Use the list of plan steps
available for the scope to select steps to be performed for the machine during recovery. For
more information on adding plan steps, see Configuring Veeam Disaster Recovery Orchestrator.

d. To save changes made to the plan settings, click Save.

TIP

You can simultaneously add steps for multiple machines in each inventory group. To do that, select an
inventory group in the Plan Groups column, select the necessary machines in the Virtual Machines column
and then click Edit Steps. In the Edit Steps window, click Add in the Steps column, select the required steps
that you want to add and then click Add. After you click Apply, the changes will be applied to all the
selected machines in the group.

. /2 Wendy May (TECHwendy.may] = s
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@ Edit Plan Test Replica Plan

save

Plan Groups Virtual Machines - Process 10/in parallel, Halt on error Steps x
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Configuring Step Parameters

For each plan step performed during recovery, you can customize parameter settings:
1. Navigate to Orchestration Plans.
2. Select the plan and click Manage > Edit.
3. On the Edit Plan page:
a. In the Plan Groups column, select an inventory group.
b. In the Virtual Machines column, select a machine.
. Inthe Steps column, select a step and click Edit Step.
d. In the Edit Step window:

i. Inthe Step Parameters section, select the required parameter.

Common Parameters (Timeout, Retries and so on) are used for all steps and are grouped under a
single container for convenience and readability. Additional parameters specific to the step are
shown below the Common Parameters container.

ii. Inthe Parameter Details section, set the desired parameter values.
iii. Click Apply.

e. To save changes made to the plan settings, click Save.

TIP

You can simultaneously modify step parameter settings for multiple machines in each inventory group. To
do that, select an inventory group in the Plan Groups column, select the necessary machines in the Virtual
Machines column and then click Edit Steps. In the Edit Steps window, select the required step and its
parameter that you want to customize, and set the desired parameter values in the Parameter Details
column. After you click Apply, the changes will be applied to all the selected machines in the group.

(&) Wendy May (TECHWendy.may)

E‘ Veeam Disaster Recovery Orchestrator
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Step Parameters
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For detailed description of step parameters that you can configure for orchestration plan steps, see Appendix.
Orchestration Plan Steps.
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Testing Orchestration Plans

Before you run an orchestration plan, you can use an isolated Orchestrator Datalab to test the entire plan,
including the verification of vSphere and agent backups, replicas and storage snapshots. All changes made to
machines during a lab session will be discarded as soon as the testing process is over.

NOTE

Testing is currently not supported for CDP replica and cloud plans.

Orchestrator DatalLabs are based on Veeam Backup & Replication virtual labs. While a Veeam Backup &
Replication virtual lab is an appliance VM that creates an isolated network, Orchestrator adds the capability to
easily create multiple test environments, to perform recovery and application verification including custom
scripts, and to generate detailed reporting.

Datalabs may be powered on independently from orchestration plans and used for other test cases (for
example, to test patches or upgrades). You can add one or more orchestration plans to any running lab and
verify the plans there. You may choose to keep the lab running, so that additional tests can be performed.

To test an orchestration plan:

1. In the Veeam Backup & Replication console, create a virtual lab that will be used to start vSphere and
agent backups, replicas and storage snapshots.

For more information, see the Veeam Backup & Replication User Guide, section Virtual Lab.

IMPORTANT
When creating a virtual lab, consider the following:

e Totest areplica or restore plan, the virtual lab must be created on a Veeam Backup & Replication
server that manages backup and replication jobs protecting machines included in the plan.

e To test a storage plan, the virtual lab must be created on a Veeam Backup & Replication server that
protects the storage system where VMs included in the plan belong. If the storage system is not
protected by any Veeam Backup & Replication server, the virtual lab must be created on the
embedded Veeam Backup & Replication server.

2. Assign the lab to the required scope.

For more information, see Connecting Datalabs.

3. Create a lab group to provide the test environment for the vSphere and agent backups, replicas and
storage snapshots to be verified.

Most VMs require a domain controller to boot and start services successfully. If the orchestration plan
does not include a domain controller, then ensure that the lab group includes a VM with the Domain
Controller role, and that this VM has a correct IP addressing scheme for the DR site. Otherwise, the VMs in
the plan will fail to verify.

4. Start on-demand plan testing or configure test scheduling.

To ensure that an orchestration plan is automatically and regularly verified, you can schedule the plan for
automated lab testing.

5. View plan test results.

325 | Veeam Disaster Recovery Orchestrator | Operations Guide


https://helpcenter.veeam.com/docs/backup/vsphere/virtual_lab.html?ver=120

NOTE

The test will not run unless the plan is in the ENABLED or DISABLED mode. The test will also not run if the
plan is currently being edited.

For the list of modes that a replica plan can acquire, see Running and Scheduling Replica Plans. For the list
of modes that a restore plan can acquire, see Running and Scheduling Restore Plans. For the list of modes
that a storage plan can acquire, see Running and Scheduling Storage Plans.
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Creating Lab Groups

In most cases, a machine does not work in isolation but has dependencies on other services and components,
such as Active Directory or DNS. To verify such a machine, the DataLab will have to supply all services on which
this machine is dependent. For this purpose, Orchestrator uses lab groups.

NOTE

If an orchestration plan contains a particular inventory group or machine, do not attempt to test this plan
in a Datalab that includes a lab group with the same machine or inventory group.

To create a lab group for a Datalab:
1. Navigate to DatalLabs.

2. Inthe DataLabs column, click the DatalLab name.

For a Datalab to be displayed in the DataLabs list, it must be assigned to the scope as described in section
Assigning and Configuring Datalabs.

3. On the DatalLab Details page, in the DatalLab column, select the DatalLab and click Edit.

4. On the Edit DataLab page, in the Lab Groups column, click Add to include inventory groups in the
Datalab.

5. Complete the Add Lab Group wizard:

a. At the Lab Group Type step, choose whether the lab group will contain VMs recovered from backups
or replicas.

b. At the VM Groups step, select the required inventory groups and click Add to include them in the lab
group.

For an inventory group to be displayed in the Available Groups list, it must be included into the list of
inventory items available for the scope, as described in section Allowing Access to Inventory Groups.

c. To configure VM recovery options and choose default steps that will be performed for machines in the
lab group, follow the instructions provided in section Creating Replica Plans (steps 5-7), Creating
Restore Plans (steps 6-8), or Creating Storage Plans (steps 6-8).

TIP

By default, Orchestrator skips a number of steps during the plan testing process — Generate Event, Send
Email, Shutdown Source VM and VM Power Actions. That is why when you create a Datalab, you cannot
add these steps at the VM Steps step of the wizard.

If you want to add these steps, close the Add Lab Group wizard, configure the During Lab Test parameter
for each step as described in section Configuring Step Parameters, and then run the wizard again.

d. At the Summary step, review configuration information and click Finish.

6. To save changes made to the Datalab settings, click Save.
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IMPORTANT

A common use case for lab groups is to provide domain controllers for the test environment. If there are
domain controllers in a lab group, it is essential to add the Prepare DC for DatalLab step. By design, it will
automatically become the first step in the step execution order.

You may also optionally add domain controller-specific checks, such as Verify Domain Controller Port and
Verify Global Catalog Port. These steps must be performed after the Ping VM Network step.

= = = =
. _ _ Wendy May (TECH\wendy.may) a g -
&l Veeam Disaster Recovery Orchestrator (&) fendy May TECHWendymay) | (1) | g0 administration | (2)
N - Y
%" Scopes (All)
(©  Edit Datalab 172.17.53.52Wirtual Lab Production
Dashboard Save
Inventory Lab Groups Virtual Machines
Search by na Add Lab Group None)
il Lab Group Type Click Finish to make these VM Groups available in the DataLab
Datalabs =+ Add
VM Groups J Copy to clipboard
Name Datalab Name: 172.17.53.52Wirtual Lab Production
VM Recovery Options Description: Created by BACKUPO2\Administrator at 10/17/2018 6:47 PM. | |
Reports No records Lab Groupis) Typa: Replica
VM Steps Lab Group(s) Datastore - datastore1

Report Templates
Datastore - esx04-ds2

) Recover VMs: simultaneously (max 10)
VM Credentials
Any VM recovery failure:
Steps for New VM Template: Process Replica VM
summary Check VM Heartbeat
Ping VM Network
Verify Domain Controller Port
Override Credentials: Yes, esx01\Administrator

NOTE

There is no clear use case for replicating a domain controller. Failing over to a domain controller that
contains an old version of the Active Directory database is not recommended by Microsoft. The only real
use case for replicating a domain controller is to use it in an isolated lab group, and you may need to create
a replication job specifically for that purpose.

To learn how to restore a domain controller from an image-aware backup, see this Veeam KB article. To
learn how to back up a domain controller, see this Veeam KB article.
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Configuring Lab Groups

If required, you can customize lab group settings, in much the same way as editing an orchestration plan.
1. Navigate to Datalabs.
2. Inthe DatalLabs column, select the newly created lab group.

o To customize VM recovery options and change default steps that will be performed for machines in
the lab group, click Properties.

In the Edit Lab Group wizard, specify the required settings following the instructions provided in
section Creating Replica Plans (steps 5-7), Creating Restore Plans (steps 6-8), or Creating Storage
Plans (steps 6-8), and click Finish.

o To define the order in which machines will be started, use the Up and Down arrows in the Virtual
Machines column.

o To select steps performed when processing each machine, select a machine in the Virtual Machines
column, click Edit Steps, and follow the instruction provided in section Configuring Steps.

o To modify parameter settings for each step, select a step in the Steps column, click Edit Step, and
follow the instruction provided in section Configuring Step Parameters.

o Todelete the lab group, click Delete.

3. To save changes made to the lab group settings, click Save.

X 9\ Wendy May (TECHwendy.may] g )
E‘ Veeam Disaster Recovery Orchestrator (&) flgndy Moy (TECHendyma) (1) | G0 administraton | (2)
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Dashboard Save
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Search by name it Lab Group s

Orchestration Plans
Click Finish to save the Lab Group changes

DataLabs + add A VM Recovery Options
Clca Name VM Steps 7 Copy to clipboard
I IE Datastore ~datas| VM Credentials Description Created by BACKUPO2\Administrator at 10/17/2018 6:47 PM
& patast od Lab Group Type: Replica
il Lab Group Name: Datastore - datastorel

Summary
| Recover VMs: In sequence (edited)

Any VM recovery failure: Halt the Lab

Steps for New VM Template: Process Replica VM
Check VM Heartbeat
Ping VM Network
Verify Domain Controller Port (removed)

Override Credentials: Yes, esx01\Administrator
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Working with Default Lab Groups

Default lab groups are lab groups created by an Administrator but available for plan testing by Plan Authors and
Plan Operators for any scope.

To allow Plan Authors and Plan Operators to use a lab group as a default group when testing plans for their
scope:

1. Assign a Datalab to the scope as described in section Assigning and Configuring Datalabs.
2. Add the lab group to the Datalab as described in section Creating Lab Groups.

The added lab group will now be considered to be a default lab group. The DataLab with the lab group will
become available for the scope, and Plan Authors and Plan Operators will be able to use the group for plan
testing. The lab group will be preselected in the Run Lab Tests and Create Test Schedule wizards, and it will
start before all other lab groups in the DatalLab every time Orchestrator powers on the lab to test an
orchestration plan.

NOTE

Plan Authors and Plan Operators cannot edit default lab groups or delete them from DatalLabs because
these groups can be managed only by Administrators. However, if an Administrator assigns a DatalLab to
the Admin Scope, lab groups added to the Datalab will not be treated as default lab groups. This means
that Plan Authors will still be able to edit and delete these lab groups as described in section Configuring
Lab Groups.
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Starting On-Demand Plan Test

DatalLab testing may be started on-demand for any orchestration plan in the ENABLED or DISABLED state.

Testing Replica Plans

To start on-demand testing for a replica plan:

1. Navigate to Orchestration Plans.

2. Select the plan.

3. From the Verify menu, choose Run DataLab Test.

4. Complete the Run Datalab Test wizard:
a. Select a Datalab.
b. Choose whether you want to power off the lab after the testing process is over.
c. Add lab groups.
d. Finish working with the wizard.

6. Track the progress of plan testing.

Step 1. Select DatalLab

At the DataLab step of the wizard, select a DatalLab in which the plan will be verified.

For a DatalLab to be displayed in the Available DataLabs list, it must be assigned to the scope as described in
section Assigning and Configuring Datalabs.

Run DatalLab Test X

Datalab Choose a DataLab

Power Options Type any part of Lab name to filter Q
Available DatalLabs
Choose Lab Groups
172.17.53.15\Exchange vLab Powered Off

summary DRWirtual Lab 2 Powered Off
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Step 2. Choose Power Options

At the Power Options step of the wizard, choose an action to perform after the testing process is over:
e To power off plan VMs and the lab, select the Test then power off immediately option.

e To keep plan VMs and the lab running in case you are willing to perform further tests, select the Test then
power off after option.

Use the Test then power off after field to book a time slot in the lab schedule and prevent other tests
from being scheduled for the same period.

NOTE

If you have selected a starting or running lab at the Datalab step of the wizard, the lab will not be powered
off after the testing process is over — even if the Test then power off immediately option is selected. In
this case, Orchestrator will power off only plan VMs and keep the lab running.

Run Datalab Test X

DatalLab Estimate the expected test duration

Power Options i::' Test then power off immediately
— ~
(@) Test then power off after 2 W | hours

Cheoose Lab Groups

Summary
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Step 3. Add Lab Groups

At the Choose Lab Groups step of the wizard, add the required lab groups to support the test environment.

For a lab group to be displayed in the Available Lab Groups list, it must be created and configured as described
in section Creating Lab Groups.

NOTE

All default lab groups previously created by an Administrator will automatically become preselected in the
Lab Groups to use list, and you will not be able to remove them. For more information, see Working with
Default Lab Groups.

Run Datalab Test X

Datalab Choose Lab Groups to be used in the DataLab environment

You cannot remove default Lab Groups added by a Orchestrator Administrator.

Power Options

Type any part of VM Group name to filter Q B View VMs
Choose Lab Groups
Available Lab Groups Lab Groups to use
Summary = =
No Records Add = prgtwesr00
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

Run Datalab Test X

Datalzb Your settings are summarised below.
Power Options Plan Name: Replica Plan
Scope: Exchange Administrators
Choose Lab Groups Datalab: 172.17.53.15\Exchange vLab
Lab Group(s): pretwesr00
Power Options: Test and keep powerad on for 2 Hours

Summary

Step 5. Track Test Progress

The lab will power on, start lab groups and begin testing the plan. To track the lab progress, switch to the
DatalLab Details page.

TIP

If the lab halts, the plan will fail to be tested. To learn how to resume plan testing, see Managing Halted
Replica Plans.

As soon as the test is over, the DatalLab Test Report will be generated. The plan and the DatalLab will be
powered off or will keep running, depending on the power options chosen in the Run DataLab Test wizard.

NOTE

Even if you have enabled the Test then power off after option, the test will be considered to be completed
when all plan steps have been run. The DatalLab Test Report will be generated at that point.

If you want to receive notifications on errors that occur while powering off the Datalab, you must connect an
SMTP server, add recipients and subscribe to DatalLab Test reports as described in section Configuring
Notification Settings.
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Testing Restore Plans

To start on-demand testing for a restore plan:

1. Navigate to Orchestration Plans.

2. Select the plan.

3. From the Verify menu, choose Run Datalab Test.

4. Complete the Run DatalLab Test wizard:
a. Choose a test method.
b. Select a DatalLab.
c. Select a recovery location.
d. Choose whether you want to power off the lab after the testing process is over.
e. Add lab groups.
f. Choose whether you want to check restore points for possible ransomware.
g. Finish working with the wizard.

6. Track the progress of plan testing.
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Step 1. Choose Test Method

At the Test Method step of the wizard, choose whether you want to verify both backups of plan machines and
the recovery location used to restore the machines, or backups only.

e If you select the Quick Test option, Orchestrator will verify whether machines included in the plan will be
able to recover from their backup files.

In this case, plan machines will be verified in the Instant VM Recovery environment.

e If you select the Full Restore Test option, Orchestrator will not only verify that vSphere and agent
backups are ready-to-use, but also check that the recovery location to which the machines will be restored
is available and has enough resources to support the recovery process.

In both cases, Orchestrator will run all verification steps added to the plan to make sure that the plan will be
able to complete successfully.

Run Datalab Test x

Test Method Choose the test method

DatalLab i::' Quick Test

Crchestrator will perform a quick test in the Instant VM Recovery environment and will require minimal additional
- s space.
Recovery Location storage spac
(@) Full Restore Test
Power Options . . . - , - .
p Orchestrator will perform a full restore in the recovery location and will require sufficient storage space to recover all
machines, This method gives the most accurate value for real-world RTO and performance.

Choose Lab Groups
Ransomware scan

Summary
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Step 2. Select Datalab

At the Datalab step of the wizard, select a DatalLab in which the plan will be verified.

For a DatalLab to be displayed in the Available Datalabs list, it must be assigned to the scope as described in
section Assigning and Configuring Datalabs.

Run DatalLab Test x

Test Method Choose a Datalab

DataLab Type any part of Lab name to filter Q

Available Datalabs
Recovery Location
172.17.53.15\5QL vLab Powered Off

Power Options 172.17.53.111\irtual Lab 1
Choose Lab Groups
Ransomware scan

Summary
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Step 3. Select Recovery Location

At the Recovery Location step of the wizard, select a location to which inventory groups included in the plan
will be restored.

For a recovery location to be displayed in the list of available recovery locations, it must be created and included
into the list of inventory items available for the scope, as described in section Managing Recovery Locations.

TIPS
1. For the test to run successfully, you must map isolated networks of the virtual lab to all target
networks present in the network mapping table of the selected recovery location. In case you want
any of the recovered VMs to be connected to the same networks as the source machines, you must
map isolated networks of the virtual lab to those source networks.
To do that, configure the Isolated Networks settings of the virtual lab in the Veeam Backup &
Replication console, as described in the Veeam Backup & Replication User Guide, section Recovery
Verification.
2. If you have selected the Quick Test option at the Test Method step of the wizard, you can only
select a location that has Instant VM Recovery enabled.
If you want to test the plan using a location with Instant VM Recovery enabled (location A) but then
to restore to a location with Instant VM Recovery disabled (location B), clone the location B and

change the Instant VM Recovery setting for the clone. Then, use the location A for testing and the
location B for the recovery.

Run Datalab Test X

Test Method Choose recovery location
Datalab Search by Recovery Location Q
Recovery Location Name VMs Agents Instant VM Recovery
Power Options Original VM Location Enabled Disabled Disabled

Gold Enabled Enabled Enabled

Choose Lab Groups
Ransomware scan

Summary
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Step 4. Choose Power Options

At the Power Options step of the wizard, choose an action to perform after the testing process is over:
e To power off plan machines and the lab, select the Test then power off immediately option.

e To keep plan machines and the lab running in case you are willing to perform further tests, select the Test
then power off after option.

Use the Test then power off after field to book a time slot in the lab schedule and prevent other tests
from being scheduled for the same period.

NOTE

If you have selected a starting or running lab at the Datalab step of the wizard, the lab will not be powered
off after the testing process is over — even if the Test then power off immediately option is selected. In
this case, Orchestrator will power off only plan machines and keep the lab running.

Run Datalab Test X

Test Method Estimate the expected test duration
Datalab i::' Test then power off immediately
o -
(@) Test then power off after 1 o~ | hours

Recovery Location

Plan VMs and the Datalab will be powered off when the specified time period expires regardless of whether the
testing process is over or not

Power Options
Choose Lab Groups

Ransomware scan

Summary
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Step 5. Add Lab Groups

At the Choose Lab Groups step of the wizard, add the required lab groups to support the test environment.

For a lab group to be displayed in the Available Lab Groups list, it must be created and configured as described
in section Creating Lab Groups.

NOTE

All default lab groups previously created by an Administrator will automatically become preselected in the
Lab Groups to use list, and you will not be able to remove them. For more information, see Working with
Default Lab Groups.

Run Datalab Test X

Test Method Choose Lab Groups to be used in the Datalab environment

You cannot remove default Lab Groups added by a Orchestrator Administrator.

Datalab
fVM Group name to filte Q [y View VMs
Recovery Location
Available Lab Groups Lab Groups to use
Power Options
’ Mo Records Add Bl Datastore - esx01 -das02

Choose Lab Groups

Ransomware scan

Summary
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Step 6. Run Ransomware Scan

At the Ransomware scan step of the wizard, choose whether you want to check restore points created for
machines included in the plan for possible ransomware.

By design, Orchestrator checks only the most recently created restore point for each machine and stops plan
testing if the restore point is infected. For more information on ransomware scan, see How Orchestrator
Performs Ransomware Scan.

IMPORTANT
e Ransomware scan is supported only for Windows-based machines.
e Ransomware scan is not supported for restore points stored in object storage repositories.

Run Datalab Test X

Test Method Ransomware Scan
Datalab Scan restore points for viruses, malware and ransomware using Veeam Secure Restore. Virus-scanning can iterate through
ala ; . - ) - I ; )
multiple restore points, starting with the most recent, until a clean point is found. For more information see the User
Guide,

Recovery Location

Run ransomware scan
Power Options
Choose Lab Groups

Ransomware Scan

Summary

TIP

Orchestrator does not scan machines added to lab groups. If you want to perform ransomware scan for
machines included in a lab group, add these machines to a restore plan.
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

Run Datalab Test X

Test Method Your settings are summarized below

Datalab Plan Name: Test Restore Plan
Scope: SQL Administrators

Recovery Location Datalab: 172.17.53.15\5QL vLab
Lab Group(s): Datastore - esx01-das2

Power Options Power Options: Test and keep powered on for 1 Hour
Test Method: Full Restore Test

Choose Lab Groups Recovery Location: Original VM Location (IVR Enabled - Yes)
Ransomware Scan: Enabled

Ransomware scan Restore points to scan (max):
If ne clean restore point found: Cancel restore

Summary

Step 8. Track Test Progress

The lab will power on, start lab groups and begin testing the plan. To track the lab progress, switch to the
DatalLab Details page.

TIP

If the lab halts, the plan will fail to be tested. To learn how to resume plan testing, see Managing Halted
Restore Plans.

As soon as the test is over, the DatalLab Test Report will be generated. The plan and the DatalLab will be
powered off or will keep running, depending on the power options chosen in the Run DataLab Test wizard.

NOTE
Even if you have enabled the Test then power off after option, the test will be considered to be completed

when all plan steps have been run. The DatalLab Test Report will be generated at that point.

If you want to receive notifications on errors that occur while powering off the DatalLab, you must connect an
SMTP server, add recipients and subscribe to DatalLab Test reports as described in section Configuring
Notification Settings.
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Testing Storage Plans

To start on-demand testing for a storage plan:

1. Navigate to Orchestration Plans.

2. Select the plan.

3. From the Verify menu, choose Run Datalab Test.

4. Complete the Run DatalLab Test wizard:
a. Select a DatalLab.
b. Choose whether you want to power off the lab after the testing process is over.
¢. Add lab groups.
d. Finish working with the wizard.

6. Track the progress of plan testing.

Step 1. Select Datalab

At the DatalLab step of the wizard, select a DatalLab in which the plan will be verified.

For a DatalLab to be displayed in the Available DataLabs list, it must be assigned to the scope as described in
section Assigning and Configuring Datalabs.

Run Datalab Test X

Datalab Choose a DatalLab

Power Options Type any part of Lab name to filter Q
Available Datalabs
Choose Lab Groups
DR\Wirtual Lab 1 Powered Off

summary DR\Sandbox01 Powered Off
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Step 2. Choose Power Options

At the Power Options step of the wizard, choose an action to perform after the testing process is over:
e To power off plan VMs and the lab, select the Test then power off immediately option.
e To keep plan VMs and the lab running in case you are willing to perform further tests, select the Test then
power off after option.

Use the Test then power off after field to book a time slot in the lab schedule and prevent other tests
from being scheduled for the same period.

NOTE

If you have selected a starting or running lab at the Datalab step of the wizard, the lab will not be powered
off after the testing process is over — even if the Test then power off immediately option is selected. In
this case, Orchestrator will power off only plan VMs and keep the lab running.

Run Datalab Test X

DatalLab Estimate the expected test duration

Power Options i::' Test then power off immediately

o -
Choose Lab Groups (@) Test then power off after 2 o~ | hours

o Plan VMs and the Datalab will be powered off when the specified time period expires regardless of whether the

Summary testing process is over or not
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Step 3. Add Lab Groups

At the Choose Lab Groups step of the wizard, add the required lab groups to support the test environment.

For a lab group to be displayed in the Available Lab Groups list, it must be created and configured as described
in section Creating Lab Groups.

NOTE

All default lab groups previously created by an Administrator will automatically become preselected in the
Lab Groups to use list, and you will not be able to remove them. For more information, see Working with
Default Lab Groups.

Run Datalab Test X

Datalab Choose Lab Groups to be used in the Datalab environment

You cannot remove default Lab Groups added by a Orchestrator Administrater.

Power Options

Type any part of VM Group name to filter Q L@ View VMs
Choose Lab Groups
Available Lab Groups Lab Groups to use
summary Datastore - esx01-das1 Add DR Test Group - Yes

Datastore - esx02-ds1

Datastore - esx02-ds2
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

Run Datalab Test X

Datalab Your settings are summarised below
Power Options Plan Mame: HPE Plan
Scope: Admin Scope
Choose Lab Groups Datalab: DR\Sandbox01
Lab Group(s): DR Test Group - Yes
Summary Power Options: Test and keep powerad on for 2 Hours
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Step 5. Track Test Progress

The lab will power on, start lab groups and begin testing the plan. To track the lab progress, switch to the
Datalab Details page.

TIP

If the lab halts, the plan will fail to be tested. To learn how to resume plan testing, see Managing Halted
Storage Plans.

During the plan testing process, Orchestrator will create temporary clones of destination storage volumes using
the NetApp FlexClone technology (for NetApp storage systems) and temporary snapshots of secondary volumes
(for HPE storage systems). You can tell the resulting FlexClone volumes and temporary snapshots by the
_VDROLAB suffix appended to their names.

IMPORTANT

To allow Orchestrator to create a clone of a destination volume, make sure the aggregate of the volume is
assigned to the storage virtual machine that manages the volume. To learn how to assign aggregates to
storage virtual machines, see the NetApp ONTAP Documentation Center.

As soon as the test is over, the DatalLab Test Report will be generated. The plan and the DatalLab will be
powered off or will keep running, depending on the power options chosen in the Run DataLab Test wizard.

NOTE
Even if you have enabled the Test then power off after option, the test will be considered to be completed

when all plan steps have been run. The DatalLab Test Report will be generated at that point.

If you want to receive notifications on errors that occur while powering off the DatalLab, you must connect an
SMTP server, add recipients and subscribe to DataLab Test reports as described in section Configuring
Notification Settings.
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Configuring Test Scheduling

To schedule orchestration plan testing:

1. Navigate to Lab Calendar and click Create Schedule.

2. Complete the Create Test Schedule wizard:

a.
b.
C.

d.

j-

Select a scope for the schedule.
Specify a schedule name and description.
Select a Datalab.

Add lab groups.

. Specify scheduling settings.

Select plans that you want to test.

. Choose test options.

. Choose whether you want to power off the lab after the testing process is over.

Choose whether you want to check restore points for possible ransomware.

Finish working with the wizard.

4. Track the progress of plan testing

NOTE

over.

When Orchestrator tests a plan according to a specific schedule, the duration of the testing process equals
the RTO value configured when creating the plan. If you instruct Orchestrator to test multiple plans at the
same time, the duration of the testing process equals the maximum of the configured plan RTO values.
Therefore, Orchestrator does not allow you to schedule other tests in the same DatalLab until the RTO is
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Step 1. Choose Schedule Scope

At the Scope step of the wizard, select a scope for which you want to create the schedule.

For a scope to be displayed in the Available Scopes list, it must be created and customized as described in
section Managing Permissions.

Create Test Schedule x

Scape Choose a Scope

Schedule Info Type any part of Scope name to filter Q
Available Scopes
Choose Plans
Admin 5cope

Datalab Exchange Administrators

SQL Administrators
Choose Lab Groups

Recurrence and Start
Power Options

Summary
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Step 2. Specify Schedule Name and Description

At the Schedule Info step of the wizard, use the Name and Description fields to enter a name for the new
schedule and to provide a description for future reference. The maximum length of the schedule name is 64
characters; the following characters are not supported: *: /\? " <> |.

Create Test Schedule X

Scope Type the name and description for the test schedule

Schedule Info Name: FrSchedule
Choose Plans Description: | Regular plan testing that occurs on Fridays
DataLab

Choose Lab Groups

Recurrence and Start

Power Options

summary
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Step 3. Select Plans

At the Choose Plans step of the wizard, select orchestration plans to be tested in a DataLab. Use the Add and
Remove controls to manage available plans.

NOTE

If you select multiple plans, they all will be tested at the same time.

Create Test Schedule X

Scope Choose the Plans to be tested in the Datalab environment

Multiple Plans will test simultaneously.

Schedule Info

Choose Plans
Available Plans Plans to test
Datalab ; -
B Replica Replica Aad &) Test Restore Plan Restore

Choose Lab Groups

Recurrence and Start
Restore Options
Power Options
Ransomware Scan

Summary
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Step 4. Select DatalLab

At the DataLab step of the wizard, select a DatalLab that you want to use to verify the selected orchestration
plans.

For a DatalLab to be displayed in the Available DataLabs list, it must be assigned to the scope as described in
section Assigning and Configuring Datalabs.

Create Test Schedule x

Scope Choose a DatalLab

Schedule Info Type any part of Lab name to filter Q

Available Datalabs
Choose Plans
DRWirtual Lab 1

Datalab DR\Sandbox01
Choose Lab Groups

Recurrence and Start

Restore Options

Power Options

Ransomware Scan

Summary
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Step 5. Add Lab Groups

At the Choose Lab Groups step of the wizard, add the required lab groups to support the test environment.

For a lab group to be displayed in the Available Lab Groups list, it must be created and configured as described
in section Creating Lab Groups.

NOTE

All default lab groups previously created by an Administrator will automatically become preselected in the
Lab Groups to use list, and you will not be able to remove them. For more information, see Working with
Default Lab Groups.

Create Test Schedule X

Scope Choose Lab Groups to be used in the DataLab environment

You cannot remove default Lab Groups added by a Orchestrator Administrator.

Schedule Info
Datalab: Template Virtual Lab

Choose Plans

Type any part of VM Group name to filter Q View VMs
Datalab
Available Lab Groups Lab Groups to use
Choose Lab Groups Datastore - datastore1 Add Datastore - esx04-ds2

Recurrence and 5Start

Restore Options
Power Options

Ransomware Scan

summary 0 Only Groups previously configured using Edit Lab are available.
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Step 6. Specify Scheduling Settings

At the Recurrence and Start step of the wizard, define scheduling settings for the lab:
1. In the Recurrence section, choose the necessary option:
o Once — to test plans once on the specified day.
o Weekly on — to start testing once a week on the specified day.
o Monthly on — to start testing once a month on the specified day.

2. Click the Schedule icon in the Start section, configure the necessary schedule, and click Apply.

Create Test Schedule x

Scope Choose recurrence and start

Schedule Info
Start

Choose Plans
11/21/2022 2:55 PM ﬁ

Datalab
Recurrence
Choose Lab Groups
'f:f' Once
Recurrence and Start =
(@) weekly on Friday v
Restore Options I:-'-:I Monthly on

Power Options
Ransomware Scan

Summary
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Step 7. Choose Restore Options
[This step applies only if you have included at least one restore plan in the Plans to test list at the Choose Plans

step of the wizard]

At the Restore Options step of the wizard, choose whether you want to verify both backups of plan machines
and the recovery location used to restore the machines, or backups only.

e If you select the Quick Test option, Orchestrator will check whether machines included in the plan will be
able to recover from their backup files.

In this case, plan machines will be verified in the Instant VM Recovery environment.

e If you select the Full Restore Test option, Orchestrator will not only verify that vSphere and agent
backups are ready-to-use, but also check that the recovery location to which the machines will be restored
is available and has enough resources to support the recovery process.

In this case, Orchestrator will run all verification steps added to the plan to make sure that the plan will be
able to complete successfully.
TIP

For the test to run successfully, you must map isolated networks of the virtual lab to all target networks
present in the network mapping table of the selected recovery location. In case you want any of the
recovered VMs to be connected to the same networks as the source machines, you must map isolated
networks of the virtual lab to those source networks.

To do that, configure the isolated networks settings of the virtual lab in the Veeam Backup & Replication
console, as described in the Veeam Backup & Replication User Guide, section Recovery Verification.

Create Test Schedule X

Scope Choose a restore mode that will be used to test Restore Plans with this Schedule
Schedule Info () Quick Test

Orchestrator will perform a quick test in the Instant VM Recovery environment and will require minimal additional storage space.
Ehaose Flait (®) Full Restore Test

a full restore in the recovery location and will require sufficient storage space to recover all machines. This
g value for real-world RTO and performance.

Datalab me
Choose Lab Groups

Recurrence and Start

Restore Options

Power Options

Ransomware Scan

Summary
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Step 8. Choose Power Options

At the Power Options step of the wizard, choose an action to perform after the testing process is over:
e To power off plan machines and the lab, select the Test then power off immediately option.

e To keep plan machines and the lab running in case you are willing to perform further tests, select the Test
then power off after option.

Use the Test then power off after field to book a time slot in the lab schedule and prevent other tests
from being scheduled for the same period.

NOTE

If you have selected a starting or running lab at the DataLab step of the wizard, the lab will not be powered
off after the testing process is over — even if the Test then power off immediately option is selected. In
this case, Orchestrator will power off only plan machines and keep the lab running.

Create Test Schedule x

Scope Specify an expected test duration

This will help organize the DatalLab schedule and let other users see how long the test may take.

Schedule Info
':‘ Test then power off immediately

Choose Plans

i:.:} Test then power off after 1 C hours
Datalab . I ) )
Plan VMs and the Datalab will be powered off when the specified time period expires regardless of whether the
testing process is over or not.

Choose Lab Groups
Recurrence and Start
Restore Options
Power Options
Ransomware Scan

Summary
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Step 9. Run Ransomware Scan

[This step applies only if you have included at least one restore plan in the Plans to test list at the Choose Plans
step of the wizard]

At the Ransomware Scan step of the wizard, choose whether you want to check restore points created for
machines included in the plan for possible ransomware.

By design, Orchestrator checks only the most recently created restore point for each machine and stops plan
testing if the restore point is infected. For more information on ransomware scan, see How Orchestrator
Performs Ransomware Scan.

IMPORTANT
e Ransomware scan is supported only for Windows-based machines.
e Ransomware scan is not supported for restore points stored in object storage repositories.

Create Test Schedule x

Scope Specify ransomware scan options

Scan restore points for viruses, malware and ransomware using Veeam Secure Restore. Virus-scanning can iterate
. through multiple restore peints, starting with the most recent, until a clean point is found. For more information see
Schedule Info the User Guide.

Choose Plans

Scan a maximum of 10, | previous restore points

Datalab If no clean restore point found

Choose Lab Groups (@) Cancel the restore and proceed to the next step

'Z:::Z' Complete the restore but do not connect the VM to the network
Recurrence and Start
Restore Options
Power Options

Ransomware Scan

Summary
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Step 10. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

Create Test Schedule X

Schedule Info Copy to clipboard

Name:
Choose Plans o
Description:

Scope:
Datalab
Plans to test:

Datalab:
Choose Lab Groups

Lab Group(s):

Schedule:
Recurrence and Start

Power Options:

Restore Options:
Restore Options

Ransomware Scan:

Restore points to scan (max):
Power Options

Ransomware Scan

Summary

If no clean restore point found:

Scope A test schedule will be created with below settings

Frschedule

Regular plan testing that occurs on Fridays
Admin Scope

Test Restore Plan

DR\Sandbox01

Datastore - esx04-ds2

Weekly on Friday (from 11/21/2022)
Test and keep powered on for 1 Hour
Full Restore Test

Enabled

10

Complete restore
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Step 11. Track Test Progress

The created schedule will be displayed in the calendar.

TIP

You can delete a configured schedule if you no longer need it. To do that, select the schedule in the
calendar, and click Delete at the Details step of the Edit Test Schedule wizard.

%" Scopes (All)

#

o)
|

ISl Veeam Disaster Recovery Orchestrator (&) Wendy May qECtwendymay | (1) | 6% aamimstratin | (7))

4 Create Schedule

DataLab < » [ Today September 2021 ® pay (7] week Month
Dashboard
T DR\Szndbox01 Sunday Monday Tuesday Wednesday Thursday Friday Saturday
EIRVATEJ(CM 1 September 2 3 4

DR Plan sting Frschedule

©
A
fx)

[
B

Orchestration Plans

Datalabs

5 6 7 8 9 10 "
Frschedule

Lab Calendar

Reports

Report Templates 12 13 14 15 16 17 18
Fr5chedule

19 20 21 22 23 24 25

Frschedule

FrSchedule

FrSchedule

When the scheduled day and time comes, Orchestrator will power on the lab, start lab groups and begin testing
the selected plans. To track lab progress, switch to the Datalab Details page.

As soon as the test is over, the DatalLab Test Report will be generated. The plans and the DatalLab will be
powered off or will keep running, depending on the power options chosen in the Create Test Schedule wizard.

IMPORTANT

The selected lab will power off, all scheduled plans will fail to be tested, and the DatalLab Test Report will
not be generated if one of the following conditions is met:

e The lab halts.

e The lab enters either the HALTING, HALTED, POWERING OFF or EDITING state.

e The lab occurs to be already running and to include lab groups that differ from those added when
configuring the schedule.

To learn how to resume plan testing, see Managing Halted Storage Plans.

If you want to receive notifications on errors that occur while starting and stopping orchestration plan testing,
you must connect an SMTP server, add recipients and subscribe to DatalLab Test reports as described in section
Configuring Notification Settings.

359 | Veeam Disaster Recovery Orchestrator | Operations Guide



Viewing Test Results

To track the plan testing progress:
1. Navigate to DatalLabs. In the DatalLabs column, click the lab name.
_OR-

Navigate to Orchestration Plans and click the name of the plan being tested.

TIP

You can connect directly to the desktop of a VM being recovered. To do that, select the VM in the Virtual
Machines column, and click the VM Console link.

Orchestrator will connect to the VM through the vCenter Server system. To avoid connection failures, make
sure the following requirements are met:

1. The target vCenter Server that manages the VM is running VMware vCenter Server version 6.0 or
later.

2. The SSL certificate used by the target vCenter Server is valid on the machine on which you are
running the browser. If not, install root certificates from the vCenter Server on both the
Orchestrator server and the machine. To learn how to download and install vCenter Server root
certificates, see this VMware KB article.

In vSphere 6.0 and later, each newly created ESXi host is by default provisioned with a self-signed
certificate from the VMware Certificate Authority. If you want to use such a certificate when

accessing the VM desktop, download the root CA certificate from the host where the VM is
registered. To learn how to manage certificates for ESXi hosts, see VMware Docs.

The DataLab Details page will display real-time testing details. To track testing progress for inventory groups,
machines and steps in the orchestration plan, click the plan name.

NOTE
The plan will enter the TEST PENDING state until the lab and all lab groups are started.

§| Veeam Disaster Recovery Orchestrator @ ComitgmmimnT) || () {:3;} Administration @

&+ Scopes (all) Datalab Details: DR\IU-310661-vlab

» @ b starting No errors, no warnings  EE— 59%

Dashboard
Datalab & Plans Lab Groups
Inventory

S o chastration Plans Run @ Halt M Power off search by name Q status: @ @ L 9 »

Datalab:
atetets DatalLab State Name Status

Lab Calendar

B DR\iu-310661-vlab J} starting B} Datalab Appliance - Process in sequence P Running
Reports 59% complete, no errors, no...
P Running

} Report Templates

Plans State

Test Restore Plan Jo Test pending
Ww. n; r lab
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Test verification results will be displayed on the Orchestration Plans page, in the Latest Test and State columns.

{f?:} Administration @

E‘ Veeam Disaster Recovery Orchestrator @ e e

Scopes (All}

Q Y Filter (None)

P Launch « B Manage ~ [ verify « Reports v
Dashboard
Inventory Mode Plan Type Scope State Latest Test Latest Check  Scheduled Test Scheduled Exe... ©ooo
Orchestration Plans
® Disa.. Sharepoint Replica Plan  Replica Admin Scope  # Checking Never Passed None None
DataLabs 33% complete 9/1/2021 3
Lab Calendar PP In-Use  Replica Plan Replica Admin Scope % Permanent Failover  Passed Passed 9/3/20213:30AM  None
Complete, no errors,...  9/1/2021 2:30:..  8/23/2021 2:31...
Reports
In-Use  Test Restore Plan Restore SQL Administ.. M Restore Passed Warnin, 9/3/2021 3:30 AM  Run after "HP...
E
et T i 60% complete, noer..  9/1/2021 2:49:..  OM/2021 2:44.
@® Disa.. Exchange Restore Plan Restore Exchange Ad.. [T| NotVerified None Mone
Failed check, no erro...
PP In-Use Nettpp Storage Admin Scope €3 Failover Never Failed None None
13% complete, 2 err... 9/1/2021 2:30....
PP In-Use  Test HPE Plan Storage Admin Scope Iy Testing Never Passed None None
8% complete, no er... 9/1/2021 2
In-Use  CDPPlan CDP Replica Admin Scope + Failback Never None None
p! P

Complete, no errars, .

After the test finishes, Orchestrator will generate the Datalab Test Report.
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Generating Reports

Orchestrator comes with a number of reports that allow you to:

e Obtain plan configuration and change tracking data. For more information, see Generating Plan Definition
Report.

e Check plan configuration before running orchestration plans. For more information, see Running Plan
Readiness Check.

e Obtain the results of plan testing and execution. For more information, see Viewing DatalLab Test Results
and Viewing Plan Execution History.

You can then use the reports to send them by email to engineers, auditors and managers, and to troubleshoot
issues that prevent the recovery process from completing successfully. Reports are sent as PDF and DOCX files
attached to report notifications. To learn how to add recipients to whom notifications will be sent, see
Configuring Notification Settings.

Before You Begin

All reports generated by Orchestrator are prefixed by a cover page — a report template that you select when
creating a plan. This template can be edited in-line in Orchestrator using the Microsoft Word integration. When
reports are generated, they are appended to the cover page template.

Orchestrator includes 7 instances of the default report template that come in the following languages: English,
Japanese, Chinese, Portuguese, French, Spanish, German. Each default template instance contains example text
and can be used as is — however, it is recommended to clone and customize a template for your specific needs.

Note that not all parts of the default template can be modified. Some sections are visible but cannot be edited
by users. These sections are automatically filled out with the plan information when a report is generated.
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Managing Templates

By design, you cannot customize a Veeam default template instance itself. To generate an orchestration plan
report based on a modified template, you must create a clone of an out-of-the-box template, edit the template
using Microsoft Word integration, and then select it as the Report Template for the plan.

1. Navigate to Report Templates.

2. Inthe Templates column, select the default template and click Clone. This will create a copy of the
template.

3. Inthe Clone Template window, enter a name and description for the new template, select a scope for
which the template will be available, and click Clone.

5. Select the new template and click Edit. This will launch Microsoft Word.

If you are prompted for a password, specify the credentials that you used to access the Orchestrator Ul.

IMPORTANT

To allow the Microsoft Word integration, Microsoft Word component of SP2 for Microsoft Office 2010 or
later must be installed on the machine where the Orchestrator Ul runs.

6. Customize the default template as required and save the document. All changes will be automatically
uploaded to Orchestrator.

If you want to include plan properties in the report based on the customized template, you can insert the
following dynamic variables: ~Created, ~TimeZone, ~PlanType, ~PlanName, ~PlanDescription,
~PlanContactName, ~PlanContactEmail, ~PlanContactTel, ~Site, ~SiteScopeName, ~SiteDescription,
~SiteContactName, ~SiteContactEmail, ~SiteContactTel, ~ServerName, ~MachinesinPlan, ~GroupsinPlan,
~ReportType, ~TargetRTOand ~TargetRPO. To populate these variables while generating the report
output, Orchestrator will use properties specified during the plan creation process.

To insert a variable:

a. Switch to the Developer tab. By default, the Microsoft Word ribbon does not show the tab. To display
the tab:

i. Click File > Options.

ii. Inthe Word Options window, switch to the Customize Ribbon tab, select the Developer check
box in the Main Tabs list, and click OK.

b. Select text areas where you want to insert the variable.
c. Click the Rich Text Content Control button.

d. In the control field, enter the required variable.

NOTE

Orchestrator reports do not support Microsoft Word interactive elements (such as comments, footnotes
and charts). If you include such elements in a template, they will not be included in the resulting report.

7. Navigate to Orchestration Plans.
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8. Select the modified template as a Report Template for the plan. To do that, follow the instructions
provided in section Creating Replica Plans, Creating CDP Replica Plans, Creating Restore Plans, Creating
Storage Plans or Creating Cloud Plans.

I Veeam Disaster Recovery Orchestrator (OY) Ty e | () administravon (7))
S search by name Q
/* Edit [l Clone it properties 3% Delete
Dashboard
) Inventory Scope Name Assigned To

veeam Default Template (DE)

Dieses Template ist ein Beispiel und sollce auf Ihre Bedarfiss 0 1215

All Scopes
Orchestration Plans

_ Veeam Default Template
Datalabs All Scopes R ATpieE. M Clone Template X

Lab Calendar Clone the template "Veeam Default Template”
Veeam Default Template
All scopes C BBt A - =Y Pleasetype a new name and new description for cloned template.

Veeam Default Template

Reports All Scopes This isan example templat{  5¢0P% Exchange Administrators v
Report Templates
gz Veeam Default Template| e, Template Name | My Custom Template
Esta es una plantilla de eje
i Veeam Default Template| Description Use this template to generate reports for the Exchange
A= Ceci est un modéle qui doig scope
Veeam Default Template
All Scopes 7
370 WwabneH, KoTopsIA MOX
Veeam Default Template
All Scopes P

Este € um template de exe

Clone Cancel
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Generating Plan Definition Report

As soon as you create an orchestration plan, you will be able to generate the Plan Definition Report. The report
provides an easily shareable view of the following: it will show all inventory groups, steps and parameters
defined by the plan, and an audit log of all changes made since the plan was created.

This document is ideal for auditors and managers, and can be used to obtain a sign-off from application owners
who need to verify plan configuration.

By default, Orchestrator runs the Plan Definition Report automatically for every ENABLED orchestration plan at
7:00 AM daily. You can also generate the report on demand:

1. Navigate to Orchestration Plans.
2. Select aplan.
3. From the Reports menu, select Update Definition Report.
-OR-
Right-click the plan and select Update Definition Report from the drop-down menu.

NOTE

The Update Definition Report link will be unavailable in case the plan is being edited.

I&l Veeam Disaster Recovery Orchestrator (&) Wendy ayTectwendyma | (1) | £G% dminstration | (7))

%" Scopes (All
" Scopes (All) Search by Plan Q T Filter (None)
P Launch » B Manage v [ verify ~ E2 Reports »
#% Dashboard
Al
@ Inventory Mode Plan Type Scope Latest Test Latest Check Scheduled Test  Scheduled Exe...
By Plan Definition
DR Planning & Testing i i )
PP In-Use Sharepoint Replica Plan  Replica Admin 5 B E Failed Failed Mone Mone
= o Execution 9/1/2021 3:46:. 9/1/2021 3:19:.
6 Orchestration Plans o T
X . ) EA DataLab Test
A\ Datalabs PP In-Use  Replica Plan Replica Admin 5 Passed Passed 9/3/2021 3:30 AM ~ None
Readiness Check 9/1/2021 2:30....  8/23/2021 2:31...
[&] Lab calendar
PP In-Use Test Restore Plan Restore SQL Adm| Failed Warning 9/3/2021 3:30 AM  Run after "HP...
DR Documentation [ Update Definition Report | 9/1/2021 248 9/1/2021 2:44...
B Reports PP In-Use  Exchange Restore Plan  Restore Exchangl [ Clear Change Log @ ;?-”E-gm - ;"{:ar_nlegz _ MNone None
#1/2021 3:48:..  9/1/2021 2:58...
ER Report Templates
PP In-Use  NetApp Storage Admin Scope @ Failover Never Failed Mone Mone
Halted, 16% complet... 9/1/2021 3:43:...
PP In-Use  TestHPE Plan Storage Admin Scope + Failover Passed Passed Mone Mone
Complete, no errors,...  9/1/2021 3:21:..  9/1/2021 3:42....
PP In-Use CDPPlan CDP Replica Admin Scope  Failback Never Passed None None
Complete, no errors,... 8/24/2021 9:31...

To access the report for an orchestration plan:
1. On the Orchestration Plans page, select the plan.

2. From the Reports menu, select Plan Definition.

The Reports page will be displayed. The Show Plan Definition reports option will be automatically enabled
to display the available Plan Definition Report for the plan.

3. Click the plan name to download and open the Plan Definition Report.
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§| Veeam Disaster Recovery Orchestrator @ Olivia Dias (TECH\olivia.dias)

( {:c}} Administration @

Show: €3 i o © Report type: | Plan Definition v Date: | All Time -
Dashboard Test Storage Plan X Delete Download
sz [] plan Report Type Scope Operation Result Date 4
Orchestration Plans

Selected: 0 of 4
Datalabs

D [ Test Storage Plan 2 Plan Definition Admin Scope Export @ Generated 11/18/2022 6:51 AM
Lab Calendar g j

[] [ Teststorage Plan 2 plan Definition - Summary  Admin Scope Export @ Generated 11/18/2022 6:51 AM

D [ Test storage Plan Plan Definition Admin Scope Export @ Generated 11/17/2022 11:50 AM
Report Templates

D [ Test Storage Plan Plan Definition - Summary ~ Admin Scope Export @ Generated 11/17/2022 11:50 AM

The Plan Definition Report will use the default report template or a custom template. After the template pages,
the plan definition will be appended.

By default, Orchestrator generates two types of reports:

e A summary report that includes a plan overview and summary of inventory groups included in the plan
with drill-down hyperlinks to individual machines.

e A full report that also includes details on the recovery location specified for the plan, information on
specific steps that will run during the recovery process and the plan change log, which allows you to track
who changed plan settings, when and what was changed.

Plan Steps & Default Parameters

Process Replica VM

Parameter Description Default Value
Description This Step is a default step for every VM added to a Replica Plan. The Step performs the Mone
following actions depending on the plan mode.
Failover Now mode: the Step starts the replica WM from the selected restore point.
Undo Failover mode: the Step performs the Undo Failover operation for the replica
VM by discarding all changes made to the replica VM since failover.
Failback mode: the Step performs the Failback operation for the replica VM and
applies all changes made to the source VM since failover.
Failback Timeout Timeout (in minutes) used for failback process. A value of zero (the default) means no Q
timeout, so Orchestrator will wait for failback to complete.
Failback & Undo Choose Execute or Skip to define whether this step is executed during Undo Failover and Execute
Failover Action Failback operations.
Test Action Choose Execute or Skip to define whether this step is executed during plan testing in Execute
Datalab
Critical Step Choose Yes or No to define whether this step is critical to the VM recovery. If critical step,  Yes
then failure will cause the ¥M to be marked as failed
Failover Timeout Timeout (in seconds) for the failover (and undo failover) processes. 1200
Retries Number of retries to perform in case the step fails on the first try. 2
Power On Source Choose Yes or No to define whether the source VM will be powered on during the Undo Yes
VM after Undo Failover operation.
Check license and availability
Parameter Description Default Value
Description This step checks whether Orchestrator is licensed to recover this system as a VM. If not, MNone
the check displays the ordinal number of the VM in the license queue.
Critical Step Choose Yes or No to define whether this step is critical to the VM recovery. If critical step,  Yes
then failure will cause the YM to be marked as failed
Timeout Timeout (in seconds) for the step 300
Retries Mumber of retries to perform in case the step fails on the first try. 1
Failback & Undo Choose Execute or Skip to define whether this step is executed during Undo Failover and Execute
Failover Action Failback operations.
Test Action Choose Execute or Skip to define whether this step is executed during plan testing in Execute

Datalab
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TIP
The plan change log may grow very large over time. To clear the change log history, do the following:

1. Select the plan. From the Reports menu, select Clear Change Log.
-OR-
Right-click the plan name and select Reports > Clear Change Log.

2. For security purposes, in the Clear Change Log window, retype your password.

To minimize the load on the server and filter the report output, you can specify the report detail level as
described in section Configuring Report Options.
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Running Plan Readiness Check

Readiness Check is a very low-impact and fast method to confirm that configuration of an orchestration plan
matches the DR environment, and therefore the plan should run successfully.

The readiness check will work through every plan step to perform specific checks against each item included in a
plan. It allows you to ensure the following:

e Storage systems are detected and prepared for failover

e Datastores included in storage plans are protected by storage replication

e Replica VMs are detected and ready for failover

e Backups are detected and ready for restore

e Veeam Backup & Replication servers are online and available

e Infrastructure such as VMware vCenter, NetApp and HPE storage is online and available
e Required credentials are provided

e Required step parameters are configured

The readiness check is almost zero-impact and completes very quickly. It can therefore be run very frequently.
For example, it is recommended that you run the readiness check in the following cases:

e After you create a plan, run the readiness check to verify whether the plan will be able to run successfully.
e After you edit a plan, run the readiness check to confirm that the changes are valid.

e After you test a plan in a DatalLab, run the readiness check to confirm that replicas were shut down
successfully and are ready for failover.

e After you make some changes to the virtual infrastructure, run the readiness check to confirm that
recovery locations used for restore plans still have available resources to complete the recovery process.

By default, Orchestrator runs the readiness check automatically for every ENABLED orchestration plan at 8:00
AM daily. To run the check manually for a plan:

1. Navigate to Orchestration Plans.
2. Select the plan.

3. From the Verify menu, select Run Readiness Check.
-OR-
Right-click the plan and select Run Readiness Check from the drop-down menu.

4. In the Run Readiness Check window, click OK.
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§| Veeam Disaster Recovery Orchestrator @ T OS]

%g} Administration ®

% Scopes (Ally

Search by Plan Q Y Filter (None)

# Dashboard b Launch » I Manage v [ verify v ER, Reports v
@ inventory ML Run Datalab Test
Mode Plan Typ te Latest Check Latest Test Scheduled Test Scheduled Exe... coo
DR Planning & Testing
o PP In-Use Sharepaint Replica Plan  Rep| Testing Failed Failed None None
6 Orchestration Plans Halted, 83% complet.. ©/1/2021 3:10w..  9/1/2021 3:45....
5 £ Run Readiness Check
A Datalabs PP In-Use  Replica Plan Rep v Permanent Failover  Passed Passed 9/3/2021 3:30 AM  None
{£] Lab Calendar P e ,\@ Complete, no errors,.. 8/23/2021 2:31 9/1/2021 2:30:
DR Documentation PP In-Use  TestRestore Plan Restore SQLAdminist.. €3 Restored Failed 9/3/2021 3:30 AM  Run after "HP...
R Complete, 2 errors, ... 9/1/2021 2:48....
W Reports
n-Use Exchange Restore Plan estore xchange Ad... [ Testing arning aile one one
u = Ph in-u Exch R Pl Rest Exch Ad Testi Warnil Failed N N
Fﬁ Report Templates Halted, 83% complet... 9/1/2021 2:58:... 9/1/2021 3:48:...
Disa.. NetApp Storage Admin Scope Not Verifie Faile Never None None
(W] d I ified lad
Failed check, 11 erro...  9/2/2021 10:28...
PP In-Use  Test HPE Plan Storage Admin Scope + Failover Passed Passed None None
Halted, 28% complet... 9/1/2021 3:42:... 9/1/2021 3:21:...
PP In-Use CDPPlan CDP Replica Admin Scope + Failback Never None None
Complete, no errors,... 8

As soon as the readiness check completes, the State and Latest Check columns will display the check result. The
state information (Verified or Not Verified) is a rollup of the Readiness Check and DataLab test results.

To view details of the readiness check for an orchestration plan:
1. On the Orchestration Plans page, select the plan.
2. From the Reports menu, select Readiness Check.

The Reports page will be displayed. The Show Readiness Check reports option will be automatically
enabled to list all available Readiness Check Reports for the plan.

3. Click the plan name to download and open the Readiness Check Report.

ﬁ Veeam Disaster Recovery Orchestrator @ Ofvia Dl [TECHotvta =)

) r;:%% Administration @

% Scopes (all)

Show: © r o o Report type: | Readiness Check kg Date: | All Time 74
Dashboard Test Replica Restore X Delete Download
Inventory
[] etan Report Type + Scope Operation Result Date

Orchestration Plans
Selected: 0 o 2
Datalabs e

b calensdar D [B Test Replica Restore Readiness Check Admin Scope Checked @ success 11/16/2022 11:14 AM

[ ] B TestReplicaRestore  Readiness Check - Summary Admin Scope Checked @ success 11/16/2022 11:14 AM

Reports

Report Templates

The Readiness Check Report will use the default report template or a custom template. After the template
pages, the results of all readiness checks will be appended.

By default, Orchestrator generates two types of reports:

e A summary report that includes a plan overview and summary of inventory groups included in the plan
with drill-down hyperlinks to specific machines and color-coded results of checking every plan step.
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e Afull report that also includes details on the recovery location specified for the plan and information on
specific steps that will run during the recovery process.

Summary
Result Details
1 Warnings
Execution Details
Item Details
Run/Scheduled By Olivia Dias (TECH\olivia.dias)
Duration (HH:mm:ss) 00:00:03
Plan
Result Group Details
¥ Ready Pre-Plan Steps No errors
Replication lob for Testing:172.24.28.186 1 VM(s) with warnings
¥ Ready Post-Plan Steps No errors
RPO
Result Check Details
[il Info RPO Target RPO is 24:00:00 (HH:mm:ss)
% Not ready Target RPO Met No
% Not ready Number of RPO failures 1
% Not ready Worst RPO failure Restore point age 317:39:03 (HH:mm:ss)
Licensing
Result Check Details
[il Info Summary 0 of 125 license instances used
¥ Ready Usage 0 licenses are used in this plan (0 managed VMs, 1 new)
v Ready Expiry The license will expire in 397 days
¥ Ready Exceeded The license limit is not exceeded on the Orchestrator

server

To minimize the load on the server and filter the report output, you can specify the report detail level as
described in section Configuring Report Options.

TIP

Summary information on readiness check results over all scopes will be also available on the Home Page
Dashboard.
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Viewing Datalab Test Results

After you test a plan in an isolated Orchestrator DatalLab, Orchestrator will generate the DataLab Test Report.
The report contains test execution details and provides information on configured test environment. Summary
information on plan test results for all scopes will be also available on the Home Page Dashboard.

To access the report for an orchestration plan:
1. Navigate to Orchestration Plans.
2. Select the plan.

3. From the Reports menu, select DatalLab Test.

The Reports page will be displayed. The Show DatalLab Test reports option will be automatically enabled
to list all available DataLab Test Reports for the plan.

4. Click the plan name to download and open the Datalab Test Report.

§| Veeam Disaster Recovery Orchestrator @ M) | () §:c}:§: Administration @

& Scopes (All)

show: 1 Q @ Report type: | Datalab Test - Date: All Time ~
Restore Plan *x ¥ Delete B Download
Dashboard
Inventory D Plan Report Type Scope Operation Result Date 1
Orchestration Plans
Selected: 10f 2
Datalabs
FL Restore Plan Datalab Test Admin Scope Tested @ Success 11/29/2022 8:48 AM

Lab Calendar
D Fi Rrestore slan Datalab Test - Summary Admin Scope Tested @ success 11/29/2022 8:48 AM

Reports

Report Templates

The DatalLab Test Report will use the default report template or a custom template. After the template pages,
the results of DatalLab testing will be appended. The report will contain both the results of starting the DatalLab
and lab groups, and of testing the plan.

By default, Orchestrator generates two types of reports:

e A summary report that includes a plan overview, summary of inventory groups included in the plan, with
drill-down hyperlinks to specific machines and color-coded results of testing every plan step.
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e A full report that also includes details on the Datalab appliance and specific steps that will run during the
recovery process. For every group, machine and step included in the plan, the processing start time and
duration will be recorded.

Group Details

move rhel
Back to All Groups

mb_rhel
Result Step Start Time End Time Duration
¥ Success Check license and availability 2:17:37 AM 2:17:37 AM 00:00:00
* Error Process Replica VM 2:17:37 AM 2:17:37 AM 00:00:00
Check VM Heartbeat Not run.
Step Details

Check license and availability

Timestamp Details

2:17:37 AM The VM is licensed

2:17:37 AM Waiting for VM availability...
2:17:37 AM VM is ready for processing

Process Replica VM

Timestamp Details

2:17:37 AM Step 'Process Replica VM' execution started. Plan mode = Tested
2:17:37 AM The VM is included in only one group in the plan

2:17:37 AM Source vCenter is online

2:17:37 AM Infarmation on the source VM is found in the VeeamONE database
2:17:37 AM [Error] Replica for the 'mb_rhel' does not exist

2:17:37 AM Step 'Process Replica VM' execution finished

Check VM Heartbeat

Timestamp Details
No data

To minimize the load on the server and filter the report output, you can specify the report detail level as
described in section Configuring Report Options.

TIP

Summary information on readiness check results over all scopes will be also available on the Home Page
Dashboard.
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Viewing Plan Execution History

For each executed orchestration plan (that is, upon transition from one stable state to another), Orchestrator
will generate the Plan Execution Report. The report contains plan performance details and provides information
on each processed machine and any errors encountered during plan execution.

To access the report for an orchestration plan:

—_

Navigate to Orchestration Plans.
2. Select the plan.

3. From the Reports menu, choose Execution.

The Reports page will be displayed. The Show Execution reports option will be automatically enabled to
list all available Plan Execution Reports for the plan.

4. Click the report name to download and open the Plan Execution Report.

{:CE% Administration @

§| Veeam Disaster Recovery Orchestrator

% Scopes (Ally

Show: € T o o Reporttype: | Execution hd Date: All Time v

Restore Plan X Delete Download
# Dashboard
& inventory [] plan Report Type Scope Operation Result Date 4
DR Planning & Testing Celetre 0 0F5
OrenzsrEiem Fkns [ ] E® Restore pian Execution Admin Scope Restore © Halted 11/29/2022 7:50 AM
A patatabs [] Eo restore plar Execution - Summary Admin Scope Restore © Halted 11/29/2022 7:50 AM
(&) Labcalendar 1 Plan Restore Plan was ..  Execution Admin Scope Reset @ Disabled 11/29/2022 6:50 AM
DR Documentation [1 Bb Restoreplan Execution Admin Scope Restore @ success 11/28/2022 11:38 AM
Wl Repors [] E® restore pian Execution - Summary Admin Scope Restore @ success 11/28/2022 11:38 AM

ER Report Templates

The Plan Execution Report will use the default report template or a custom template. After the template pages,
the results of plan execution will be appended.

By default, Orchestrator generates two types of reports:

e A summary report that includes a plan overview, summary of inventory groups included in the plan, with
drill-down hyperlinks to specific machines and color-coded results of processing every plan step.
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e Adetailed report that also includes information on specific steps that will run during the recovery process.
For every group, machine and step included in the plan, the processing start time and duration will be

recorded.

Summary
Overall Result Issue Count
¥' Success No errors
Execution Details
Item Details
Run/Scheduled By Wendy May (TECH\wendy.may)

Restore Point

Use the latest Restore Point

Start Time 11/17/2022 7:39:42 AM, (UTC-08:00) Pacific Time (US & Canada)
End Time 11/17/2022 7:47:33 AM, (UTC-08:00) Pacific Time (US & Canada)
Start State Not Verified

End State Failover - Complete

Duration (HH:mm:ss)

00:07:51

Plan
Result Group Start Time End Time Duration
¥" Success Pre-Plan Steps 7:39:44 AM 7:41:24 AM 00:01:40
v" Success Asynch Group 7:41:24 AM 7:44:34 AM 00:03:10
¥ Success S5 Group 7:44:34 AM 7:47:14 AM 00:02:40
v" Success Post-Plan Steps 7:47:14 AM 7:47:32 AM 00:00:18
RPO
Result Check Details
[i] Info RPO Target RPO is 24:00:00 (HH:mm:ss)
v" Success Target RPO Met Yes
v Success Number of RPO failures None
¥' Success Worst RPO failure None
RTO
Result Check Details
il Info RTO Target RTO is 01:00:00 (HH:mm:ss)
[il Info Duration Plan execution duration was 00:07:51 (HH:mm:ss)
¥ Success Target RTO Met RTO achieved
Recovery Locations
Result Resource Details
¥ Success SVM1 No errors

To minimize the load on the server and filter the report output, you can specify the report detail level as
described in section Configuring Report Options.

TIP

Summary information on plan execution results over all Orchestrator scopes will be also available on the
Home Page Dashboard.
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Configuring Report Options
By default, all Orchestrator reports are generated with the highest level of detail. To minimize the load on the
server and filter the report output, you can specify less granular report settings.
1. Switch to the Administration page.
2. Navigate to Settings.
3. Inthe Report detail level section, choose the report type that you want Orchestrator to generate.
IMPORTANT

This will apply to all Orchestrator reports in all scopes.

ﬁ Veeam Disaster Recovery Orchestrator @ EIHEEMESEEETE) | (@) @

@ Exit Administration Orchestrator server details
Save @ The changes have not been saved yet
Overview
Orchestration Server =
Orchestrator Agents
vCenter Servers Name: Columbus
SRS Descriptien: Server to orchestrate data recovery
SMTP Server
Recovery Locations
%) Plan Steps
Settings Contact Name: | John Smith
Credentials
Contact Email: | john.smith@veeam.com
Roles and Scopes
Contact Tel: 18002223344

Datalab Configuration

Report detail level

License Generate reports as specified below
Legs (®) Two reports. both summary and all details (recommended)
About

() One report with all details

)
() One summary report

@ This will apply to all reports in all scopes. £
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Reviewing Dashboards

Orchestrator comes with 2 dashboards that allow you to:

e Track the health state of the connected infrastructure. For more information, see Administration
Dashboard.

e Analyze the readiness for disaster recovery operations across different scopes. For more information, see
Home Page Dashboard.

Administration Dashboard

The dashboard on the Administration tab of the Orchestrator Ul provides at-a-glance real-time overview of your
infrastructure:

e Shows the state of the connected Veeam Backup & Replication servers, vCenter Servers and storage
systems.

e Displays information on license usage across the whole infrastructure.
e Shows the replication status of datastores included in storage plans.

e Displays all configured recovery locations.

Infrastructure

[E] orchestrator Agents

@ vCenter Servers

Storage Systems

SMTP Server

Recovery Locations
2, Plan Steps

Settings

Credentials

Roles and Scopes
I, Datalab configuration
%"  Scope Inclusions

Email Subscriptions

License

t

[

Orchestrator Agents

©

Healthy:
All (2)
»

L ad

License Usage

©

0% Used

Remaining VMs: 996

1%

Restore Recovery Locations

VMs: @ 2 configured
Agents: @ 1 configured

=z

VMware vCenter Servers

©

Connected:
All(2)

©

License Expiry

©

398 days remaining

Ends on: 1 January 2024

G

Cloud Recovery Locations

VMs: @ 1 configured
Agents: @ 1 configured
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@@
i

Storage Systems

@

None

S|

Datastores in Storage Plans

No storage plans created...

cﬁlﬂ

Storage Recovery Locations

@

None



Home Page Dashboard

The dashboard on the home tab of the Orchestrator Ul provides an overview of all orchestration plans for the
selected scope:

e Plan Execution chart shows the number of:
o Halted plans
o Plans completed successfully
o Plans completed with warnings

o Plans not run yet

The worst state of a plan execution is Halted. It means that the plan has stopped processing because of a
critical error.

e Plan Readiness Check chart shows the number of:

o Failed checks

o Checks completed successfully

o Checks completed with warnings

o Plans not checked yet

The worst state of a plan readiness check is Failed. It means that the plan is not in the ready-to-run state.

e Plan Datalab Testing chart shows the number of:

o Failed plan tests

o Plan tests completed successfully

o Plan tests completed with warnings

o Plan tests completed with errors

o Plans not tested yet

The worst state of a plan testing is Failed. It means that the test has stopped because of a critical error for
a machine from a critical inventory group in the lab.

e The Top plans by RPO Issues and Top plans by RTO Issues panes show top 5 orchestration plans with the
worst RPO and RTO failures, allowing you to track the achieved objectives versus targets for all plans to
ensure you are meeting business service level agreements (SLAs).
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e The Current Issues pane provides details on the most recent errors and warnings encountered while
executing plans, performing plan testing and running readiness checks.

To switch to the Plan Details page and see the list of issues that occurred while performing plan steps for
a problematic machine, click the machine name in the VM column. To read the message of the most recent
error or warning that occurred while processing the machine, click the link in the State column.

%" Scopes (All)

o

# Dashboard 4

Plan Execution

§| Veeam Disaster Recovery Orchestrator

7} Reports...

@ © [

@ Inventory Running | Warning Not Success Checked
Runnin,
3u5 s 2 405
" 2

Orchestration Plans

Datalabs Top plans by RPO Issues

Lab Calendar Plan Achieved RPO Target RPO
Restore Plan @ Exceeded by ... 1d
cop ©® Checktocalc... 1d

Report Templates
mb_linux2 @ Checkto calc... 1h
Cloud plan @ Passed 15 sec
Replica Plan @ Passad 15 sec

Current Issues
Plan Q Action: | All

Plan VM Action
Restore Plan srv0g Check
Restore Plan backup01 Execution
Restore Plan Pre-Plan Check
Restore Plan Pre-Plan Check
coP vi-r2 Execution

® Wendy May (TECH\wendy.may)

Plan Readiness Check

i

AN
: 0]

Warning  Check

3 Required
1

[? Reports.

©

Passed

2

Top plans by RTO Issues

Plan

Restore Plan
cop
mb_linux2
Cloud plan

Replica Plan

st @ @

Step

Process Replica VM
Restore - Recovery
Process CDP Replica VM
Start Service

Process CDP Replica VM
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State

Warning
warning
Warning
Warning

warning

Achieved RTO

@ Testtocaleul...
@ Testtocaleul...

@ Execute to ca..

& Ppassed

@ Passed

Plan DatalLab Testing AH

48

Test Required
All

Target RTO

1h
1h
1h
3h

1h

Duration oo

1 sec

0zec

1 sec

0 sec

438C



Adding Custom Scripts to Veeam
Disaster Recovery Orchestrator

If you have a PowerShell script that you want to run as part of the recovery process, you can upload your script
into Orchestrator, and it will be executed when you run your plan.

The script can run on a Veeam Backup & Replication server, on the Orchestrator server or inside each machine
included in the plan. You can customize settings required for script execution and pass various parameters into
the script: credentials, runtime variables (such as vim_name or plan_state) and any other custom parameters you
require. Script output will be captured in plan details in the Orchestrator Ul, and in Plan Execution and Datalab
Test reports.

NOTE

Due to Microsoft Azure limitations, script output for cloud plans is limited to 4096 bytes.

This section will demonstrate how to upload a simple example script into Orchestrator.

Param (
[Parameter (Mandatory=S$true) ]
[string] $folderName

)

try {
SfileName = "HelloWorld.txt"
"Hello World!"™ | Out-File -FilePath "SfolderName\S$SfileName"

Write-Host "File $fileName was created in folder $folderName"
}
catch {
Write-Error "Failed to create file in folder S$folderName"
Write-Error $ .Exception.Message

Requirements

If you want to create a custom script and execute it when running an orchestration plan, you must take into
account the following considerations.

e The script you want to use must be a PowerShell script. Orchestrator 6.0 supports PowerShell scripts
only.

e Toallow the script to run inside a machine guest OS, it is required that you have Microsoft PowerShell 3.0
and .Net Framework 4.0 installed on each machine for which you enable the custom script step.

e Toallow the script to run on a Veeam Backup & Replication server, no additional software is required.

379 | Veeam Disaster Recovery Orchestrator | Operations Guide


https://learn.microsoft.com/en-us/azure/virtual-machines/windows/run-command

Running Custom Scripts in Orchestrator

To upload an existing script into Orchestrator:

—_

Switch to the Administration page.
2. Navigate to Plan Steps.

3. Inthe Steps column, click Add.

4

Complete the Add Custom Script Step wizard:

a. At the Step Info step, enter a name for the custom script step and to provide a description for future

reference. The maximum length of the step name is 64 characters; the following characters are not
supported: *: /\?" <> .

Step Info Specify a name and description for the custom script step
Script Mame: Helloworld

Step Visibility Description: | Testing custom scripts

summary
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b. At the Script step, browse to the script file.

Add Custom Script Step x

Step Info Browse to the necessary script file
Script File: B8 Hellowaorld.pst
Step Visibility Preview: | Param(
[Parameter(Mandatory=%true)]
[string]$folderMame
Summary )
try{

$fileName = "Helloworld.txt"
"Hello World!" | Out-File -FilePath "$folderName\$fileName”
Write-Host "File $fileMame was created in folder $folderName”

catch {
Write-Error "Failed to create file in folder $folderMame”
Write-Error $_.Exception.Message

c. At the Step Visibility step, use the Include this Step in all Orchestrator Scopes check box to choose

whether users of any scope will be able to use the script when creating and launching orchestration
plans.

If you do not select the Include this Step in all Orchestrator Scopes check box, you can enable the

script on a per-scope basis. For more information on managing plan steps, see Configuring Veeam
Disaster Recovery Orchestrator.

Add Custom Script Step b4

Step Info By default, the Custom Script Step will be included in all Orchestrator Scopes

If you do not want the Step to be included in all Scopes, clear the check box below. You can later

control step visibility per-scope using the Plan Components - Plan Steps page.
Script

Step Visibility Include this Step in all Orchestrator Scopes

summary

c. At the Summary step, review configuration information and click Finish.
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Configuring Common Parameters

After you create a custom script step, you can set a list of default parameters for script execution. Orchestrator
already includes a number of out-of-the-box common default parameters that you can configure as described in
section Configuring Parameter Settings:

IMPORTANT

To allow the script to run inside the guest OS of a processed machine, it is required that you have Microsoft
PowerShell 3.0 and .Net Framework 4.0 installed on each machine for which you enable this step.

Critical Step Defines whether the step is critical for machine No
recovery.

If you mark the step as Critical, its failure for a
machine from a critical inventory group will halt the

plan.
Execute Location Defines whether the script will run on the Veeam Veeam Backup
Backup & Replication server, on the Orchestrator Server

server or in-guest of the machine.

Windows Credentials Credentials required to gain access to the in-guest -
0S.

Note: Applies only if the Execute Location parameter
value is set to /n-Guest OS.

Timeout Maximum amount of time (in seconds) for the stepto 300
execute.
Retries Number of retries that will be attempted if the step 10

fails on the first try.

Failback & Undo Failover Defines whether the step will be executed during the = Skip
Action Failback and Undo Failover operations.
Test Action Defines whether the step will be executed during Skip

plan testing in a DataLab.

To specify credentials that the script will use to run within the guest OS of a processed machine, follow the
instructions provided in section Configuring Windows Credentials Parameter.
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Configuring Windows Credentials Parameter

If you want to provide credentials that the script will use to run within the guest OS of a machine included in an
orchestration plan, do the following:

1. Add credentials that the script will use to connect to the machine when performing recovery as described
in section Managing Credentials.

2. Navigate to Plan Steps.
3. Inthe Steps column, select the script step and click Edit.
4. Complete the Edit Custom Script Step wizard:
a. At the Step Parameters step:
i. Inthe Step Parameters column, select Windows Credentials.
ii. In the Parameter Details column, click the NONE link below to the Default Value field.
iii. In the Select Default Value window, select the necessary credentials and click OK.

b. [This step applies only if you set the Execute Location parameter value to Veeam Backup Serveror
Orchestrator Server]

At the Affected Plans step, review the list of plans that will be updated to reflect the changes made
to the step parameters.

c. At the Summary step, review the configured settings and click Finish.

NOTE

If you do not specify any credentials, the script will fail to run, and the Readiness Check test will report
that the Windows Credentials parameter settings are not configured.
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Adding Credentials Parameter to Your Script

You may add multiple custom parameters of the Credentials type. To pass the credentials to the script,
Orchestrator uses the following parameter name convention.

In the script file, a parameter with the Credentials type will split into 2 parameters: the first one will contain a
user name and the second one will contain a password. For example, if you add a credential parameter named
SQLCreds, Orchestrator will pass it to the script as $SQLCredsUsername and $SQL CredsPassword.

Param (
[string] $SQLCredsUsername,
[string] $SQLCredsPassword
)

IMPORTANT

The statement must contain a comma-separated list of variables prefixed with a data type. Default values
are optional.
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Adding Custom Parameters

You may add any other custom parameters that your script requires (particularly, parameters of the Credentials,
Textand /ntegertypes).

In our example, the parameter folderNameis required. Add this parameter as follows:

—_

Switch to the Administration page.
2. Navigate to Plan Steps.
3. Inthe Steps column, select the script step and click Edit.
4. Complete the Edit Custom Script Step wizard:
a. At the Step Parameters step:
i. In the Step Parameters column, click Add.

ii. Inthe Add New Step Parameter window, specify a name for the parameter that you want to add
(in this case, folderName), select an appropriate parameter type (in this case, 7ext), enter a
value that you want to assign to the parameter (you can leave this field empty for the value to
be set when the step is added to a plan), and click Finish.

b. At the Affected Plans step, review the list of plans that will be updated to reflect the changes made
to the step parameters.

c. At the Summary step, review the configured settings and click Finish.
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Using Runtime Parameter Variables

Orchestrator allows you to pass runtime variables into the script.

In our example, the folderName custom parameter has been added recently, and it is required to specify a
default value for it. Set a custom variable as the default value as follows:

—_

Switch to the Administration page.
2. Navigate to Plan Steps.
3. Inthe Steps column, select the script step and click Edit.
4. Complete the Edit Custom Script Step wizard:
a. At the Step Parameters step:
i. Inthe Step Parameters column, select the parameter.
ii. In the Parameter Details column, click the Edit button next to the Default Value field.

iii. In the Edit Parameter Value window, in the list of available variables, double-click the value you
want to assign to the parameter, and click Save.

b. At the Affected Plans step, review the list of plans that will be updated to reflect the changes made
to the step parameters.

c. At the Summary step, review the configured settings and click Finish.
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For more information on parameter variables that you can pass into a script, see Appendix. Orchestration Plan
Steps.
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Capturing Script Errors and Warnings

To log any custom script information into step details and execution reports, make sure to use the Write-Host
cmdlet in the script. To indicate errors and warnings occurred during script execution and to pass this data to
Orchestrator, make sure to use the Write-Error and Write-Warning cmdlets in the script. This will post script
output in the Orchestrator Ul, and also in Plan Execution and DatalLab Test reports.

If no errors and warnings occur during script execution, Orchestrator will report the Success execution state.
Otherwise, in case a number of warnings and errors occurs, Orchestrator will report the worst state.
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Adding Custom Script Step to Plan

For each machine included in an orchestration plan, you can add a custom script step to be performed when
processing the machine:

1. Navigate to Orchestration Plans.
2. Select the plan and click Manage > Edit.
3. On the Edit Plan page:
a. Inthe Plan Groups column, select an inventory group.
b. In the Virtual Machines column, select a machine.
c. The Steps column will display the list of steps to perform for the machine.
i. Click Add.

ii. Inthe Add Step window, from the list of steps available for the plan, select the custom script
step, and click Add. For more information on adding plan steps, see Configuring Veeam Disaster
Recovery Orchestrator.

d. To save changes made to the plan settings, click Save.

TIP

You can also add a custom step to be performed for all machines in an inventory group as described in
section Overriding VM Recovery and Protection Settings.
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After you add the custom step for the machine in the plan, check step parameter settings and modify them if
required. For more information, see Configuring Step Parameters.
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Appendix A. Orchestration Plan Steps

For every machine included in an orchestration plan, there are steps to be performed in sequence. This section
provides information on these steps.

Orchestration plan steps require various parameters that are passed between steps, are available when editing
and adding a step, and are used in messages. Steps can accept results from previous steps as input, and output
to subsequent steps. Step execution results are displayed on the Plan Details page.

To learn how to configure step parameters, see Editing Orchestration Plans.

Steps Available

During failover to the DR site and restore to a recovery location, the Orchestrator server performs the list of
steps described in this section.

Check VM Heartbeat

This step checks heartbeat of the recovered VM using VMware Tools. If VMware Tools are not installed, remove
this step from the plan.

You can override the following parameters for the Check VM Heartbeat step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Heartbeat Count Number of heartbeats to execute. 4

Heartbeat Await Amount of time (in seconds) to wait between heartbeats. 10

Timeout Maximum amount of time (in seconds) for the step to 600
execute.

Retries Number of retries that will be attempted if the step fails 0

on the first try.

During Failback and Undo Defines whether the step will be executed during the Skip
Failback and Undo Failover operations.

During Lab Tests Defines whether the step will be executed during plan Execute
testing in a Datalab.
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Create Cloud VM

This step restores the selected machine from a vSphere or Veeam agent backup to the recovery location
specified for the plan.

You can override the following parameters for the Create Cloud VM step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Restored VM Name under which the machine will be recovered and %source_machine_name%
Name registered.

Note: By default, the recovered VM has the name of the
source machine. If you want to recover the machine to the
same datacenter where the source machine is registered
and the source machine still resides there, it is
recommended that you change the parameter value to
avoid conflicts.

Public IP Defines whether a public IP address will be assigned to the  No
recovered VM.

VM Configuration  Defines the VM configuration to be used to recover Configuration 1
machines.

Restore Timeout Maximum amount of time (in minutes) for the step to 0

(minutes) execute.

Note: The default parameter value is set to O, which
means that Orchestrator will wait for the step to complete
for as long as required. However, if you run the Halt action
to halt the restore process, Orchestrator will halt the plan
immediately, despite the infinite timeout value.

Retries Number of retries that will be attempted if the step fails 2
on the first try.
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Generate Event

This step generates events in the Windows event log on the Orchestrator server.

You can override the following parameters for the Generate Event step:

Critical Step Defines whether the step is critical for machine recovery. No

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Event Text Event description. Plan %plan_name%is in

] state %plan state%
Note: You can use the default text, or define %values%

which will populate during plan execution.

Timeout Maximum amount of time (in seconds) for the step to 60
execute.
Retries Number of retries that will be attempted if the step fails 6

on the first try.

During Failback  Defines whether the step will be executed during the Execute
and Undo Failback and Undo Failover operations.
During Lab Tests = Defines whether the step will be executed during plan Skip

testing in a Datalab.

Note: If you set the parameter value to £Execute, keep in
mind that all actions performed while testing the plan will
not be reverted when the test is over.
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Ping VM Network

This step pings the selected machine and VMNICs until stable response is received or timeout exceeds.

You can override the following parameters for the Ping VM Network step:

Critical Step Defines whether the step is critical for machine recovery. No

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Timeout Maximum amount of time (in seconds) for the step to 600
execute.
Retries Number of retries that will be attempted if the step fails 0

on the first try.

During Failback and Undo Defines whether the step will be executed during the Skip
Failback and Undo Failover operations.

During Lab Tests Defines whether the step will be executed during plan Execute
testing in a Datalab.
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Prepare DC for DatalLab

This step is required for a domain controller to be started in a test lab environment. This must always be the first
step for the domain controller in a lab group.

IMPORTANT

Starting a domain controller deployed on a physical machine is not supported.
This step ensures the VM will reboot to exit DSRM (Directory Services Restore Mode) and therefore will function
correctly as a domain controller in the lab.

The Prepare DC for DataLab step has the following parameters, but they are not editable:

Critical Step Defines whether the step is critical for VM recovery. Yes

If you mark the step as Critical, its failure for a VM from a
critical inventory group will halt the plan.

Timeout Maximum amount of time (in seconds) for the step to 60
execute.
Retries Number of retries that will be attempted if the step fails 0

on the first try.

During Failback and Undo Defines whether the step will be executed during the Skip
Failback and Undo Failover operations.

During Lab Tests Defines whether the step will be executed during plan Execute
testing in a Datalab.
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Process CDP Replica VM

This step performs a number of actions that depend on the plan state:

e Failover — you will fail over from the source VM to the VM replica using the selected restore point. The VM
replica will be powered on.

e Undo Failover — you will switch back to the source VM. Changes made to the VM replica will be discarded.
The source VM will be powered on.

e Failback — you will fail back from the VM replica to the source VM. Changes made to the VM replica will be
synchronized with the source VM. The source VM will be powered on.

You can override the following parameters for the Process CDP Replica VM step:

Critical Step Defines whether the step is critical for VM recovery. Yes

If you mark the step as Critical, its failure for a VM from a
critical inventory group will halt the plan.

Power On Source VM Defines whether the source VM will be powered on during  Yes
After Undo the Undo Failover operation.
Failover Timeout Timeout (in seconds) used for the Failover and Undo 1200

Failover operations.

Failback Timeout Timeout (in minutes) used for the Failback operation. 0

Note: The default parameter value is set to O, which
means that Orchestrator will wait for the step to complete
for as long as required. However, if you run the Halt action
to halt the failback process, Orchestrator will halt the plan
immediately, despite the infinite timeout value.

Retries Number of retries that will be attempted if the step fails 2
on the first try.

During Failback and Defines whether the step will be executed during the Execute
Undo Failback and Undo Failover operations. (not editable)
During Lab Tests Defines whether the step will be executed during plan Skip (not editable)

testing in a Datalab.

Note: The default parameter value is set to Skip since the
current product version does not support testing of CDP
replica plans.
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Process Replica VM

This step performs a number of actions that depend on the plan state:

e Failover — you will fail over from the source VM to the VM replica using the selected restore point. The VM
replica will be powered on.

e Undo Failover — you will switch back to the source VM. Changes made to the VM replica will be discarded.
The source VM will be powered on.

e Failback — you will fail back from the VM replica to the source VM. Changes made to the VM replica will be
synchronized with the source VM. The source VM will be powered on.

You can override the following parameters for the Process Replica VM step:

Critical Step Defines whether the step is critical for VM recovery. Yes

If you mark the step as Critical, its failure for a VM from a
critical inventory group will halt the plan.

Power On Source VM Defines whether the source VM will be powered on during  Yes
After Undo the Undo Failover operation.
Failover Timeout Timeout (in seconds) used for the Failover and Undo 1200

Failover operations.

Failback Timeout Timeout (in minutes) used for the Failback operation. 0

Note: The default parameter value is set to O, which
means that Orchestrator will wait for the step to complete
for as long as required. However, if you run the Halt action
to halt the failback process, Orchestrator will halt the plan
immediately, despite the infinite timeout value.

Retries Number of retries that will be attempted if the step fails 2
on the first try.

During Failback and Defines whether the step will be executed during the Execute

Undo Failback and Undo Failover operations. (not editable)

During Lab Tests Defines whether the step will be executed during plan Execute
testing in a Datalab. (not editable)
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Register VM

This step registers the selected VM on a host from a storage recovery location, changes the IP address
configuration of the VM, applies the mapping specified for the location, and then powers the VM on.

NOTE

Before powering a recovered VM on, Orchestrator removes all unused swap (.VSWP) files from the default
VM directory. If a custom location is used to store swap files, Orchestrator will not be able to remove them.

You can override the following parameters for the Register VM step:

Critical Step Defines whether the step is critical for VM recovery. Yes

If you mark the step as Critical, its failure for a VM from a
critical inventory group will halt the plan.

Timeout Maximum amount of time (in seconds) for the step to 1200
execute.
Retries Number of retries that will be attempted if the step fails 2

on the first try.

During Lab Tests Defines whether the step will be executed during plan Execute (not editable)
testing in a Datalab.
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Restore VM

This step restores the selected machine to the recovery location specified for the plan.

You can override the following parameters for the Restore VM step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Restored VM Name under which the machine will be recovered and %source_machine_name%
Name registered.

Note: By default, the recovered VM has the name of the
source machine. If you want to recover the machine to the
same datacenter where the source machine is registered
and the source machine still resides there, it is
recommended that you change the parameter value to
avoid conflicts.

Restore Timeout Maximum amount of time (in minutes) for the step to 0
(minutes) execute.

Note: The default parameter value is set to O, which
means that Orchestrator will wait for the step to complete
for as long as required. However, if you run the Halt action
to halt the restore process, Orchestrator will halt the plan
immediately, despite the infinite timeout value.

Retries Number of retries that will be attempted if the step fails 2
on the first try.

During Lab Tests Defines whether the step will be executed during plan Execute (not editable)
testing in a Datalab.
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Send Email

This step sends an email using the configured SMTP server and subscribed email addresses.

You can override the following parameters for the Send Email step:

Critical Step

Recipients

Subject

Body

Timeout

Retries

During Failback
and Undo

During Lab
Tests

Defines whether the step is critical for machine recovery.

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Recipients of the email.

Note: To add multiple addresses, use commas.

Subject of the email.

Note: You can use the default text, or define %values%
which will populate during plan execution.

Body of the email.

Note: You can use the default text, or define %values%
which will populate during plan execution.

Maximum amount of time (in seconds) for the step to
execute.

Number of retries that will be attempted if the step fails
on the first try.

Defines whether the step will be executed during the
Failback and Undo Failover operations.

Defines whether the step will be executed during plan
testing in a Datalab.

Note: If you set the parameter value to £Execute, keep in

mind that all actions performed while testing the plan will

not be reverted when the test is over.
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Shutdown Source VM

This step shuts down the selected source VM. It does not affect the recovered VM.

You can override the following parameters for the Shutdown Source VM step:

Critical Step Defines whether the step is critical for VM recovery. No

If you mark the step as Critical, its failure for a VM from a
critical inventory group will halt the plan.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.
Shutdown Action Defines whether the step will shut down the guest OS of Shutdown 0OS

the source VM.

Note: The Shutdown OS option requires VMware Tools to
be installed in the guest OS.

Retries Number of retries that will be attempted if the step fails 1
on the first try.

During Failback and Undo  Defines whether the step will be executed during the Skip (not editable)
Failback and Undo Failover operations.

During Lab Tests Defines whether the step will be executed during plan Skip
testing in a Datalab.

Note: If you set the parameter value to Execute, keep in
mind that all actions performed while testing the plan will
not be reverted when the test is over.
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Start Service

This step starts the Windows Service on the processed machine.

You can override the following parameters for the Start Service step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Service Name Name of the service to start. -

Note: A short ServiceName must be used.

Windows Credentials ~ Credentials required to gain access to the in-guest OS. -

Execute Location Defines whether the script will run on the Veeam Backup & In-Guest OS
Replication server, on the Orchestrator server or the in- (not editable)
guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.

Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback and Defines whether the step will be executed during the Execute
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Execute

testing in a Datalab.
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Veeam Job Actions

This step allows you to perform the following job actions required to support plans: enable, disable, start and
stop. For example, this step can be useful if you need to disable existing jobs that use storage snapshots in
Veeam Backup & Replication.

You can override the following parameters for the Veeam Job Actions step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Job Name Name of the job to perform actions on. —
Action Action to perform on the job. Enable
Wait for Completion Defines whether Orchestrator will wait for the action to Yes

complete before proceeding to the next step.

Timeout Maximum amount of time (in seconds) for the step to 600
execute.
Retries Number of retries that will be attempted if the step fails 3

on the first try.

During Failback and Undo Defines whether the step will be executed during the Skip
Failback and Undo Failover operations.

During Lab Tests Defines whether the step will be executed during plan Execute
testing in a Datalab.
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Verify DNS Port

This step verifies the port used to connect to the recovered VM with the Domain Naming Service role.

You can override the following parameters for the Verify DNS Port step:

Critical Step

Server

Port

Execute
Location

Timeout

Retries

During Failback

and Undo

During Test
Tests

Defines whether the step is critical for machine recovery.

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Name of the server to check.

Note: The DNS name or IP address should be used.

Port number to check for access to the DNS Service.

Defines whether the script will run on the Veeam Backup &
Replication server, on the Orchestrator server or the in-
guest OS.

Maximum amount of time (in seconds) for the step to
execute.

Number of retries that will be attempted if the step fails
on the first try.

Defines whether the step will be executed during the
Failback and Undo Failover operations.

Defines whether the step will be executed during plan
testing in a Datalab.
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Verify Domain Controller Port

This step verifies the port used to connect to the recovered VM with the Active Directory DC role.

You can override the following parameters for the Verify Domain Controller Port step:

Critical Step

Server

Port

Execute

Location

Timeout

Retries

During Failback

and Undo

During Lab Tests

Defines whether the step is critical for machine recovery.

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Name of the server to check.

Note: The DNS name or IP address should be used.

Port number to check for access to the LDAP AD Service.

Defines whether the script will run on the Veeam Backup &
Replication server, on the Orchestrator server or the in-
guest OS.

Maximum amount of time (in seconds) for the step to
execute.

Number of retries that will be attempted if the step fails
on the first try.

Defines whether the step will be executed during the
Failback and Undo Failover operations.

Defines whether the step will be executed during plan
testing in a Datalab.
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Verify Exchange Mailbox

This step verifies the Exchange Mail Server accessibility.

IMPORTANT

1. To allow the script to run inside the guest OS of a processed machine, it is required that you have
Microsoft PowerShell 3.0, .Net Framework 4.0 and Exchange Server 2010 (or later) installed on
each machine for which you enable this step.

2. To allow the script to gain access the Exchange Mail Server to verify the Exchange mailbox, the
Exchange Server must run Microsoft Exchange Web Services Managed API 2.1 (or later). The script
will use the EWS Managed API to access the server.

3. To allow the script to verify the Exchange mailbox, the Exchange Mail Server must run Microsoft
Windows Server 2008 R2 (or later).

4. The account used to run the script must have the Application/impersonation permissions on the
Exchange Mail Server. However, keep in mind that once you assign these permissions to the
account, the Active Directory synchronization process may take up to 15 minutes for one Active
Directory Site (and longer if there are multiple AD Sites involved).

After the synchronization process is over, replicate or back up your Lab Group Domain Controller so

the account used to test plans also has the permissions. To learn how to manage impersonation
rights, see this CodeTwo KB article.

You can override the following parameters for the Verify Exchange Mailbox step:

Critical Step Defines whether the step is critical for machine recovery. Yes
If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Windows Credentials ~ Credentials required to gain access to the in-guest OS. -

Exchange Credentials  Credentials required to gain access to the Exchange -

mailbox.
Email Address Email address of the mailbox to check. —
Exchange Server Name of the machine where the Microsoft Exchange Web %vm_fgdn%

Services Managed API runs.

Execute Location Defines whether the script will run on the Veeam Backup &  In-Guest OS
Replication server, on the Orchestrator server or the in- (not editable)
guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.
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Retries Number of retries that will be attempted if the step fails 10
on the first try.

During Failback and Defines whether the step will be executed during the Skip
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Execute

testing in a Datalab.
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Verify Exchange MAPI Connectivity

This step logs on to all active databases on the local server to verify connectivity to the system mailbox.

IMPORTANT
1. To allow the script to run inside the guest OS of a processed machine, it is required that you have
Microsoft PowerShell 3.0, .Net Framework 4.0 and Exchange Server 2013 (or later) installed on each
machine for which you enable this step.
2. To allow the script to verify connectivity to the mailbox, the local server must run Microsoft
Windows Server 2008 R2 (or later).

You can override the following parameters for the Verify Exchange MAPI Connectivity step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Windows Credentials  Credentials required to gain access to the in-guest OS. —

Execute Location Defines whether the script will run on the Veeam Backup & In-Guest OS
Replication server, on the Orchestrator server or the in- (not editable)
guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.

Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback and Defines whether the step will be executed during the Skip
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Execute

testing in a Datalab.
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Verify Exchange Services

This step verifies that Microsoft Exchange services are running on the recovered VM.

IMPORTANT
1. To allow the script to run inside the guest OS of a processed machine, it is required that you have
Microsoft PowerShell 3.0, .Net Framework 4.0 and Exchange Server 2013 (or later) installed on each
machine for which you enable this step.
2. To allow the script to verify that the services are running on the selected machine, the machine must
run Microsoft Windows Server 2008 R2 (or later).

You can override the following parameters for the Verify Exchange Services step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Windows Credentials  Credentials required to gain access to the in-guest OS. —

Exchange Server Name of the machine where Microsoft Exchange Server %vm_fgdn%
runs.

Execute Location Defines whether the script will run on the Veeam Backup & In-Guest OS
Replication server, on the Orchestrator server or the in- (not editable)
guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.

Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback and Defines whether the step will be executed during the Skip
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Execute

testing in a Datalab.
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Verify Global Catalog Port

This step verifies the port used to connect to the recovered VM with the Global Catalog role.

You can override the following parameters for the Verify Global Catalog Port step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Server Name of the server to check. %current vm_ip_list%

Note: The DNS name or IP address should be used.

Port Port number to check for access to the LDAP GC Service. 3268
Execute Defines whether the script will run on the Veeam Backup & Veeam Backup Server
Location Replication server, on the Orchestrator server or the in- (not editable)
guest OS.
Timeout Maximum amount of time (in seconds) for the step to 300
execute.
Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback Defines whether the step will be executed during the Skip
and Undo Failback and Undo Failover operations.
During Lab Tests = Defines whether the step will be executed during plan Execute

testing in a Datalab.
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Verify Mail Server Port

This step verifies the port used to connect to the recovered VM with the Mail Server role.

You can override the following parameters for the Verify Mail Server Port step:

Critical Step

Server

Port

Execute

Location

Timeout

Retries

During Failback

and Undo

During Lab Tests

Defines whether the step is critical for machine recovery.

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Name of the server to check.

Note: The DNS name or IP address should be used.

Port number to check for access to the SMTP Service.

Defines whether the script will run on the Veeam Backup &
Replication server, on the Orchestrator server or the in-
guest OS.

Maximum amount of time (in seconds) for the step to
execute.

Number of retries that will be attempted if the step fails
on the first try.

Defines whether the step will be executed during the
Failback and Undo Failover operations.

Defines whether the step will be executed during plan
testing in a Datalab.
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25

Veeam Backup Server

(not editable)

300

10

Skip
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Verify SharePoint URL

This step verifies the SharePoint Server accessibility.

IMPORTANT

1. To allow the script to run inside the guest OS of a processed machine, it is required that you have
Microsoft PowerShell 3.0, .Net Framework 4.0 and SharePoint 2013 (or later) installed on each
machine for which you enable this step.

2. To allow the script to verify the SharePoint Server accessibility, the server must run Microsoft
Windows Server 2008 R2 (or later).

3. The account used to run the script must be assigned the SharePoint Shell Accessrole and must be a
member of the WSS ADMIN_WPG group on each processed machine.

You can override the following parameters for the Verify SharePoint URL step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Windows Credentials  Credentials required to gain access to the in-guest OS. —

SharePoint URL Name of the SharePoint Server to check. —

Execute Location Defines whether the script will run on the Veeam Backup & In-Guest OS
Replication server, on the Orchestrator server or the in- (not editable)
guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.

Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback and Defines whether the step will be executed during the Skip
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Execute

testing in a Datalab.
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Verify SQL Database

This step verifies the SQL database instance accessibility.

IMPORTANT

1. To allow the script to run inside the guest OS of a processed machine, it is required that you have
Microsoft PowerShell 3.0, .Net Framework 4.0 and SQL Server 2008 (or later) installed on each
machine for which you enable this step.

2. To allow the script to verify the SQL database instance accessibility, the verified SQL Server instance
must run Microsoft Windows Server 2008 R2 (or later).

3. To allow the script to connect to the verified SQL Server instance, Orchestrator uses an account
whose credentials are specified as values for either the Windows Credentials or SQL Credentials
parameter. The account must have the VIEW ANY DATABASE permission. For more information, see
Microsoft Docs.

You can override the following parameters for the Verify SQL Database step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Windows Credentials  Credentials required to gain access to the SQL Server —
instance that uses Windows Authentication.

If the SQL Server instance you want to check uses
Windows Authentication, the provided credentials will be
used to connect to both the in-guest OS and the SQL
instance. In this case, specify a value for the Windows
Credentials parameter, and leave the SQL Credentials
parameter value empty.

SQL Credentials SQL account credentials required to gain access to the SQL  —
Server instance that uses SQL Server Authentication.

If the SQL Server instance you want to check uses SQL
Server Authentication, Orchestrator will use SQL Server
credentials to access the SQL instance, and Windows
credentials to access the in-guest OS. That is why you
must specify values for both the SQL Credentials and
Windows Credentials parameters.

Note: The SQL Credentials parameter does not accept
Windows credentials.

SQL Instance Name of the SQL instance to check. ALL

Note: To check all detected instances, select ALL.
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SQL DB Name of the SQL database to check. ALL

Note: To check all detected databases, select ALL.

Execute Location Defines whether the script will run on the Veeam Backup &  In-Guest OS
Replication server, on the Orchestrator server or the in- (not editable)
guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.

Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback and Defines whether the step will be executed during the Skip
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Execute

testing in a DatalLab.
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Verify SQL Port

This step verifies the port used to connect to the recovered VM with the SQL Server role.

You can override the following parameters for the Verify SQL Port step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Server Name of the server to check. %current vm_ip_list%

Note: The DNS name or IP address should be used.

Port Port number to check for access to the SQL Service. 1433
Execute Defines whether the script will run on the Veeam Backup & Veeam Backup Server
Location Replication server, on the Orchestrator server or the in- (not editable)
guest OS.
Timeout Maximum amount of time (in seconds) for the step to 300
execute.
Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback Defines whether the step will be executed during the Skip
and Undo Failback and Undo Failover operations.
During Lab Tests = Defines whether the step will be executed during plan Execute

testing in a Datalab.
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Verify Web Server Port

This step verifies the port used to connect to the recovered VM with the Web Server role.

You can override the following parameters for the Verify Web Server Port step:

Critical Step

Server

Port

Execute

Location

Timeout

Retries

During Failback

and Undo

During Lab Tests

Defines whether the step is critical for machine recovery.

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Name of the server to check.

Note: The DNS/NETBIOS name or IP address should be
used.

Port number to check for access to the Web Service.

Defines whether the script will run on the Veeam Backup &
Replication server, on the Orchestrator server or the in-
guest OS.

Maximum amount of time (in seconds) for the step to
execute.

Number of retries that will be attempted if the step fails
on the first try.

Defines whether the step will be executed during the
Failback and Undo Failover operations.

Defines whether the step will be executed during plan
testing in a Datalab.
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%current vm_ip_list%
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(not editable)

300
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Verify Web Site (1IS)

This step verifies the website accessibility.

IMPORTANT
1. To allow the script to run inside the guest OS of a processed machine, it is required that you have
Microsoft PowerShell 3.0, .Net Framework 4.0 and IIS 8.0 (or later) installed on each machine for
which you enable this step.
2. To allow the script to verify the website accessibility, the processed machine must run Microsoft
Windows Server 2008 R2 (or later).

You can override the following parameters for the Verify Web Site (IIS) step:

Critical Step Defines whether the step is critical for machine recovery. Yes

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Windows Credentials  Credentials required to gain access to the in-guest OS. —

Website Name Name of the website to check. Default Web Site

Execute Location Defines whether the script will run on the Veeam Backup & In-Guest OS
Replication server, on the Orchestrator server or the in- (not editable)
guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.

Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback and Defines whether the step will be executed during the Skip
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Execute

testing in a DatalLab.
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VM Power Actions

This step allows you to perform the following VM power actions required to support orchestration plans: power
on, power off, shutdown, suspend and resume. For example, this step can be useful if you need to power off
non-critical VMs in the DR site to free resources required for recovery.

IMPORTANT

Do not use this step to perform power actions on replica VMs. These actions are automatically performed
during the Process Replica VM step execution.

You can override the following parameters for the VM Power Actions step:

Critical Step Defines whether the step is critical for VM recovery. No

If you mark the step as Critical, its failure for a VM from a
critical inventory group will halt the plan.

VM Names Names of the VMs to perform power actions on. -

Note: To add multiple VMs, use commas.

vCenter Name Name of the vCenter Server where the VMs are located. -

Note: Use separate step instances for each VMware

connection.
Power Action Power action to perform on the VMs. Power On
Timeout Maximum amount of time (in seconds) for the step to 300
execute.
Retries Number of retries that will be attempted if the step fails 1

on the first try.

During Failback and Undo Defines whether the step will be executed during the Execute
Failback and Undo Failover operations.

Note: If you set the parameter value to Execute, the step
will perform an action opposite to that specified for the
Power Action parameter. For example, if you set the Power
Action parameter value to Power On, the step will power
off the selected VMs during the Failback and Undo
Failover operations.
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During Lab Tests Defines whether the step will be executed during plan Skip
testing in a Datalab.

Note: If you set the parameter value to Execute, keep in
mind that all actions performed while testing the plan will
not be reverted when the test is over.

Custom Script

If you have customized you own script to be used when running an orchestration plan, you can override the
following parameters for the Custom Script step:

IMPORTANT

To allow the script to run inside the guest OS of a processed machine, it is required that you have Microsoft
PowerShell 3.0 and .Net Framework 4.0 installed on each machine for which you enable this step.

Critical Step Defines whether the step is critical for machine recovery. No

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Execute Location Defines whether the script will run on the Veeam Backup & Veeam Backup
Replication server, on the Orchestrator server or the in- Server
guest OS.

Windows Credentials Credentials required to gain access to the in-guest OS. —

Applies only if the Execute Location parameter value is set
to /n-Guest OS.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.
Retries Number of retries that will be attempted if the step fails 10

on the first try.

During Failback and Defines whether the step will be executed during the Skip
Undo Failback and Undo Failover operations.
During Lab Tests Defines whether the step will be executed during plan Skip

testing in a Datalab.
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Protect VM Group

When you create a new orchestration plan or add an inventory group to an existing plan, you have an option to
run the Protect VM Group step to protect machines included in the plan.

This step creates a new template-based backup or replication job to back up or replicate machines in the
specified inventory group as soon as the recovery process completes. Note that for replica plans, the template
job will run only after the plan enters the PERMANENT FAILOVER state.

IMPORTANT

The Veeam Backup & Replication server on which the template backup or replication job has been created
must be connected to the vCenter Server that manages target machines.

You can override the following parameters for the Protect VM Group step:

Critical Step Defines whether the step is critical for machine recovery. No

If you mark the step as Critical, its failure for a machine
from a critical inventory group will halt the plan.

Timeout Maximum amount of time (in seconds) for the step to 300
execute.
Retries Number of retries that will be attempted if the step fails 0

on the first try.

During Lab Tests Defines whether the step will be executed during plan Skip (not editable)
testing in a Datalab.
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Parameter Variables

Parameter variables are passed between steps during plan execution, and are available when editing and adding

step parameters.

You can define the following variables for any step parameter that allows plain text to be entered:

%vm_fqdn%

%current_vm_ip%

%current_vm_name%

%current_vm_ip_list%

%replica_vm_ip%

%replica_vm_ip_list%

%replica_vm_name%

%replica_vm_state%

%source_machine_name%

%source_vm_ip%

%source_vm_ip_list%

%source_vm_name%

%plan_name%

%yvao_server_name%

%plan_state%

%plan_test_mode%

FQDN of the currently processed machine

IP address of the currently processed VM

Name of the currently processed VM

ALL IP addresses of the currently processed VM

IP address of the currently processed replica VM

ALLIP addresses of the currently processed replica VM

Name of the currently processed replica VM

State of the currently processed replica VM

Name of the source machine

IP address of the source VM

All IP addresses of the source VM

Name of the source VM

Name of the orchestration plan

Name of the Orchestrator server

Current state of the orchestration plan

Boolean variable that indicates whether the plan is currently being tested
(True/False)
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%group_name%

%plan_summary%

%group_summary%

%vm_summary%

%Vvao_ui%

%plan_vms%

Name of the currently processed inventory group

Output information on the orchestration plan (error/warning/success for all
steps)

Output information on the currently processed inventory group

Output information on the currently processed VM

URL to access HOME page of the Orchestrator Ul

List of all machines included in the orchestration plan
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Appendix B. Grouping and Categorization

IMPORTANT

Out of the box, Veeam ONE Client comes with the predefined category named B&R Job. This category
includes groups of VMs protected by Veeam backup jobs, Veeam replication jobs and Veeam CDP policies
that are managed by Veeam Backup & Replication servers connected to Orchestrator. Note that vCenter
Servers where these VMs belong must also be connected to Orchestrator to allow Veeam ONE Client to
categorize the VMs.

DO NOT rename or edit the B&R Job category in Veeam ONE Client — this may cause errors when trying to
use inventory groups from the category in orchestration plans. You can delete this category if you no
longer need it. To learn how to delete categories, see the Veeam Disaster Recovery Orchestrator Group
Management Guide, section Deleting Categories.

Tag-Based Categorization

[This section does not apply to machines protected by Veeam agents]

You can group VMs based on vCenter Server tags that dynamically categorize objects by metadata attached in
the vSphere inventory. VM membership in these groups cannot be edited in the Orchestrator Ul — you must
modify group properties in Veeam ONE Client or modify tags in the vSphere environment.

To learn how to group VMs using tags collected from the vCenter Server, see the Veeam Disaster Recovery
Orchestrator Group Management Guide, section Tag-Based Categorization. To learn how to create tag
categories and assign tags to infrastructure objects in the vSphere inventory, see VMware Docs.

TIP

After you create a tag category, edit a tag category or assign a tag to an object in the vSphere inventory,
the changes may not appear in the Orchestrator Ul immediately — the data synchronization process
between Orchestrator and Veeam ONE may take more than 3 hours to complete.

You can speed up the data synchronization process using Veeam ONE Reporter installed as part of the
embedded Veeam ONE server. To do that:

1. Ina web browser, navigate to the Veeam ONE Reporter web address.

The address consists of an FQDN of the Orchestrator server and the website port specified during
installation (by default, 1239). Note that Veeam ONE Reporter is available over HTTPS.

https://hostname:1239/

2. Navigate to Data Collection.
3. Click Start.
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Custom Categorization

You can create your own categories and inventory groups using the functionality of Veeam ONE Client. Machine
membership in these groups cannot be edited in the Orchestrator Ul — you must modify group properties in
Veeam ONE Client. You can group machines using the following methods:

e Single-parameter categorization creates a group for each unique value of the selected property.

e Multiple-condition categorization allows you to combine multiple conditions that evaluate machine
properties for creating groups.

e Categorization with grouping expressions creates a set of groups and includes machines with matching
attributes into these groups.

To learn how to group machines in Veeam ONE Client, see the Veeam Disaster Recovery Orchestrator Group
Management Guide, sections Single-Parameter Categorization, Multiple-Condition Categorization and
Categorization with Grouping Expressions.

Import-Based Categorization

You can synchronize Business View categorization data with categorization data from 3rd party software. If you
have already categorized machines outside Veeam ONE Client, you can describe the categorization model using
a CSV file and then import this file to Veeam ONE Client. Machine membership in these groups cannot be edited
in the Orchestrator Ul — you must modify categorization data in the CSV file and then import the file again.

To learn how to import categorization data using CSV files, see the Veeam Disaster Recovery Orchestrator Group
Management Guide, section Import-Based Categorization.
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Appendix C. Getting Technical Support

Veeam offers email and phone technical support for customers on maintenance and during the official
evaluation period. For better experience, provide the following details when contacting Veeam Customer

Support:

e Version information for the product and its components

e Error message or accurate description of the problem you are facing

e Logfiles

For your convenience, the Orchestrator Ul allows you to collect logs for each Orchestrator component

separately. To do that:
1. Switch to the Administration page.

Navigate to Logs.

A oW

NOTE

E‘ Veeam Disaster Recovery Orchestrator

e — [¥ Download Logs From | 12/08/2021  HEi | To 13082021 [
Orchestrator Agents
rehestrator Agen E Server Name Logs
vCenter Servers
Selected: 40f 0
Storage Systems
dr.tech.local Veeam Disaster Recovery Orchestrator Server Service
SMTP Server
dr.tech.lecal Orchestrator Agent on Veeam Backup & Replication server (...
Recovery Locations
] drtechlocal Embedded Veeam Backup & Replication server
=
2 Plan Steps
D dr.tech.local Veeam ONE (embedded)
Settings
D dr.tech.local Qrchestrator Web Ul logs
Credentials
172.17.53.52 Orchestrator Agent on Veeam Backup & Replication server
Roles and Scopes
D 172.17.53.52 Veeamn Backup & Replication server
® Datalab configuration
172.17.53.61 Orchestrator Agent on Veeam Backup & Replication server
Scope Indusions
D 172.17.53.61 Veeam Backup & Replication server
Email Subscriptions
D 172.17.53.117 Orchestrator Agent on Veeam Backup & Replication server
License
D 172.17.53.117 Veeam Backup & Replication server
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Select a check box next to the server where the Orchestrator component runs.

Click Download Logs. Logs will be saved locally in the default download folder.

Every archive with log files that you download contains an anonymized file with the current Orchestrator
configuration and statistical information. This file can be used by Orchestrator product management to
improve the product. No information will be shared outside of Veeam at any time.

@ Wendy May (TECH\wendy.may) IF\I @

Progress
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