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1. INTRODUCTION

Simplified All-In-One Security

The SecureSpot 2.0 Services furnished with your D-Link RangeBooster N™ Router offers a
complete, all-in-one Internet security solution that provide the easiest and most affordable way to
protect your family, computers, data, and personal information from the many dangers and
security threats present on the Internet.

Easier to Install and Use

SecureSpot 2.0 Services install in a fraction of the time that it takes for traditional PC-based
security products. The Firewall, Spam control, and Parental Controls are pre-configured on the
router to provide automatic, out-of-the-box protection for all connected devices in the
home. When a computer is added to the network, SecureSpot detects it, and loads a very thin
client application (25X smaller than leading security suites) that protects PCs and Macs from
Viruses, Spyware, ID theft, and pop-ups within the network and while on the road.

Unique, Graphical Remote Management Console

At the heart of the system is an industry first — a Web-based, graphical management console that
remotely communicates with the router and protected computers (Figure 1.1). Eliminating the
need to physically log in to each and every device in your home, the easy-to-use remote console
allows you to view all protected devices, and monitor or configure SecureSpot 2.0 Services, even
when you're away from home.

(= SecureSpot - Windows Internet Explorer E\@l@
@@ | @ https:ijsecurespot, dink,com 4[4 (% h ol
I fitome + [ Feeds

% & | @ serespot Pt v [hPage » (FTodks +

D-Link Secure ;1 v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOUT
Back o
" il ®

Securespot Protected Network sz DIR625 Settings

Parental
Contral

PARENTAL CONTROL @on OoOft @)

I I | Parental Control protects your home from the dangers of the
Internet. You have flexible control over Web site access and

- 7 i > s | Internet application usage
% IR &% ¥
= M) =
e Categories - Customize the list of blocked categories

Guest Sewp Man Pc Dad's Work ... Famiy Wi Blackiack Mikey's Famdy Morm's Work . .
Options - Set password override and safety lock

Site Lists - Create custom lists of blocked/unblocked sites

Schedule Rules - Control Internet access by days and time of
day

‘ Info || Suppot || BuyNow |
e ¢ =

oN

“SecureSpot” trademark of D-Link Systems, Inc. | Copyright® 2007 Bsecure Technologies, inc | Web Version 2.1.1.2

Figure 1.1: Management Console
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Layered Security
SecureSpot is the first to provide whole-home protection by utilizing three layers:

= In-the-Cloud Security or that can be managed away from home at the Web level.
= Perimeter Security overseeing all devices inside the home at the router level.

= Endpoint (thin client) managing personal security options inside the home for each
computer.

To be effective in an increasingly mobile world, it is crucial that these layers of security work in
concert. SecureSpot 2.0 Services provides this integrated protection. Layered security also
enables SecureSpot to provide security protection where it is the most efficient and offers the
most functionality. For example, by performing the heavy lifting at the back-end security instead
of on each computer, performance is greatly improved and support issues are reduced. In
addition, executing security features such as firewall, parental controls, and others at the router
provides automatic protection, without user intervention, for all devices in the home including
game consoles such as the Wii, PSP, and Nintendo DS.

World Class Parental Controls

Safeguarding your entire home with parental controls not only prevents objectionable content
from entering, but protects all users from objectionable Web sites that can infect your computers
or steal your family’'s personal and financial information. Additionally, SecureSpot offers the
uniqgue advantage of being able to temporarily safeguard and control computers and other
devices belonging to guests who may be utilizing your Internet connection.

SecureSpot 2.0 Services utilizes a database of 63 M URLs representing billions of pages,
updated daily to provide comprehensive protection that keeps pace with the dynamic nature of
the Internet. An industry leading 81 categories provide unprecedented ability to customize the
pre-configured settings. Alerts can notify parents via e-mail or text messages when pages are
blocked at home. Embedded in the router, SecureSpot offers tamper-proof, world-class parental
controls.

McAfee® VirusScan® Engine

Bsecure Technologies has integrated the McAfee VirusScan 5200 engine into the
AntiVirus/Spyware Protection service. The following features are now available with SecureSpot
2.0 services:

= Enhanced Virus, Spyware, Malware, and Adware definitions

= Improved real-time process, memory, and registry protection

= Automated incremental Virus Definition Updates
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2. Getting Started

Purpose
The purpose of this manual is to:

=  Guide you step-by-step through the activation and initial set-up of the SecureSpot
2.0 Services on your D-Link RangeBooster N™ Router

= Describe the services and options provided by SecureSpot 2.0 Services.

Installing the Router

1. Install your new DIR-625 RangeBooster N™ Router using its installation CD.
2. SecureSpot 2.0 Services come pre-installed on new DIR-625 Routers (Figure 2.1).
= Existing DIR-625 users can obtain SecureSpot 2.0 Services by upgrading their router
firmware. See securespot.dlink.com for firmware and instructions.
= Dir-615 and DIR-655 users can also check this site for firmware that includes
SecureSpot 2.0 services, or to be notified as it becomes available.
3. Ensure your RangeBooster N™ Router is operating correctly and communicating with

the internet.

Now that you have installed your router and obtained SecureSpot 2.0 Services, you are ready to
begin. However, before SecureSpot 2.0 Services can start protecting your home, they must first
be activated. Activation procedures will be described in the next section of this manual.

SETUP ﬂ ADVANCED TOOLS STATUS SUPPORT
CIEW ccomeror- [

securespot™ services support advanced security features, such as web site access control, Once you have enabled

secure: ™ services,

AR e

[ savesemngs | |

SECURESPOT™

Enable securespot™ services :

Click here to manage secure:

m
FIREWALL SETTINGS

ADVANCED NETWORK

SECURESPOT

Den'tSave Settngs |

™ services.

Figure 2.1: Router Setup Page

you will have access to
advanced parental
controls, spam filtering
and scheduling
features. A "thin-client”
application is also
avaiable for Windows
and Mac operating
systems, which incudes
McAfee AntiVirus and
Spyware protection
and web browser-
based popup blocking
and privacy protection.

Click here for more
information about
secure: ™ services.
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Activation and Registration

SecureSpot 2.0 Services are easy to activate, register, and configure. Just follow a few simple
steps and you will be ready to begin using the services. First you will need to activate the services
using the following steps:

D-Link Ssecure e[ v2.0 Management Console

HOME | HELP | LOGIN

secure * w20

SIMPLIFIED All IN-ONE SECURITY
that protects your family, computer, data and
personal information

o EASY TOINSTALL
in & fraction of the time thal it takes for
traditional PC-based products.

EASY TO USE
‘with out-o-the-box protection for all connected
devices in the home, and autornalic detection
of new devices

3 UNIQUE, GRAPHICAL REMOTE MANAGEMENT

Congratulations! 2 a0 .meq} renlme ac
Tests indicate that your router is functioning properly and communicating with the Internet TALES CHFEI Ty

0 VWORLD CLASS PARENTAL CONTROLS

. Security Activation . . that protect all browser-enabled devices in the
Your router cumesgyreflmsta\\ed with securespot™ 2.0 Internet Security Services home, includin: les
To Activate your FREE 30-day Trial, Click the button below. /i only takes a few minutes

Anti-Virus and Anti-Spyware
IE8+ or Firefox browser required 2 @

For more SECURESPOT 2.0 info

* FLASH DEMO

“SecureSpot” trademark of D-Link Systems, Inc. | Copyright® 2007 Bsecure Technologies, Inc | Web Version 2.1 2.3

Done [# @ intemet F100% -

Figure 2.2: Initial Registration Page

Activation Procedure

1. Open a Browser and go to any Web site.
2. You will be redirected to the SecureSpot 2.0 Services Registration page (Figure 2.2).

3. If you do not see this page, try entering a different Web site since your browser might be
displaying a cached page (for example, your browser’s home page).

4. Click Next> to activate SecureSpot 2.0 Services, which directs you to the Registration
Information page (Figure 2.3).
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D-Link Ssecure v2.0 Management Console

HOME | HELP | LOGIN

SeCune

Registration

Crdil

First Ham ||
* E-enl
Addinii
This infarmad

* New Gl 15
Paszwoed ogin and acin
" Requesd 13 Craale ALSou g

nl:grubomivms of the Serdce Agreemant and wizh 1o conlinoe. View

“Secerelecl” rasermert of Glink Syniems, g [ Cogyrighal TRET Beecure Technckges. ing | Weg Veses 7041

Figure 2.3: Registration Information Page

Select the Privacy Policy link located at the top of the Registration Information page to

display the Privacy Policy (Figure 2.4). Click the ﬂ icon to close the Privacy Policy pop-
up window.

sacure za
Registration

Fleasa supply your reqesiration
mlormal

Privacy Policy

This information is Io create your
fagin and acin e

7. INFORMATI

“Decurelput ademan of D-Lik Sybhiss. e | Cosrighi 2007 Beseute Technsbgies, e | Web Wersan 2841

Figure 2.4: Privacy Policy
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6. Click View on the Registration Information page to display the Terms and Conditions

Agreement (Figure 2.5). Click the ﬂ icon to close the Terms and Conditions pop-up
window.

secure
Registration

“SacuraSost traderurt of (Lt Sysiems, Iz, | Copyvighi 2007 Beacurs Tecknskigns, Ing | Vet Veesen 2041

Figure 2.5: Terms and Conditions

D-Link Secure v2.0 Management Console

HOME | HELP | LOGIN

ition (information collected is secure and strictly adheres to our Privacy Policy. secure v2.0

Registration

First Name : \Thomas Last Name : |Testwonhmg Please supply your registration
information.

agemail | omag4@home.com Phons - [(350) 5651212

= Confirm This information is used to create your
Password : (T®0®®®e® login and activate the service.

* Password ‘-.- .

* Required fields to create an account

“SecureSpot” trademark of D-Link Systems, Inc. | Copyright® 2007 Bsecure Technologies, Inc | Web Version 2.1.2.3

Done [# € intemet H 100% -

Figure 2. 6: Completed Registration Information
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7. Enter the appropriate contact information and select a password (Figure 2.6). Select the
Service Agreement check box to continue registration.

8. Click Next> on the Registration Information page. (Please wait while the request is being
processed.)

9. You will be directed to the SecureSpot 2.0 Management Console (Figure 2.7) and
automatically logged in using the information you supplied on the Registration Information

page.

D-Link Secure v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOUT

DIR-625 secure v20

Securespot Protected Network Allin-One Total Home Security:
+ Protects all devices including game consoles
+ Access Control to protect your network
+ Web-based Management Console - Anytime, anywhere
access lo manage your systems

- - Q Access Control
% @J Managed Firewall
Guest Setup Toomputer . Parental Controls
Parental Reporting
Identity Protection
Pop-up Blacker

AntiVirusiAntiSpyware

[ Never Show This Again X

R-625 SecUre -+ 12
ou wish to change its pre-

Spam Control

Learn More

These senvices provide Allin-One Whole-Home

| mo || Suppot | Internet Security for you and your family.

:_{\. m @ ': v For more SECURESPOT 2.0 info

= See how the DIR-625 services work!
ACCESS | FIREWALL | PARENTAL | PARENTAL

SPAN
CONTROL COMTROL  REFORTING | 5 ONTROL
.
on oN oN oN oN DN, @
‘ . ‘ ' niE s B ‘
¢ | {Click Here to download the lalest Flash version )

“SecureSpot” trademark of D-Link Systems, Inc. | Copyright® 2007 Bsecure Technologies, Inc | Web Version 2.1.2.3

Done [# € intemet HA00% v

Figure 2.7: SecureSpot 2.0 Management Console Welcome Screen

Congratulations! SecureSpot 2.0 Security Services are now activated on your DIR-625
RangeBooster N™ Router, and protecting you and your family with default settings. To
customize your configuration and learn how to register additional computers, please continue
to the next section.
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3. Management Console

The Management Console is a Web-based interface that allows you to review and modify settings
for SecureSpot 2.0 Services on the network level, for individual computers and devices, and for
the general “Guest Account.” The Management Console consists of three sections and a top
banner:

= Network Map — top left side of screen

= Tab Bar — bottom of screen

= Options and Configuration Section - right side of screen

= Navigation Banner — top right above Options and Configuration Section

Network Map

SecureSpot 2.0 creates a graphical Network Map of the computers and other devices that share
your Internet connection such as game consoles (Figure 3.1). The first time the Network Map
appears, you will see DIR Router, Guest Setup, the computer you registered on (primary device,
and other known and unknown network devices.

Initially, the Network Map is only populated with the computer you used to activate your
SecureSpot 2.0 Services, and a guest computer setup. As new computers and devices in your
home connect to the Internet you will be able to register, connect, and integrate them into your
SecureSpot network. This process will be covered in greater detail under Access Control in this
user manual.

(= SecureSpot - Windows Internet Explorer

@ (=g ™ | ) hetpe i35, bsecure. comjdefaule3. aspx

e | @ securespot

D-Link Secure e;1 v2.0 Management Console

s
E WorkLaptop Setti
s lorkLaptop ings

PARENTAL CONTROL @o0n O off 2

I | | ] | Parental Control protects your home from the dangers
o
3

of the Internet. You have flexible control over Web site
Wnureendo
i B .| PC Mame: NintendoDs
Madapiop ok M) Status: Hormal

access and Internet application usage.

[] Settings managed for this computer

Categories - Custemize the list of blocked categories
Options - Set password override and safety lock
Site Lists - Create custom lists of blocked/unblocked sites

Schedule Rules - Control Intemet access by days and time of
day

|l Upgrade |

SecureSpot” trademark of D-Link Systems, inc. | Copyright® 2007 Bsecure Technologies, inc| Web Version 2.1.0.1

Done (% € meemet F100% -

Figure 3.1: Fully Populated Network Map
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Tab Bar

The Tab Bar allows you to make changes and verify information concerning the devices on your
network quickly and easily. When making a change to an individual computer or device, select
the icon representing that device and proceed. You also have the option of making updates that
will affect the network as a whole by selecting the router icon located at the top of the Network
Map. After you select the device or network, you can make changes by clicking on one of the
function tabs. The Tab Bar consists of four functions:

=  Security — Displays the status for each security service by network device selected.
= Info — Provides information about the device you select in the Network Map.

=  Support — Provides multiple options for accessing technical support.

= Buy Now - Displays the SecureSpot 2.0 Services Upgrade link.

After you select a function, a bar displaying the function features will appear. Clicking the
individual features provides more options. The four functions will be covered in more detail in
separate sections of the user manual.

Options and Configuration Section

The Options and Configuration Section of the Management Console provides information on the
services you have highlighted on the Network Map and Tab Bar. It is also the area that allows you
to make and save updates to your network. When you click a function or service on the Tab Bar,
a corresponding panel is displayed on the right hand side of the screen. You then click the
options, features, and links to update your network. You may find exploring the different panels
displayed in the Options and Configuration Section useful when trying to understand how to
manage the numerous services available through SecureSpot 2.0.

Knowing the following icons will help you perform actions more effectively:
. - Hide
. - Expand

L] 2) . Descriptive Information

The Hide and Expand icons allow you to control the amount of information displayed in the panel.
Clicking the Descriptive Information icon on the service provides a number of links for further
options. The Options and Configuration Section allows you to search through the panels without
making unwanted changes to your network. Updates will not be made until you decide to update
and save changes. Also, you may return to the functions on the tab bar by clicking the service
icon displayed at the top of the section.

NOTE: Clicking the service icon at the top of the section to return to a function area before saving
will cancel your actions.

Navigation Banner

The Navigation Banner, located at the top of the Management Console above the Options and
Configuration Section, contains links to the SecureSpot 2.0 Home page, Account Information,
Help, and Logout links. Click the individual links for more information.

= Home - Click the Home link at the top of any SecureSpot 2.0 Services page to return
to the SecureSpot 2.0 Services landing page.

= My Account - Click the My Account link at the top of any SecureSpot 2.0 Services
page to open the My Account panel. NOTE: This is the same panel found by clicking
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the Support function tab and selecting the My Account service. You will learn more
about My Account in the Support Function Section of this manual.

= Help - Click the Help link to open D-Link Customer Services support.

= Logout - Click the Logout link at the top of any SecureSpot 2.0 Services page to
close SecureSpot. NOTE: You will be redirected to the "My Account” Web Control
Center, the SecureSpot 2.0 Security Login page (Figure 3.2).

D-Link Securesp@® 1 v2.0 Management Console

HOME | HELP | LOGIM

"My Account” Web Control Center,

DLk oustomars that have slmady rogistaned thair
Securespot™ Internet Security v2.0 Services, should use
this page io change thelr setiings. {You may access ihls
poage and make changes from anywhere on he
Enbernet. )

E-mail Address || Passanid Logle ]

Click hors i vou foenod vour nespward

Figure 3.2: “My Account” Web Control Center Login Screen
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4. Access Control

The Access Control service of SecureSpot 2.0 prevents computers on your network from
accessing the Internet until you have performed a one-time registration using your administrative
password. (The administrative password is the one you created to log in to your SecureSpot 2.0
account.) This provides an additional layer of security to prevent unauthorized computers from
using your Internet connection, even if they are connected to your router via a wireless
connection or Ethernet cable.

The Access Control is one of the services found under the Security Function (Figure 4.1). Access
Control is turned on by default to provide additional security. As you registered computers and
other network devices, they will be automatically added to your Network Map and available for
you to configure. To configure a computer or device in your home, you simply click it to highlight,
and then select the service you wish to configure.

Should an unregistered computer require Internet access, Access Control provides a temporary
24-hour Guest Account with Parental Control and Parental Reporting services pre-configured. By
default, the Guest Account does not require a password, but you have the option to create a
separate, easy-to-remember Guest password.

Info L Support |

@

PARENTAL | PARENTAL SPAN
CONTROL REPORTING CONTROL
oM oM oM

Figure 4.1: Security Function Tab

New Computer Registration

In order for new computers and devices to appear on the Network Map and be available for
configuration and customization, they must first be registered so they are recognized by
SecureSpot 2.0 Services. There are two ways to register a device.

1. Access Control Turned On (default setting) - When computers access the Internet for
the first time, they will be prompted to register using the administrative password. They
will also have the option to use the Guest Account, which does not require the
administrative password.

2. Access Control Turned Off - SecureSpot 2.0 will detect devices as they connect to the
Internet, place them on the Network Map, and allow you to register them from the
Management Console.

The next parts will guide you through new computer registration using the above two methods.

Computer Registration (Access Control On)

As you open Web browsers on additional computers in your network, the Access Control service
will prompt you on how you would like to connect to the SecureSpot 2.0 network.
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To register a computer with Access Control On

1. When a new device accesses the Internet for the first time, a New Computer Detected
box (Figure 4.2) appears on your screen. You will have the option to register the
computer or use the Guest Account settings.

D-Link Secure & | v2.0 Management Console

HOME | HELP | LOGIN

The SECUME  + 20 Aocess Control System
k. Blecked your access to the Intemet.

New Computer Detected

T comtms, salect orat Of D it GPConS

Riagrudns This Compubas ;
| agrater Thas Compute # Bl This.C
sty Casss By 2 Thiz gl will fageib
Agm gt § ez Mg b rinpen
syl o tmguiind
Gt Accoam
Frovdes M Mour istemel Access < Gusl Aivoumd
The optsn prsbie kmésd accacs b tha inbeied o
P
ik
£ e L Sywea o] berrt TenAne e o e 202

Figure 4.2: Access Control Page

2. Click Register This Computer.

3. NOTE: Game consoles may have browsers that do not work properly with the New
Computer Detected page. Should you encounter a problem, it is recommended that you
use the second method (Access Control Off) described further in this section to register
game consoles.

D-Link secure ¢ | v2.0 Management Console
HOME | HELP L'IZ'.'iIlN
The Secufa +2 0 Access Control System

has blocked & 10 tha I :
New Computer Detected o L e e

To contmue. select ot of the following option

# Hogisier This Ces by
Ths opto will regestes thes compater with SecureSpot
and ehable anNQung 31 b it intemat Admersstrtee
paswond is requined

[ peeT—

*Upta 15 (i
A strale’ Fasswosd

+ Gl Account
e enabies b sd scoess to B intemat dor 24

FACUNSORT Paerant of Dt Systece; Ing | CopyTghts 00T Deecere Techsciogen, s Vo Vierses 2061

Figure 4.3: Access Control New Device Registration Page
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4. Create a computer name and enter the administrative password (Figure 4.3).

5. Click Register This Computer on the New Computer Detected box.

D-Link Ssecure @ | v2.0 Management Console

HIGGE | HELP | LOGIN
The S@cure #2.0 Access Controd System
has blocked your acCcess 1o the Intemat.

New Computer Detected
T contmue, aebec] tow ol Bw following optons

+ Hegisier This Comguiey _
Thiz: opisen will segester fhes compuber with SecurelSpot
and prabie ongong access (o the iniemed . Admenedaise
massword 5 requaed

To emabie thi Solirasng sevees, oase deraad e Thn Chant
Antivinm ANt
Protection

Popap Blacker

]
on enadies kmded access be the Iatemed for 28

Lo ico: B ..

SecreBoet vacwmars of DLmnx Sy, ng, | Conyreel 2007 Beecws Tecrnangan, g | Wies Verssn 2000

Figure 4.4: Access Control Thin Client Download Page

o

You will be prompted to download the Thin Client (Figure 4.4).

7. Click Download to install and activate Thin Client services, which include
AntiVirus/Spyware Protection, Identity Protection, and Pop-up Blocking. (NOTE: This
feature is unavailable for Mac users at the present time.)

o

If you do not wish to enable Thin Client, click No Thanks.

9. NOTE: You may install the Thin Client at any time in the future by clicking one of the Thin
Client required services (AntiVirus/Spyware Protection, Identity Protection, and Pop-up
Blocking) found under the Security tab on the Management Console.

10. After selecting either Download or No Thanks, a status bar will appear on the New
Computer Detected page. It may take a moment for SecureSpot 2.0 Services to process
your request.

11. If you did not choose to download the Thin Client, you will automatically be redirected to
the Access Control Page (Figure 4.2).

12. If you selected to download the Thin Client, you will be redirected the Thin Client
download page.

13. If Internet Explorer blocks you from downloading the Thin Client application to your
computer, click Download File.
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& mownipo Downiand - Windaes beeme gl T T
@'k_,:"‘ | g B8 Bgecuire Com skt Biga Tl e Finsmel g Serwriond aspTdmaecs DB L 4B FES w | by | 2 || ive Searce B2 -
WG| i secnnpes Downiced f= B o= e (0 Page . Tooh =

hs To Beip protect yous secunfy, nbemt Exploner bigcked thes site faom dawmio pdng e 1n wnir cremnieer, Clic Beve far options *

Downiged Fe
What s the Frek?
Mzre mhommabcs

Figure 4.5: Explorer Download File Page

14. A File Download pop-up window appears on your screen (Figure 4.5). Click Save to
install the Thin Client later, or Open to install the Thin Client now. NOTE: Thin Client
operation and features will be covered in the next section of the SecureSpot 2.0 User
Manual.

15. Once the download is complete, your Web browser is redirected to the SecureSpot 2.0
Management Console with the new device added to the Network Map (Figure 4.6).

D-Link Securesp@ ! v2.0 Management Console

DIR-&T5 0
Securespot Protected Network AR ¥ s ot biotes Bt

o T b il gt
TS A e

% =3

Cimm e L o

Th B T p b a1 e nb
I Tty T e 0T pima Fastay

i I = o Tamw a T
1 a | Support || Buptiew | S P i DA AR
y ’
e & & . & oo ©
ACCELE FiREAALL PAATH AL AT ray
e CoaTAt, | RRRORTI s HO e b S Mem L i s |
o~ ™ o o on

Seturalont’ tragemart of DoLink Sypema. o | Coppngri® 2007 Baecure Teohroinges. ng | Wi Warpan 2187

Figure 4.6: Network Map with New Device Added
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Registering Device as Guest Account

The alternative means of connecting a computer to the SecureSpot 2.0 network is to use the
Guest Account settings, which will allow temporary access to the SecureSpot 2.0 network for 24
hours.

To register a guest account
1. When accessing the Internet with Access Control turned on, a New Computer Detected
page will appear on your screen.

2. Click Guest Account. A status bar will appear — “Please wait while SecureSpot 2.0
processes your Guest Account request” (Figure 4.7).

D-Link Securesp@! v2.0 Management Console

HOWE | HELP | LOGIN
The SBCUME  » 20 Access Controd System
has blocked your access o the Internet.

New Computer Detected

T crmndime, sikecd oo of Ees foflowieg optone

+ Beqister This Compuiee
Thiz option will requster this competer with SecureSpot
wnu eecabibe pngoeng accwss o the blemet. Admeiciniter
asswond o peuaed

Admanisiratie Pesmvoed Regured <+ Guest A
This option snaties kméed acoess bo the intemet dor 28
hours

Prosows 24 Moor intemal Azcess

Figure 4.7: New Computer Detected Page with Status Bar

3. Once SecureSpot 2.0 processes your Guest Account request, you will be redirected to
the page you were attempting to access.

4. Your new device is now registered and will appear on the Network Map as Guest 1.

Computer Registration (Access Control Off)

If Access Control is turned off, computers and other devices will be automatically detected when
they connect to the router by either an Ethernet or Wireless connection. They will first appear on
the Network Map as an unknown device. Unknown devices will automatically be

protected by the router. However, if you wish to configure unknown devices

separately and customize their security services, you will need to register them

using the Wizard (Figure 4.7).
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HOME | MY ACCOUNT | HELP | LOGOUT

Demolaptop Settings

REGISTER DEVICE SETUFP WIZARD (@)

An Easy way to setup your "Unknown" or "Guest” devices for
use and management in your home network.

|

Cimlmme = mmez e [Blancs Calect B
Sefect a cokegory | Please Select (v |

Figure 4.8: Register Device Setup Wizard

Register Device Setup Wizard

The Wizard is a simple way to register unknown or guest devices in your home network.

To register an unknown or guest device

1.

© N o gk~ w DN

Click (highlight) the Unknown or Guest Device. The Register Device Setup Wizard will
appear.

Select a device in the Category drop-down list box (Figure 4.8).

Once you select a category, the Install a Network Device panel expands.

Select the Type and Operating System from the drop-down menu (Figure 4.9).

Device Name option allows you to choose a name that will appear on your Network Map.
MAC Address and IP Address are automatically populated by the Wizard.

Click Update.

Click Apply Settings.
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D-Link Secure e | v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOUT

% Securespot Protected Network s . TVACCAROZL Settings

REGISTER DEVICE SETUP WIZARD ?)

An Easy way to setup your “Unknown” or “Guest” devices for
use and management in your home network.
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BT
Seisct 3 camgory [Computing v/
Seecta type [Laptop v
Seect a Operatng Sysem [

Devies Name |tvacearo2! |

MAC hdress
o P Address [4
[ select one of the & 1
e

below to manage.
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i @ O s £
FEEAALY PARENTAL FARENTAL abeidts TR SPAM
° ° A B ik .
< >

“SecureSpot” trademark of D-Link Systems, Inc. | Copyright® 2007 Beecure Technologies, Inc| Web Version 2.1.2.3

Done [# @ mnternet #100% -

Figure 4.9: Wizard Drop-down Menu

Deleting a Device from the Network Map
There may be times you will want to temporarily or permanently choose to remove a device from
your SecureSpot network (i. e. delete a guest account before the 24 hour, retire a device, etc).

To delete a device from your home network

1. Select a device on the Network Map that you want to delete.

Click the X icon (delete) located under the highlighted device.

2
3. A pop-up window will appear on the screen prompting you for a response.
4. Click OK to delete the highlighted device.

5

Once your setting has been saved, the message "Selected Device deleted" appears on
the Network Map.
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5. Thin Client Installation

The SecureSpot services available through the Thin Client application are:

» Identity Protection
»  Pop-up Blocker
« AntiVirus/Spyware

Downloading Thin Client Services

The protection offered by the Thin Client is at the endpoint or PC level. Therefore these
services are only available on the individual PCs you actually download and install the Thin
Client. Although you will be prompted to install the Thin Client application when you register a
computer, you may install the service at any time. (NOTE: This application is unavailable for
Mac users at the present time.)

To download Thin Client

1.

Open a Web browser to the SecureSpot 2.0 “My Account” Web Control Center login
screen (Figure 3.2) on the computer you wish to install the Thin Client and log in.

Select the computer on which you wish to install the Thin Client.
Click one of the Thin Client service tabs (ID Protect, Pop-up Blocker, or AntiVirus).

Select Download in the Options and Configuration Section and follow the onscreen
instructions to install the Thin Client. NOTE: It is recommended that you choose Run
rather than Save.

Once the installation is complete, you will be forced to restart your computer. As your
system restarts, a splash screen appears indicating that the latest virus definition files will
be downloaded (Figure 5.1).

Program Setup X|

Thank you for installing the D-Link Securespot Thin Client.

‘We will now take a few minutes to download the latest virus definition files to
complete the installation of the Securespot Security Services.

You may continue working while this is occuring.

@\

Figure 5.1: Thin Client Download Page

After the Thin Client has been installed, you will see the SecureSpot icon on your desktop
and in your system tray.

You will also see a recommendation to run a full virus scan. (Figure 5.2)

NOTE: SecureSpot 2.0 Thin Client does not require a full system scan in order for real-
time protection to be active.
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9. Click Next to take you to the “My Account” Web Control Center login screen with your
account E-mail address pre-populated.

Securespot Thin-Client

The Securespaot Thin-Client installation is complete and security services are
enabled, It is strongly recommended that wou perform a complete syskem scan,

Click. Mext to access the Securespot Web-based Management Console and
cuskomize your pre-configured security setkings.,

Figure 5.2: Download Complete

Accessing and Modifying the Thin Client
The Thin Client application can be accessed and modified two ways:

= Network Map - When using the Network Map, you must be physically logged on to
the computer you wish to make changes.

= SecureSpot Icon - Right-clicking the system tray m

icon on any machine where the Thin Client has been Open Intrusion Detection...
installed will provide you with a pop-up menu that At Clriae »
you can use to modify the settings of the machine Identity Protection .
you are currently using. Popup Blocker

The Open option will open your default Web browser to the “My

Account” Web Control Center Login Screen. As long as the Thin = !i Llpqrndu

Client is installed and running properly, you should see your

account e-mail address automatically populated when you open Reauthenticate

the Network Map in this manner. About, .,

You can also access the Network Map by double-clicking the
desktop icon.

Open Intrusion Detection

Open Intrusion Detection opens the Internet Application List, which displays a list of programs
that have been previously blocked or allowed (Figure 5.3). The Internet Application List is not
shared, but specific to each computer. From here you can:

= Highlight a program or process and change its permission to either Block or Allow
by clicking the options under Permissions.

= Select Refresh to see the most recently updated list of blocked and allowed
applications.

= Highlight an application and select Remove to delete it from the list. NOTE: You must
click Apply to save your changes.
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D-Link SecureSpot Thin Client (Control Center)

Internet Application List

Highlight the file name and select the permission level by dlicking on the options at lower right-hand corner.
Program Product Name Permission ~
POWERPNT.EXE Micrasoft Office 2003 Allow

RIGHTNOW EXE RightMow Browser Allow

RTVSCAMN.EXE Symantec Antivirus Allow

SPOOLSY.EXE Microsoft@® Windows® Operating Sy... Allow

SYCHOST.EXE - Allow

USERINIT.EXE Microsoft® Windows® Operating Sy,..  Allow
VISUALCOMMUNICA Wisual Communicator Block

WINLOGON, EXE (OVACAWINDOWS) system32\winl.,.  Allow
WINWORD.EXE Microsoft Office 2003 Allow
WMPLAYER.EXE Microsoft{R) Windows Media Player Block

YA3.EXE YA3 Block
YUPDATER.EXE AutoUpdater Block =
< >
ProgramPath: C:\Program Files\Mitel MetworksiYour Assistant 3 Permissions
ProductName: YAZ

ProductVersion:  3.0.37.0 ¥ Allow Full Access
CompanyMName:  MewHeights ® Block Application

< >

Add I Remove | Refresh ] Apply

Figure 5.3: Internet Application List

AntiVirus Center

The AntiVirus Center feature gives you access to the AntiVirus/Spyware scanning and scheduling
tools.

Scan My Computer - Opens the manual scan interface. Here you have the option to scan all or
specific file types as well as what action to take if problems are detected. You have the option to
select specific directories to scan, or use the Scan All button to run a complete system scan.

Scheduled Scans - Opens the Scheduled Scans interface, where you can add, remove, edit, or
run scheduled scans. A default daily scan, which occurs at 12:00 am, is provided when the Thin
Client is installed. NOTE: A computer must be turned on at the scheduled time in order for a scan
to occur.

Scan History Log - Shows the results of previous scans until you remove individual results, or
clear the log.

Download Latest Virus Definitions - Opens the manual update screen. Click Next to look for
new virus definitions. If there are newer virus definitions available, they will be automatically
downloaded. If your definitions are up-to-date, you will be notified that this is the case.

Quarantined Files opens the list of potentially dangerous programs. NOTE: Since the
Quarantined File List is specific to each computer, this list is not shared from one computer to
another. In order to manage the quarantined files you should:

= Double-click each entry to find detailed information on each file.

= Use the Remove button to completely remove the file from your computer.

= Use the Restore button to restore the file on your computer.

NOTE: Real-time Protection is enabled by default.
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Identity Protection

Identity Protection guards against identity theft. You are required to provide the SecureSpot 2.0
administrative password before being able to view or modify the settings. (NOTE: This service is
only available in Internet Explorer.)

Protected Information — Area to add private data that you wish to be protected, such as account
IDs, passwords, Social Security numbers, etc.

Trusted Sites — Area for Web sites that require trusted information that would normally be
blocked. For example, you may have entered your online banking password in the protected data
area, but you can also add your online bank Web address to the trusted sites list so you will not
be prompted every time you try to log in.

When you are in Internet Explorer, you will see the Identity Protection prompt any time you try to
transmit your protected data to a site that isn’t on your trusted site list.

Popup Blocker
Pop-up Blocker includes the following:

= The Settings option determines how the pop-up blocker notifies you when a pop-up
is blocked.

= The Allowed List is useful for sites which include login screens that are treated as
pop-ups.

Internet Protection Settings
The Settings option support troubleshooting and displays various tools including:

= Service Log

= Offline Help
=  Re-Authenticate
= Uninstall

You can also choose to show or hide the desktop icon and startup splash screen

Thin Client Upgrade

The Upgrade is used to check if you have the latest version. If there is a newer version available,
clicking on Thin Client Upgrade will prompt the download process. If you have the latest version
available, you will see the “latest client version installed” message.

Reauthenticate

Reauthenticate from the systems tray is used to manually reauthenticate the Thin Client, similar
to Reauthenticate in the Settings window. NOTE: You will not see any visual feedback indicating
that reauthentication has taken place.

About

This item displays the Thin Client version number.
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6. Security Function

Security Function Tab

To customize the individual Security services, click the appropriate service icon under the
Security function tab. NOTE: Identity Protection, Pop-up Blocker, and AntiVirus/Spyware will not
be active unless you have signed up for the Thin Client. The services available are:

~

L] = —The Access Control service allows computers to attach to the network
without requiring a Thin-Client installation for AntiVirus and Spyware protection.
]
= — The Firewall service increases PC security by controlling access to

incoming and outgoing Internet ports.

L] @ _ The Parental Control service protects your home from dangers of the
Internet, while giving you flexible control over Web sites and Internet application
usage.

L] — The Parental Reporting service creates a historical record of the Web sites
that can not be altered or erased. The record is updated daily. Archived reports
contain the profile, date, Web site visited, Web site category, number of hits, and age
group, and are displayed at any time by the account administrator. Historical
information is supplied in a calendar format for up to 2 weeks. Additionally, the
Reporting service contains a Parental Notification feature that enables you to receive
alerts via e-mail and/or short message service (SMS) whenever a user attempts to
access a blocked Web site. NOTE: Currently, the 2.0 release is not enabled to send
alerts for all categories. It will only send alerts when a user attempts to access a
pornography or R-rated Web site.

= b — The Identity Protection service encrypts and securely stores your personal
identification and financial information, protecting you from malicious applications
searching for sensitive information, i.e., credit card numbers and bank account
information. NOTE: Service provided only with Thin Client installed.

= I ]— The Pop-up Blocking service prevents unwanted and annoying pop-up
windows from appearing while you surf the Internet. NOTE: Service provided only
with Thin Client.

£
] i.'l' — The AntiVirus/Spyware service protects your computer from viruses that
infect your system and spyware that tracks your Web-browsing habits and steals
your personal information. NOTE: Service provided only with Thin Client.

= L — The Spam Control service saves time and protects your computers by
helping redirect junk, phishing, and pharming e-mails to Spam folders. You may use
this area to define a personal tag for unwanted e-mails. This feature uses a series of
techniques to tag unwanted e-mails with a user-defined prefix. Suspected junk e-mail
contains this prefix in the subject line of your incoming e-mail.
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Security Function Navigation
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Figure 6.1: Security Function Tab Bar

Access Control — Enable or disable this service, additionally you can set the Guest Password,
change the Master Password and change the Master Password retrieval question and answer.

Firewall — Any configuration of the firewall is always done at the router level. If a device is
selected and you click on the Firewall service you will be asked to “Click here to view the Router’s
Firewall Options.” This will then selected the router and give you the following options to
configure.

= Install Network Device

= Install Network Application

= Virtual Server

= Port Forwarding

= Application Control

= Schedule Rules
Parental Controls — These can either be handled at the network level or the device level. After
clicking on the Parental Control icon you will be given the following options

= Categories

= Options

=  Site Lists

= Schedule Rules

Parental Reporting —The services available for configuration for this icon are:

=  Parental Notification

= Archived Reports. NOTE: This will show the log for every device on the network
regardless of which device is selected when viewing the report.

ID Protection, Popup Blocker, and AntiVirus/Spyware — These services are only available to a
device that has the Thin Client installed.

Spam Control — Services can be configured at the Network Level or Device Level

e Tag
e Source List
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Access Control Service Navigation
~

—_You have already been introduced to the Access Control service when you registered your
computer. Access Control is a service under the Security function provided through SecureSpot
2.0, Following are a number of other procedures available to you with the Access Control service.
NOTE: Access Control is managed at the network perimeter. You must have the router

highlighted in order to make any changes.

This service detects computers and other devices as they attach to your network. The Access
Control service prevents neighbors and hostile devices from attaching to your network. It also
allows you to provide temporary access to your network through 24 hour Guest Accounts.

NOTE: As you perform the following procedures, you will be asked to click Save to save your
new settings. At times you will also be prompted to click Apply Settings.

To enable Access Control (Figure 6.2)

1. Select the DIR-625 icon on the Network Map.

2. Click the Access Control service under the Security tab.

3. Click "2/ on the Access Control panel to hide/display descriptive Access Control
information.

4. Select the ON option (green) button to enable the Access Control service.

D-Link secure s | v2.0 Management Console

HICIERE | Wy ACCOUNT | HELP | LOGOUT

Securespot Protected Network —_— DIRERS Semings

ACCESS CONTROL @ca DO 7

This serace BUID-SHRC1E new dinices as thay atiach 1o your
rtwirk. This festure incredses sscurly By preventiog
eaighbors and hastla devees Fom alachesg 15 you netwark
g You can sanily wid 3 new device or @ temporary Jd-beur
Guest Actount denice ba your network [Sad your reuber
marmal for additional WPA encrypiad security}
Gt St [
ON - [Recommended] Hew computers will nol be alowed
inlemet access wntil they parform a cne-lime nesgstration
{requirer sdministrative paseword) A Gess Account is
drvalaiie for limsfed 2-howr Intensd sccess

OFF - flass secur) Any computer will access the intamael
without parfosming the cra-lime segistration

Password Secusity - AddES secunly queslion and g

aril - AddEdt e adminisirator passwond
jast Passwoad - ASKEdS the guost sccount passward

SecureSon” radenars of Dimi Systema o | CoppnghhD 007 Beecsre Techagioges, InC | Wk Versos 2 1 1

Figure 6.2: Access Control
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To view and/or change your Password Information (Figure 6.3)

Click the Password Security link on the Access Control panel.
Type a security question and answer in the provided fields.

1
2
3. Click Save to save your settings.
4

Once your settings have been saved, the message "Security Information saved"
appears on the Password Security panel.
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Figure 6.3: Password Security

To view and/or change the Master Password (Figure 6.4)

1. Click the Admin Password link on the Access Control panel.

NOTE: The administrative password is the password that you created when registering
the SecureSpot 2.0 services.

2. Type your current password, type a new password, and then confirm the new password.
Click Save to save your settings.

4. Once your settings have been saved, the message "Administrative Password saved"
appears on the Admin Password panel.
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Figure 6.4: Admin Password

To view and/or change the Guest Account Password (Figure 6.5)

Click the Guest Password link on the Access Control panel.

Type your current password, type a new password, and then confirm the new password.

1

2

3. Click Save to save your settings.
4

Once your settings have been saved, the message "Guest Password saved" appears
on the Guest Password panel.
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7. Firewall Service

The Firewall feature increases network security by controlling access to incoming and outgoing
Internet ports. While important services use these ports, they may also be used as entry points by
other unwanted services, hackers, and trojan programs.

Firewall Navigation

® The Firewall service is controlled at the router or perimeter level. You may access the
service by clicking Firewall on the Security function tab at the router level or when an individual
computer or device is highlighted as discussed below. NOTE: If you access the Firewall service
at the router level, you will bypass the panel with the orange banner display.

NOTE: As you perform the following procedures, you will be asked to click Save to save your
new settings. At times you will also be prompted to click Apply Settings.

To enable the Firewall (Figure 7.1)

1. Select a specific PC or device on the Network Map.
2. Select Firewall service under the Security tab.

Click the 2

4. Click the Router Firewall Options (orange banner) to view and/or change the Router
Firewall settings (ON is the default). NOTE: Since the Firewall service is controlled at the
network perimeter, this step redirects you to the router.

icon to hide/display descriptive Firewall information.
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Figure 7.1: Router Firewall Options
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To add a network device using the New Device Setup Wizard

1. Click the Install Network Device link on the Firewall panel (Figure 7.2).

2. Select a device in the category drop-down menu (Figure 7.3).

3. Once you select a category, the Install a Network Device panel expands.
4

Select the type and operating system and enter the appropriate Device Name, MAC
Address, and IP Address.

5. Click Save to save your settings.
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Figure 7.2: Firewall Panel
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To add a new application rule to your network (Figure 7.4)

1. Click the Install Network Application link on the Firewall panel.
Select an application in the drop-down menu.

3. Select a device in the Create rule for drop-down menu that you want to create an
Application rule for.

4. Click Create Rule to save your settings.

Once your settings have been saved, the message "Application Rule Created" appears
on the Application Setup Wizard panel and the newly created Application Rule is added.

NOTE: To define a single public port on your router for redirection to an internal LAN IP address
and private LAN port, click the Virtual Server link on the Firewall panel.
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Figure 7.4: Add New Application Rule

To add a Virtual Server Rule (Figure 7.5)
1. Inthe Application Name drop-down menu, select the application and its associated
ports and protocol that you want to allow access to your network or device.

2. Select the « character to populate the appropriate Name, Ports, and Protocol for the
selected application.

OR
1. Enter the Name, Ports, and Protocol to create a new application server setting.

2. Inthe Computer Name drop-down menu, select the appropriate device that you want to
allow access.

3. Select the « character to populate the appropriate IP Address for the selected device.
OR
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Type the IP Address of the device that you want to allow a specific port.

In the Schedule drop-down menu, select Always or a previously created schedule for
which you want to allow Internet access.

In the Inbound Filter drop-down menu, select Allow All to open a single port in your
router and redirect this data through this port to a single device on your network.

Select the Enabled check box if you want to enable the Virtual Server Rule on the router
also.

Click Save to save your settings. Once your settings have been saved, the message
"Virtual Server Rule Created" appears on the Virtual Server panel.

The newly created Virtual Server Rule is added to the Virtual Servers List.
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Figure 7.5: Add a Virtual Server Rule
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To edit a Virtual Server Rule (Figure 7.6)

1. Click the icon to expand the Virtual Servers List panel.
2. Selectthe 3 icon to edit a Virtual Server Rule. NOTE: The previously-saved Virtual
Server Rule input appears in the Server Settings panel.

3. After changes have been made to the Virtual Server Rule, click the Update button on the
Server Settings panel.

4. The updated Virtual Server Rule is added to the Virtual Servers List.
To delete a Virtual Server Rule

1. Click the icon to expand the Virtual Servers List panel.

Select the X icon beside the Virtual Server Rule that you want to delete.

3. Once the Virtual Server Rule has been deleted, the message "Virtual Server Rule
Removed" appears on the Virtual Server panel.

NOTE: To open multiple ports or a port range in your router and redirect data through those ports
to a single PC on your network, click the Port Forwarding link on the Firewall panel.
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Figure 7.6: Edit a Virtual Server Rule
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To allow individual ports, mixed ports, or port ranges (Figure 7.7)

1.

In the Application Name drop-down menu, select the application and its associated
ports that you want to allow access to your network or device.

Select the « character to populate the appropriate Name, TCP Ports, and UDP Ports for
the selected application.

OR
Type the Name, TCP Ports, and UDP Ports to create a new application server setting.

In the Computer Name drop-down menu, select the appropriate device that you want to
allow access.

Select the « character to populate the appropriate IP Address for the selected device.
OR
Type the IP Address of the device that you want to allow ports or port ranges.

In the Schedule drop-down menu, select Always or a previously created schedule for
which you want to allow Internet access.

In the Inbound Filter drop-down menu, select Allow All to open multiple ports or port
range in your router and redirect this data through those ports to a single device on your
network.

Select the Enabled check box if you want to enable the Port Forwarding Rule on the
router also.

Click Save to save your settings.

Once your settings have been saved, the message "Port Forwarding Rule Created"
appears on the Port Forwarding panel and the newly created Port Forwarding Rule is
added to the Ports List.
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To block individual ports, mixed ports, or port ranges
1. Inthe Application Name drop-down menu, select the application and its associated
ports that you want to block access to your network or device.

2. Select the « character to populate the appropriate Name, TCP Ports, and UDP Ports for
the selected application.

OR
1. Type the Name, TCP Ports, and UDP Ports to create a new application server setting.

2. Inthe Computer Name drop-down menu, select the appropriate device that you want to
allow access.

3. Select the « character to populate the appropriate IP Address for the selected device.
OR
1. Type the IP Address of the device that you want to allow ports or port ranges.

2. Inthe Schedule drop-down menu, select Always or a previously created schedule for
which you want to allow Internet access.

3. Inthe Inbound Filter drop-down combo box, select Deny All to block multiple ports or
port range in your router and deny data through those ports to a single device on your
network.

4. Click Save to save your settings.

Once your settings have been saved, the message "Port Forwarding Rule Created"
appears on the Application Control panel.

6. The newly created Port Forwarding Rule is added to the Ports List.

7. Select the Enabled check box if you want to enable the Port Forwarding Rule on the
router also.
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Figure 7.8: Edit Port Lists
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To edit a Port Forwarding Rule (Figure 7.8)

Click the icon to expand the Ports List panel.
Select the 3 icon to edit a Port Forwarding Rule. NOTE: The previously-saved Port
Forwarding Rule input appears in the Server Settings panel.

After changes have been made to the Port Forwarding Rule, click the Update button on
the Server Settings panel.

The updated Port Forwarding Rule is added to the Ports List.

To delete a Port Forwarding Rule

NOTE:

Click the icon to expand the Ports List panel.

Select the X icon beside the Port Forwarding Rule that you want to delete.

Once the Port Forwarding Rule has been deleted, the message "Port Forwarding Rule
removed" appears on the Port Forwarding panel.

To control usage of Instant Messaging (IM), Peer-to-Peer (P2P) controls, and other

popular network programs, click the Application Control link on the Firewall panel.

To allow applications (Figure 7.9)

1.

In the Application Name drop-down menu, select the application that you want to allow
access to your network.

Select the « character to populate the appropriate Name, Trigger Ports, Firewall Ports,
and Traffic Type inputs for the selected application.

OR

Type the Name, Trigger Ports, and Firewall Ports, and then select the associated Traffic
Types that you want to allow access to your network.

In the Schedule drop-down combo box, select Always or a previously created schedule
for which you want to allow this application.

Select the Enabled check box if you also want to enable the Applications Rule on the
router.

Click Save to save your settings.

Once your settings have been saved, the message "Application Rule Created" appears
on the Application Control panel.

The newly created Application Rule is added to the Applications List.
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To block applications

1.

In the Application Name drop-down menu, select the application that you want to block
access to your network.

Select the « character to populate the appropriate Name, Trigger Ports, Firewall Ports,
and Traffic Type inputs for the selected application.

Type the Name, Trigger Ports, and Firewall Ports, and then select the associated Traffic
Types that you want to block access to your network.

In the Schedule drop-down menu, select Never to block this application.

Select the Enabled check box if you also want to enable the Applications Rule on the
router.

Click Save to save your settings.

Once your settings have been saved, the message "Application Rule Created" appears
on the Application Control panel.

The newly created Application Rule is added to the Applications List.
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Figure 7.10: Edit an Application

To edit an Application Rule (Figure 7.10)

1. Click the icon to expand the Applications List panel.

2. Selectthe 3 icon to edit an Application Rule. NOTE: The previously-saved Application
Rule input appears in the Program Settings panel.

3. After changes have been made to the Application Rule, click the Update button on the
Program Settings panel.

4. The updated Application Rule is added to the Applications List.
To delete an Application Rule

1. Click the icon to expand the Applications List panel.

Select the X icon beside the Application Rule that you want to delete.

3. Once the Application Rule has been deleted, the message "Application Rule removed"
appears on the Scheduling panel.

NOTE: To control Internet access, click the Schedule Rules link on the Firewall panel. Web
browsing can be controlled by time of day and each day of the week.



38|FIREWALL SERVICE

To create a Schedule (Figure 7.11)

1. Inthe Rule Name text box, type the name of the schedule that you want to create.
2. Select the appropriate options for Days:

a. AllWeek NOTE: If the All Week option button is selected, the individual day
check boxes collapse (disappear).

b. Select Day(s)
3. Inthe Start and End Time drop-down list boxes:
a. Select the appropriate time. (Schedule times are hour and minute increments.)

b. Select the All Day check box if you want to block Internet Access for 24 hours.
NOTE: If the All Day check box is selected, the Start and End Time drop-down
list boxes collapse (disappear).

4. Click Save to save your settings.

Once your settings have been saved, the message "Firewall Schedule Created"
appears on the Scheduling panel.

6. The newly created schedule is added to the Schedules list.

-
D-Link secure ® | v2,0 Management Console
HOME | MY ACCOUNT | HELF | LOGOUT
Securespot Protected Network
SCHEDULING 7
Thes Saature alicay you 10 CHaste & ScChadule e That by be
applied 1o the Fiewall snd Paenial Cortrel Sersces
- g Sehedubis coatrsl INlamet SCoias By diyE and imes of the
.- day
et S Ny : @
-
B8 iees (E Seiecr eyt
10 2 [ i e s [ s P 2
o — |
St Teme | 12 % D0 8 AM S e e 5 e e
- ] T P——r—
—|
- B =
A N
@ e -] [}
L o SeTa 5 . Copyrghil 2007 Bae: s L

Figure 7.11: Create a Schedule



To edit a Schedule (Figure 7.12)

1. Click the icon to expand the Schedule panel.
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2. Selectthe E icon to edit a schedule. NOTE: The previously-saved schedule input

appears on the Controls panel.

3. After changes have been made to the schedule, click the Update button on the Controls

panel.

4. The updated schedule is added to the Schedules list.

To delete a Schedule

1. Click the icon to expand the Schedule panel.

2. Select the X icon beside the schedule that you want to delete. NOTE: Schedules that
are being used can not be deleted.

3. Once the schedule has been deleted, the message "Firewall Schedule Removed"
appears on the Scheduling panel.
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8. Parental Control Service

The Parental Control is a service included under the Security function, which protects your home
from dangers of the Internet, while giving you flexible control over Web sites and Internet
application usage. The flexibility allows for a custom level of filtering sites and protects against
dangerous sites infected with spyware or malware.

Parental Control Navigation

2 The Parental Control panel allows you to customize the list of blocked categories and also
control Internet access by days and time. NOTE: Once you set up your schedule rules, you must
remember to go back to Categories to enable the schedules.

NOTE: As you perform the following procedures, you will be asked to click Save, to save your
new settings. At times you will also be prompted to click Apply Settings.
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Figure 8.1: Parental Control Panel

To configure Parental Controls (Figure 8.1)

1. Select (highlight) a specific computer or device on the Network Map.
2. Select Parental Control under the Security function tab.

Click the ‘2

Select the ON option button to enable the Parental Control service. NOTE: ON is the
default.

icon to hide/display descriptive information on the Parental Control panel.
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To customize the list of default Blocked Categories (Figure 8.2)

1.

Click the Categories link on the Parental Controls Service panel. NOTE: This feature
facilitates more explicit content filtering through Web site category blocking and
unblocking.

In the Select Age Groups panel, select one of the age groups: NOTE: The Adult
Filtering Age Group is selected by default.

In the

Custom
Child (0-8)
Adolescent (9 —12)
Youth (13 - 17)
Adult (18+)
Schedule drop-down menu, select one of the schedule options:
Always - The device will always be allowed Internet access with the filtering
categories set above.

Never — The device will never be allowed Internet access independent of the
filtering categories set above.

Newly created schedule — The Schedule Rule allows surfing with the filtering
categories set above, but only during the time period established within the rule.

NOTE: The Schedule drop-down menu (located at the bottom of the Categories panel) is also
where a Scheduled Rule is applied.
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Safety Lock Option and Password Override

The Safety Lock option is used to protect against users accessing multiple blocked sites. When
enabled, Password Override allows you to view the blocked pages when you enter the
administrative password.

NOTE: To enable or disable the Safety Lock option and Password Override, click the Options
link on the Parental Control panel

To modify the Safety Lock option (Figure 8.3)
1. Click and hold the slide control button, and then move the button to the desired safety
lock setting.

2. Release the slide control button, and then click it one more time. This will set the slide
control button. NOTE: The information beneath the slide control will change as you move
the button to reveal the current setting.

Click Save to save your settings.

4. Once your settings have been saved, the message "Parental Control Options saved"
appears on the Options feature panel.
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To modify the Password Override option (Figure 8.4)

1. Click the icon to expand the Password Override panel.

2. To enable password override, select the Enable Password Override check box.
3. Click Save to save your settings.
4

Once your settings have been saved, the message "Parental Control Options saved”
appears on the Options feature panel.
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Figure 8.4: Password Override

Customized Lists

The ability to create customized lists enables you to block or allow specific Web sites by URL and
create White Lists (list of specified “only allow” Web sites) if desired to control content filtering

more specifically.

NOTE: To create customized lists of blocked/unblocked Web sites, click the Site Lists link on the

Parental Controls panel.

To create Allowed Web Sites List (Figure 8.5)

In the provided text box, type the URL of a Web site that you want to allow.

Click Add.

1
2
3. The Web site is added to the Allowed Web Sites List.
4

Repeat the previous two steps if you want to add additional Web sites to your Allowed

Web Sites List.

5. Once your settings have been saved, the message "Parental Control Web Site Lists

saved" appears on the Web Sites List panel.
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Figure 8.5: Allowed Web Sites Panel

To create an “only allow” White List (Figure 8.6)

1.

In the Allowed Web Sites List, type the URL of the Web site that you want to allow in the
text box.

Click Add.

The Web site is added to the Allowed Web Sites List.

Repeat the previous two steps to add additional Web sites to your Allowed Web Sites
List.

Click the icon to expand the Options panel.

Select the Only Allow the Web sites listed in the Allowed list check box.

NOTE: This will block access to all Web sites with the exception of those specified on the
Allowed Web Sites List.

Click Save to save your settings.

Once your settings have been saved, the message "Parental Control Web Site Lists
saved" appears on the Web Sites List panel.
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Figure 8.6: Web Sites Options
To create Blocked Web Sites List (Figure 8.7)

Click the icon to expand the Blocked Web Sites panel.
In the provided text box, type the URL of a Web site that you want to block.
Click Add. The Web site is added to the Blocked Web Sites List.

P W DN P

Repeat the previous two steps to add additional Web sites to your Blocked Web Sites
list.

5. Once your settings have been saved, the message "Parental Control Web Site Lists
saved" appears on the Web Sites List panel.
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Figure 8.7: Blocked Web Sites
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To edit the Allowed and Blocked Web Site Lists

= Click the icon to expand the list that you want to edit: Allowed Web Sites or Blocked
Web Sites.

= Toremove a single entry from a list:

1. Click (highlight) the Web Site entry
2. Click Remove. The Web site is removed from the appropriate list.
= Toremove several entries from a list:

1. Click (highlight) the Web Site entries
2. Click Clear. All entries are removed from the appropriate list.

To create a Schedule (Figure 8.8)

In the Rule Name text box, type the name of the schedule that you want to create.
8. Select the appropriate options for Days:

= All Week
NOTE: If the All Week option button is selected, the individual day check boxes collapse
(disappear).
= Select Day(s)
9. Inthe Start and End Time drop-down list boxes:

= Select the appropriate time. (Schedule times are hour and minute increments.)

= Select the All Day check box if you want to block Internet Access for 24 hours.
NOTE: If the All Day check box is selected, the Start and End Time drop-down list
boxes collapse (disappear).

10. Click Save to save your settings. Once your settings have been saved, the message
"Firewall Schedule Created" appears on the Scheduling panel.

11. The newly created schedule is added to the Schedules list.
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Figure 8.8: Scheduling Setup

To edit a Schedule (Figure 8.9)

1. Click the icon to expand the Schedule panel.

Select the E icon to edit a schedule.
The previously-saved schedule input appears in the Parental Controls panel.

After changes have been made to the schedule, click the Update button on the Parental
Controls panel.

5. The updated schedule is added to the Schedules list.
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Figure 8.9 Scheduling Editing

To delete a Schedule

1. Click the icon to expand the Schedule panel.

2. Select the X icon beside the schedule that you want to delete. NOTE: Schedules that
are currently in use cannot be deleted.

3. Once the schedule has been deleted, the message "Firewall Schedule removed"
appears on the Scheduling panel.

NOTE: To control Internet access, click the Schedule Rules link on the Parental Controls panel.
Web browsing can be controlled by time of day and each day of the week.

Custom Security Settings

There may be times when you will want to manage security settings on one PC separate from the
other devices in your home network.

To apply customized security settings to a single computer (Figure 8.10)

1. Select any computer on the Network Map that you want to apply customized settings.
2. A pop-up window appears on the screen. Click Yes.

3. Click the Security tab.
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Select any service icon.

The Settings managed for this computer check box will appear on each service panel
and the default will be selected.

You may now customize any of the Security services and apply these new security
settings to a single computer on your network.

D-Link Ssecure

v2.0 Management Console
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Figure 8.10: Customized Security
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9. Parental Reporting Service

The Parental Reporting service creates a historical record of the Web sites that cannot be altered
or erased. This information is maintained in a calendar format for up to 2 weeks. Archived reports
contain the profile, date, Web site visited, Web site category, number of hits, and age group, and
are displayed at any time by the account administrator.

The Parental Notification feature enables you to receive alerts via e-mail and/or short message
service (SMS) whenever a user attempts to access a blocked Web site. NOTE: This will only
send alerts when a user attempts to access a pornography or R-rated Web site.

Parental Reporting Navigation

NOTE: As you perform the following procedures, you will be asked to click Save to save
your new settings. At times you will also be prompted to click Apply Settings.

D-Link’ securesp@! v2.0 Management Console

HORE | WY ACCOUNT | HELP | LOGOUT

Securespol Frotected Network

| PARENTAL REPORTNG Don o rs

| Sesuieipel Panstsl Repoting mprsns 8 hitsncal imcend
of Wab stes wated in the st two weeks Theee reconds can

W g nat Be alened of erted
-
5 1& u!
| Parenial Hotificasion - Manage notiicaton delvery [amal or
Tornt Dt Viarlawe | SAESY
|
schivind Roporis - Ravis Wab BICEeS in Caiandar loomat
Lpcipby i i
Sacumty 'l Ll il |
TacenTool Tadenart ¢l [-Link Srieme, i | Dogyngned 1037 Bescwry Tecascloges, NG| ek Virsoa 1.1 1 3

Figure 9.1: Parental Reporting Panel

To enable Reports (Figure 9.1)

1. Select a specific device on the Network Map.

2. Click the Parental Reporting service under the Security function tab.

Click "2 to hide/display descriptive information on the Parental Reporting panel.
4. Select the On option to enable the Parental Reporting service. (NOTE: ON is the default)

To enable Parental Notification via e-mail and/or SMS notification alerts, click the
Parental Notification link on the Parental Reporting panel.
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To add Parental Notification via E-mail alerts (Figure 9.2)

1. Select On option to enable the Parental Notification feature.
Enter an e-mail address in the text box and click Add.

3. Once your settings have been saved, the message "Parental Notification settings
saved" appears on the Parental Notification panel.
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Figure 9.2: E-mail Notification

To stop an E-mail Address from receiving alerts

1. Select the e-mail address in the list that you want to remove, and click Remove.

2. Once your settings have been saved, the message "Parental Notification settings
saved" appears on the Parental Notification panel.

To add Parental Notification via Mobile Device (SMS) alerts (Figure 9.3)
1. Select On option to enable the Parental Notification feature.

2. Click @ to expand the Mobile Devices panel.
Enter a short message service (SMS) number in the text box and click Add.

4. Once your settings have been saved, the message "Parental Notification settings
saved" appears on the Parental Notification panel.

To stop a SMS number from receiving alerts

1. Select a SMS number in the list, and click Remove.

2. Once your settings have been saved, the message "Parental Notification settings
saved" appears on the Parental Notification panel.
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Figure 9.3: Mobile Device Notification

To view a report (Figure 9.4)

1. Click the Archived Reports link on the Parental Reporting panel.
2. This report includes: Profile, Page, Category, Hits, and Age Group

3. Click any colored block to view that day's detailed history.
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Figure 9.4: Reports
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10. Identity Protection Service

The Identity Protection Page allows you to enter private information (e.g. Social Security Number
(SSN), credit card numbers, bank account numbers, etc.) into online forms and e-mails, while
preventing this information from being transmitted from your computer(s) without your permission.

Identity Protection Navigation

b Before you can begin to use the Identity Protection service, you will have to make sure you
have installed the Thin Client application on the computer you are on. (Figure 10.1)

NOTE: Thin Client is controlled at the PC level and must be installed on each device separately.
Refer to the Thin Client Installation section of this manual to download and install the SecureSpot
2.0 Thin Client application.
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Figure 10.1: Thin Client Download

To activate Identity Protection (Figure 10.2)
1. Log into the Management Console through the “My Account” Web Control Center Login
Screen and select a computer on the Network Map.
2. Click Identity Protection service under the Security function tab.
3. Click "2 to hide/display descriptive Identity Protection information on the Identity
Protection panel.

4. On the Identification panel, check to see that Identity Protection is On (green light).
(NOTE: If the Identity Protection is Off (red light), you must install the Thin Client on your
machine or turn the Thin Client on before you can continue.)
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Figure 10.2: Identity Protection Panel
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Figure 10.3: Thin Client Tray

Protected Information

To protect your private information, click the Protected Information link on the Identity Protection
panel. (Figure 10.2) You may also right click the Thin Client icon in the Windows tray to choose
Identity Protection and Protected Information from the submenu. (Figure 10.3)
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Figure 10.4: Protected Information

To add private information to the Protect List (Figure 10.4)

1. Inthe provided field, type an item of private data that you want protected.
2. Click Add. The information is added to the protect list.

To delete private information from the Protect List (Figure 10.4)

1. Inthe list of Protected Information, select the data that you want removed from the list.
2. Click Remove. The information is removed from the protect list. OR

3. Click Remove All to delete ALL private information from the protect list.

Trusted Sites

To view a list of Web sites that are allowed to access the protected data on your computer, click
the Trusted Sites link on the identity Protection panel. (Figure 10.2) You may also click the Thin

Client icon in the Windows tray to choose Identity Protection and Protected Information from the
submenu. (Figure 10.3)

To add a Web site to the Protect list (Figure 10.5)

1. In the provided field, type the address of the Web site that you want to have access to
your personal data.

2. Click Add. The information is added to the allow list.

To delete a Web site from the Allow list (Figure 10.5)

1. Inthe allow list, select the address that you want removed from the list.
2. Click Remove. The information is removed from the allow list. OR
3. Click Remove All to delete ALL Web sites from the allow list.
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Figure 10.5: Trusted Sites

Example

For example, if you attempt to send an online form containing your SSN, you will receive a
prompt alerting you to the fact that your correspondence contains private information and asking
you to verify that you want to send this information. (Figure 10.6)

Identity Protection

The following zite iz tying o view your probected data.

hittp: £ A vy, google. com
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To allowy alwayz, pleaze zelect the option and click on Accpet

Accept | Block,

Figure 10.6: Identity Protection Alert
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11. Pop-up Blocker Service

This feature blocks annoying pop-up windows that slow down your computer and cover up your
desktop, while allowing approved sites to create pop-up windows as needed.

Pop-up Blocker Navigation
1___1Before you can begin to use the Pop-up Blocker service, you will have to make sure you
have installed and activated the Thin Client. (Figure 11.1)

NOTE: Thin Client is controlled at the PC level and must be installed on each device separately.
Refer to the Thin Client Installation section of this manual to download and install the SecureSpot
2.0 Thin Client application.
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Figure 11.1: Thin Client Download

To activate the Pop-up Blocker (Figure 11.2)

1. Log into the Management Console through the “My Account” Web Control Center Login
Screen and select a computer on the Network Map.

2. Click the Pop-up Blocker service under the Security function tab.

Click () to hide/display descriptive Pop-up Blocker information.

On the Pop-up Protection panel, check to see that Pop-up Blocker is On (green light).
(NOTE: If the Pop-up Blocker is Off (red light), you must install the Thin Client on your
machine and/or turn the Thin Client on before you can continue.)

5. To control pop-up settings, click the Settings link on the Pop-up Blocker panel.
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Figure 11. 2: Pop-up Blocker Panel
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Figure 11.3: Pop-up Blocker Settings

To adjust Pop-up Notification Settings (Figure 11.3)

1. Check the box next to the notification features you want to activate.

2. Click Apply, and then OK to save your settings. This will return you to the Popup
Blocker panel.
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NOTE: To create a list of Web sites from which you want to allow pop-up windows, click the
Allow List link on the Pop-up Blocker panel. This feature allows you to unblock pop-up windows
from Web sites that may use pop-up windows to help you conduct personal business, (e.g.
Internet banking Web site, mortgage company Web site, 401 Benefits, etc.)

@ D-Link SecureSpot Thin Client (Control Center) M=

Popup Blocker: Allowed Sites
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hitp:ff Add
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RemweJ
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Figure 11.4: Pop-up Blocker Allowed Sites

To add a Web site address to the Pop-up Windows Allow List
1. Inthe provided field, type the Web site address that you want to allow pop-up
windows.
2. Click Add. The Web site address has been added to the Allowed Sites list.

To remove a Web site address from the Pop-up Windows Allow List
1. From the Allowed Sites list, select the Web site address that you want to remove
from the Allowed List.
2. Click Remove. OR

3. Click Remove All to remove all the Web site addresses from the Allowed List.
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12. AntiVirus/Spyware Service

The AntiVirus/Spyware service protects your computer from viruses that can infect your system
and spyware that has the potential to steal your personal information and track your Web-
browsing habits. Utilizing McAfee AntiVirus and McAfee Spyware protection SecureSpot 2.0
provides you with round the clock (24/7) world-wide monitoring and automatic updates that
respond to the latest virus, trojan, and spyware threats in an integrated service.

NOTE: We recommend that you scan your computer for viruses on a regular basis. Scheduling or
performing manual scans ensures that nothing gets past even on friendly channels.

AntiVirus/Spyware Navigation
M

L

= Before you can begin to use the AntiVirus/Spyware services, you will have to make sure
you have enabled the Thin Client application. (Figure 12.1) If you do not have AntiVirus/Spyware
installed, the right panel will give you the option to download the Thin Client program at this time.

NOTE: Thin Client is controlled at the PC level and must be installed on each device separately.
Refer to the Thin Client Installation section of this manual to download and install the SecureSpot
2.0 Thin Client application.
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Figure 12.1: Thin Client Download
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To enable AntiVirus/Spyware

1. Log into the Management Console through the “My Account” Web Control Center Login
Screen and select a computer on the Network Map (Figure 12.2).

2. Click the AntiVirus/Spyware service under the Security function tab.

Click the 2 icon to hide/display descriptive AntiVirus/Spyware information.

4. On the AntiVirus/Spyware panel, Check to see that AntiVirus/Spyware is On (green light).
(NOTE: If the AntiVirus/Spyware is Off (red light), you must install the Thin Client on your
machine or turn the Thin Client on before you can continue.)

D-Link Ssecuresp@el v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOUT

. .
[
.".'—'.3 Securespot Protected Network

w525

ANTIVIRUS/ANTISPYWARE CrOn ol P

The Meiles AmMul/AnliSeewan sngne pebecls you
COmpUtEY o veiloh ThAL iCY YOur yalem nd dfnwaie

that Bmchs yow 'Web-browsing habeis  and steals you
. . persenal informaton
S
1 M - Padarm 3 vnp can now
- 5 Waew the scan log
X

Szhasdul

u:

-]

oM SCaNS

Lipats (he AV S

il Fides - Manage grvantned fies

Loam about prolectng your netwerk

ary - Search dor vews informataon

% & E ¥ & [
e ® @® & @ °

SeosreSpol” wederant of O-Lni Sysiees. ine | Cooprighid 00T Beetuse Tochaoingies nC | Wiel Verson 2112

Figure 12.2: AntiVirus/Spyware Panel

Manual Scan

Although it is recommended that you schedule scans on a regular basis, you can manually scan
for viruses at any time.

To perform a manual virus scan (Figure 12.3)

Click the Manual Scan link on the AntiVirus/Spyware panel.
= To choose a specific folder to scan:

+ Select the check box next to the folder that you wish to scan. (You can view
deeper subfolders by clicking the expand icon to the left of the check boxes.)

» To pick a particular type of file to scan based on file extension (i.e. doc), click the
Supplied Extensions option in the Scan Options dialog box.

= To scan all files:

» Select the All option in the Scan Options dialog box
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To scan the selected file types in all of the system folders and drives, click Scan

All.

To scan the selected file types in designated folders and drives:

1.
2.
3.

Click Scan.

A Scan Progress pop-up window will open and the scanning process begins.

When the scan is finished, Scan complete is displayed at the top of the pop-up
window. Any infected files will be displayed in the pop-up window.
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Figure 12.3: Scan My Computer Dialog Box

Scan History Log

To view your virus scan history

Click the Scan History Log link on the AntiVirus/Spyware panel. (Figure 12.4)

To view the results of a scan performed after this pop-up window is opened, click
Refresh to repopulate the list to include the most recent scan.

To remove a scan from the AntiVirus history log, select the scan within the displayed
list and click Remove. The scan record is removed from the list.

To delete all scan records, click Clear Log. When you receive a verification prompt,
click Yes.
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@ D-Link SecureSpot Thin Client (Control Center) =
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Figure 12.4: Scan History Log

Scheduled Scans

To schedule an automatic virus scan

1
2
3.
4

9.

Click the Scheduled Scans link.
Click Add. The Schedule a scan pop-up window appears. (Figure 12.5)
Type a name and description for the scheduled scan, and then click OK.

Click the Files tab. Check the boxes next to the folders or drives you want scanned, and
then click OK.

Click the Options tab. Select the All option button to scan all file types, or select the
Supplied Extensions options button to specify which types of files you want scanned. In
the Action drop-down menu, select what action you want performed when detection of
an infected file has occurred:

= Disinfect the file — Cleans infected files automatically when they are found.

= Warn me before taking action — Lets you choose what to do with each infected file
when it is found.

= Delete infected file — Deletes infected files automatically when there are found.
Click OK.

Click the Time tab. Select the option button for the desired automatic scan frequency:
Daily, Weekly, or Monthly.

If you choose a monthly scan, select a number from the Day drop-down menu. For
Weekly, select the day from the Every drop-down menu.

Click OK.

10. Click Scan now to start a scheduled scan.
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Figure 12.5: Schedule a Scan Pop-up

To delete a scheduled virus scan

1. Select the scan that you want to cancel.

2. Click Remove. The scan is permanently removed from the schedule.

To edit a scheduled virus scan

1. Select the scan that you want to edit.

2. Follow the steps under Scheduling an Automatic Scan to edit the details of your
scheduled scan.

Manual Update

You can manually check for updates at any time. You can also make sure you have not missed
an update or catch up if you cancelled an update notification.

To update your virus definition file updates (Figure 12.6)

1. Click the Manual Updates link on the AntiVirus/Spyware panel.

2. Click Next to check for updates. NOTE: The SecureSpot Client Control Center will be
closed during this operation.

An update pop-up window will appear when the virus definition files have been updated.
4. Click Close.
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@ D-Link SecureSpot Thin Client (Control Center) ==
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Back Mext Close

Figure 12.6: AntiVirus Updates

View Quarantined Files

To view quarantined potentially unwanted program (PUP) files or viruses found
during a manual, automated, or real-time virus scan

Bsecure AntiVirus Services

The Following object is identified as a Potentially Unwanted Program:
C:\Documents and Settingsisparrott. SPARROTT 3\ Local

Settings\Temporary Internet Files\Content, IESYQLLOB7EO\gicar[1].com
Program Mame:
EICAR test file

Select one of the Following options.

{ Quarantine | [ Allow ]

For virus information, click the Following lirk:
http:fjus.meafee, comfvirusInfodefault, asp?id=alpharchar=EICAR test

Figure 12.7: PUP Warning

1. If there is a potential threat during a scan or while you are downloading a program, a
Bsecure AntiVirus services pop-up window will appear on the screen and display the
PUP file and Program Name. (Figure 12.7)

2. Click the McAfee link at the bottom of the pop-up window for detailed threat information.

Click Allow if you want to permit system access to the file. NOTE: If the same PUP file is
detected again, it will be silently allowed.

4. Click Quarantine to repair the buffer/object/file.

If repair fails, the filename is added to a quarantined list and file access is denied.
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6. From the SecureSpot tray icon, click the Quarantined Files submenu under AntiVirus
Center (Figure 12.8).

7. A Quarantined File List dialog box will appear on the screen with a list of quarantined files
(Figure 12.9).

8. If the potential threat has been quarantined and is not listed, then AntiVirus Services
have successfully repaired the file (Figure 12.10).

9. Double-click the object/file to launch the McAfee Website.
10. Click Restore to repair and release the file/object from the quarantined list.

11. Click Remove to delete the file/object permanently.

Open...
Open Intrusion Detection...
Open Profile Management. ..

Scan My Computer
Scheduled Scans Identity Protection
Scan History Log Popup Blocker 3
Download Latest Virus Definitions 1
Quarantined Files

v Enable Realtime Protection

Switch User Profile
Settings...
Thinclient Uparade...

Reauthenticate

L e

Figure 12.8: AntiVirus Center Menu

& D-Link SecureSpot Thin Client (Control Center)

Quarantined File List

Following files have been quarantined.

| Filefobjact Threat Name
| C:\Documents and Setting,.. EICAR test file
C:\Documents and Setting... EICAR test Fis
C:\Documents and Setting... EICAR kest file

Double-click the entry for more information, Back | Remove I Reskore

Figure 12.9: Quarantine File List
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To view viruses found during a manual, automated, or real-time virus scan

1.

A Bsecure pop-up window will appear on the screen and display the Virus file and
Threat Name if a virus has been detected while you are conducting a scan or
downloading a program.

For more threat information, double-click the file/object to launch the McAfee Website.
Close the pop-up window.

From the SecureSpot tray icon, click the Quarantined Files submenu under AntiVirus
Center.

A Quarantined File List dialog box will appear on the screen with a list of quarantined
files.

If the potential threat has been quarantined, but is not listed, the AntiVirus Services have
successfully repaired the file.

Double-click the object/file to launch the McAfee Website.
Click Restore to repair and release the file/object from the quarantined list.

Click Remove to delete the file/object permanently.

Bsecure - Malware Found

Malware/ulnerability/Potentially Unwanted Program has been Found,

- File/Object/Process Threat Name
C:\Documents and Settingsl... EICAR test file

Objects have been quarantined. Double-click the entry for more information.

Figure 12.10: Virus File
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& D-Link SecureSpot Thin Client (Control Center)

Quarantined File List
Followsing files have been quarantined.
! FilefObject Threat Name
Double-click the entry for mare information. Back | Remave f Restore ]

Figure 12.11: Empty Quarantined File List

Threat Center

To learn more about protecting your computer from potential threats, launch the McAfee® Threat
Center by clicking the Threat Center link on the AntiVirus/Spyware Service panel.

Mcﬁfeef Threst C'mg:;-._ [heed ||.,'|p_r . Globat S%es | ¥ 0 G

Home & Heme Office Lmadl & bedium Busineas ¢ Emerprise | Panners

Threat Center e —

Up-to-the-minute knowledge about threats
and vulnerabilities from top-ranked

* Learn Hore

McAfee Awert Labs has developed o
general ranking systern that
indicabes the gevertty of Kngwn
glabal throats and Raw thay =pact
Ehe Trermes, BUSINEss opErabons,
and home users’ systems.

McAfee Avert® Labs. ? {"’
il e : -
L]

Probect what you value,

BREAKING ADVISORY | 4 MCAfee
August 14, 2007, Nine Security Bulleting have baen released by Hicroscht 1o sddress 14 CVE A AudioParasitics
idanthed vuinarabiltine. The affacted products ncude Microsolt Windaws, Office, Vinusi PC, i Fodtasts frem Mcifwe Avert” Lats
and Virtual Server. Six of the bullefins have been rated by the vender as ontical with the theee : . !
remaining besng rated important. L’ |
] Apm
7. Appla today relessed Secunty Updats 2007-007 and tan cthas updates 1 pasch o -
vulnerahaities in iPhone, Safar, snd Mac OS5 XK. The worst of the patched faws would allow for
remote code exeoation without ser interaction.
Learn Mare
~
Current Malware Current Yulnerabilities -
Date Published Date Public
£ e} 16 Jul 2007 » Wets Haadl 14 Aug 2007 .
A 00 g The Future of Security
n o4 Jul 2007 14 Aug 2007
01 jul 2007 14 Aug 2007
OF Nov 2004 10 Jul 2007 The secord issue of Mcifer Avert
17 May 2006 $0 Jul 2007 Labs sacurity poumal gazes inta
the crystal Ball to diare what
12 Jun 2007 threats and defenses will atirac
15 ks S your attention during the next frve -

Figure 12.12: Threat Center
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Threat Library

The Threat Library allows you to search for information on known viruses and other threats. To
launch the McAfee® Threat Library, click the Threat Library link on the AntiVirus/Spyware Service

panel.

M.CAf“B [Threat Center [*] [Hecanein? [*] |Giobal Sies [+] sen [gee

Emall & Medium Business v Enterprise ' Partmers

ome & Home (fice L)
Thveot Resources

Search McAfee Avert® Labs Threat Library * Anti-Malware Tips
Mare than 180,000 threats exist today, The Mcdfee Avart Labs Thrast Library has detsiled information on hHonwee
wiruses, Trojans, hoaxes, vulnerabilibes and Potentially Unwanted Programs, whers thay come fram, how * Malware Alarts
they infect yaur system, and how to mitsgate or remedsats them. Vikabina e Chedk sid Gevisval
Tood "Stinger”
Threat Information Library Search ¥ Mafes Avart Labs Thraat
News
Search for Threats
m » Newly Deooverad Makwans
Search in Category | &) Threats w| Display (40 =
dated Malware
cently Updated PUPs
Top Corperate User Malware Top Home User Malware
* Search Threat Library

Listed Alphabeticalbty ymit & Virus Sample

Lisead &lphabacically

1 Downloader-A4P 22 Feb 2007 1 15/Downloader-a00 15 Jun 2007 *Tools and Utlites

A Gereric Matwars.atzip o1 un 2005 [ 15/Exploit-BO.gan 26 Apr 2007 | " Virus Calendar

ﬂ W32 Mytob gendMM 18 May 2005 ﬁ 15 Wanka o5 Oct 2006 e =

8 wazrstration.gen.didr 24 Dec 2006 £ Puper 5 Sep 2005 on TN
» DAT Readme

B wazrzheiatingenaml 11 Jul 2007 08 Oct 2006
*DAT Downloads

* View Threat Koy m ¥ b, Qe 15 May 2005

. halatin.geniami 11 lul 2007

T View Threat Key

" Read about secunty research

as it happens

Figure 12.13: Threat Library
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13. Spam Control Service

This service stops unwanted e-mail from filling up your inbox while preventing e-mail scams and
providing Phishing protection at the same time. You will have the ability to flag and quarantine
unwanted e-mail. An advantage of SecureSpot 2.0 Spam Control service is that you may add this
protection directly into Microsoft Outlook or other e-mail accounts without changing addresses,
forwarding e-mail, or giving out passwords.

Spam Control Navigation

\\
Lo After you access Spam Control, two links will appear on the Spam Control panel.

Tag - Allows you to create a personal tag for unwanted e-mails that appears in the subject line of
incoming unwanted e-mails. Once you set up a rule in your e-mail account, (i. e. Outlook, Outlook
Express) e-mail that has been tagged will be sent directly to a spam folder.

Source Lists — This feature allows you to customize your blocked and allowed lists of approved
domains and e-mail addresses.

NOTE: As you perform the following procedures, you will be asked to click Save to save your
new settings. At times you will also be prompted to click Apply Settings.

D-Link Secure ¢l v2.0 Management Console

HOME | MY ACCOURT | HELP | LOGOUT

Securespot Protected Netwark

SPAMCONTROL @0e C08 ?
This serdce saves teme and protects your computer By
redwecting junk. phishing, and phasmng emails to Spam
. folders
& o)
e =
= é d Tag - Label incoming Spam

Sourc iy - Cragte custom b of bockedialowed Source
lisis

N @

Figure 13.1: Spam Control Panel

To enable Spam Control

Select a specific device on the Network Map.

2. Click Spam Control service under the Security function tab.

3. Click the 2 icon to hide/display descriptive Spam information on the Spam Control
panel.

4. Select the ON option to enable the Spam Control service. (NOTE: ON is the Default)
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D-Link Secure ® | v2.0 Management Console

HICRBE | WY ACCOUNT | HELP | LDGOUT

Securespot Protected Network

SPAM CONTROL rg
- -
[ § Sumer Tag
Qﬁ " i T B O el TN B R 1T T e I
—— T PR BTN T b eatinel Ttk T DS0TE P Dl o e Bt
catbui — e o mal Seeofy b e et
b By O FOPY o7l Dhe I re0rel 5 0ed o7 10 B Do e T
tet 3 SRk
Secunty o Ll Seppom | |
% @
g 4
s RaEl raapra af Drl Syankrs Coprprighsd 007 Babare Tamnagkges, ing Vs 21 1

Figure 13.2: Tag Panel

To define a Personal Tag to an unwanted e-mail (Figure 13.2)

1
2
3.
4

Click the Tag link on the Spam Control panel.

Type the prefix in the Spam Subject Tag text box. (NOTE: Spam is the default)

Click Save to save your settings.

Once your settings have been saved, the message "Spam settings updated" appears
on the Spam Control panel.

To hide Spam Tag details, click the icon.
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DLink Securesp ! v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOAUT

Securespol Prolected Network '_
APPROVED SOURCE LIST ?

% =2

L

“SecureSodl bademart of O-Link Syatemm he | Copyng™iB 2007 Beecurs Tachndtdm Pe | el YVersen 21.12

Figure 13.3: Allowed Sources Panel

To create an Allowed Sources List

1. Click the Source List link on the Spam Control panel.

2. In the provided text box, type the Domain and/or e-mail address that you want to
allow.

Click Add. The Domain and/or e-mail address is added to the Allowed Sources List.

4. Repeat the previous two steps if you want to add additional Domain and/or e-mail
addresses to your Allowed Sources List.

5. Once your settings have been saved, the message "Spam Lists saved" appears on
the Approved Sources List panel.

6. To hide Allowed Sources List details, click the icon.



SECURESPOT 2.0 USER MANUAL|73

D-Link Secure ¢ | v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOUT

Securespot Protected Netwark

APPROVED SOURCE LIST 7

@
=l
s
Tt ot b iemie e 0 Wil R30S 800 DA0x ol
= L .|
&l

Secwedpel Sidamirt o OLnk Syritirs, ne. | Copyrghl 2007 Biscurs Techraitgan, BE | Vivh Virses 2113

Figure 13.4: Blocked Sources Panel

To create a Blocked Source List (Figure 13.4)
1. Click the Source Lists link on the Spam Control panel.

2. Click the icon to expand the Blocked Sources List panel.

3. Inthe provided text box, type the Domain and/or e-mail address that you want to
block.

4. Click Add. The Domain and/or e-mail address is added to the Blocked Sources List.

Repeat the previous two steps to add additional Domain and/or e-mail addresses to
your Blocked Sources List.

6. Once your settings have been saved, the message "Spam Lists saved" appears on
the Blocked Sources List panel.

7. To hide Blocked Sources List details, click the icon.
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To edit the Allowed and Blocked Source Lists
1. Click the Source Lists link on the Spam Control panel.

2. Click the icon to expand the list that you want to edit: Allowed Domain List
(Figure 13.3) or Blocked Domain List (Figure 13.4).

3. Toremove a single entry from a list, click (highlight) the Domain and/or e-mail
address entry and click Remove.

4. The Domain and/or e-mail address is removed from the appropriate list. OR

To remove several entries from a list, click (highlight) the Website entries and click
Clear. (All entries are removed from the appropriate list.)

D-Link Secure ® | v2.0 Management Console

HOMSE | WY ACCOUNT | HELP | LOGOUT

E Securespot Protected Network — HR-E25 Sestings

APPROVED SOURCE LIST ¥
' &
L | SLIRC
#% =3 | 6
| =
Cuorat Betee Voot
Wr. choman bl yhoosd b appied
M o () B e bt
[ .
1
; Sprusty uppan

SeoareSoot” rademart ol DoLink Sywiewa. ing | Cogyrgrad 2007 Specwre Teohacioges. ing| Web Versaa 71 1 1

Figurel3. 5: Options Panel

To create a Source List Rule (Figure 13.5)

1. Once you have created Allowed and/or Blocked Source Lists, you may create a
Source List rule.

Click the icon to expand the Options panel.
Select the Source list that you want applied first (Allow or Blocked).

Click Save, to save your settings.

o > 0N

Once your settings have been saved, the message "Spam Lists saved" appears on
the Approved Source List panel.
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14. Info Function

Info Function Tab

To access the services, you must select (highlight) one of the computers or network devices
shown on the Network Map and then click the Info Function tab. NOTE: The selected device will
appear with a dark blue background. The information displayed when a device is selected
includes:

= Device Category — This drop-down menu is used to select a specific device
category, i.e., Computing, Gaming, Peripherals, Voice, etc.

= Device Name — This text box is used to create a user-defined computer and/or
device name.

= Device Type — This drop-down menu is used to select a specific device type, i.e.,
PC, XBox360, Skype, etc.

= Operating System — This drop-down menu is used to select an operating system.

= Media Access Control (MAC) Address — This text box displays a unique number
that is attached to the device network adapter.

= Internet Protocol (IP) Address — This text box displays the IP address that has
been assigned to an individual computer or network device.

= Client Version — This text box displays the latest Thin Client version for the device.

= Firmware Version — This text box displays the latest Firmware version for the
network.

Security !Eg | Support L Upgrade L
@l Device Category: f‘.;“;cmpim.r!g v Device Name: GTULENKO

Device Type: | PC | MAC Address:

Update JOpE“’““g RS ST | indones ™| paddress:  [192.168.0.198

Client VYersion:

To modify/update individual device data

1
2
3.
4

Select a specific device on the Network Map

Click the Info function tab

Select or enter the appropriate data into the drop-down menu or text boxes, respectively
Click Update
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15. Support Function

The Support Function provides technical support including: Account Information, FAQs, E-mail,
Live Chat, SecureSpot Datasheet, and User Manual links that can be accessed by clicking the
Support Function tab and then the individual services. Additional options will appear as panels in
the Options and Configuration Section on the right side of the screen.

1. B My Account — This service allows you to view and edit contact, billing,
password, and preference information (Figure 15.1).

D-Link Secure »:1 v2.0 Management Console

Secursspot Protected Network g

MY ACCOUNT i
The Account Infs section is used 10 wew and Sl imponant
contpel By BCIRG SYSHHT And fd e infamatisn
= =
% G Conaact Ink e Wiew and edit contact informataon
GueSmg || Wassomn i v i Bilng infnasan
P aszw cority: View and edi secunty queston and
B
Prefoennces Yaw and a0 prefpionces
W Socuty  [| W | appst R |
= 1 e ] =
E @ & == 5
My Accourm Fals E-mal e Ohat Catasheet Use

“SeturwSoet iratemark of G-Link Sysiems. e | Copyrght® 2007 Buecis Technsbgien, i | el Weraen 1113

Figure 15.1: My Account Feature

2. t@ FAQs — Click this service to launch the D-Link SecureSpot FAQs (Figure 15.2).

ANSWERS ASE A QUESTION | LOGIN

catagory @ Serch Text (optonal) Ten
a -

Product @ Search By

M ¥ [tvsses

AHSWERS, FOUND

210 Answars Faund

| Bowa| Bamwry
| 610 [5 [h8 S40.085008 (OMUTRE Wi

625 [necews 3 Runtee Eror whe o

£ B00eT CeNNSCL i ooind cames,
reoot wodk weth Maoningh Ooerateg Sriters?
2 the SacuraSoot Downigsd
Lasiel » compyter 1o mw Sacun

Figure 15.2: D-Link Frequently Asked Questions
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=
1

E-mail — This service allows you to send e-mails to SecureSpot Customer
Services (Figure 15.3). NOTE: You must click Submit to complete the transaction.

D-Link Ssecure el v2.0 Management Console

HOME | MY 2

DIR-625 Setngs

Securespot Protected Network —

E-MAIL SUPPORT

Use this form {0 obimm meoes peoduct sndior fecheical
information from cur Customes Sopport stall

% Mose: Ader pressing the Submit Form button, please wait

unti you recehe a Thask You~ scroem corf your
TequUEst Nas Been Sant, THCKING on e BuIlan MUBEH Times
il U in duplicate MEIS0NS STRING in our MBIt

| — —

Do ot ackiach Miay's Famdy

€< >

Trpe ol Comen  @Dinave O oo

Email Adrean

Phone Wombar SRS 0 284 e machet Br et inroaion

Sheation { Commrn

¢ @ = == B
- - 4 + - - L — A 8 A DI, S MOR IS TR PRt B DE B0
F o L HET RS By BvIr iu Py D8 S0bR])
Wy Account Fas E-mail weChal | Datashest " B
Uarual e |

S

“SecucaBioer masemant of DLk Systema, ine. | Capyrght 00T Baseuns Technabgins, oz | Web Versen 2123
B Iniwrmat # 0w -

Figure 15.3: E-mail Support

i Chat Yy LIVE

] | . S , : :

il Live Chat — Click this service to launch Live Chat and speak with a Tech
Support Agent (Figure 15.4).

8 Uve Assistance

Answers  Ask a Question My Support Looin

“First Name: [

“tastMame: [ ]

= Emaif Address: |
Product: | Al w

* Denotes a required field.

Please Note:
. Chat support is
available:

07:00
-11:00
Sunday: PM
coT
It is currently

» Thursday, Aug. 23,
2007 053118 PM CDT

Figure 15.4: Live Chat Support
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85 B85 &

| Datasheet —
Datasheet (Figure 15.5).

No PR

Click this service to open the SecureSpot 2.0 Services
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Figure 15.5: Data Sheet

securesp@rt

.
*) parental

E‘&
6. | User Manual — Click this icon to access the SecureSpot 2.0 User Manual

My Account Navigation

NOTE: If you click ‘é located at the top right of the screen in the Options and Configuration
section before you click Save, you will be returned to My Account without changing the

information you entered

To view and/or edit Contact Information (Figure 15.6)

o 0 A~ w ke

Select a specific device on the Network Map.

Click Support and then My Account.

Click Save to save your settings.

appears on the Contact Information panel.

Click the Contact Information link on the My Account panel.

Select or enter the appropriate data into the drop-down list or text boxes.

Once your settings have been saved, the message "Contact Information saved"
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D-Link Ssecure

v2.0. Management Console
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Figure 15.6: Contact Information

To view and/or edit Billing Information (Figure 15.7)

Select a specific device on the Network Map.
Click Support and then My Account.
Click the Billing Information link on the My Account panel.

Click Save to save your settings.

o wn e

Once your settings have been saved, the message "Billing Information saved" appears
on the Billing Information panel.

D-Link Secure @[ v2.0 Management Console
HOME | MY ACCOUNT | HELI | LOGOUT
—"": Securespot Protected Network
i
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Figure 15.7: Billing Information
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To view and/or edit Password Information (Figure 15.8)

1. Select a specific device on the Network Map.

2. Click Support and then My Account.

3. Click @ to expand the Password Security panel.

4. Type a security question and answer in the provided fields.

5. Click Save to save your settings.

6. Once your settings have been saved, the message "Security Information saved"

appears on the Password Security panel.

D-Link Securesp@i yv2.0 Management Console

HOME | MY ACCOUNT | HELI® | LOGOUT

Secursspot Protected Network
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Figure 15.8: Password Security

To view and/or change Preferences (Figure 15.9)

Select a specific device on the Network Map.
Click Support and then My Account.
Click the Preferences link on the My Account panel.

Select the appropriate check box to turn OFF some of the initial SecureSpot Preferences.

o > v N

Click Save. Once your settings have been saved, the message "the preferences have
been saved" appears on the Preferences panel.
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v2.0 Management Console
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Figure 15.9: Preferences
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16. Buy Now Function

Buy Now Navigation

*
5 The Buy Now Function tab displays the SecureSpot 2.0 Services Upgrade link. Click this
icon to display the SecureSpot Services upgrades panel and shopping cart (Figure 16.1).

D-Link sSecuresp@ ! v2.0 Management Console

IROME | WY ACCOUNT | MELP | LOGUAT
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Figure 16.1: Shopping cart

Family Protection Package

Select this package if you want to protect your household from inappropriate content and
objectionable Web sites and track Internet usage.

1. Select the Family Package option for each existing computer on your network.

2. When you are done, click Buy Now

3. A Payment Information pop-up window will appear (Figure 16.2).

4. Enter your payment information.

5. Click Buy Now. NOTE: After information has been processed, you will be redirected to

the SecureSpot Services home page.
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Total Home Security Package

Select this package if you want to protect your household from inappropriate content and
objectionable Web sites, track Internet usage, and provide McAfee AntiVirus/Spyware protection,
Spam Controls, Pop-up Blocking, Identity Theft Protection, and Intrusion Detection.

1. Selectthe Total Home Security Package option for each existing computer on your
network.

When you are done, click Buy Now

A Payment Information pop-up window will appear (Figure 16.2).

Enter your payment information.

Click Buy Now. NOTE: After information has been processed, you will be redirected to
the SecureSpot Services home page.

ok wn
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Figure 16.2: Payment Information Window

To remove a PC from the shopping cart

1. Select the X icon (delete) next to computer that you want to remove from the shopping
cart.

You will be prompted with a pop-up window.
3. Click OK if you want to delete this device from the shopping cart.
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17. Technical Support

How to Get Support

For SecureSpot Services Functionality Issues - Contact SecureSpot Service

= Support Hours: 7am — 12 pm Midnight CST (Central Standard Time)
= 7 Days a Week
= E-mail or Chat links

o NOTE: Refer to e-mail and chat features listed under the Support tab on the
SecureSpot Management Console. (Support Function section of the SecureSpot
2.0 User Manual)

= Call: 1-866-837-8908

For Basic Router Functionality Issues - Contact D-Link Technical Support

= Hours: 24x7
= Call: 1-877-453-5465
= http://support.dlink.com/contact/


http://support.dlink.com/contact/
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Appendix A — Upgrading Router Firmware

Firmware Upgrade

To install Securespot 2.0 Security Services to your DIR-625 router, you must upgrade the Router
Firmware to v3.05. NOTE: Firmware v3.03 or above must uploaded on your D-Link Router before
you can upload firmware v3.05.

WIRELESS

The "admin” and “user” accounts can access the managament nterface. The admin has
read/write access and can change passwords, while the user has read-only access,

By defauk there & no password configured, It & highly recommendsed that you create a
pagsword to kbop your router sacure.

ADMIN PASSWORD

Please enter the same password into both boxes, for confemation.

Password: [
Verify Password : [

USER PASSWORD

Please enter the same password into both bowes, for confimation.

ADMINISTRATION

Enable: Remobe Management @ [~
Remate Admin Port : |:'-:
Remote Admin Inbound Filter : [0570 =]

Dl |

Figure A.1: Router Tools Menu

SYSTEM HAME :

Gateway Name ;

SUPFORT

Helpiul Hints...
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I i {
SETUP | ADVARCED SUPPORT

Hielphul Himts...

The System Settings section alows you to rebodt the device, of restore the router to the
factory defauk settings. Restorng the unit to the factory u&tmmm al settings,
indudng any rules that you have aeated.

The current system settings can be sved 35 a fie onto the local hard drive, The saved fie or
any other ssved setting fle created by device cn be upladed nto the unt.

SYSTEM SETTINGS

Sava To Local Hard Drive: Save Cordguraton I

Load From Local Hard Drive; | Browse.. |
Restore Corfguration from Fle l

Restore To Factory Delault: festore Factory Defaults [
Rastore al settings to the factory defauks,

Reboot The Device: feboot the Deviee [

WIRELESS

Figure A.2: Systems Setting Page

To Upgrade your Firmware

1
2
3.
4

Open any Web browser and log into the D-Link Router Product page.
Select the Tools menu. (Figure A.1)
Select the System link on the Tools menu. (Figure A.2)

Click the Save Configuration button. (NOTE: To retain your existing Router
configuration settings, you must manually save these settings before upgrading the
Router firmware.)

A File Download pop-up window will appear on your screen. Click the Save button.

= Type admin in the User name text box.
= Leave the Password text box blank.
= Click OK.
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SLTUP ADVANCLD TOOLS STATUS

There may be new firmmare for your DIR-655 to morove funcoonalty and performance.

Ta upgrade the fimuware, lbcate the uograde fle on the local hard drive with the Browsa
button. Once you have found the fil te be used, chok the Uokad button below to start the
firmware Lograce.

Smesetings | DoitSsesewng |

Cisrrent Firfvware Verwon @ 3,00
Cusrent Firmvwane Date : 200702727
Latest Firmnware Version :  3.00

FIRMWARE UPGRADE

Hoke: Some firmware upgrades reset the configuration options to the factory
defaults, Before performing an upgrade, be sure to save the current configuration
from the Topls — System soreen,

To upgrade the fimware, your PC must have a wired connection to the router, Enter
the nama of the fimware upgrade fils, and dlick on the Upload button,

FIRMWARE UPGRADE NOTIFICATION OPTIONS
Automatically Check Online
for Latest Firmware Version

Emall Notification of Newer [~
Firmvieane Viersion @

WIRELESS

Figure A.3: Firmware Information Section

6. Select the Firmware link on the Tools menu. Verify the version in the Firmware
Information section. (Figure A.3)

7. Click the Browse button in the Firmware Upgrade section.
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ADVARCED

|| The System Settngs section
factory defauk settings.
| mcludng any rules that you have
| The current system settings can be
any other saved setting fle created

alows you to
mmw-rn
created.

sved

| TOOLS

rebook the device,

2 3 file oeite the local hard deve. The sxeed fis or
by device can be uploaded into the unk,

SYSTEM SETTINGS

Sava To Local Hard Drive: S Corguration I
Load From Local Hard Drive; | Bowse... |
Restre Configuaton fromFle |

of restore the router to the
Wﬂ"ﬁmwhmhwﬂmaam

STATUS SUPPORT

Helpful Henls...

Restore To Factory Delfa

Reboot The Devic

WIRELESS

File Dovwnload

Do you wanl to open or save this file?

Mame: gateway_settings.gws

Type: gws_suto File
From: 192.168.0.1

Open

O = |

3

Whie flles from the Infemet can be useful, some fles can pobentialy
hearm your compier, |f pou da not trust the sousce, do not open of

save this fle. What's the ik?

Figure A.4:

Open File

8. Select the appropriate firmware file (*.bin), and click Open. (Figure A.4)
9. Click the Upload button.

10. Click the OK button. When firmware upgrade is complete, an Upload Succeeded pop-up
window will appear on your screen. (Figure A.5)

The router wil new be reprogrammed usng the upioaded firmware fle. Please wak 41 seconds for this process to
wm&te,a&uwgf:mmgmmmwehnauesmh. Pressng refoad or badk on your browser may Guse
this aperation o

Figure A.5: Upload Success
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Appendix B — Restoring Configuration Settings

Restore Configuration Settings

This option restores all configuration settings back to the settings that were in effect for your
previous version of firmware. This will save you from having to manually reconfigure your settings
after upgrading your Firmware.

SETUF | ADVANCED

Tha “admin’ and “user” accownts can access the managament nteface. The admin has
raad/wrte access and can change passwords, while the user has read-only access.

By defauk therne & no password configured, It i highly recommended that you create a
password to kbop your router secure.

ADMIN PASSWORD

| | Please enter the sama password into both boxes, for confrmation.

password: [
Verlfy Password : [

USER PASSWORD
Poase enter the same password into both bowes, for confirmation.

Pmmrd:[—
Verify Password 1 [

SYSTEM HAME n

Gaboeway Name :

Enable Remote Management ; [
Remote Admin Port @ [0
Remaote Admin Inbound Filter : T |

Dl |

IWIRELESS

Figure B.1: Router Tools Menu

Use the following procedure to Restore previous Configuration Settings

Click the Tools menu. (Figure B.1)

Select the System link on the Tools menu. (Figure B.2)
Click the Browse button in the System Settings section.
A Choose File pop-up window appears on your screen.

Select the appropriate configuration file (e.g. gateway_settings.gws) and click Open.

I S o

Click Restore Configuration from File on the System Settings page. (NOTE: Please
wait while the configuration is being restored.)
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7. When Restore Configuration is done, a Restore Succeeded pop-window will appear on
your screen. (Figure B.3)

8. The Systems Settings page (Figure B.2) should automatically reappear within five
seconds.

9. Otherwise, click Continue to return to the System Settings page does not reappear.

SETUP ADVANCED | SUPPORT
| .I'.Ir_-lp!ul Himts...
| The System Settings section alows you to rehoat the dévice, or restors the rauter to the
| factory defauk settings. Restoring the unit to the factory Hhmum ol settings,
| incuding any nulis that you have created.

The current system settings can be @ved 3 a fie onto the local hard deive. The sved fie o
any other saved setting fle created by device can be uploaded into the unk.

SYSTEM SETTINGS

Save To Local Hard Drive: Save Carbguraton I

Load From Local Hard Drive; | Browse.. |
Restore Corfguration from Fle l

Restore To Factory Defalt: fuestore Factory Defaults I

Rastore al settings to the factory defauls,

Reboot The Device: Riehoot the Device !

WIRELESS

Figure B.2: System Settings

The restored configuration fie has besn upladed successfuly.

Press the button below to continue configurng the router I the pravious page doesn't restore i 5 seconds.

_Goe |
WIRELESS

Figure B.3: Restore Success
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Appendix C — How Icons Differ and Why

== Registered Device — Any device that accesses the WAN side of the
g router and progresses through the Access Control registration.

Pcl

e

Registered Devices (non-PC based) — Many other devices are
automatically added to the Web Ul after accessing the WAN side of the
router.

Unknown Devices — These devices have not gone through the Access
Control registration process but have attempted to access the WAN side
of the router.

] Guest Icons — These icons are only created when Access Control is
..6 enabled and the user chooses Guest account instead of registering the
@ device. A guest account only lasts for 24 hours before the user must

— choose again to register or continue to be a guest on the network.
FUEEll

= Caution Icon — Any device will display a “caution” yellow icon if any of
gl the services have been disabled. This is only to alert the customer that

1 something is turned off not that there is a potential problem with that
s particular computer on their network.
Bescurs dem,
H Guest Setup — This is where all configuration for Guest Accounts are

- set. Anything relating to guest accounts is setup in this section including
-}% Guest account passwords.

Selected Device - To configure any device for SecureSpot services that
device must be selected. The background color for the device is blue (as
show to the left) when the device is the selected
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