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Introduction

D-Link new NetDefend Firewalls with built-in Intrusion
Prevention System (IPS) enables your business stay secure
against various network threats from the Internet. To effectively
immunize from malicious codes such as network worms,
trojans or attacks injuring your business productivity, keeping
your NetDefend IPS signature up-to-date is the key to harden
your network security.

D-Link now delivers the NetDefend IPS Subscription Service for
all customers, strengthened by the update-to-date NetDefend
IPS signature, your business can always stay with a secure and
reliable computing environment. To benefit from NetDefend IPS
Subscription Service, first of all you have to register as a D-Link
member, using your original product information. After your
IPS update service is activated, your NetDefend Firewall will
automatically communicate with the update server regularly as
needed.



Apply for a D-Link Member

You need to visit D-Link NetDefend Security Portal, which
provides a registration platform and abundant professional
security resources to customers,

1. Please launch your browser and input the following URL.:
http://security.dlink.com.tw.

7§ D-Link NetDefend Center - Microsoft Internet Explorer
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2. Go to “My D-Link” in the menu bar, and click “Registration”
from the pull down menu.
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3. For security concern, your information provided in “My D-

Link” is protected by HTTPS communication, and please click

“Yes” to trust the D-Link certificate.
D'I.illk' ‘ NetDefend Center

Bullding Networks far People

Search | Site Map

changed by cthers. Howsver, there is 2 problem with the site's

z@ Information yau exchange with this site cannot be viewed or
secuiity certiicate,

[y The secuiy cettiicate was issued by 2 company you have
not chosen to tust, Yiew the cerificate to determine whether
you veant to tust the certifing authority.

@ The seouity cerlificate date is valid

User Login /B The name on the secuity certiicate is invalid or does not

malch the name of the ste

Do you want to proceed?

4. If you are already a D-Link member, and you want to register
another firewall product, please input your username and
password, then logon “My D-Link” directly.

D'Lillk' ‘ NetDefend Center

Building Networks for Peopla

About D-Link | Product | Support | NetDefendlive | MyD-Link | News | ContactUs |

My D-Link
Profile Home > My D-Link
Registration Registration

Product Status

Registration Assistance

D-Link Membership
Login for your device registration

IPS Service

\_/ News Headline

tch Here!
Today's Headline

Login

New User
A D-Link user account enables customers to register and activate their NetDefend products and Subscription
Senvice: it will also allow you to access all resources in the NetDefend Center, download files and check the

subscription of your product. Please complete the step-by-step registration below for new D-Link users to create
new account:
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5. If you are new to “My D-Link”, please comprehend the
registration information for My D-Link membership by
following the steps below:

Step 1: Provide Login Information, User Profile and Company
Profile. Please make sure you fill in the correct information for your
membership.

New User

A D-Link user account enables customers to register and activate their NetDefend products and Subscription
Service; itwill also allow youto access all resources in the NetDefend Center, download files and check the
subscription of your product. Please complete the step-by-step registration below for news O-Link users to create a
new accaunt:

Step 1 cep Step 2 P Step 3
Account Creation Product Regisiration Confirmation

Step1

Login Information:

*Usemame: [erf

“Password: [ (must be between B and 24 characters)

=Confirm Pagsword: f=]

User Profile:

*First Mame: [o

*Last Name: [Jeff

*E-mail: [Jeff_kogelink com tw

Phone Number: [388-2-68000123

Fax Number: [s86-2-55500988

Joh Title: [Enginesr

Company Profile:

*CompanyiOrganization: |D—Lmk

Eranlavaac: 2an.
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Step 2: Please fill in the MAC address and Serial Number of your
appliance. To find the information, you can check the label at the
bottom of the appliance.

| AboutD-Link | Product | Support | NetDefendLive | MyD-Link | News | ContactUs |

My D-Link

Login Home > My D-Link

Login Assistance Registration

» Registration

Registration Assistance
Product Status New User

N If have not registered your product, you can still create an account for yourself. The serial number and MAC address
u_ Howillig of your device are printed on the sticker placed on your device.

oy Step 2 18
" Product Registration "

Product Information:

Device Allas: [NeDetend Frewal
“Purchase Date: [2008 =114 =1 =]
“Serial Number, Bszaervinin
MAC Address: [rosmesomecs

Distributon VAR [oLink

Back Hext

ch Here!
Today's Headline

Step 2

Step 3: Please make sure you provide the correct information
before submitting your registration.

» Registration Registration

productstatis Registration Assistance

1./ News Headline
7 Step 1 . Step 2 > Step 3
Watch Here! Account Creation Product Registration Confirmation
Today's Headline:
Step 3

User Profile:
#First Marne: Jeff
*Last Mame: Ko
“E-mail: jefl_ko@dlink com tw
Phone Mumber: 886-2-66000123
FaxNumber: 888-2-55509988
Job Tile: Engineer

Company Profile:

*Company/Organization: D-Link
Employess: 300+
*Arddress: M.289 Sinhu 3rd Ed,, Neihu District, Taipei Gity 114, Taiwan, R.0.C
*Country Taiwan
*City: Taipei
State/Provinte: Taipel
Postal Code: 114
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7. After you complete the registration, you will receive
an email from D-Link NetDefend Center for membership
confirmation.

|_NetDefend Li

Supp:

Login
Login Assistance

» Registration

Product Status.

1,/ News Headline

Watch Here!
Today's Headiine

Home > My D-Link
Registration

Thankyou 193 D-Link user accourt. emailtothe o confirm
your email account.
Jeff_ko@dlink com tw
Please click on the URL linkin the emailor into the ¥
1 Important Reminger
For firewall products, lease upgrads your osor enable
P Interms of firmwars
version to v1.23 or above for enabling ISG pattern update senvice.

8. Check your mailbox to see if you received the confirmation
email. When you receive the email, please confirm your
membership within 48 hours simply by clicking the URL link
provided in the mail.

I
I
I

Dear jeff ko:

Thank you for creating a D-Link user account. This mail is to confirm your
e-mail address. Please click on the following URL or copy and paste it into
address bar of your browser, please check or modify your personal profile.

http://security.dlink.com.tw/account/tyv.as

In order to avoid your profile from being expired and removed from our
system, please dlick on the URL link and valldate your reglstration within
48 hours.

I Important Reminder

For firewall products, please upgrade your firmware version to v2.04 or
above when you want to enable IPS autoupdate service. In terms of
Information Service Gateway (1SG), please upgrade your firmware version
to v1.23 or above for enabling 1SG pattern update service.

If you have any problems, please detail them in an e-mail to D-Link's
NetDefend Center at security.support@dlink.com.tw.

9. After the confirmation, you can check and review your
registered Product Status anytime via NetDefend Security

Portal.

My D-Li

Profile
Registration

» Product Status.

IPS Service

Watch Here!
Today's Headine

Home > My D-Link > Product Status

Product Status

The foll owing information details your registered product status , please take note of the expiration date of your IDS
Senvice and Product Warranty,if the service or warranty is overdue now, you can contact D-Link to purchase a
Subscription Service to extend your product warranty period.

Wy Firewall

Model Name DFL-210
Serial Number 1

MAC

0015E95CC135

Aug 02, 2005

IPS service

Registration Date




D-Link NetDefend IPS 3

Update Service Warranty

D-Link NetDefend IPS firewalls DFL-210/800/1600/2500 includes
integrated Intrusion Prevention System with high performance deep
inspection technology and real-time IPS signature update service to
protect your enterprise network from exploited application security
holes, network worms, and malicious attacks. In order to be effective,
the IPS signature database should be kept up to date against a
variety of threats from the Internet. Today D-Link provides two types
of IPS update service warranty, including the Basic Maintenance
and Advanced IPS update service, to ensure your IPS signature
database is accurate and up-to-date.

D-Link NetDefend Basic IPS Maintenance Service

D-Link will provide the Basic IPS Maintenance service Free for all
members registered indefinitely. This service includes IPS signature
updates for error correction or signature optimization of the built-in
IPS database. The number of IPS signature in the database will stay
the same as when the appliance was purchased.

1. Verify your Product Status, you will see the IPS maintenance
service Free after your firewall is registered.

My D-Link

Profile Home > My D-Link > Product Status
Registration Product Status

»Product Status.
1PS Service

ubs
Watch Here!
Today's Headine

i expiration date of your IDS
ntactD-Linkto purchase a
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2. Login your firewall, point your mouse to “Maintenance* in the
tool bar of firewall Ul, and click “License” from the pull down
menu. Also you will see that your License of IPS Maintenance
Service is Free.

D-Link NetDefend Advanced IPS Update Service

D-Link offers an optional Advanced IPS Update Service for customers
of NetDefend firewall appliances to purchase further enhancing the
security level of your NetDefend Firewall, and all D-Link’s NetDefend
members can enjoy a 3-month free trial. With the innovative traffic
anomalies detection mechanism, your firewall would be protected
by immediate IPS signature updates from the D-Link NetDefend
Center.

This service is capable of producing an immediate signature of a
confirmed exploit within 48 hours, based upon the information
available. The IPS signature database is automatically checked
at least once a day or more frequent as necessary. Customers
can purchase this service from all authorized D-Link NetDefend
resellers.

The Advanced IPS update service requires firewall firmware v2.10
or above.

09
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1. Please check your firewall firmware if it is v2.10 or above.

Link

Building Networks for People

Configuration =

T Tooks~ | @ Status~ | % Maintenance «

fem Status

sl o

Sptem Time: 20080802 162338 _ i

@ User Authentication i bl e 5112000 |

63 Traffic Management Canigurston  Vasion 14 i
(BTt ansgement e 1
Vasion: Jut 17 2008 e 01100 [
Crusn | 006000314205 P wndarmasentor | | VAV oss
ey ot 20

105 Signatues

120 20060406 08:18.07

2. Get the trial activation code of Advanced IPS update service

on NetD

efend Center

a. Click “IPS Service” of My D-Link, and click the “Activate 90

days

b. Yo

trial” button

D-Link

Building Networks for People

NetDefend Center

|_AboutD-Link | Product | Support | NetDefend Live | My D-Link | News | ContactUs |

My D-Link
Profile Home > My D-Link
Registration IPS Service

Product Status.
D-Link provides advanced IPS Update Service includes the download of atest IPS engine as well as always the

»1PS Service most up-to-date signature database, Click here to geta 90 days tiallicense of advanced Intrusion Prevention
System for your NetDefend firewall

Activate 80 days trial

1./ News Headline

fere!
¥ Today's Headline

u will get the trial activation code

illl( ‘ NetDefend Center

Building Networks for People

|_AboutD-Link | Product | Support | NetDefend Live | My D-Link | News | ContactUs |

My D-Link
Profile Home > My D-Link
Registration IPS Service

Product Status.
The following activation code will give you a 90 days free trial for advanced IPS Update sevice, please enter the

»1PS Service code into the frswall U

DR U LEELIUEY The 0 days period will startto count when the code has been entered in the firewall. You can review the

remaining time in the firewall Ul or NetDefend Center

Trial activation code{DKELS-NDZI \TGH-CJE! LCE

Watch Here!
¥ Today's Headline
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3. Login your firewall, point your mouse to “Maintenance* in the
tool bar of firewall Ul, and click “License” from the pull down

menu. Enter the trial activation code and click the “Activate”
button.

% License

#) General

% Lizerss

Model nsme:
e aste

1DS Maintenancs Sarvice Free -
Advanced IDS Update Service A wa

An sctivation cads for = 20 sy: fies tisl peried of the Acvanass DS Updsts Servias is

s ssilscls stear regisvation st D-Links NatDefeng Canier
Afizrthe sl periog, 102 firswal vill sviten ek 1o ihe suilin mainiznenss sz,

12 forthe senices Saslar Veu stthe NeiDefand Canter bafore you submit an
saivstion coos.

Snte acivaton oode are [ERELS| INEEVE {oATGH {CIESL | KTLCE

#) License Properties

4. Firewall is contacting the License Server

Logged in ss administrator

admin - 192.168.1.12

bols + | @ Status~ % Maintenance +

% License
#) General

% Licarse

Flasss it wnils the frausll i sontacting the lizanse senvars
This mightiska up to 1 minute.

Blogout  DHel
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5. Activate trial License successfully

Logged in 35 administrator
. admin - 12.163.1.12

ol i
'*s\\é License
#7 General

L]
% Lisanze

T license file has been sucosssfully upgradsd for the new
seriize. Prass OF to azivate the naw lizense

4, Maintenance +

Blosor | @Oricp

6. Trial Advanced IPS update service is enabled

Logged in as administrator
4 admin - 192.168.1.12

ol

lsv W Statusv S Maintenance v

Blogon | Driel

@‘té License
#) General [ ]
Q{g Ui
Tt e sz
[ 20081214 00:00:00.090
Lt modified: 20060802 085212080
NiAC saress w1sEsCCre

Active Senvice License. Expires.
105 Maintenance Service -

Fres

Advanced 1DS Update Sewvice 50 Days Trial 2006-08- 10

An sciivation code for 50 days e tisl period of the Advanosd
A the il perios, the.

< stterragisiation st D-Links MstDafens Cantar

Switzn B2 12 e Builin maintznance snics

12 month subscristions

vioss can b boug! st your Iocs Geslar You Must have regisieras st he NetDafend Center bafore you suomit 30
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Advanced IPS Update Service

1. If your Advanced IPS update service is expired

hols+ | @ Status» | % Maintenance v

%Lmnse
4 General
% o
Mol pame DFL20
[r—— 20051214 80.00.00.900
Costmosified: 20060843 09.281£.000
ACsddes  OD1EE3€00138

IDS Maintanancs Sarvice

[ Advanced 105 Update Serice wa v \

T S e T e e
i e et 0 T 1 o bt ol

12 menin suzsmiptions fer th servisss san Be BoUght st your [oza] dasler Yau must havs ragistered stins NatDsfend Cantar bafers you st
sctivation cede.

2. You can purchase NetDefend IPS Subscription to extend
Advanced IPS Update service from all authorized D-Link
NetDefend resellers.
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3. After receiving the service package, please find the
authentication code on the license card.

4. Login your firewall, point your mouse to “Maintenance” in the
tool bar of firewall Ul, and click “License” from the pull down
menu. Enter the authentication code and click the “Activate”
button

% Logged in as administrator
admin - 192.165.1.12

ERNE Y — Blogot | OHel]
% License
4] General [ ]

% Liserse

Active Servica Licsnse Expires
IDS Maintanzncs Szrvice Frae
Advanced IDS Update Service WA WA

il pericd of the Advanced IDS Updste Servios Is svailssls shierregistation st D-Links
switch bedk to the builtin minten

Bought at

B bar: el | nozwel fonren] et frice | (e

#) License Properties "
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5. Firewall is contacting the License Server

Logged in as administrator
admin - 192.168.1.12

o el et Blogon @)

ﬁ\é License

#) General L]

ﬁ!@ Lioerse

Flass
This m

6. Activate Subscription License successfully

Logged i a5 administrator
admin - 192.168.1.12

] T — Bloson | Oriep

usgrased forthe nsw
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7. Advanced IPS update service of NetDefend IPS Subscription
is enabled.

u

#]) General

% Licanss

Modsl nsme:

DFL210
Issued date: 20051214 00:00:00.000
Last mesifiss: 2006-08.02 11:25:58.000

MAC sddress: 00-15-E960-C1-28

105 Maintenancs Sarics

Fres.
Advanced IDS Update Service

Subseription

2006-08-17
An activaiion sade for 2 90 says fres bisl pericd of the Advanced
After tne tisl pariss, the firewsll will switch 80: 1o the Bullt-in maintenance senvice

regi =i DLinks

12 mentn suBseiptizns forng senists s e BoUgnt st your [ozal S2alsr Yal mUst haus registarad st ins NetDafens Canter safors you sut
activation code.
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