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Typographical Conventions

This guide uses the following typographical conventions for special terms and instructions.

Convention

Meaning

Example

Bolding

Names of selectable items
in the web interface

Click Security to open the Security Rule
Page

Courier font

Text that you enter and
coding examples

Enter the following command:

a:\setup

The show arp all command yields this
output:

username@hostname> show arp

<output>

Click

Click the left mouse button

Click Administrators under the Device
tab

Right-click

Click the right mouse
button

Right-click the number of a rule you want
to copy, and select Clone Rule

<> (text enclosed
in angle brackets)

Parameter in the Lab
Settings Handout

Click Add again and select <Internal
Interface>
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How to Use This Lab Guide

The Lab Guide contains exercises that correspond to modules in the Student Guide. Each lab
exercise consists of step-by-step, task-based labs. The final lab is based on a scenario that you

will interpret and use to configure a comprehensive firewall solution.

The following diagram provides a basic overview of the lab environment:

Internet
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1. Lab: Initial Configuration

Lab Objectives

* Load a configuration.

= (Create an administrator role.

= (Create a new administrator and apply an administrator role.

= Observe the newly created role permissions via the CLI and WebUI.
= (Create and test a commit lock.
= Configure DNS servers for the firewall.
= Schedule dynamic updates.

1.0 Connect to Your Student Firewall

1. Launch a browser and connect to https://192.168.1.254.
2. Log in to the Palo Alto Networks firewall using the following:

Parameter Value #
Name admin
Password admin

1.1 Apply a Baseline Configuration to the Firewall

1. Inthe Palo Alto Networks firewall WebU]I, select Device > Setup > Operations.
2. Click Load named configuration snapshot:

paloalto

Dashboard ACC Monitor Policies Objects Network

Q@J Setup

EiHigh availabilicy

54 config Audit

"El Password Profiles

s Administrators
Eﬂndmin Roles
%Authentication Profile
ﬁnuthentication Sequence
EBluser 1dentification
QVM Information Sources

Management |~ Operations | Services | Interfaces | Telemetry and Threat Intelligepce | Conl

Configuraticn Management

Rewert  Revert to last saved configuration
Rewvert to running configuration
Save Save named configuration snapshot
Save candidate configuration
4 Load Load named configuration snapshot

Load configuration version

3. Click the drop-down list next to the Name text box and select edu-210-lab-01.
4. Click OK. After some time, a confirmation that the configuration has been loaded

appears.
5. Click Close.

6. Click the Commit link at the top right of the WebUI. Click Commit and wait until the
commit process is complete. Click Close to continue.

©2017, Palo Alto Networks, Inc.
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& Commit &5 k@ Config v Q Search
— ]

Note: Continue if warned about a full commit.

1.2 Add an Admin Role Profile

Admin Role Profiles are custom roles that determine the access privileges and responsibilities of
administrative users.

1. Select Device > Admin Roles. &2 admin Roles
2. Click Add in the lower-left corner of the panel to create a new administrator role:

Add G Delste @ Clons

3. Enter the name policy-admins-profile.
4. Click the Web UI tab. Click the @ icon to disable the following:

Parameter Value #
Monitor Dy

Network ®

Device ®

Privacy ®

5. Click the XML API tab and verify that all items are @ disabled.
6. Click the Command Line tab and verify that the selection is none.

7. Click E to continue.

1.3 Add an Administrator Account

1. Select Device > Administrators. 8 administrators

0 Add

2. Click in the lower-left corner of the panel to open the Administrator configuration
window.

3. Configure the following:

Parameter Value

Name policy-admin#
Authentication Profile None

Password paloalto#
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Parameter Value
Administrator Type ® Role Based
Profile policy-admins-profile
Password Profile None
4. Click OK.
5. & Commit oy changes.

1.4 Test the policy-admin User

1. Open PuTTY from the Windows desktop.

2. Double-click firewall-management:
Load, zave or delete a stored zession
Saved Seszion:

Default Settings

firewwall-rmanagement

3. Log in using the following information:

Parameter Value #
Name admin
Password admin

The role assigned to this account is allowed CLI access, so the connection should succeed.
admindPL-vI> [

4. Close the PuTTY window and then open PuTTY again.
5. Open an SSH connection to firewall-management.
6. Log in using the following information (the window will close if authentication is

successful):
Parameter Value #
Name policy-admin
Password paloalto

The PuTTY window closes because the admin role assigned to this account denies CLI
access.
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7. Open a different browser (not a tab) in private/incognito mode and browse to
https://192.168.1.254. A Certificate Warning might appear.

8. Click through the Certificate Warning. The Palo Alto Networks firewall login page
opens.

9. Log in using the following information (this action must be done in a different browser):

Parameter Value #
Name policy-admin
Password paloalto

10. Close the Welcome window if one is presented.
11. Explore the available functionality of the WebUI. Notice that several tabs and functions
are excluded from the interface because of the Admin Role assigned to this user account.

palONE-wDPKs Policies 'Dbjﬂﬂts

1.5 Take a Commit Lock and Test the Lock

The web interface supports multiple concurrent administrator sessions by enabling an
administrator to lock the candidate or running configuration so that other administrators cannot
change the configuration until the lock is removed.

1. From the WebUI where you are logged in as policy-admin, click the transaction lock
icon to the right of the Commit link. The Locks windows opens.

% Commit €8 U@ Config > Q Search
| —— |

2. Click Take Lock. A Take lock window opens.

3. Set the Type to Commit, and click OK. The policy-admin lock is listed in the Locks
window.

4. Click Close to close the Locks window.

5. Click the Logout button on the bottom-left corner of the WebUI:

policy-admin | Logout |

6. Close the policy-admin browser window.
7. Return to the WebUI where you are logged in as admin.
8. Click the Device > Administrators link. The WebUI refreshes. Notice the lock icon in

the upper-right corner of the WebUL. & (1

as Add
9. Click to add another administrator account.
10. Configure the following:
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Parameter Value

Name test-lock#
Authentication Profile None

Password paloalto#
Administrator Type @) Role Based

Profile policy-admins-profile
Password Profile None

11. Click OK. The new test-lock user is listed.

12, & Commit ) changes. Although you could add a new administrator account, you are not

allowed to commit the changes because of the Commit lock set by the policy-admin user:

Cther administrators are holding device wide cornmmit locks,

13. Click Close.
14. Click the transaction lock icon in the upper-right corner:

.im & Commit & [ 1} I%’]Cnnﬁg'

15. Select the policy-admin lock and click Remove Lock:

& Takelock = Removelock

Note: The user that took the lock or any superuser can remove a lock.
16. Click OK and the lock is removed from the list.
17. Click Close.

18, & Commit oy changes. You can now commit the changes.

19. Select the test-lock user and then click to delete the test-lock user.

20. Click Yes to confirm the deletion.

21, & Commit oy changes.
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1.6 Verify the Update and DNS Servers

The DNS server configuration settings are used for all DNS queries that the firewall initiates in

support of FQDN address objects, logging, and firewall management.

1.
2.

4.
5.

Select Device > Setup > Services.

Open the Services window by clicking the E icon in the upper-right corner of the
Services panel:

Services NTP

DMS (®) Servers () DNS Proxy Object

Primary DS Server  4,2,2,2

Secondary DMS Server |Ei.Ei.Ei.Ei|

Update Server  updates.paloaltonetworks.com

Verify that 4.2.2.2 is the Primary DNS Server and that 8.8.8.8 is the Secondary DNS
Server.

Verify that updates.paloaltonetworks.com is the Update Server.
Click OK.

1.7 Schedule Dynamic Updates

Palo Alto Networks regularly posts updates for application detection, threat protection, and

GlobalProtect data files through dynamic updates.

1.
2.

Select Device > Dynamic Updates. iDynamic Updates

Locate and click the hyperlink on the far right of Antivirus:

¥ Antivirus Last checked: Z016/11/05 02:00:07 PDT  Schedule: Ewery day at 04:05 {Download and Install)

The scheduling window opens. Antivirus signatures are released daily.

3. Configure the following:
Parameter Value
Recurrence Daily#
Time 01:02
Action download-and-install#
4. Click OK.
5. Locate and click the hyperlink on the far right of Application and Threats. The

scheduling window opens. Application and Threat signatures are released weekly.
Configure the following:

©2017, Palo Alto Networks, Inc.

Page 17



Parameter Value

Recurrence Weekly#

Day wednesday

Time 01:05

Action download-and-install#
7. Click OK.

8. Locate and click the hyperlink on the far right of WildFire. The scheduling window
opens. WildFire signatures can be available within five minutes.

9. Configure the following:

Parameter Value

Recurrence Every Minute#

Action download-and-install#
10. Click OK.
11, & Commit oy changes.

Stop. This is the end of the Initial Configuration lab.
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2. Lab: Interface Configuration

Lab Objectives

= (Create Security zones two different ways and observe the time saved.

= (Create Interface Management Profiles to allow ping and responses pages.

= Configure Ethernet interfaces to observe DHCP client options and static configuration.
= (Create a virtual router and attach configured Ethernet interfaces.

= Test connectivity with automatic default route configuration and static configuration.

2.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

OND LIS L I g S
Load Load named configuration snapshak
Load configurakion wersion
Export Expork named configuration snapshot:

Export configuration wersion
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3. Select edu-210-lab-02 and click OK.
4. Click Close.

5. & Commit oy changes.

2.1 Create New Security Zones

Security zones are a logical way to group physical and virtual interfaces on the firewall in order
to control and log the traffic that traverses your network through the firewall. An interface on the
firewall must be assigned to a Security zone before the interface can process traffic. A zone can
have multiple interfaces of the same type (for example, Tap, Layer 2, or Layer 3 interfaces)
assigned to it, but an interface can belong to only one zone.

1. Select Network > Zones. ! Zones

. Add . .
2. Click - to create a new zone. The Zone configuration window opens.
3. Configure the following:

Parameter Value
Name outside#
Type Layer3

4. Click OK to close the Zone configuration window. The outside zone is the only zone
created in this task. You will add an Ethernet interface to this zone in a later lab step.

2.2 Create Interface Management Profiles

An Interface Management Profile protects the firewall from unauthorized access by defining the
services and IP addresses that a firewall interface permits. You can assign an Interface
Management Profile to Layer 3 Ethernet interfaces (including subinterfaces) and to logical
interfaces (Aggregate, VLAN, Loopback, and Tunnel interfaces).

1. Select Network > Network Profiles > Interface Mgmt, &/ Interface Mamt

ws Add
2. Click to open the Interface Management Profile configuration window.
3. Configure the following:

Parameter Value
Name ping-response-pages#
Permitted Services v Ping

|J Response Pages

4. Click OK to close the Interface Management Profile configuration window.

©2017, Palo Alto Networks, Inc. Page 20



: Add
5. Click - to create another Interface Management Profile.

6. Configure the following:

Parameter Value
Name ping#
Permitted Services v/ Ping #

7. Click OK to close the Interface Management Profile configuration window.

2.3 Configure Ethernet Interfaces

1. Select Network > Interfaces > Ethernet.
2. Click to open ethernet1/2.

3. Configure the following:

Parameter Value#

Comment inside interface
Interface Type Layer3

Virtual Router None

4. Click the Security Zone
Security Zone | JERS

{rone

drop-down list and select New Zone:

- public

The Zone configuration window opens.

5. Configure the following:

Parameter Value
Name inside#
Type Select Layer3

6. Click OK to close the Zone configuration window.
7. Click the Ethernet Interface IPv4 tab.

8. Configure the following:

Parameter Value
Type Static
IP Click Add and type 192.168.1.1/244
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9. Click the Advanced tab.

10. Click the Management Profile drop-down list and select ping-response-pages.
11. Click OK to close the Ethernet Interface configuration window.

12. Click to open ethernet1/3.

13. Configure the following:

Parameter Value#

Comment dmz interface
Interface Type Layer3

Virtual Router None

14. Click the Security Zone drop-down list and select New Zone. The Zone configuration
window opens.
15. Configure the following:

Parameter Value
Name dmz
Type Layer3 should be selected

16. Click OK to close the Zone configuration window.
17. Click the IPv4 tab.
18. Configure the following:

Parameter Value
Type Static
IP Click Add and type 192.168.50.1/24+#

19. Click the Advanced tab.

20. Click the Management Profile drop-down list and select ping.
21. Click OK to close the Ethernet Interface configuration window.
22. Click to open ethernetl/1.

23. Configure the following:

Parameter Value#

Comment outside interface
Interface Type Layer3

Virtual Router None

Security Zone outside
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24. Click the IPv4 tab and configure the following:

Parameter Value

Type DHCP Client

v Automatically create default route pointing to default gateway provided by server .
Note the option.

This option will automatically install a default route based on DHCP-option 3.
25. Click OK to close the Ethernet Interface configuration window.
26. Click to open ethernet1/4.
27. Configure the following:

Parameter Value#
Comment vWire danger
Interface Type Virtual Wire
Virtual Wire None

28. Click the Security Zone drop-down list and select New Zone. The Zone configuration
window opens.
29. Configure the following:

Parameter Value
Name danger
Type Virtual Wire should be selected

30. Click OK twice to close the Zone and Ethernet Interface configuration windows.
31. Click to open ethernetl/5.
32. Configure the following:

Parameter Value#
Comment vWire danger
Interface Type Virtual Wire
Virtual Wire None

Security Zone danger

33. Click OK to close the Ethernet Interface configuration window.
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2.4 Create a Virtual Wire

A virtual wire interface binds two Ethernet ports together. A virtual wire interface allows all
traffic or just selected VLAN traffic to pass between the ports. No other switching or routing
services are available.

1. Select Network > Virtual Wires. Eovirtual Wires
2. Click and configure the following:

Parameter Value#
Name danger
Interface 1 ethernetl/4
Interface 2 ethernetl/5

Virtual Wire

Mame | danger

Interfacel ethernetl/4 -
Interface?  ethernet1/s -

Tag Allowed

[
i
[
P
[= S =]
ea
1]
(11
.=
i
L=}

i
2

|:| Multicast Firewalling

B Link State Pass Through

3. Click OK.

2.5 Create a Virtual Router

The firewall requires a virtual router to obtain routes to other subnets either using static routes
that you manually define, or through participation in Layer 3 routing protocols that provide
dynamic routes.

Select Network > Virtual Routers, ™ ¥irtual Routers

Click the default virtual router.

Rename the default router lab-vr.

Add the following interfaces: ethernetl/1, ethernet1/2, and ethernet1/3.

b=
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FY

'ethernetljl
rethernetlfz
o rEthEFnEtlIS

Note: This step also can be completed via each Ethernet Interface configuration window.

5. Click OK.

6.  Commit oy changes.

1. Open PuTTY from the Windows desktop.
2. Double-click firewall-management:

Load, zave or delete a stored session
Saved Sessionz

Default Settings

3. Log in using the following information:

Parameter Value #
Name admin
Password admin

4. Enter the command ping source 203.0.113.21 host 8.8.8.8.

Because a default route was automatically installed, you should be getting replies from
8.8.8.8:

=]

[ b

)]
H
I
[§i]
I
[§i]
I
[¥]
H
(o
|
=]
m
I
N
i
=]

5. On the lab environment Windows desktop, open a command-prompt window.
6. Type the command ping 192.168.1.1:
sUindowssSystend2 »ping 172.168.1.1

inging 192.168.1.1 with 32 hytes of data:
eply from 192.168.1.1: bytes=32 time=26ms TTL=64

eply from 192.168.1.1: hytez=32 time<ims TTL=64
eply from 192.168.1.1: bytes=32 time=6bmsz TTL=64
eply from 192.168.1.1: bytez=32 time=31mz TTL=64
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7. Verify that you get a reply before proceeding.
8. Close the command-prompt window.

2.7 Modify Outside Interface Configuration

1. Select Network > Interfaces > Ethernet.
2. Select but, do not open: ethernetl/1.

Irketface Irketface Type Eqr‘znfﬁ'sement
@ethernet1f1 Laver3
3. Click bl then click Yes.
4. Click and open ethernet 1/1.
5. Configure the following:
Parameter Value
Comment outside interface
Interface Type Layer3
Virtual Router lab-vr
Security Zone outside

6. Click the IPv4 tab and configure the following:

Parameter Value
Type Static
1P 203.0.113.20/24

7. Click OK to close the Ethernet Interface configuration window.

Select Network > Virtual Routers. & ¥irtual Routers
9. Click to open the lab-vr virtual router.
10. Click the Static Routes vertical tab:

Router Settings

IPvd | IPvG

Static Routes

Redistribution Profile

RIP

OSPF
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11. Click & to configure the following static route:

Parameter Value#

Name default-route#
Destination 0.0.0.0/70#
Interface ethernetl/1

Next Hop IP Address

Next Hop IP Address 203.0.113.1

12. Click OK to add the static route and then click OK again to close the Virtual Router —
lab-vr configuration window.

13. & Commit

all changes.
14. Make the PuTTY window that was used to ping 8.8.8.8 the active window.
15. Type the command ping source 203.0.113.20 host 8.8.8.8.

You should be able to successfully ping 8.8.8.8.

Stop. This is the end of the Interface Configuration lab.
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3. Lab: Security and NAT Policies

Internet
‘o, @ source-egress-outside: 192.168.1.20 to 203.0.113.20
7,99 ";}eh/
'75'53 7‘9// 8 egress-outside: allow internet access.
A 7 .
9\
0\
(o)
destination-dmz-ftp: 192.168.1.1 to 192.168.50.10
Internal-dmz-ftp: allow destination NAT ftp access.
@,
e
Q%
9\
-\0
O/-\
799 /9’7{9
'76‘6’ 076., 0’77
‘7-90 79 R
. 76\8.5/]/@/"

/)
Lab Objectives

= Create tags for later use with Security policy rules.

= (Create a basic source NAT rule to allow outbound access and an associated Security
policy rule to allow the traffic.

= Create a destination NAT rule for FTP server and an associated Security policy rule to
allow the traffic.

3.0 Load Lab Configuration

1. In the WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

QNS LAILILSLE L g S0
Load Laoad named configuration snapshok
Load configuration wersion
Expaort  Export named configuration snapshok

Export configuration wversion
3. Select edu-210-lab-03 and click OK.
4. Click Close.

5. @ Commit gy changes.
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3.1 Create Tags

Tags allow you to group objects using keywords or phrases. Tags can be applied to Address
objects, Address Groups (static and dynamic), zones, services, Service Groups, and policy rules.
You can use a tag to sort or filter objects, and to visually distinguish objects because they can
have color. When a color is applied to a tag, the Policies tab displays the object with a
background color.

1. Select Objects > Tags. DTags
K 2 Add

2. Clic to define a new tag.

3. Configure the following:

Parameter

Value#

Name

Select danger

Color

Purple

4. Click OK to close the Tag configuration window.

K &3 Add

5. Clic
6. Configure the following:

again to define another new tag.

Parameter

Value#

Name

egress

Color

Blue

7. Click OK to close the Tag configuration window.

K &3 Add

8. Clic
9. Configure the following:

again to define another new tag.

Parameter

Value#

Name

Select dmz

Color

Orange

10. Click OK to close the Tag configuration window.

1. Click ki
12. Configure the following:

again to define another new tag.

Parameter Value#
Name internal
Color Yellow
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13. Click OK to close the Tag configuration window.

3.2 Create a Source NAT Policy
1. Select Policies > NAT. = MAT

K &5 Add

2. Clic

to define a new source NAT policy.
3. Configure the following:

Parameter

Value#

Name

source-egress-outside#

Tags

egress

4. Click the Original Packet tab and configure the following:

Parameter Value#
Source Zone inside
Destination Zone outside
Destination Interface ethernetl/1

5. Click the Translated Packet tab and configure the following:

Parameter Value#

Translation Type Dynamic IP And Port
Address Type Interface Address
Interface ethernetl/1

IP Address

Select 203.0.113.20/24 (Make sure to select the
interface IP address, do not type it.)

6. Click OK to close the NAT Policy Rule configuration window.

You will not be able to access the internet yet because you still need to configure a Security

policy to allow traffic to flow between zones.

3.3 Create Security Policy Rules

Security policy rules reference Security zones and enable you to allow, restrict, and track traffic
on your network based on the application, user or user group, and service (port and protocol).

1. Select Policies > Security.

B8 Security
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Kk ﬂ;ﬁdﬁ

2. Clic to define a Security policy rule.
3. Configure the following:
Parameter Value#
Name egress-outside
Rule Type universal (default)
Tags egress

4. Click the Source tab and configure the following:

Parameter Value#
Source Zone inside
Source Address Any

5. Click the Destination tab and configure the following:

Parameter Value#
Destination Zone outside
Destination Address Any

6. Click the Application tab and verify that m is checked.

7. Click the Service/URL Category tab and verify that

application-detault

- I 1s selected.

8. Click the Actions tab and verify the following:

Parameter

Value#

Action Setting

Allow

Log Setting

Log at Session End

9. Click OK to close the Security Policy Rule configuration window.

10, & Commit ) changes.

3.4 Verify Internet Connectivity

1. Test internet connectivity by opening a different browser in private/incognito mode and
browse to msn.com and shutterfly.com.

2. In the WebUI select Monitor > Logs > Traffic. 5 Traffic
3. Traffic log entries should be present based on the internet test. Verify that there is

allowed traffic that matches the Security policy rule egress-outside:
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Destination To Port Application Action Rule

159.127.41... 443 55 aillons egress-outside
162.248.16... | 443 55 alllow egress-outside
162.248.16... | 443 z5 allow egress-outside

3.5 Create FTP Service

When you define Security policy rules for specific applications, you can select one or more
services that limit the port numbers that the applications can use.

1. In the WebUTI select Objects > Services. *° 5=rvices
2. Click to create a new service using the following:

Parameter Value#
Name service-Ttp
Destination Port 20-21

3. Click OK to close the Service configuration window.

3.6 Create a Destination NAT Policy

You are configuring destination NAT in the lab to get familiar with how destination NAT works,
not because it is necessary for the lab environment.

1. In the WebUI select Policies > NAT. =¥ NaT

2. Click to define a new destination NAT policy rule.
3. Configure the following:

Parameter Value#
Name destination-dmz-ftp
Tags internal

4. Click the Original Packet tab and configure the following:

Parameter Value#
Source Zone inside
Destination Zone inside
Destination Interface ethernet1/2
Service service-ftp
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Parameter Value#

Destination Address 192.168.1.1

5. Click the Translated Packet tab and configure the following:

Parameter Value#

Destination Address Select the check box

Translation

Translated Address 192.168.50.10 (address of DMZ Server)

6. Click OK to close the NAT Policy configuration window.

3.7 Create a Security Policy Rule

Dashboard |
1. Click the Dashboard tab.

2. Annotate the current time referenced by the firewall:

Monitor

Widgets

GlobalProtect Clientless VPN
Version

Time  Mon Dec 19 18:25:06 2016
Uptime 0 days, 4:58:05

59-31 (12/07/16)

3. Select Policies > Security. B8 Security

4. Click to define a new Security policy rule.
5. Configure the following:

Parameter Value#

Name internal-dmz-ftp
Rule Type universal (default)
Tags internal

6. Click the Source tab and configure the following:

Parameter Value#

Source Zone inside

7. Click the Destination tab and configure the following:

Parameter Value#

Destination Zone dmz
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Parameter

Value#

Destination Address

192.168.1.1

8. Click the Service/URL Category tab and configure the following:

Parameter

Value#

Service

service-ftp

9. Click the Actions tab and verify that Allow is selected.
10. Locate the Schedule drop-down list and select New Schedule:

Schedule
15 Marking | Mane

Mew EB Schedule

By default, Security policy rules are always in effect (all dates and times). To limit a
Security policy to specific times, you can define schedules and then apply them to the
appropriate policy rules.

11. Configure the following:

Parameter Value#

Name internal-dmz-ftp

Recurrence Daily

Start Time 5 minutes from the time annotated in Step 2.
End time 2 hours from the current firewall time.

Note: Input time in a 24-hour format.
12. Click OK to close the Schedule configuration window.
13. Click OK to close the Security Policy Rule configuration window.

14. & Commit

all changes.

3.8 Test the Connection

1. Wait for the scheduled time to start for the internal-dmz-ftp Security policy rule.
2. Open a new Chrome browser window in private mode and browse to
ftp://192.168.1.1.

3. At the prompt for login information, enter the following:

Parameter Value#
User Name lab-user
Password paloalto

©2017, Palo Alto Networks, Inc.

Page 34




ftp//192.168.1.1

Authentication Required

ftp://192.168.1.1 requires a username and password.

Your connection to this site is not private.

User Mame: lab-user

drdrdrdrdrdrded

Password:

Log In Cancel

192.168.1.1 is the inside interface address on the firewall. The firewall is not hosting the
FTP server. The fact that you were prompted for a username indicates that FTP was
successfully passed through the firewall using destination NAT.
4. Verify that you can view the directory listing and then close the Chrome browser
window:
[% Index of /

<« C @ fip//192.168.11

Index of /

Name Size Date Modified
._,N test-fip-doc txt 24B 12/2/16, 7-43:00 PM

5. In the WebUI select Monitor > Logs > Traffic. & Traffic
6. Find the entries where the application ftp has been allowed by rule internal-dmz-ftp.
Notice the Destination address and rule matching:

Deskination Tao Pork Application Ackion Rule Session End Reasan Bytes
- 23850 ftp allaw _ tep-Fin 432

192,168,1.1 53944 ftp allay inkernal-dmz-Frp kep-fin 432

192.168.1.1 21 ftp Al inkernal-dmz-Frp kep-fin as0
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Stop. This is the end of the Security and NAT Policies lab.
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4. Lab: App-ID

Internet

: 60
o
o

Lab Objectives

= (Create an application-aware Security policy rule.

= Enable interzone logging.

= Enable the application block page for blocked applications.

= Test application blocking with different applications

= Understand what the signature web-browsing really matches.

= Migrate older port-based rule to application-aware.

= Review logs associated with the traffic and browse the Application Command Center
(ACQC).

4.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

QNS LAILILSLE L g S0
Load Laoad named configuration snapshok
Load configuration wersion
Expaort  Export named configuration snapshok

Export configuration wversion
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3. Select edu-210-lab-04 and click OK.
4. Click Close.

5. & Commit oy changes.

4.1 Create App-ID Security Policy Rule

1. Select Policies > Security. = 5ecurity

2. Select the egress-outside Security policy rule without opening it.

3. Click m The Clone configuration window opens.

4. On the Rule order drop-down list, select Move top.

5. Click OK to close the Clone configuration window.

6. With the original egress-outside Security policy rule still selected, click .

Notice that the egress-public rule is now grayed out and in italic fonts:

7. Click to open the cloned Security policy rule named egress-outside-1.
8. Configure the following:

Parameter Value#

Name egress-outside-app-id

9. Click the Application tab and configure the following:

Parameter Value#

Applications dns

facebook-base

ssl

web-browsing

10. Click OK to close the Security Policy Rule configuration window.

4.2 Enable Interzone Logging

The intrazone-default and interzone-default Security policy rules are read-only by default.

1. Click to open the interzone-default Security policy rule, = ""/zn=d=ia i

2. Click the Actions tab. Note that Log at Session Start and Log at Session End are
deselected, and cannot be edited:
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>

Security Policy Rule - predefined (Read Only)

Action Setting Log Setting
Action Log at Session Start
Log at Session End

Click Cancel.

% [veride

With the interzone-default policy rule selected but not opened, click . The
Security Policy Rule — predefined window opens.

Click the Actions tab.

Select Log at Session End.

Click OK.

4.3 Enable the Application Block Page

5.

Select Device > Response Pages. [DResponse Pages
Click Disabled to the right of Application Block Page:
application Block Page "Disabled

Select the Enable Application Block Page check box. ¥/ Enable Applcation Block Page

Click OK. The Application Block Page should now be enabled:
Application Block Page Erabled

& Commit all changes.

4.4 Test Application Blocking

1.

Open a new browser window in private/incognito mode. You should be able to browse to
www . Facebook . com and www . msn.com.

Use private/incognito mode in a browser to connect to
http://www.shutterfly._com. An Application Blocked page opens, indicating
that the shutterfly application has been blocked:

Application Blocked

Access to the application you were trying to use has been blocked in accordance with company policy.
Please contact your system administrator if you believe this is in error.

User: 192.168.1.20

Application: shutterfly

©2017, Palo Alto Networks, Inc. Page 39



Why could you browse to Facebook and MSN but not to Shutterfly? MSN currently does
not have an Application signature. Therefore, it falls under the Application signature
web-browsing. However, an Application signature exists for Shutterfly and it is not
currently allowed in any of the firewall Security policy rules.

3. Browse to google.com and verify that google-base is also being blocked:

Application Blocked

Access ta the application you were trying to use has been blocked in accordance with company policy.
Please contact your system administrator if you believe this is in error.

User: 192.168.1.20

Application: google-base

4.5 Review Logs

1. Select Monitor > Logs > Traffic. % Traffic
2. Type ( app eq shutterfly ) in the filter text box.
3. Press the Enter key.
Only log entries whose Application is shutterfly are displayed.

( app eq shutterfiy)

Receive Time Type From Zone To Zone Source Source User Destination To Port Application Action Rule Session End Reason Bytes

@‘ 12/19 19:40:49 | deny nside outside 192.168.1.20 136,179.23... | 80 shutterfly deny nterzone-default policy-deny 437

4.6 Test Application Blocking

1. Try to work around the firewall’s denial of access to Shutterfly by using a web proxy. In
private/incognito mode in a browser, browse to avoidr .com.

2. Enter www.shutterfly.com in the text box near the bottom and click Go. An
application block page opens showing that the phproxy application was blocked:
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Application Blocked

Access to the application you were rving to use has been blocked
in accordance with company policy. Please contact vour system
administrator if vou believe this is in error,

Lser: 192,168,1.20

Application: phproxy

4.7 Review Logs

1. Select Monitor > Logs > Traffic. &, Traffic
2. Type ( app eq phproxy ) in the filter text box. The Traffic log entries indicates

that the phproxy application has been blocked:
n { app eq phprosy)

Receive Time Type From Zone To Zone Source Source Lser Destination Tao Pork Application Ackion Rule Session End Reason

12/02 12:01:31  deny private public 192,168.1.20 74,208,215, &0 phproy reset-both  interzone-defaulk policy-deny

E‘_.
E‘_. 12{02 12:01:31 | deny private public 192.168.1.20 74,208.215... | 80 phprozy reset-both | interzone-default policy-derny

Based on the information from your log, Shutterfly and phproxy are denied by the
interzone-default Security policy rule.

Note: If the logging function of your interzone-default rule is not enabled, no information
would be provided via the Traffic log.

4.8 Modify the App-ID Security Policy Rule

1. In the WebUI select Policies > Security, = 2=curity

2. Add shutterfly and google-base to the egress-outside-app-id Security policy
rule.

3. Remove facebook-base from the egress-outside-app-id Security policy rule.

4, S Commit 5y changes.

4.9 Test App-ID Changes

1. Open a browser in private/incognito mode and browse to www . shutterfly.com and
google.com. The application block page is no longer presented.
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2. Open a new browser in private/incognito mode and browse to www . facebook . com
The application block page now appears for facebook-base. Note: Do not use any
previously used browser windows because browser caching can cause incorrect results.

Application Blocked

Access to the application you were trying to use has been blocked in accordance with company paolicy.
Please contact your system administrator if you believe this is in error.

User: 192.168.1.20

Application: facebook-base

3. Close all browser windows except for the firewall WebUI.
Note: The web-browsing Application signature only covers browsing that does not match
any other Application signature.

4.10 Migrate Port-Based Rule to Application-Aware Rule

1. In the WebUI select Policies > Security. = 2=ty
2. Click to open the internal-dmz-ftp Security policy rule:

=k
3. Click the Application tab and add ftp.

4. Click the Service/URL Category tab.
5. Delete service-ftp and select application-default.

}\ application-default h 4 .

Selecting application-default does not change the service behavior because, in the
application database, FTP is allowed only on ports 20 and 21 by default.
6. Click OK.

7. & Commit

all changes.

8. Open a new Chrome browser window in private mode and browse to
ftp://192.168.1.1.

9. At the prompt for login information, enter the following (Credentials may be cached from
previous login):
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Parameter Value#

User Name lab-user

Password paloalto

(i) ftp://192.168.1.1

Authentication Required

ftpi/f192.168.1.1 requires a username and password,

Your connection to this site is not private,

User Mame: lab-user

drdrdrdrdrdrded

Paszword:

Log In Cancel

Notice that the connection succeeds and that you can log in to the FTP server with the
updated Security policy rule.

4.11 Observe the Application Command Center

The Application Command Center (ACC) is an analytical tool that provides actionable
intelligence on activity within your network. The ACC uses the firewall logs as the source for
graphically depicting traffic trends on your network. The graphical representation enables you to
interact with the data and visualize the relationships between events on the network, including
network use patterns, traffic patterns, and suspicious activity and anomalies.

1. Click the ACC tab to access the Application Command Center:
Dashboard " | Maonitor Policies

2. Note that the upper-right corner of the ACC displays the total risk level for all traffic that
has passed through the firewall thus far:

3. On the Network Activity tab, the Application Usage pane shows application traffic
generated so far (because log aggregation is required, 15 minutes might pass before the

ACC displays all applications).
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Network Activity < | Threat Activity

Application U=age

(&) oy : oy oy
(®) bytes () sessions () threats () cor

4. You can click any application listed in the Application Usage pane; google-base is used
in this example:

Application Risk Bytes Sessions Thr
53l 2.4m I 11- I
gongle-base 1,50 ol |

web-browsing 1541k 0 zz Il

dns 1.9k1 &l

Notice that the Application Usage pane updates to present only google-base information.

5. Click the icon and select Traffic Log:

S T

Traffic Laog =

Threat Log
IIRL Filkering Log

Drata Filkering Log

i & & & @ F P & & F

HIF Match Log

WildFire Submission Log
Zonfiguration Log
Swskem Log

Tunnel Inspection Log

Inified Log

Notice that the WebUI generated the appropriate log filter and jumped to the applicable log
information for the google-base application:

(receive_time ged 20060 2002 11:00000% AMD (Feceive_time leo 2016 202 11:599:597 AND ((app 0 google-khase])

Receive Time Tywpe Frorm Zone To Zone Source Source Lser Destination To Park Applicatiaon Ackion Rule
I%_;f) 12/02 11:59:08  start private public 192.1658.1.20 172.217.5.... 443 google-base allowe eqgress-public-app-id
I%_;f) 12/02 11:5%:08 | start private public 192,168.1.20 172,217.5.99 | 443 qoogle-base allows eqgress-public-app-id
E;f) 12/02 11:59:08  start private public 192.1658.1.20 172,217.5.99 443 google-base allowe eqgress-public-app-id
E;f) 1202 11:58:00 | start private public 192.168.1.20 172.217.5.99 | 80 google-base allaws eqgress-public-app-id
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Stop. This is the end of the App-ID lab.
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5. Lab: Content-ID

Internet

Lab Objectives

= Configure and test an Antivirus Security Profile.

= Configure and test an Anti-Spyware Security Profile.

» Configure and test the DNS sinkhole feature with an External Dynamic List.
= Configure and test a Vulnerability Security Profile.

= Configure and test a File Blocking Security Profile.

= Use the Virtual Wire mode and configure the danger zone.

= Generate threats and observe the actions taken.

5.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

JTNE LAILIIOLE L g SL
Load Load named configuration snapshok
Load configurakion wersion
Expart Export named configuration snapshok

Export configuration wersion

3. Select edu-ZiO-lab-OS and click OK.
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4. Click Close.

5.

& Commit all changes.

5.1 Create Security Policy Rule with an Antivirus Profile

Use an Antivirus Profile object to configure options to have the firewall scan for viruses on
traffic matching a Security policy rule.

1.

2.
3.

E:| Security Profiles
Select Objects > Security Profiles > Antivirus. B antivirus

Click €3 Add to create an Antivirus Profile.
Configure the following:

Parameter Value#

Name lab-av

Packet Capture [ Packet Capturs

Decoder Set the Action column for http to reset-server

4,

5.
6.

7.
8.
9.

Click OK to close the Antivirus Profile configuration window.

Select Policies > Security. = oo

Select the egress-outside-app-id Security policy rule without opening it:
1  egress-public-app-id

Click m The Clone configuration window opens.
Select Move top from the Rule Order drop-down list.
Click OK to close the Clone configuration window.

10. With the original egress-outside-app-id still selected, click .
11. Click to open the cloned Security policy rule named egress-outside-app-id-1.
12. Configure the following:

Parameter Value#
Name egress-outside-av
Tags egress

13. Click the Application tab and configure the following:

Parameter Value#

Applications % by |

14. Click the Actions tab and configure the following:

©2017, Palo Alto Networks, Inc. Page 47




Parameter Value#
Profile Type Profiles
Profile Setting Profile Setting
Profile Type  Profiles o
Arkivirs | |+
Yulnerability | Mone -
Praotection
Anti-Spyware  Mone -
LRL Filteting | Maone b
File Blocking  Mone w
Drata Filkering | Mone -
WildFire Analvsis  Mone bl

15. Click OK to close the Security Policy Rule configuration window.

16, & Commit ) changes.

5.2 Test Security Policy Rule

1. On your desktop, open a new browser in private/incognito mode and browse to
http://www.eicar.org.
2. Click the DOWNLOAD ANTIMALWARE TESTFILE image in the top-right corner:

>

DOWNLOAD ,‘
ANTI MALWARE TESTFILE 't

3. Click the Download link on the left of the web page:
ABOUT S COMFERENCE  PROJECTS  &NTI-R

# INTEMDED USE

= DO N LOAD

4. Within the Download area at the bottom of the page, click either the eicar.com or the
eicar.com.txt file to download the file using standard HTTP and not SSL-enabled
HTTPS. The firewall will not be able to detect the viruses in an HTTPS connection until
decryption is configured.
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Download area using the standard protocol hitp

gicar com gicar,com, tat gicar_com, zip Sicarcom2,zip
68 Bytes G5 Bytes 15 Bytes 305 Bytes
Download area using the secure, §5L enabled protocol hitps

Sikaped EICARERI. LA SirafsenmzH Elcarcome. zip
B2 Bytes 63 Bytes 184 Bytes 308 Bytes

5. If prompted, Save the file. Do not open or run the file.

Yirus/Spyware Download Blocked

Download of the virus/spyware has been blocked in accordance with company policy.
Please contact yvour system administrator if vou believe this is in error,

File name: eicar .com bt

6. Close the browser window.

5.3 Review Logs

1. Inthe WebUI select Monitor > Logs > Threat. 59 Threat
2. Find the log message that detected the Eicar Test File. Notice that the action for the file
is reset-server:

To Port  Application Ackion Severity File Mame

56335 | web-browsing reset-server eicar.com.bxk

3. Click the * icon on the left side of the entry for the Eicar Test File to display the
packet capture (pcap):
Receive Time Type Mame

E, E, 11110 13:02:04 | wirus Eicar Test File

Here is an example of what a pcap might look like:
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[N LN oo ooo L L e = R He e [ L S e = R R = L=l s R N B B = e Y e
0x0110: 300d Dad3 £fee cecb 6374 £36f cela 204b 0. . Commection:.E
Ox01lz0: gEeL 702d 41ec 6376 6504 0243 efée 74ef eep-Rlive. Conte
Ox0130: &e74 EdL4 7370 £53a E061 7070 ccél 63236l nt-Type:.applica
Ox0l40: 7469 &6fce Ef6f 6374 6574 2473 747F 656l tionfoctetb-strea
Ox01E50: &d0d 0a0d 0af2 3E54f 2150 2540 4150 Ebh34 m. .. MEO!P:R@AP([4
Ox0l60: 5cS0 5aS8 3534 Z850 Se2f® 3743 4323 377d  WPEXS4(P~)7CC) 7}
Ox0170: Z4d4f 4943 4157 Fdb3 Ldd4] dedd 415F 44Fd FEICAR-STANDAPRD-
Ox0180: 414e L4459 EE45 LFEE EREA K445 EEE4 2d46  ANTIVIEUE-TEST-F
Ox01590: 494c 4521 F448 Fh48 Fala Oa ILE!s#H+H*. . P

Captured packets can be exported in pcap format and examined with an offline analyzer
for further investigation.

4. After viewing the pcap, click Close.

5.4 Create Security Policy Rule with an Anti-Spyware Profile

| Security Profiles

@ Ankivirus

1. Select Objects > Security Profiles > Anti-Spyware. () anti-spyware

2. Click to create an Anti-Spyware Profile.
3. Configure the following:

Parameter Value#
Name lab-as
Rules tab Click Add and create a rule with these parameters:

Mame  lab-as

‘ipkion Anti-Spyware Rule

iptions Rule Mame

Threat Mame  any

Lzed tocrnateh any signature containing: the

=  Rule Name: med-low-info

= Action: Select Alert

= Severity: Select only the Medium, Low, and
Informational check boxes

Click OK to save the rule.

Click Add and create another rule with these parameters:
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Parameter Value#

»= Rule Name: crit-high

= Action: Select Alert

= Severity: Select only the Critical and High check
boxes

Click OK to save the rule.

4. Click OK to close the Anti-Spyware Profile window.

5. Select Policies > Security. = =ity

6. Select the egress-outside-av Security policy rule without opening it.

7. Click m The Clone configuration window opens.
8. Select Move top from the Rule Order drop-down list.
9. Click OK to close the Clone configuration window.

10. With the original egress-outside-av still selected, click .
11. Click to open the cloned Security policy rule named egress-outside-av-1.
12. Configure the following:

Parameter Value#
Name egress-outside-as
Tags egress

13. Click the Source tab and configure the following:

Parameter Value#

Source Zone O] g inside

14. Click the Actions tab and configure the following:

Parameter Value#

Profile Type Profiles
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Parameter Value#

Profile Setting Protile Setting
Profile Tvpe  Profiles v
Antivirus | Mone v
Yulmerability  Mone i

Proteckion

Anki-Spyware . r
IURL Filtering | Hone s
File Blocking  MNone v
Daka Filtering | Mone v
WildFire &nalysis  None v

15. Click OK to close the Security Policy Rule configuration window.

5.5 Create DMZ Security Policy

Because the management interface uses the inside interface as the gateway, you need to allow
this traffic via a Security policy rule.

1. Select the internal-dmz-ftp Security policy rule without opening it.

Click m The Clone configuration window opens.

2.
3. Select Move top from the Rule Order drop-down list.
4. Click OK to close the Clone configuration window.
5. With the original internal-dmz-ftp still selected, click & Diszol |
6. Click to open the cloned Security policy rule named internal-dmz-ftp-1.
7. Configure the following:
Parameter Value#
Name internal-inside-dmz
Tags internal

8. Click the Destination tab and configure the following:

Parameter Value#

Destination Address m

9. Click the Application tab and configure the following:
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Parameter Value#
Applications web-browsing
ssl
ssh
ftp

10. Click OK to close the Security Policy Rule configuration window.

11. Select Policies > NAT. = HAT
12. Select the destination-dmz-ftp NAT policy rule without opening it.

13, i T

14. & Commit all changes.

5.6 Configure DNS-Sinkhole External Dynamic List

An External Dynamic List is an object that references an external list of IP addresses, URLs, or
domain names that can be used in policy rules. You must create this list as a text file and save it
to a web server that the firewall can access. By default, the firewall uses its management port to
retrieve the list items.

1. Select Objects > External Dynamic Lists. @& External Dynamic Lists

2. Click to configure a new External Dynamic List.
3. Configure the following:

Parameter Value#

Name lab-dns-sinkhole

Type Domain List

Source http://192.168.50.10/dns-sinkhole._txt (This
is hosted on the DMZ server.)

Repeat Five Minute

Note: This list currently only contains reddit.com.
4. Click OK to close the External Dynamic Lists configuration window.

5.7 Anti-Spyware Profile with DNS Sinkhole

The DNS sinkhole action provides administrators with a method of identifying infected hosts on
the network using DNS traffic, even when the firewall is north of a local DNS server (i.e., the
firewall cannot see the originator of the DNS query).

1. Select Objects > Security Profiles > Anti-Spyware.
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2. Click to open the Anti-Spyware Profile named lab-as.
3. Click the DNS Signatures tab.

4. Click & and select lab-dns-sinkhole.
5. Set the Action on DNS Queries to sinkhole:

Palo Alka Metwarks DNS sinkhole
Signatures
rlal:u-dns-sinkhu:ule sinkhole

6. Verify that the Sinkhole IPv4 is set to 71.19.152.112.
7. Click OK to close the Anti-Spyware Profile configuration window.

g, & Commit 5y changes.

1. From the Windows desktop, open a command-prompt window.
2. Type the nslookup command and press the Enter key.
3. Type the command server 8.8.8.8 and press the Enter key:

> zerver B.B.8.8
Default Server: google—pubhlic—dnsz—a.google.com
Address: 8.8.8.8

on—authoritative answer:
reddit.com

S |
?1.19.152 112

Notice that the reply for reddit.com is 71.19.152.112. The request has been sinkholed.

1. Select Monitor > Logs > Threat. B3 Threat

2. Identify the Suspicious Domain log entry. Notice that the action is sinkhole. Note that
you will not see an entry for this activity in the Traffic log because the Windows system
did not try to initiate a connection to 71.19.152.112:

&ckion Severity F

sinkhole
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5.10 Create Security Policy Rule with a Vulnerability
Protection Profile

A Security policy rule can include specification of a Vulnerability Protection Profile that
determines the level of protection against buffer overflows, illegal code execution, and other
attempts to exploit system vulnerabilities.

1. Select Objects > Security Profiles > Vulnerability Protection. (o8 ulnerabilty Protection

2. Click to create a Vulnerability Protection Profile.
3. Configure the following:

Parameter Value#

Name lab-vp

4. On the Rules tab, click to create a rule.
5. Configure the following:

Parameter Value#

Name lab-vp-rule

Packet Capture Packet Capture |5

Severity Severity

@ any (Al severities)
U eritical

L] high

[ | medium

U] low

D informational

Click OK twice.

Select Policies > Security.
Click to open the internal-inside-dmz Security policy rule.
Click the Actions tab and configure the following:

Security

LSS

Parameter Value#

Profile Type Profiles
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Parameter Value#
Profile Setting Profile Setting
Profile Type  Profiles J
Antivirus | Mone s
Yulmerability  lab-vp J
Prokection
Anki-Spyware | Mone 4
IIRL Filtering  Mone v
File Blocking  Maone <
Data Filketing  MNone r
WildFire Analysis  Mone J

10. Click OK to close the Security Policy Rule configuration window.

11. & Commit o1y changes.

1. On the Windows desktop, double-click the lab folder and then the bat files folder.

2. Double-click % 1;'CFJ'*—""U‘fﬁ-hat‘

map scan report for 192.168.568.108
ost iz up (A.@@sz latency).
STATE SERUICE
21 /tcp open ftp
i ftp—bhrute:
i Accounts: Mo valid accounts found
Statistics: Performed 2058 guesszesz in 602 seconds,. average tps: 3.4

map done: 1 IP address ¢1 host up? scanned in 683.41 seconds

Note: This action launches an FTP brute force attack at the DMZ FTP server. The script
is expected to take about 10 minutes to complete.

1. Select Monitor > Logs > Threat. 5 Threat
2. Notice that you now have logs reflecting the FTP brute force attempt. However, the
firewall is only set to alert:

Receive Time Type Mame From Zone Tao Zone Attacker Attacker Name Wickim Ta Pork Application Ackion Severity
? 5 12/0305:35:43  wulnerability  FTP: lagin Brute Force atterpt | private drz 192,1668.1.20 192,168.50.10 21 ftp alert
D §  12/0305:35:43 | wulnerability | FTP: login Brute Force attempt | private dmz 192,168.1.20 192,168.50,10 | 21 ftp alert

3. Click the ¥ icon to the left of any log entry to open the packet capture.
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4. Notice the username and password that was attempted along with the 530 response from

the FTP server.

Packet Capture
05:35:43. 000000 00:0c:

Ox0000: oaoko
Ox0010: 0041
0x0020:  320a
Ox00z20:  0lc?
Ox0040: 5041
0L:25:-42 000000 00:E0:
0x0000:  oo0dc
0x0010: 004b
Ox0020: 0114
Ox0020: 0le2
0x0040: 8520
0x0050: 4733
0L5:35:-42 000000 00:EO:
Ox0000:  o00c
0x0010: 003e
Ox00z0: 0114
Ox0020: 0lc2
Ox0040:  &96e

z2:4b:aZ:c6 = 00: 50
EEbO Zabe 000c 2345
2847 4000 4008 0000
d40ed 0015 ad35 ecch
o000 Qoo0 5553 4E55E
E3E3 Z06d &172 &370

Eg:bh0:Zathc = 00:0c:

2345
eS4Z
OolE
aooo
7370
O0ge

afch
4000
d0ad
agoo
EEE3
2085

aosn
4008
014E
0a33
BI66
426l

SEh0
Sels
cd7a2
2221
TRE0
73

E&:bh0:Zatbhc = 00:0c:

2945k
addZ

afcg
4000
00ls 40ed
alek 0000
E36f TETE

o0&
4006
0l4z
3533
ELE3

LEhO
Qe0s
cd2b
20E0
Tdie

5.13 Update Vulnerability Profile

1. Select Objects > Security Profiles > Vulnerability Protection. (o8 vuinerabilty Protection
2. Click to open the lab-vp Profile.
3. Click to open the lab-vp-rule rule and configure the following:

E9:dB:af:ca,

Zaheo
claf
ad3 5
dcEf
Od0a

tEEzbO:zZa:be, ethertype IPwd (0x0200) , leng:
afcE 0800 4500 _PW_*. . _)E..._E.

clag 0114 c0a8 A BE.A.........

0l4z cd3b EOl8 2. @..... ... E._F.

EQTT &EEZ Od0a ... ... TEER._webh. .

&£73 &10d Oa PASE mariposa. .
Z29:45-az7:ech, ethertype IPwd (Ox0800), leng:
Zabc 0500 4500 _ _yE. .. PW.*__ _E.

claf FE0a clald E.BE.AE..... 2...

ad9& eced EOL1E .@. . B.x._.._P.

Z0E0 &eo55 S173 0 L0 . 331.Pleas

7458 &65z0 zdZ0  e._specify.the. -,

G3.n.=Bay

ethertype IPwd (Ox0200) ,

1erot

o200 4500 (O JE. . O PW_*_ . _E.
3Z0a cDad _=_BE.@..... ...
eced EOLE B..B...... F.
E7E8 EeZ0 .. .. E30.Login.
incorrect. ..

Parameter Value#
Action Reset Both
Severity high

4. Click OK twice.

5. & Commit oy changes.

6. Rerun S| ftp-brute.bat

attempts are reset.

and review the logs to confirm that the new FTP brute force

5.14 Group Security Profiles

The firewall supports the ability to create Security Profile Groups, which specify sets of Security
Profiles that can be treated as a unit and then added to Security policy rules.

1. Select Objects > Security Profile Groups. " Security Frofile Groups
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£ 4dd

2. Click to open the Security Profile Group configuration window.
3. Configure the following:
Parameter Value#
Name lab-spg
Profiles Security Profile Group
Mame | lab-spg |
Antivirus Profile  |ab-av bl
Anti-Spyware Profile |ab-as -
Vulnerability Protection Profile | lab-vp -
URL Filtering Profile Mone hd
File Blacking Profile | Mone b
Data Filtering Profile  Mone b
WildFire Analysis Profile | None b
4. Click OK.

5. Select Policies > Security.

B8 Security

6. the following rules:

Parameter

Value#

Security Policy Rules

egress-outside-as

egress-outside-av

7. Click to define a Security policy rule.
8. Configure the following:

Parameter Value#

Name egress-outside-content-id
Rule Type universal (default)

Tags egress

9. Click the Source tab and configure the following:
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Parameter Value#

Source Zone inside

Source Address Any

10. Click the Destination tab and configure the following:

Parameter Value#
Destination Zone outside
Destination Address Any

11. Click the Application tab and verify that m is checked.

application-default b I .
is selected.

12. Click the Service/URL Category tab and verify that
13. Click the Actions tab and configure the following:

Parameter Value#
Action Setting Allow
Log Setting Log at Session End
Profile Setting Profile Setting
Profile Type Group -
Group Profile  lab-spg w

14. Click OK to close the Security Policy Rule configuration window.

5.15 Create a File Blocking Profile

A Security policy rule can include specification of a File Blocking Profile that blocks selected
file types from being uploaded or downloaded, or generates an alert when the specified file types
are detected.

1. In the WebUI select Objects > Security Profiles > File Blocking. B File Blocking

as Add
2. Click to open the File Blocking Profile configuration window.
3. Configure the following:

Parameter Value#

Name lab-file-blocking

4. Click M5 and configure the following.
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Parameter Value#
Name block-pdf
Applications any

File Types pdf
Direction both

Action block

5. Click OK to close the File Blocking Profile configuration window.

5.16 Modify Security Profile Group

1. Select Objects > Security Profile Groups. U9 securiy Profile Groups
2. Click to open the lab-spg Security Profile Group.
3. Add the newly created File Blocking Profile:

Security Profile Group

MName lab-spg

Antivirus Profile | |ab-av
Anti-Spyware Profile  lab-as
Vulnerability Protection Profile | lab-vp
URL Filtering Profile | Mone

File Blocking Profile | lab-file-blocking
Data Filtering Profile  Mone

WildFire Analysis Profile  None

4. Click OK.

5. & Commit gy changes.

5.17 Test the File Blocking Profile

1. Open a new browser window in private/incognito mode and browse to
http://www.panedufiles.con/.
2. Click the Panorama_AdminGuide.pdf link. The download fails.
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File Transfer Blocked

Transfer of the file yvou were fryving to download or upload has been blocked in
accordance with company policy, Please contact vour system administrator if vou believe
this is in error,

File name: Panorama_AdminGuide 70 pdf

Note: If you get “failed to download pdf” and not the block page, then refresh the
browser window.

3. Select Monitor > Logs > Data Filtering. [EDataFikering
4. Find the log entry for the PDF file that has been blocked:

I

Receive Time File: Mame URL Mame Aickion From Zone To Zane

Ii_;‘_u 11/27 19:34:30 | Panaorama_AdminGuide? 0. pdf Adobe Portable Document Format (PDFY - [deny public private

Note: The Action column is located on the far right. The column can be moved via drag-
and-drop using the mouse cursor.

5.18 Multi-Level-Encoding

Multi-Level-Encoding can be used to block content that is not inspected by the firewall because
of the file being encoded five or more times.

1. In the WebUI select Objects > Security Profiles > File Blocking. B File Blocking
2. Click to open the lab-file-blocking File Blocking Profile.

3. Click k=28 and configure the following:

Parameter Value#

Name block-mle

Applications any

File Types Multi-Level-Encoding
Direction both

Action block

4. Click OK to close the File Blocking Profile configuration window.
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5.19 Modify Security Policy Rule

1. In the WebUI select Policies > Security. = 2=crity
2. Click to open the internal-inside-dmz Security policy rule.
3. Click the Actions tab and configure the following:

Parameter Value#
Profile Setting Profile Setting
Profile Type  Profiles bl
Antivirus | Rone s
Yulmerability  lab-vp il
Prokection
Anti-Spyware  Mone b
URL Filtering  Mone -
File Blocking | |ab-file-blacking b
Daka Filkering | Maone bl
WwildFire &nalysis  Mone il

4. Click OK to close the Security Policy Rule configuration window.

5. & Commit oy changes.

5.20 Test the File Blocking Profile with Multi-Level-Encoding

1. Open a new browser in private/incognito mode and browse to
http://192.168.50.10/mle.zip. The URL links to a file that is compressed
five times.

File Transfer Blocked

Transfer of the file you were trying to download or upload has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

File name: multi-level-encoded-file.zip

2. The file is blocked in accordance with the new file blocking rule.

5.21 Modify Security Policy Rule

1. In the WebUI select Objects > Security Profiles > File Blocking. (P Blacking
2. Click to open the lab-file-blocking File Blocking Profile.
3. Select the block-mle rule:
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Black-raulki-lesel any

4. Click bR
5. Click OK to close the File Blocking Profile configuration window.

6. D Commit gy changes.

5.22 Test the File Blocking Profile with Multi-Level-Encoding

1. Open a new browser in private/incognito mode and browse to
http://192.168.50.10/mle.zip. The URL links to a file that is compressed
five times. The file is no longer blocked.

2. Save and open the file to exam the contents:

Marne

| 1) rulti-level-encoded-file (3.zip

1) multi-level-encoded-file i.zip
1) multi-level-encoded-file (3.zip
1) multi-level-encoded-file (21zip
11 multi-level-encoded-file zip

|| multi-level-encoded-file

5.23 Create Danger Security Policy Rule

Create a Security policy rule that references the danger Security zone for threat and traffic
generation.

1. Select Policies > Security. = ~o-u

2. Click and configure the following:

Parameter Value#

Name danger-simulated-traffic

3. Click the Source tab and configure the following:

Parameter Value#

Source Zone [ g danger

4. Click the Destination tab and configure the following:

Parameter Value#

Destination Zone 'ﬁ_ﬂ danger
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5. Click the Actions tab and configure the following:

Parameter Value#

Profile Settin Profile Setting
g
Profile Type  Group

Group Profile | lab-spg

6. Click OK to close the Security Policy Rule configuration window.

7. Hover over the Name column header and select Adjust Columns from the drop-down

list:
Mame Tags Type
internal-inside-dmz .él Columns
Adjust Columns
gl o
8. = Lemmit 411 changes.

5.24 Generate Threats

1. On the Windows desktop, open PuTTY and double-click traffic-generator.

2. Enter the following information when prompted:

Parameter Value#
Password PaloAlto
3. Inthe PuTTY window, type the command sh /tg/malware.sh.
4. Select Monitor > Logs > Threat. & Threat
5. Type the following filter (severity neq informational).
6. Notice the threats currently listed from the generated traffic:
B §  12/2204:49:59  wildfire- Ransom/Win32.lecky.fo
E & | 12/22 04:49:59 | virus Ransom/Win32.locky.fo

7. Select Monitor > Logs > Data Filtering. [ Data Filtering
8. Notice the blocked files:

©2017, Palo Alto Networks, Inc.

Page 64




V999999

12/72 04:50:04
12/22 04:50:04
12/72 04:47:48
12/72 04:47:38
12/72 04:40:13
12/72 04:40:03

12/22 04:31:30

locky.exe
locky.exe
YhXTUeGD jar
eBTFVhMb.xap
YhXTUeGD jar
eBTFVhMb.xap

eBTFVvhMb.xap

Windows Executable (EXE)

Microsoft PE File
ZIP
1P
ZIP
1P

ZIP

5.25 Modify Security Profile Group

1. Select Objects > Security Profile Groups. 9 security Profile Groups
2. Click to open the lab-spg Security Profile Group.
3. Remove the File Blocking Profile:

Name | lab-spg| |
Antivirus Profile | |ab-av b
Anti-Spyware Profile  |ab-as hd
Vulnerability Protection Profile | lab-vp w
IURL Filtering Profile | None b
File Blocking Profile | None hd
Data Filtering Profile  Maone hd
WildFire Analysis Profile  None -

4. Click OK.
5. & Commit

all changes.

5.26 Generate Threats

1. On the Windows desktop, open PuTTY and double-click traffic-generator.
2. Enter the following information when prompted:

Parameter Value#

Password PaloAlto

3. Inthe PuTTY window, type the command sh /tg/malware.sh.
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4. Select Monitor > Logs > Threat. % Threat
5. Input the following filter (severity neq informational).

6. Notice that the blocked files are now being detected as a virus:
E':) {F, 1222 04:59:27 | virus Virus/Win32.generic.joudj

ES

1222 04:59:26 | virus Virus/Win32.generic.joudj

m

Stop. This is the end of the Content-ID lab.
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6. Lab: URL Filtering

shopping @&
government &
hacking N Internet

tech—-sites W

Lab Objectives

= Create a custom URL category and use it as a Security policy rule match criterion and as
part of a URL Filtering Profile.

= Configure and use an External Dynamic List as a URL block list.

= (Create a URL Filtering Profile and observe the difference between using url-categories in
a Security policy versus a profile.

= Review firewall log entries to identify all actions and changes.

6.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:
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Load Load named configuration snapshok

Load configuration wersion

Expaort  Export named configuration snapshok

Export configuration wersion

3. Select edu-210-lab-06 and click OK.

4. Click Close.

5. & Commit oy changes.

6.1 Create a Security Policy Rule with a Custom URL

Category

Use a custom URL Category object to create your custom list of URLs and use it in a URL
Filtering Profile or as match criteria in Security policy rules. In a custom URL Category, you can
add URL entries individually, or import a text file that contains a list of URLs.

1. Select Objects > Custom Objects > URL Category. [SuRL Category
2. Click to create a custom URL Category.

3. Configure the following:

Parameter Value#
Name tech-sites
Sites newegg.com

engadget.com
techradar.com
*_newegg.com
* _engadget.com
*_techradar.com

4. Click OK to close the Custom URL Category configuration window.

Select Policies > Security.

Security

6. Select the egress-outside-content-id Security policy rule without opening it:

3  egress-public-conkent-id

7. Click m The Clone configuration window opens.

8. Select Move top from the Rule Order drop-down list.

9. Click OK to close the Clone configuration window.

10. With the original egress-outside-content-id Security policy rule still selected, click

11. Notice that the egress-outside-content-id is now grayed out and in italic font:
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12. Click to open the cloned Security policy rule named egress-outside-content-id-1.
13. Configure the following:

Parameter Value#

Name egress-outside-url

14. Click the Application tab and configure the following:

Parameter Value#

Applications % by |

15. Click the Service/URL Category tab and configure the following:

Parameter Value#

URL Category 7] "tech-sites

16. Click the Actions tab and configure the following:

Parameter Valuet
Action Setting Reset both client and server
Log Setting | Log at Session Start

[V Log at Session End

Profile Setting Profile Setting
Frafile Type =

17. Click OK to close the Security Policy Rule configuration window.
18. Hover over the Name column and click the down-arrow:
Marne Tags Tvpe

|28 Columns
Adjust Columns

19. iEXpand the Columns menu using the right-arrow and select the URL Category check
box. The URL Category column is displayed.

egress-outside

20. Enable the rule egress-outside.

21, S Commit 5y changes.

Note: Because you created a rule that resets traffic, you need to enable the egress-outside
rule to allow everything else.
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6.2 Test Security Policy Rule

1. Open a browser in private/incognito mode and browse to newegg - com:

Web Page Blocked

Access to the web page vou were trying to visit has been blocked in accordance with company policy, Please
cortact vour systermn administrator if vou believe this is in error.

User: 192.168.1.20
LRL: www newegg.com,

Category: tech-sites

The URL is blocked by the Security policy rule named egress-outside-url.

2. In the same browser window verify that techradar.com is blocked.

3. In the same browser window, check if https://www.engadget.com also is blocked. Note
that this was an SSL connection. Because the firewall is not decrypting traffic, the
connection is reset without a URL block page. If the firewall intercepted this connection
and displayed the URL block page, the browser would assume a man-in-the-middle
attack might be in progress.

6.3 Review Logs

1. Hover over the egress-outside-url Security policy rule, click the down-arrow, and select
Log Viewer to open the Traffic log:

1

2

=7 Filker
Log Yiewer

2. Notice that the firewall adds ( rule eq “egress-outside-url” ) tothe
Traffic log filter text box:

(N o 'spros-pultcas )

i Racerym Time Typs From Tores Ta Zorea Couree Coupis Lisar Destination Ta Port Applc stion rtion Rujs S red |
: 1 wdnt bl Bk - iy
st bt okt
st -t poboy-deny

3. The URL Category column can be added to the Traffic log to provide additional
information.

4. Select the URL Filtering log, ' URL Fitering
5. Notice that URL Filtering log includes the Category and URL columns by default:
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Category Ll From Zone  To Zons Souroe Source Liser Drestination Applcation
tech-sites
beschesites
techesites
techesites

techesites

6.4 Configure an External Dynamic List

An External Dynamic List is an object that references an external list of IP addresses, URLs, or

domain names that can be used in policy rules.

1.

Open WinSCP on the Windows desktop.

L Mew Site
L ed-webserver

Double-click the list item edl-webserver.

Locate the text file in the right window pane named block-list.txt. block-list.bd

Right-click the block-list.txt file and select Edit.

Verify that the following URLSs exist, each followed by a line break:
gizmodo.com

lifehacker.com

avstorum.com

reddit.com

F

HSR R EINR
glzmodo. com
lifehacker.com

avsforum. com
PEddit.CCfﬂ|

Save = and Close - the file.

6.
7. Close the WinSCP window.
8. In the WebUI select Objects > External Dynamic Lists. & External Dynaic Lists
9. Click to configure a new External Dynamic List.
10. Configure the following:
Parameter Value#
Name url-block-list
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Parameter Value#

Type URL List

Source http://192.168.50.10/block-list.txt
Repeat Five Minute

11. Click OK to close the External Dynamic Lists configuration window.

12. Go to Policies > Security. = ity

13. Click to open the Security policy rule named egress-outside-url.
14. Click the Service/URL Category tab.

15. Add the newly created External Dynamic List to the URL Category list:
[ tech-sites
& IIFl.lrl-I:uh:u:k—lisl:

16. Click OK to close the Security Policy Rule configuration window.

17, & Commit gy changes.

6.5 Test Security Policy Rule

1. Open a browser in private/incognito mode and browse to avsforum.com:

Web Page Blocked

Access to the web page vou were trving to visit has been blocked in accordance with compary
policy, Please contact vour system administrator if vou believe this is in error,

Lser: 192.165.1.20
LRL: avsforarm .com)/

Category: url-block-list

The URL is blocked by the Security policy rule named egress-outside-url.

2. In the same browser window verify that gizmodo.com and lifehacker.com also are
blocked.

6.6 Review Logs

1. In the WebUI select Monitor > Logs > URL Filtering. (@ LRL Filtering
2. Notice the new category and action:
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Receive Time Catepory LRL From Zone  To Zone Source Souroe Liser Deeshngkion Apphcation

6.7 Create a Security Policy Rule with URL Filtering Profile

1. Select Objects > Security Profiles > URL Filtering. [@URL Filtering
2. Click to define a URL Filtering Profile.
3. Configure the following:
Parameter Value#
Name lab-url-filtering
4. Click the Categories tab.

5.

10.

1.

12.
13.
14.

15.
16.

Search the Category field for the following three categories and set the Site Access to
block:

H shupping|

shopping

government
hacking

Search for url-block-list and tech-sites. Notice that your custom URL categories are also
listed and they are set to a Site Access of “allow.” Leave them set to “allow.”
Click OK to close the URL Filtering Profile window.

Select Device > Licenses. _ Le=nses
Under the PAN-DB URL Filtering header, click Download Now (or Re-Download). A
warning might appear; click Yes.
Select the region nearest the location of your firewall and click OK.
After the download completes, a Download Successful window appears.
Click Close to close the download status window. The WebUI should now show a
message similar to the following:
Download Skatus  2016-11-10 11:30:40 PAN-DE download: Finished successfully, Fe-Download

Select Policies > Security. = =<ty

Click to open the Security policy rule named egress-outside-url.
Click the Service/URL Category tab.

Select m above the URL Category list.
Click the Actions tab and configure the following:
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Parameter Value#
Action Allow
Profile Setting Profile Setting
Profile Type  Profiles i
ankivirus | MWone b
Yulnerability  Mone v
Pratection
Anti-Spyware | MNone o
IURL Filtering ab-url-filkering r

17. Click OK to close the Security Policy Rule configuration window.
18. the egress-outside rule.

Note: You can disable the egress-outside rule because the URL Filtering Profile is being
used and the egress-outside-url Security policy rule now allows traffic.

19, & Commit ) changes.

6.8 Test Security Policy Rule with URL Filtering Profile

1. Open a different browser (not a new tab) in private/incognito mode and browse to
www . newegdg - com. The URL www.newegg.com belongs to the shopping URL
category. Based on the Security policy rule named egress-outside-url, the URL is now
allowed even though you chose to block the shopping category because your custom
URL category has newegg.com listed and is set to “allow,” and your custom category is
evaluated before the Palo Alto Networks URL categories.

2. In the same browser window verify that http://www. transportation.gov
(government), http://www.amazon.com (Shopping), and
http://www.2600.0rg (hacking) are blocked.

3. Close all browser windows except for the firewall WebUI.

6.9 Review Logs

1. Select Monitor > Logs > URL Filtering. (@ LRL Filtering
2. Review the actions taken on the following entries:
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6.10 Modify Security Profile Group

1. In the WebUI select Objects > Security Profile Groups. (9 security Profle Groups
2. Click to open the lab-spg Security Profile Group.
3. Add the newly created URL Filtering Profile:

I

Security Profile Group

Mame | lab-spg
Antivirus Profile | lab-av -
Anti-Spyware Profile  |ab-as -
Vulnerability Protection Profile | lab-vp hd
URL Filtering Profile | lab-url-filtering hd
File Blocking Profile | None -
Data Filtering Profile  Mone hd
WildFire Analysis Profile | None -

Click OK.

Select Policies > Security.
Select the egress-outside-content-id Security policy rule without opening it.

B8 Security

Click Erable
Select the egress-outside-url Security policy rule without opening it.

Click © Delete .
10. & Commit

A S B R

all changes.

Stop. This is the end of the URL Filtering lab.
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7. Lab: Decryption

Lab Objectives

= Observe firewall behavior without decryption.

= Create Forward Trust and Untrust certificates.

= (Create a custom decryption category.

= (Create a Decryption policy.

= Observe firewall behavior after decryption is enabled.
= Review logs.

7.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

OND LIS L g S
Load Load named configuration snapshok
Load configurakion wersion
Export Expork named configuration snapshot

Export configuration wersian

3. Select edu-ZiO-lab-O7 and click OK.
4. Click Close.

Internet
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5. & Commit oy changes.

7.1 Test Firewall Behavior Without Decryption

For this lab, you will use the Internet Explorer browser. Chrome has its own virus detection
system and Firefox has its own certificate repository.

1. Select Policies > Security. 88 Security

2. Click application-default in the Service column in the egress-outside-content-id Security

policyrule any % application-default any

In the Service window, change application-default to
Click OK in the Service configuration window.

& Commit all changes.

A

On the Windows desktop, open a browser in private/incognito mode and browse to
http://www.eicar.org.
7. Click the DOWNLOAD ANTIMALWARE TESTFILE image in the top-right corner:

> I

DOWNLOAD ‘
ANTI MALWARE TESTFILE '

8. Click the Download link on the left of the web page:
ABOUT US  COMFEREMCE  PROJECTS  ANTI-R

# INTEMDED USE
= DO N LOAD

9. Within the Download area at the bottom of the page, click either the eicar.com or the
eicar.com.txt file to download the file using the standard HTTP protocol and not the
SSL-encrypted HTTPS protocol. The firewall will not be able to detect the viruses in an
HTTPS connection until decryption is configured.

Download area using the standard protocol hitp

eicar.com eicar.com.txt eicar_com.zip eicarcomz. zip

Download area using the secure, 55L enabled protocol hitps

eicar.com.txt

10. If prompted, Save the file. Do not open or run the file.
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Yirus/Spyware Download Blocked

Download of the virus/spyware has been blocked in accordance with company policy.
Please contact yvour system administrator if vou believe this is in error,

File name: eicar .com bt

11. Go back in the browser and download one of the test files using HTTPS:

Download area using the standard protocol hitp

gicar, com gicar, corm.txt gicar_com.zig gicarcomz, zip
&5 Bytes &5 Bytes 184 Bytes 305 Bytes
Download area using the secure, 551 enabled protocol https

L i Sleaf romaip Elcdrcom?. 2
&5 Bytes &% Bytes 184 Bytes 308 Bytes

12. Notice that the download is not blocked because the connection is encrypted and the virus
is hidden.
13. Close all browser windows except for the firewall WebUI.

7.2 Create Two Self-Signed Certificates

Certificates need to be generated so that the firewall can decrypt traffic.

1. Inthe WebUI select Device > Certificate Management > Certificates:

v '-ElCertiFicate Managerent

& Certificates
2. Click e at the bottom of the page to create a new CA certificate.
3. Configure the following:
Parameter Value#
Certificate Name trusted-ca#
Common Name 192.168.1.1#
Certificate Authority [V Certificate sutharity u

4. Click Generate to create the certificate.
5. Click OK to close the Generate Certificate success window.

72 Generate

6. Click at the bottom of the page to create another CA certificate.
7. Configure the following:
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Parameter Value#

Certificate Name untrusted-ca#
Common Name untrusted#
Certificate Authority [V Certificate sutharity u

8. Click Generate to create the certificate.

9. Click OK to dismiss the Generate Certificate success window.

10. Click trusted-ca in the list of certificates to edit the certificate information.
11. Select the Forward Trust Certificate check box and click OK:

| Certificate Buthority
[+ Forward Trust Certificate
|| Farward Untrust Certificate

|| Trusted Root ca

12. Click untrusted-ca in the list of certificates to edit the certificate information.
13. Select the Forward Untrust Certificate check box and click OK:
| Certificate Authoriky

|| Forward Trust Certificate
|| Forward Unkrust Certificate

|| Trusted Roat ca

7.3 Create Custom Decryption URL Category
Create a custom URL Category to ensure we are only decrypting intended traffic.

1. In the WebUI select Objects > Custom Objects > URL Category. | @urL Category

2. Click to open the Custom URL Category configuration window.
3. Configure the following:

Parameter Value#
Name lab-decryption
Sites ] *.eicar.org

|:| eicar.org

[C] *.paloaltenetworks.com
[ palealtenetworks.com
[C] badssl.com
] *.badssl.com

4. Click OK to close the Custom URL Category configuration window.
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7.4 Create Decryption Policy

1. Inthe WebUTI select Policies > Decryption. © Decryption

2. Click to create a Decryption policy rule.
3. Configure the following:

Parameter Value#

Name decrypt-url-cat

4. Click the Source tab and configure the following:

Parameter Value#

Source Zone inside

5. Click the Destination tab and configure the following:

Parameter Value#

Destination Zone outside

6. Click the Service/URL Category tab and configure the following:

Parameter Value#

URL Category ¥ rlah-decryptiun

7. Click the Options tab and configure the following:

Parameter Value#
Action Action (@) Decrypt () Mo Decrypt
Type Type | 550 Forward Prosey

8. Click OK to close the Decryption Policy Rule window.

9. & Commit gy changes.

7.5 Test AV Security Profile with the Decryption Policy

1. On the Windows desktop, open a browser in private/incognito mode and browse to
http://www.eicar.org.
2. Click the DOWNLOAD ANTIMALWARE TESTFILE image in the top-right corner:

L ;
DOWNLOAD ‘
ANTI MALWARE TESTFILE »

©2017, Palo Alto Networks, Inc. Page 81



3. Click the Download link on the left of the web page:
ABOUT U5 COMFERENCE  PROJECTS  ANTI-h

& |INTEMDED USE
= DO N LOAD

4. Within the Download area at the bottom of the page, click either the eicar.com or the
eicar.com.txt file to download the file using HTTPS:

Download area using the standard protocol hitp

SlEaRCI Sltarcom. iy Bltar com.zip el A
B8 Bytes 6% Bytes 124 Bytes 308 Bytes
Download area using the secure, 551 enabled protocol hitps

S B Siarseomzip Bltarcomz |
B3 Bytes 63 Bytes 134 Bytes 308 Bytes

A certificate issue is presented:

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presentad by this website has expired or is not yet valid.

Note: The endpoint (Windows desktop) does not trust the certificate generated by the
firewall.
5. Close all browser windows except for the firewall WebUI.

7.6 Export the Firewall Certificate

1. Inthe WebUI select Device > Certificate Management > Certificates.
v %Certiﬁcate Managerent
E' Certificates

trusted-
2. Select but do not open trusted-ca. Bt

. = Expoit . . .
3. Click to open the Export Certificate configuration window.
4. Click OK to export the trust-ca certificate.
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7.7 Import the Firewall Certificate

1. On your desktop, double-click the certificates icon.
2. Under Certificates (Local Computer), expand Trusted Root Certification Authorities

and select the Certificates folder:
1 i Certificates (Local Computer)

| Personal
= || Trusted Rook Certification Autharities

Certificates

plel - [Console Root', Certificates (Local Con

Action  Wiew  Fawvorites  Window  Help
Imnport... |

Mew \Window From Here

3. Select Action > All Tasks > Import. ]
4. The Certificate Import Wizard opens. Click Next.
5. Browse for the exported trusted-ca certificate:

jcert_krusted-ca.crt | Browse, ., I

6. Click Next.
7. Verify that the following is configured:

{*' Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse, ., |

8. Click Next, click Finish, and then click OK in the status window.
9. Notice that the trusted-ca certificate is now imported:

F

[ssued Ta

[ssued By Expiration Date  Intended Pu

B4 192,168.1.1 192,168.1.1 1 m7 Al
5l addTrust External CA Root SddTrust Bxternal C4 Root 53072020 Sepver Suthe

10. Close the Microsoft Management Console. Click No when asked to save console settings.

7.8 Test the Decryption Policy

1. On the Windows desktop, open a browser (not Firefox) in private/incognito mode and
browse to http://www.eilcar.org.
2. Click the DOWNLOAD ANTIMALWARE TESTFILE image in the top-right corner.

5 .

DOWNLOAD "
ANTI MALWARE TESTFILE >
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3. Click the Download link on the left of the web page.
ABOUT U5 COMFERENCE  PROJECTS  ANTI-h

& |INTEMDED USE
= DO N LOAD

4. Within the Download area at the bottom of the page, click either the eicar.com or the
eicar.com.txt file to download the file using HTTPS:

Download area using the standard protocol hitp

SlEaRCI Sltarcom. iy Bltar com.zip el A
B8 Bytes 6% Bytes 124 Bytes 308 Bytes
Download area using the secure, 551 enabled protocol hitps

S B Siarseomzip Bltarcomz |
B3 Bytes 63 Bytes 134 Bytes 308 Bytes

The Eicar Test File is detected and the connection gets reset.

This page can't be displayed

* Make sure the web address https://secure.eicar.org is correct.
* Lock for the page with your search engine.

* Refresh the page in a few minutes.

5. In the same browser, browse to https://www.paloaltonetworks.com.
There is no certificate warning and the page is displayed correctly.

6. Click the lock icon next to the URL in the browser (Internet Explorer).

7. Notice that the signer is the firewall 192.168.1.1:
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OIEICH & hitps://www.paloaltonetworks.c.. O = @

Website Identification

192.168.1.1 has identified this site as

—  www.paloaltonetworks.com

This connection to the server is encrypted.

W Should | trust this site?
]

View certificates

Bl o ww
8. Close all browser windows except for the firewall WebUI.

9. Open a new browser and browse to https://www.badssl.com.
10. Click untrusted-root:

Certificate

A expired

A wrong. host

A self-signed

A untrusted-root
A revoked

@ incomplete-chain

11. Notice that a certificate warning is now displayed. Choose to continue to the website.

12. Click the - icon near the URL and then click View Certificates:
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'-@-' Certificate Expired

The security certificate presented by this
website has expired or is not yet valid.

It is possible that the certificate is no longer
trustworthy.

We recommend that you close this webpage.

About certificate errors

View certificates

Notice that the certificate is still signed by the firewall. However, it was signed with the

untrusted certificate.

7.9 Review Logs

1.

Select Monitor > Logs > Threat. B3 Threat

Notice that there is an entry for when the connection was reset in the browser:

4.
3.

Receive Time Tvpe Marne

Tl B 158 wirLs icar Test File
|;‘_ ;} 11711 105811 i Eicar Test Fil

Select Monitor > Logs > Traffic. 2 Traffic
Type ( Flags has proxy ) in the filter text box. This filter flags only traffic

entries that were decrypted.

H(MMMJ

Receive Time Typi Froem Zons Ta Zone Source Destination To Porkt Application
I 11/11 12139:96  end 192,168.6,50 23.221.23.163 | 447 web-browsing

Hover over Receive Time and click the down-arrow.

Add the v/ Decrypred column.

Notice the newly added column:

=( flagz has proxy )

Feceive Time Decrypted

E‘_,. 1111 123946 wes P

©2017, Palo Alto Networks, Inc. Page 86



7.10 Test URL Filtering with Decryption

In the WebUI select Objects > Security Profiles > URL Filtering. (@R Fikering
Click to open the lab-url-filtering object.

Click the Categories tab and type a search for tech-sites.

Change Site Access to block:

LW tech-sites

b=

Cateqary

[¥]! tech-sites *

5. Click OK.

6. & Commit oy changes.

7. Open Internet Explorer in private mode and browse to https://engadget.com.

Engadget is now blocked.

Stop. This is the end of the Decryption lab.
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8. Lab: WildFire

Lab Objectives

= Configure and test WildFire Analysis Security Profile.

8.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

ONT LIS L g S
Load Load named configuration snapshok
Load confiquratiaon wersian
Export Expork named configuration snapshot

Export configuration wersion
3. Select edu-210-lab-08 and click OK.
4. Click Close.

5. & Commit oy changes.

Internet
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8.1 Create a WildFire Analysis Profile
1. In the WebUTI select Objects > Security Profiles > WildFire Analysis. 2 "idFire Analysis

as Aod
2. Click to open the WildFire Analysis Profile configuration window.
3. Configure the following:

Parameter Value#

Name lab-wildfire

4. Click b=ttt and configure the following:

Parameter Value#
Name pe
Applications any

File Types pe

Direction both
Analysis public-cloud

Note: The file type pe includes both .exe and .dll file types.
5. Click OK to close the WildFire Analysis Profile configuration window.

8.2 Modify Security Profile Group

1. In the WebUI select Objects > Security Profile Groups. (B security Profile Groups
2. Click to open the lab-spg Security Profile Group.
3. Add the newly created lab-wildfire WildFire Analysis Profile:
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Security Profile Group

Mame lab-spg

Antivirus Profile | lab-av w
Anti-Spyware Profile  lab-as hd
Vulnerability Protection Profile | lab-vp v
URL Filtering Profile | lab-url-filtering b
File Blocking Profile  Mone -
Data Filtering Profile  Mone b d

WildFire Analysis Profile |

4. Click OK.
5. & Commit

all changes.

8.3 Test the WildFire Analysis Profile

1. Open a new browser in private/incognito mode and browse to
http://wildfire.paloaltonetworks.com/publicapi/test/pe. This
site generates an attack file with a unique signature, which simulates a zero-day attack.

2. Without opening the file, save it to the Downloads directory.

3. To verify that the file was uploaded to the public WildFire cloud, open PuTTY and
double-click firewall-management to log in to the firewall with admin/admin.

4. When you are logged in, enter the debug wildfire upload-log show
command to display the output log: 0, filename: wildfire-test-pe-
Tile.exe processed... This output verifies that the file was uploaded to the
WildFire public cloud. The message might take a minute or two to appear:
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ry

5. Select Monitor > Logs > WildFire Submissions. After five minutes have passed, find
the entry for wildfire-test-pe-file.exe that has been submitted to WildFire and identified
as malicious.

6. Click the magnifying glass icon next to the entry to see the Detailed Log View of the

WildFire entry:
Detailed Log View (0] |
Log Info
-
Session ID 1009 Attacker Name Victim Name
Action  alert Attacker 54.241.8.199 Victim 192.168.72.51
Application  web-browsing Fort 80 Fort 50696
Rule  General Internet Zone Untrust-L3 Zone Trust-13
Verdict malicious Interface ethernet1/1.272 Interface ethernet1/2
Virtual System NATIP NATIP
Device 5N 007000001623 MNAT Port 80 MNAT Port 60581
IP Protocol tep
Log Action
Generated Time
Receive Time 2015/06/19 19:33:52 Threat ':cqi!:el wildfire .
PCAP | Receive Time a Type Application || Action Rule Bytes Severity Category URL/FileNa
2015/06/19 19:28:13 end web-browsing allow General 59533 computer-
Internet and- R
internet-info
2015/06/19 19:27:39 start web-browsing allow General 691 an
Internet
2015/06/19 19:33:52 wildfire web-browsing alert General medium malicious wildfire-te...
Internet

7. On the Log Info tab, check the information within the General, Details, and Destination
panels. Then look at the information in the WildFire Analysis Report tab.
8. Log out and close the PuTTY session.

Select Policies > Security. = 2=

Select but do not open egress-outside-content-id.

Click

Select but do not open egress-outside.

P b

©2017, Palo Alto Networks, Inc. Page 91



5. Click Erable .

6. & Commit oy changes.

Stop. This is the end of the WildFire lab.
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Internet

= Enable User-ID technology on the inside zone.

= Configure the LDAP Server Profile to be used in group mapping.
= Configure group mapping for User-ID.

» Configure and test the PAN-OS® integrated User-ID agent.

= Leverage User-ID information in a Security policy rule.

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

YD Lal LS L g Lo
Load Load named configuration snapshok
Load configuration wersion
Expaort  Export named configuration snapshok
Expart configuration wersian

3. Select edu-210-lab-09 and click OK.
4. Click Close.

& Commit

9]

all changes.
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9.1 Enable User-ID on the Inside Zone

1. Inthe WebUTI select Network > Zones. ' Zones

2. Click to open the inside zone.

3. Enable User-ID by selecting the Enable User Identification check box:
User Identification ACL

|+ Enable User Identification

4. Click OK.

9.2 Configure the LDAP Server Profile

Create a Server profile so that the firewall can pull group and user information from Active
Directory.

1. In the WebUI select Device > Server Profiles > LDAP, & L0#Ap

2. Click bl and configure the following:
Parameter Value#
Profile Name lab-active-directory

3. Locate the server list on the left side of the window and click &3 Add )

4. Configure the following:

Parameter Value#

Name lab-client
LDAP Server 192.168.1.20
Port 389

5. Locate Server Settings on the right side of the window and configure the following:

Parameter Value#

Require SSL/TLS Deselect the check box
secured connection
(make sure to do this

first)
Type active-directory
Base DN DC=lab,DC=local
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Parameter Value#

Bind DN lab-user-id@lab.local

Password PaloAlto

LDAP Server Profile ®

Profile Name | lab-active-directory |

D Administrator Use Only

Server list Server settings
MName LDAP Server Port Type | active-directory -
lab-client 192.168.1.20 389 Base DN DC=lab,DC=local hd

Bind DN | lab-user-id@lab.local
Password ssssssss

Confirm Password  sssssses

Bind Timeout 30

Enter the IP address or FQDN of the LDAP server

Search Timeout 30

Retry Interval | 60

D Require 55L/TLS secured connection

Verify Server Certificate for S5L sessions

6. Click OK to close the LDAP Server Profile configuration window.

9.3 Configure User-ID Group Mapping
Define which users and groups will be available when creating policy rules.

1. Inthe WebUI select Device > User Identification > Group Mapping Settings.

-+ . . .
2. Click to open the Group Mapping configuration window.
3. Configure the following:

Parameter Value#
Name lab-group-mapping
Server Profile lab-active-directory
(all other fields will autopopulate)
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Grou p Ma pping

Mame |Ia|:u—gru:uup—mapping

Server Profile  Growp Include List ~ Custom Group

Server Profile | |ab-active-directary b o Update Interval | [60 - 26400]

4. Click the Group Include List tab and configure the following:

Parameter Value#

Search box lab users

Awailable Grovps Included Groups
o o o JEIre—

¥ 3 DC=lab,DC=local
v —Jcn=users
ES cn=lab users

O ®

5. Click OK.

9.4 Configure Integrated Firewall Agent

1. Select Device > User Identification > User Mapping.

2. Click the E icon in the top-left of the Palo Alto Networks User-ID Agent Setup pane.

3. Configure the following:

Parameter Value#
User Name lab.local\lab-user-id
Password PaloAlto

4. Click the Server Monitor tab and verify the following:
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Parameter

Value#

Windows Server
Monitoring

Windows Server Monitoring

|+ Enatle Securiky Log

Server Log Monitor Frequency (sec) 2

[] Enable Session

5. Click the Client Probing tab.
6. Verify that the Enable Probing check box is deselected.
7. Click the Cache tab and configure the following:

Parameter

Value#

Enable User
Identification Timeout

|| Enable User Identification Timeout

43

Note: Ensure that the timeout option is not enabled. You do not need to time out the IP
address associated with the lab-user-id because the IP never changes. In a production
environment the timeout is recommended to be half the DHCP lease time.

8. Click the Ignore User List tab.

9. Click M58 and configure the following:

Parameter

Value#

Ignore User

] IIIrIaI:u'l,.ﬂ'.u:Imi|'|i5I:r.E'|I:|:|r

Prevents the firewall from assuming that Administrator is
associated with 192.168.1.20

10. Click OK.

11. Scroll down to the Server Monitoring pane.

12. Click A=H28 and configure the following:

Parameter Value#

Name lab-client

Enabled v/ Enabled

Type Microsoft Active Diretory
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Parameter Value#

Network Address 192.168.1.20

13. Click OK.

14, S Commit ) changes.

1. Under the Server Monitoring section, the status should be Connected:

Microsoft Active Directory 19z2.168.1.20 Connecked

2. On the Windows desktop, double-click the lab folder and then double-click the bat files
folder.

3. Double-click the user-id.bat file L= icon.
Note: This action will force a login event for the firewall to parse.

[7]
A=
4. On the Windows desktop, double-click the PuTTY icon.
5. Double-click firewall-management:
Default Settings

6. Log in to the firewall with admin/admin.
7. Type the CLI command show user group-mapping state all.
The output should be similar to the following:

adminfifirewall-panos> show user group-mapping :

Froup Mapping(waysl, type: s i vl : lakh-
Jerv

of(took

IMuber of Grou

cn=labh users,cn=users,dc=lab,do=local
8. Type the CLI command show user ip-user-mapping all.
The output should be similar to the following:
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IF T=er IdleTimeout (3]

lah' lab-user

lakh' labh-user-id

Note: lab\lab-user must have the IP address of 192.168.1.20. If that IP address is not
listed, do not proceed. Contact your instructor or lab partner for assistance.
9. Open a browser and browse to shutterfly.com and google.com in order to

generate some traffic.

1. Select Monitor > Logs > Traffic. %3 Traffic
2. Type the filter (addr.src in 192.168.1.20 ) in the filter text box.
3. Notice that the Source User column now shows the lab-user. Note: This user-id

references could take up to three minutes. Click E refresh to update the log entries:

:I ([ addrsrc in 192.168.1.20 )

Receive Time Type From Zone To Zone Source Source User Destination
) 222 21:45:07 2.168.1.2 4.87 112
-
) 222 21:45:07 2.168.1.2 23.5.218.41
-
) 222 21:45:07 2.168.1.2 23.5.218.41
-
B 222 21:45:07 7 12 B -
-
Fe) 222 21:45:07 2 1.2 23.5.218.11
-

B8 Security

1. Select Policies > Security.

2. Click m to open the Security Policy Rule configuration window.
3. Configure the following:

Parameter Value#

Name egress-outside-user-id

4. Click the Source tab and configure the following:
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Parameter Value#

Source Zone [ iy inside

5. Click the User tab and configure the following:

Parameter Value#

Source User Source Lser
o
labYlab-user

You must start typing before usernames become available on
the drop-down list.

6. Click the Destination tab and configure the following:

Parameter Value#

Destination Zone rlﬁl oukside

7. Click the Application tab and configure the following:

Parameter Value#

Applications facebook-base

8. Click the Actions tab and configure the following:

Parameter Value#

Action Deny

9. Click OK to close the Security Policy Rule configuration window.
10. Select but do not open the egress-outside-user-id Security policy rule.

Maowe T
11. Click m and select &) ove Top

12. You might need to Adjust columns.
MName Tags Type

internal-inside-dmz [ Columns I

Adjust Columns

13, & Commit ) changes.

9.8 Review Logs

1. Open a new browser in private/incognito mode and browse to www . Facebook . com.
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The connection is denied based on the egress-outside-user-id Security policy rule:

Application Blocked

Access to the application you were trying to use has been blocked in accordance with company

policy. Please contact your system administrator if you believe this is in error.
User: lab\lab-user

Application: facebook-base

2. Select Monitor > Logs > Traffic. 3, Traffic

3. Type the filter (rule eq “egress-outside-user-id”) in the filter text box.
4. Notice that the Source User column shows the lab-user and the Action is reset-both:

Source User Destination To Port Application Action Rule

labYlab-user 157.240.8.35 443 facebook-base [Esnlzt- egress-outside-user-id
niath

lab‘lab-user 157.240.8.35 443 facebook-base LESEt- egress-outside-user-id
ot

9.9 Disable Integrated Firewall Agent

1. Select Device > User Identification > User Mapping.
2. Click to open the lab-client item under Server Monitoring:

server hanitaring

Enabled

] lab-cliert 7 ;
3. Deselect the Enabled check box. ) Ensbled
4. Click OK.
5. Select Policies > Security. = =ity
6. Select but do not open the Security policy rule named egress-outside-user-id.
7. Click B Delete
8. Click Yes.
9. & Commit

all changes.

Session End Reason

policy-deny

policy-deny
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Stop. This is the end of the User-ID lab.
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10. Lab: GlobalProtect

A
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Lab Objectives

= (Create and configure a subinterface.

Internet

= Create certificates for the GlobalProtect Portal, internal gateway, and external gateway.

= Attach certificates to a SSL-TLS Service Profile.

= Configure the Server Profile and Authentication Profile to be used when authenticating

users.

= Create and configure the tunnel interface to be used with the external gateway.

= Configure the internal gateway, external gateway, and portal.
= Host the GlobalProtect agent on the portal for download.
= Create a No-NAT policy rule to ensure that portal traffic is not subjected to network

address translation.
= Test the external gateway and internal gateway.

10.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.

2. Click Load named configuration snapshot:
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= =R o= R LN Lo b=l =R R TR LS Lo =R L )

Load Load named configuration snapshok

Load configuration wersion

Expaort  Export named configuration snapshok

Export configuration wersion

3. Select edu-210-lab-10 and click OK.

4. Click Close.

5 & Commit

all changes.

10.1 Configure a Subinterface

Subinterfaces enable logical interfaces to be associated with a physical interface. By default,
VLAN tags are required for subinterfaces. However, untagged interfaces can be used to isolate
traffic via zones on the same physical interface. A subinterface is created in the lab to provide
experience using a subinterface. Traffic will not be isolated using zones.

1. Select Network > Interfaces > Ethernet.
2. Click to open ethernetl/2.

3. Click the Advanced tab.

J .
4. Select the Untagged Subinterface check box. ™ untagoed subinterface
5. Click OK.

Add Subinterface

6. Verify that ethernetl/2 is still selected and click
7. Configure the following:
Parameter Value#
Interface ethernetl 2 o2
Name
Comment internal gateway
Virtual Router | lab-vr
Security Zone | inside

8. Click the IPv4 tab and configure the following:

Parameter

Value#

IP

192.168.2.1/244

9. Click the Advanced tab and select ping for the Management Profile.

10. Click OK.
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10.2 Generate Self-Signed Certificates

GlobalProtect needs three certificates, one each for the portal, external gateway, and internal
gateway. These certificates typically are signed by a common CA certificate. This lab creates a
CA certificate and Internal Gateway certificate, but combines the Portal and External Gateway
certificates because these GlobalProtect functions are combined on the same IP address.

1. Inthe WebUI select Device > Certificate Management > Certificates.

v '-EICertiFicate Management
E Certificates

2. Click % Benecate and create a certificate:
Parameter Value#
Certificate Name GlobalProtect#
Common Name GlobalProtect
Signed By Leave blank
Certificate Authority Select the check box

3. Click .
4. Click OK to dismiss the successful status window.
5. Click % Benedte and create another certificate:
Parameter Valuet
Certificate Name external-gw-portal#
Common Name 203.0.113.20
Signed By GlobalProtect
6. Click .
7. Click OK to dismiss the successful status window.
8. Click % Benecate and create another certificate:
Parameter Value#
Certificate Name internal-gw#
Common Name 192.168.2.1
Signed By GlobalProtect
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9. Click .
10. Click OK to dismiss the successful status window.

10.3 Configure the SSL-TLS Service Profile

1. Select Device > Certificate Management > SSL/TLS Service Profile.

{5 55LTLS Service Profile

2. Click and create an SSL/TLS Service Profile:

Parameter Value#
Name external-gw-portal
Certificate external-gw-portal

3. Click OK.

4. Click and create an SSL/TLS Service Profile:
Parameter Value#
Name internal-gw
Certificate internal-gw

5. Click OK.

10.4 Configure the LDAP Server Profile

Do not perform this task if an LDAP Server Profile exists.

1. In the WebUI select Device > Server Profiles > LDAP, & LD#Ap

2. Click bl and configure the following:
Parameter Value#
Profile Name lab-active-directory

3. Locate the Server list on the left side of the window and click

4. Configure the following:

& dd

Parameter Value#
Name lab-client
LDAP Server 192.168.1.20
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Parameter Value#

Port 389

5. Locate Server settings on the right-side of the window and configure the following:

Parameter Value#
Type active-directory
Require SSL/TLS Deselect the check box

secured connection
(Make sure to do this
before proceeding)

Base DN DC=1ab,DC=local
Bind DN lab-user-id@lab.local
Password PaloAlto

LDAP Server Profile ®

Profile Name | lab-active-directory |

D Administrator Use Only

Server list Server settings
MName LDAP Server Port Type | active-directory -
lab-client 192.168.1.20 389 Base DN DC=lab,DC=local hd

Bind DN | lab-user-id@lab.local
Password ssssssss

Confirm Password  sssssses

Bind Timeout 30

Enter the IP address or FQDN of the LDAP server

Search Timeout 30

Retry Interval | 60
D Require 55L/TLS secured connection

Verify Server Certificate for S5L sessions

6. Click OK to close the LDAP Server Profile configuration window.

10.5 Configure the Authentication Profile
1. Select Device > Authentication Profile. “#uthentication Profie

2. Click and configure the following:
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Parameter Value#

Name auth-gp

Type LDAP

Server Profile lab-active-directory
User Domain lab.local

3. Click the Advanced tab.
4. Configure the following:

Parameter Value#
Allow List all
5. Click OK.

10.6 Configure the Tunnel Interface
1. Select Network > Interfaces > Tunnel.

) Add )
2. Click - and create a new tunnel interface:

Parameter | Value#

Interface Intetface Mame  tunnel - |11|
Name

Virtual lab-vr

Router

Security inside

Zone

3. Click OK to close the Tunnel Interface configuration window.

10.7 Configure the Internal Gateway

Internal gateways are used for User-ID deployment and Host Information Profile (HIP)
enforcement.

v %GIDbaIPrDtect

& Portals
1. In the WebUI select Network > GlobalProtect > Gateways. B Gatenays

+ . .

2. Click to create a gateway. The GlobalProtect Gateway Configuration window
opens.

3. Configure the following:
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Parameter

Value#

Name gp-int-gateway
Interface ethernet1/2.2
IPv4 Address 192.168.2.1

4. Select the Authentication tab and configure the following:

Parameter

Value#

SSL/TLS Service Profile

internal-gw

5. Locate the Client Authentication list box. Click and configure the following:

Parameter Value#
Name lab-ad
(ON} Any
Authentication Profile auth-gp

6. Click OK.

10.8 Configure the External Gateway

. Add . .
1. Click to create a gateway. The GlobalProtect Gateway configuration window

opens.
2. Configure the following:

Parameter Valuet

Name gp-ext-gateway
Interface ethernetl/1

IPv4 Address 203.0.113.20/24

3. Select the Authentication tab and configure the following:

Parameter

Value#

SSL/TLS Service Profile

external-gw-portal

. . Add .
4. Locate the Client Authentication list box. Click and configure the following:

Parameter

Value#

Name

lab-ad
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Parameter Value#

0S Any

Authentication Profile auth-gp

5. Click the Agent tab and configure the following:

Parameter Value#

Tunnel Mode Select the check box

Tunnel Interface tunnel.11

Enable IPSec Verify that the check box is selected

6. Click the Client Settings subtab.
7. Click and configure the following:

Parameter Value#

Name gp-client-config

8. Click the IP Pools tab and configure the following:

Parameter Value#

IP Pool _
Click 3 Add and type 192.168.100.200-
192.168.100.210

9. Click OK to close the Configs window.
The GlobalProtect Gateway configuration window should still be open.
10. Click the Network Services subtab and configure the following:

Parameter Value#
Primary DNS 4.2.2.2
Secondary DNS 8.8.8.8

11. Click OK to close the GlobalProtect Gateway configuration window.

10.9 Configure the Portal

The GlobalProtect Portal provides the management functions for the GlobalProtect
infrastructure. Every endpoint that participates in the GlobalProtect network receives its
configuration from the portal, including information about the available GlobalProtect gateways
and any client certificates that might be necessary for the client to connect to a gateway.
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1.

Select Network > GlobalProtect > Portals.

v %GlnbalPrDtect
& Portals

2. Click to create a portal. The GlobalProtect Portal configuration window opens.

3. Configure the following:

Parameter Value#

Name gp-portal
Interface ethernetl/1
[Pv4 Address 203.0.113.20/24

4. Click the Authentication tab and configure the following:

Parameter

Value#

SSL/TLS Service Profile

external-gw-portal

. . Add .
5. Locate the Client Authentication list box. Click and configure the following:

Parameter Value#
Name lab-ad
oS Any
Authentication Profile auth-gp

6. Click the Agent tab.

7. Locate the Agent list box and click to open the Configs window and configure

the following:

Parameter

Value#

Name

portal-agent-config

8. Click the Internal tab.
9. Select the Internal Host
10. Configure the following:

Detection IPv4 check box.

Parameter Value#
IP Address 192.168.2.1
Hostname gp-int-gw. lab.local

. . ws Add
11. Locate the Internal Gateways list box and click to open the Internal Gateway

configuration window.
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12. Configure the following:

Parameter Value#

Name int-gw-1
Address IP

IPv4 192.168.2.1

13. Click OK to close the Internal Gateway configuration window.
14. Click the External tab.

. . us Add

15. Locate the External Gateways list box and click to open the External Gateway
configuration window.

16. Configure the following:

Parameter Value#

Name ext-gw-1
Address IP

IPv4 203.0.113.20

+ .
17. Locate the Source Region list box and click and configure the following:

Parameter Valuet
Source Region Any
Priority Highest

18. Click OK three times to close the External Gateway, Configs, and GlobalProtect Portal
configuration windows.

10.10 Host the GlobalProtect Agent on the Portal

1. In the WebUTI select Device > GlobalProtect Client, = GlobalProtsct Clisnt

2. Click Check Now. The Palo Alto Networks firewall checks for the latest version of the
GlobalProtect agent.

3. Search for 3.14.

3.1.4

Version Size

4. Click Download next to the latest version of the GlobalProtect that does not have a, b, or
c in its name.
5. Activate the GlobalProtect agent that you have just downloaded:
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Currently

Dovnloaded activated

ackion

v ackivate

10.11 Create Security Policy Rule

Select Policies > Security. = 2=ty

Select the egress-outside Security policy rule without opening it.

N =

Click m The Clone configuration window opens.

Select Move top from the Rule Order drop-down list.

Click OK to close the Clone configuration window.

Click to open the cloned Security policy rule named egress-outside-1.
Configure the following:

NV AW

Parameter Value#

Name inside-portal

Tags internal

8. Click the Destination tab and configure the following:

Parameter Value#

Destination Address 203.0.113.20

9. Click the Service/URL Category tab and configure the following:

Parameter Value#

Service
any v

10. Click OK to close the Security Policy Rule configuration window.

10.12 Create a No-NAT Rule

All traffic from the inside zone to the outside zone uses source NAT. You will create a new
NAT policy rule so that internal requests for the GlobalProtect Portal will not get their
address translated by the source-egress-public rule. The new NAT policy rule must be
matched before the source-egress-outside rule.

1. Select Policies > NAT. =¥ MaT

2. Click &3 dd to define a new source NAT policy rule.

3. Configure the following:
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Parameter Value#

Name gp-portal-no-nat#

Tags internal

4. Click the Original Packet tab and configure the following:

Parameter Value#

Source Zone inside
Destination Zone outside
Destination Interface ethernetl/1
Destination Address 203.0.113.20

5. Click OK to close the NAT Policy Rule configuration window.
6. Select but do not open the gp-portal-no-nat NAT Policy rule.

Maowe T
7. Clickm and select & Move Top

g. & Commit oy changes.

Note: A warning might appear about IPv6. It can be safely ignored.

10.13 Download the GlobalProtect Agent

1. Open a new browser window in private/incognito mode and browse to
https://203.0.113.20. Proceed past the certificate error.

The GlobalProtect Portal login page is presented.

#2 paloalto

NETWORKS®

GlobalProtect Portal

oo |
2. Log in with the following:

Parameter Value#
Name lab-user
Password PaloAlto
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3. Download the Windows 64-bit MSI install file and use it to install the 64-bit
GlobalProtect agent:

GlobalProtect Portal

Download Windows 32 hit GlobalProtect agent
Download Windows &4 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

10.14 Connect to the External Gateway

1. Double-click the GlobalProtect agent in the Windows desktop system tray:

w @D ©

Customize...

2:4
EI H% [LEQ uib 11/3
Note: This action might take a minute.
2. Type 203.0.113.20 for the portal name.

3. Click Connect. Connecting can take a moment.

4. Click Continue when presented with a certificate warning:
Portal
[ 203.0.113.20

W GlobalProtect Login E3

Enter login credentials
us: Mot Conmected

ningsErrors

r login credentials Portal: | 203.0.113.20
Userniamme: | |
Password: |

Connect | Cancel

5. Log in using the following information, and then click Connect. Click Continue if you
receive another certificate warning:
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Parameter Value#
Name lab-user
Password PaloAlto

6. After a moment the status should update to Connected:

Status: Connected

7. The system tray icon should update to w .

8. Click the Details tab in the GlobalProtect window.
Notice that at the bottom of the window the gateway is listed as 203.0.113.20, the
gateway type is External, and a tunnel is established:

Gateway | Type | Tunnel | Authenticated | Uptime | Password Exp. ... | Manuzal

00:00:00 M no

203.0.113.20 External Yes Yes

9. Click the Troubleshooting tab and select Network Configurations.

10. Notice that the IP assigned is the first in the IP Pool specified on the external gateway:

IPuv4 Addre=ss. . . . . . . . . . . : 192.168.188.200<Preferred?
Subnet Mask . . . . . . . . . . . & 285 255 2LL 2LL

10.15 View User-ID Information

J
5=
1. On the Windows desktop, double-click the PuTTY icon.
2. Double-click firewall-management and log in to the firewall.
3. Type the command show user ip-user-mapping all.

The IP addresses for lab-user have been updated to include the tunnel IP address. Notice that
the From column lists GP (GlobalProtect):

lakh labh-user

192.1658.100.200 ~wsy=s1l GF

oe9:2

10.16 Disconnect the Connected User

1. Inthe WebUI select Network > GlobalProtect > Gateways. & cateways
2. Click [eM= M55 ¢4 the far right of the gp-ext-gateway:

Tunnel
client Private P | Public IP SO Lagin &t
Type

Lifetime {s) Logout

Dornain ser Camputer

lab.local lab-user CLIEMT- Microsoft 192,1658.10... 192.168.1.20 IPSec Mow, 30 16:12:46 2532000 (]
Z012R2 Windiows

Server 2012

RZ5Standard

Edikion,
t4-hit:
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3. Click ® to disconnect the lab-user.

4. Click Close.

5. Right-click the GlobalProtect agent in the Windows desktop system tray and click
Disable:

w D ®©

Custormize...

B E & 5

DNS servers perform the service of resolving a domain name to an IP address and vice versa.
When you configure the firewall as a DNS proxy, it acts as an intermediary between DNS clients
and DNS servers, and as a DNS server by resolving queries from its DNS cache or forwarding
queries to other DNS servers. Configuration of the firewall to be a DNS proxy is required so that
GlobalProtect internal host detection works correctly.

CiHE
1. In the WebUI select Network > DNS Proxy. - DM Fraxy

2. Click to open the DNS Proxy configuration window.
3. Configure the following:

Parameter Value#
Name gp-dns-proxy
Interface & ethernetl/2
Primary 4.2.2.2
Secondary 8.8.8.8

4. Click the Static Entries tab.

5. Click & and configure the following:
Parameter Valuet
Name Internal Host Detection
FQDN gp-int-gw. lab.local
Address 192.168.2.1
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Click OK twice.

& Commit all changes.

On the Windows desktop, double-click the lab folder and then the bat files folder.
Right-click the set-dns-proxy.bat batch file and select Run as administrator.

[l

Al

10. On the Windows desktop, right-click the CMD
administrator.
11. Type the command 1pconfig Zall.

icon and select Run as

12. Verify that the current DNS server is 192.168.1.1:

Subnet Maszk = 255 .255.255.8
Default Gateway 122 .168.1.1

DHS Servers . . . - - & - = =« - - = 192 _168.1.1
MetBIOS over Tocpip : Enabled

Note: Do not continue if the DNS server is otherwise. Contact the instructor.

1. Right-click the GlobalProtect agent in the Windows desktop system tray and select
Enable.

2. Double-click the GlobalProtect agent in the Windows desktop system tray. Click
Continue if warned about the certificate:

w O ®

Customize..

B

After a moment the status should update to Internal:

Status: Internal

Warnings/Errors

3. The system tray icon should update to

4. Click the Details tab in the GlobalProtect window and notice at the bottom of the
window that the gateway is listed as 192.168.2.1, the gateway type is Internal, and a
tunnel is not established:

Gateway | Tvpe | Tunnel | Authenticated |
192.1658.2.1 Inkernal Mo Mo
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10.19 Reset DNS

1. On the Windows desktop, double-click the lab folder and then the bat files folder.
2. Right-click the remove-dns-proxy.bat batch file and select Run as administrator.
3. Use the Windows tools to uninstall the GlobalProtect Agent.

4. On the Windows desktop, right-click the CMD icon, and select Run as
administrator.

5. Type the command ipconfig Zall.

6. Verify that the current DNS server is 127.0.0.1:

DNS Servers . . . . . . . . . . . :127.8.8.1

MetBIOS over Tecpip. . . . . . . . = Enabhled
Note: Do not continue if the DNS server is otherwise. Contact the instructor.

Stop. This is the end of the GlobalProtect lab.
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11. Lab: Site-to-Site VPN

Phase 1. IKE

Phase 2: IPsec

Lab Objectives

= (Create and configure a tunnel interface to use in the site-to-site VPN connection.
= Configure the IKE gateway and IKE Crypto Profile.

= Configure the IPSec Crypto Profile and IPsec tunnel.

= Test connectivity.

11.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

ONT LIS L g S
Load Load named configuration snapshak
Load configurakion wersion
Export Expork named configuration snapshot:

Export configuration wersion
3. Select edu-210-lab-11 and click OK.
4. Click Close.

5. & Commit oy changes.
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11.1 Configure the Tunnel Interface

1. Inthe WebUI select Network > Interfaces. ““interfaces

I Ethernet I VLAN I Loopback ] Tunnel I

2. Click the Tunnel tab.

. s Add .
3. Click to configure a tunnel interface:

Parameter Value#

Interface Name In the text box to the right of tunnel, enter 12
Comment Tunnel to DMZ

Virtual Router lab-vr

Security Zone Create and assign a new Layer 3 zone named VPN

Mew £y Zone

4. Click the IPv4 tab and configure the following:

Parameter Value#

IP 172.16.2.10/24

5. Click the Advanced tab and configure the following:

Parameter Value#

Management Profile ping

6. Click OK to close the Tunnel Interface configuration window.

11.2 Configure the IKE Gateway

% =] Mebwark Prafiles
& GlobalPratect IPSec Crypto

1. Select Network > Network Profiles > IKE Gateways. B
2. Click to create the IKE gateway and configure the following:
Parameter Value#
Name dmz-ike-gateway#
Version IKEv1 only mode
Interface ethernet1/3
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Parameter

Value#

Local IP Address Select 192.168.50.1/24
Peer Type static
Peer IP Address 192.168.50.10

Pre-shared Key

paloalto#

3. Click the Advanced Options tab.
4. On the IKEv1 subtab configure the following:

Parameter

Value#

IKE Crypto Profile

New & IKE Crypto Profile
Select

5. Configure the following:

Parameter Value#

Name AES256-DH2-SHA2
DH Group Add Group 2
Authentication Add sha256
Encryption Add aes-256-cbce

6. Click OK twice to close the IKE Crypto Profile and the IKE Gateway window.

11.3 Create an IPSec Crypto Profile

1. Inthe WebUI select Network > Network Profiles > IPSec Crypto.

& 1Psec Crypho

2. Click to open the IPSec Crypto Profile configuration window.

3. Configure the following:

Parameter Value#
Name AES256-SHA256#
IPSec Protocol ESP

Encryption Add aes-256-cbce
Authentication Add sha256
DH Groups Select group2

4. Click OK to close the IPSec Crypto Profile configuration window.
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11.4 Configure the IPsec Tunnel

1. In the WebUI select Network > IPSec Tunnels, 2= IPSec Tunnels

+
2. Click to define the IPsec tunnel.

3. On the General tab:

Parameter Value#

Name dmz-tunnel#
Tunnel Interface tunnel.12

Type Auto Key

IKE Gateway dmz-ike-gateway
IPSec Crypto Profile AES256-SHA256
Show Advanced Options | Select the check box

Tunnel Monitor

Select the check box

Destination IP

172.16.2.11

4. Click the Proxy IDs tab.

5. Click Add and configure the following:

Parameter Valuet

Proxy ID dmz—tunnel-network#
Local 172.16.2.0/24

Remote 172.16.2.0/24

6. Click OK twice to close the Proxy IDs and IPsec Tunnel windows:

MHame Status Type
dmez- Auto Key
tunnel Tunnel
Info
g' o
7. = Lemmit a1] changes.

Interface Local IP PeerIP Status Interface Virtual Virtual
Router System
etherne.. 192.16.. 192.16.. ) kg tunnel.12 ‘CE’ILCI vsysl

Info Routes)

11.5 Test Connectivity

1. Select Network > IPSec Tunnels. ‘-

'LE'IF'SEE Tunnels

Notice that the Status column indicator on the VPN tunnel might be red.

Security
Zane

VPN
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2. Refresh E the Network > IPSec Tunnels page. The Status column indicator is now

green:
| dmz- ) Auto Key etherne.. 19236.. 19216.. () IKE tunnel.12  lab-wr vsysl VPN
tunnel Tl Info (Show
Ea Routes)
. =
3. Select Monitor > Logs > System. S System
4. Review the VPN log entries:
12/27 21:46:41 | wpn informational ipsec-key-install dmz-tunnel:dmz- | TPSec key installed. Installed SA: ]
network 192.168.50,1[500]-192.168.50.10[500]
SPIL: 0xA7B29CF3/(hFDBT733D lifetime 3600 Sec
lifesize unlimited.
12f27 21:46:41 wpn infarmational ike-nego-p2-succ dmz-tunnel:dmz- | TKE phase-2 negatiation is succeeded as
network initiator, quick mode. Established SA:
192.168.50.1[500]-192.168.50.10[500] message
id:0x81EDS9AD, SPL:0xATB29CF3f0xFDB7733D.
12/27 21:46:41 vpn informational ike-nego-p2-start dmz-tunnel:dmz- | IKE \I:hase-l negotiation is started as initiator,
network quick mode. Initiated SA:

192.168.50,1500]-192.168.50.10[500] message
id:0x81EDS9AD.

5. On the Windows desktop, launch PuTTY, double-click firewall-management, and log

in to the firewall.
6. After the VPN tunnel is connected, type the following CLI commands and observe the

output:

show vpn ike-sa

show vpn ipsec-sa tunnel dmz-tunnel-network
show vpn flow name dmz-tunnel

show running tunnel flow

Stop. This is the end of the Site-to-Site VPN lab.
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12. Lab: Monitoring and Reporting

Lab Objectives

= Explore the Session Browser, App-Scope, and Application Command Center (ACC).
= Investigate traffic via the ACC and logs.

= Generate a User Activity report.

= (Create a Custom report.

= Create a Report Group.

= Configure an email schedule.

12.0 Load Lab Configuration

In the WebUI select Device > Setup > Operations.
Click Load named configuration snapshot:

HaNT LalagLe Lo g aupan

N —

Load Load named configuration snapshok
Load configurakion wersion
Export Expork named configuration snapshot

Export configuration wersian

3. Select edu-210-lab-12 and click OK.
4. Click Close.

5. & Commit oy changes.

12.1 Generate Traffic

Note: The metrics displayed in the lab screenshots and the metrics displayed on your lab firewall
might be different.

Pre-populate the firewall with log entries and usernames that you can observe and investigate in
this lab.

1. On the Windows desktop, open PuTTY and double-click traffic-generator.
2. Enter the following information when prompted:

Parameter Value#

Password PaloAlto

3. While in the PuTTY window, type the command sh /tg/traffic.sh.
Note: After you execute the command, it can take up to 10 minutes to complete. Wait
until it is finished before proceeding.
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12.2 Explore the Session Browser

The Session Browser enables you to browse and filter current running sessions on the firewall.

1.

bl

w s

Select Monitor > Session Browser % Session Browser (0 oo any current sessions. You
might be able to see simulated sessions from the generated traffic. Notice that there is no
Source User column.

Click the & icon at the top-right of the window to open the Filters pane.
Type lab\jamie in the From User field.

Click e

Notice that, even though there is not a Source User column, there is an ability to search
for the From User. Note: You can also search for a To User.

danger danger 192.168.3.131 £5.54.95.142 55973 80 & web-browsing

danger danger 192.168.3.131 204.14.234.85 37245 B3 i

danger danger 192.168.3.131 204.14.234.85 57248 8443 6 -
Locate a salesforce-base entry and click the Plus icon on the left to expand the display.
Notice the three sections labeled Detail, Flow 1, and Flow 2.
In the Detail section, you can see various items of information.

Important items that can help when troubleshooting are Session ID, Application, Security
Rule, QoS Rule, and Class:

Notice ¢2s (Client to Server) and s2¢ (Server to Client) in Flow 1 and Flow 2:
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These flows provide information about both the request and response traffic.
8. You can end an active session by clicking the X icon at the far right of a session row:

Clear

X

12.3 Explore App-Scope

With the App-Scope reports, you can quickly see if any behavior is unusual or unexpected,
which helps identify problematic behavior. Each report provides a dynamic, user-customizable
window into the network. Long-term trends are difficult to represent in a lab environment.
However, knowing where to look is key to finding potential issues.

1. Select Monitor > App Scope > Summary. 59 summary
The Summary report displays charts for the top five gainers, losers, and bandwidth-
consuming applications, application categories, users, and sources.

2. Select Monitor > App Scope > Change Monitor. =& Change Monitor
The Change Monitor report displays changes over a specified time period. For example,
the following figure displays the top applications that gained in use over the last hour as
compared with the last 24-hour period. The top applications are determined by session
count and are sorted by percentage.

140

120

80

Percentage

60

40

20

web-browsing google-base insufficient-data paloalto-updates
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3. The type of information displayed can be controlled at the top. The displayed Graph can
be exported as a PDF or PNG:

il Top10 - JQ) Application = | »” Gainers | w, Losers @ Mew Dropped | Filter ®sMNaone = Sort:| @ Export Ty i

4. The time period also can be changed at the bottom:

5. Select Monitor > App Scope > Threat Monitor. 1/ Threat Monitor
The Threat Monitor report displays a count of the top threats over the selected time
period. By default, the figure shows the top 10 threat types for the past six hours.
6. The type of threat also can be filtered at the top:

ol Top10 - JQ) Threat - | Filter [EZ :’ FI' E &  Gwport Ty &

7. The time period can be changed to the Last 6 hours, 12 hours, 24 hours, 7 days, or 30

Last6 hours | Last 12 hours Last 24 hours  Last 7 days  Last 30 days

days.
8. Select Monitor > App Scope > Threat Map. @ Threat tap

The Threat Map report shows a geographical view of threats, including severity.
9. Click Last 30 Days:

 d,

Tba Democtatic Republic OF The

‘

The ACC opens with a global filter referencing Malaysia (MY):

©2017, Palo Alto Networks, Inc. Page 128



Source Country (1) & o
] My
- =) (%] Clear all

11. Click (30 Clear al to clear the Global Filter.

12. Select Monitor > App Scope > Network Monitor. & lietvorkMonitor
The Network Monitor report displays the bandwidth dedicated to different network
functions over the specified period of time. Each network function is color-coded, as
indicated in the legend below the chart. For example, the following diagram shows
application bandwidth for the past six hours based on session information.

13. Click the ﬂ icon to display the information by Session Count and not Bytes:

goo
Foo
600
S00
400
I

300

Z00 . I
I —]
—
il .
| L
—] —
I~ | _—
D==-==-.==-=====§=========
14:00 15:00 1&00 17:00 1800 1500 20:00 21:00 22:00 2300 00:00 01:00 02:00 0300 0400 05:00 05:00 07:00 08:00 09:00 10:00 11:00 12:00 1300 1<400
M dns paloalto—updates web-browsing paloalto-wildfire-cloud [l google-base [l ssl [ insufficient-data [l skype
nethios-ns skype-probe [l other

Note: As is standard in all App-Scope graph items, you can click an application color,
which switches your view in the WebUI to the ACC tab.

14. Select Monitor > App Scope > Traffic Map. @ Traffic Map
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The Traffic Map report shows a geographical view of traffic flows according to sessions
or flows:

[ _. :I ni' v‘ !

12.4 Explore the ACC

The ACC is an analytical tool that provides actionable intelligence about the activity within your
network. The ACC uses the firewall logs to graphically depict traffic trends on your network.

) Dashboard HE Monitor
1. Click the ACC tab.

2. Click the Time drop-down list and select Last 7 Days:

Time I Network Activity . -
e |‘ Application Usage

11/28 08:00:00-12/05 07:59:59 @ bytes O sessions O thr

Global Filters e

FH~-[= (%] Clear all

3. Explore the information available on the Network Activity tab. This tab displays an
overview of traffic and user activity on your network. It focuses on the top applications
being used; the top users who generate traffic with detailed information about the bytes,
content, threats, or URLs accessed by the user; and the most used security rules against
which traffic matches occur.
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Application Usage

l:l beptes @ SE55i0nS l:l threats l:l conkent D URLs l:l users 0

Home

general-internet

Application Risk Bytes Sessions Threats Content URLs Users
dns 2,66 | 14 I 2| ] ] ol
web-browsing e 2o I -7 140 M : I ;S i .
paloalto-updates 2251 1.5 MW 0 0 0 =1

ftp B t.zml 1.3 W 1.1 I 0 =1

Notice that in every pane you can display data by bytes, sessions, threats, content, URLs, and

Application Usage

l::l bytes @ SESSI0NS l::l threats l::l content l::l URLs l::l USErs

users:
4. Select the users option.

Notice how the application use seems more consistent across all colors versus bytes:

g

Application Risk Bytes Sessions Threats Content URLs Users
web-browsing 7o6.2c I 7. 149 W - I 47 I 1 .
dns 9.6G | 12 I | 0 o o

sl 106,70 | 497 1 41 0 11 sl
goagle-base £27.3M | 1.0k | i ] Y |

This information indicates that one application does not supersede any other application in
overall use by users.

5. Select threats in the Application Usage pane:
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Application Categories
lgeneral-internet ollaboration

Application Risk Bytes Sessions Threats Content URLs Users
web-browsing a 76.7G 1 4.4k 325 I 0 s - H
skype 10.8G1 3741 171 0 ] 51

Given the displayed information you can see that web-browsing is the primary source of
threats in this environment.

6. Focus your attention on the User Activity pane. Which user consumed the most
bandwidth in the past seven days?

User Activity
@ bytes D sessions D threats D content O URLs D apps o
Home
B80.00C
40.00C
20.00C
]
31 01 02 03 o4 05 06

-0~ bytes_sent —# bytes_received

Source User Destination User Bytes Sessions Threats Content URLs Apps
sam Mone 39.4c I 131 15 I 0 0 3
john Mone 350.5M1 3l 11 ] ] 2l
sally Mone 298.6M1 21 £l | ] ] 10
jamie Mone 119.0M1 19l 2z I ] s -

From the graph in the example, you can see that Jamie has consumed the most
bandwidth. Your user might be different.

7. Focus your attention on the bottom-right Rule Usage pane.

8. Select sessions. Which Security policy rule has been used the most?
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Rule Usage BETES

O bytes @ sessions () threats (O content () URLs o
Home
3.00k
2.00k
1.00k
0
23 24 25 26 27 28 29

-0~ sessions

Rule Bytes Sessions Threats Content URLs Apps
egress-outside 15.2G1 oI 0 0 0 13 I
internal-inside-dmz 9.aMl 3.0kl 0 0 0 20
danger-simulated-traffic 127 I 1k 371 I 0 g: I -
inside-portal s4.8M1 601 0 0 0 Y |

From the displayed information, you can see that the most active rule based on session
count is egress-outside.
9. Click the Threat Activity tab:

This tab displays an overview of the threats on the network. It focuses on the top threats:
vulnerabilities, spyware, viruses, hosts visiting malicious domains or URLs, top WildFire
submissions by file type and application, and applications that use non-standard ports:

Smarﬂ _
virus I 4

wildfire-virus | 2

L] 25 50 75 100 125 150 175 200 225

Threat Name D Severity Threat Type
Suspicious HTTP Evasion Found 14984 informational spyware
Suspicious TLS Evasion Found 14978 informational SpyYware
WirusWin32.generic.joudj 41110866 virus
Bredolab.Gen Command and Control Traffic 13024 spyware
Ransom/Win32.locky.fo 122670184 wildfire-virus
Trojan/Win32 . swrort.dfap 174503378 wildfire-virus

©2017, Palo Alto Networks, Inc.

Page 133



Notice that there are informational entries that might not be useful.

10. Create a global filter for only medium and critical severities:

Time

Last 7 Days v

1223 20:30:00-12f30 20:29:59

Global Fitters

Severity (2) & o
critical

medium

- (-] (%) Clear all

Notice that the graph updates to display only critical and medium severities.

11. Scroll down to the bottom-right and notice the Rules Allowing Apps On Non Standard
Ports pane.

Rules Allowing Apps On NonStandardPorts

Application Risk Count
smtp 4+ I
web-browsing n 3 I

This pane is good for identifying rules that need to enforce the application-default service
setting.

12.5 Investigate Traffic

1. In the WebUI select Monitor > Logs > Threat. [® Threat
2. Type the filter (severity neq informational ) into the log filter text box and

press Enter.
3. Locate the first entry referencing locky and notice that the user sally is associated with it:
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n ( severity neq informaticnal )

Receive Time Type Name From Zone To Zone Attacker Attacker N
E} 5 1230 16:32:10 | wildfire-virus = Trojan/Win32.swrort.dfap danger danger 10.10.10.10 lab\sally
E} E,, 1230 16:32:09 | virus Trojan/Win32.swrort.dfap danger danger 10.10.10.10 lab\sally
E} E,, 12/30 16:32:09 | wildfire-virus = Ransom/Win32.locky.fo danger danger 10.10.10.10 lab\sally
E} E,, 12/30 16:32:09 | virus Ransom/Win32.locky.fo danger danger 10.10.10.10 lab\sally

Dashboard ni. Monitor
4. Click the ACC tab.

5. Ensure that the Time drop-down list is Last 7 Days and the Network Activity tab is
selected:

Time

Network Activity -+

Application Usage
6. Move to the User Activity pane.

7. Use the left-arrow to promote sally to a Global Filter:
Source User Destinatio... Bytes Sess... Thre... Cont... URLs Apps

Last 7 Days

Mone Mone 1170 319k 200 0 60 I - I
sam Mone 565.5G | 15 12| 0 0 3l
jamie Mone 293.5G1 146 63 11 0 22 gl
sally €] [=] Mone 285.2G | 2 4| 0 0 1l
john Mone 79.0G 3 1l 0 0 21l

8. Ensure that sally was promoted to a Global Filter:

Global Filers

Source User (1) & o
[ labhsally
[+~ = (%] Clear all

Notice that all window panes have updated to show only information based on sally:
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Application Categories
ollaboration

Application Risk Bytes Sess... Thre... Cont... URLs Users
smtp 2ps2cl 2N 4N 0 0 1 -

From the displayed information, you can see that sally is associated only with smtp
traffic, which could indicate a possible infection and lateral movement.

9. Scroll down and locate the Destination Regions pane.
Notice that this is an internal network, which could indicate that sally is using corporate
e-mail and not an external source or that there might be a rogue SMTP relay.
Destination Country Bytes Sess... Thre... Cont... URLs

192.168.0.0-192.168.255.255 2gs2cl 2 A 5 N 0 0

10. Scroll down to the Rule Usage pane. Notice that only one rule allowed this traffic. If this
were a production environment, inspection should be done to ensure that this rule is
operating effectively. For example, should the rule allow SMTP? If not, is this a rogue

SMTP relay?
Rule Bytes Sess... Thre... Cont... URLs Apps
danger-simulated-traffic 2521 2 I 4+ N 0 0 1 I

11. Scroll to the top-left Application Usage pane.
12. Click the E icon and select Traffic Log:

|8 & W User Actiity

@, Traffic Log
E® Threat Log
| URL Filtering Log

Notice that the WebUI switched views to the Traffic log with a predefined filter.

13. Select the e icon. Notice at the bottom you can see the associated threat entries:
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2016/12/30 end allow danger- 261...
21:00:44 simulat...
traffic

2016/12/30 wildfire- alert danger- medium locky.exe
16:32:09 virus simulat...

traffic
2016/12/30 virus alert danger- medium f locky.exe
16:32:09 simulat. ..

traffic

Dashhoard ni. Maonitor
14. Click the ACC tab.

15. Click the Jump to Logs icon and select the Unified Log:

Traffic Log

-

i
I

FEEEYrYXICEE.

Threat Log

URL Filtering Log

Data Filtering Log

HIP Match Log

WildFire Submission Log
Configuration Log
System Log

Tunnel Inspection Log

Unified Log

Notice that you now see both Traffic and Threat logs in one unified display, which can
help with correlation.

12.6 User Activity Report

The firewall can generate reports that summarize the activity of individual users or user groups.

1. Select Monitor > PDF Reports > User Activity Report. S User Activity Report
2. Click to define a new user activity report:

Parameter Value#
Name mark#
Type User

Username / IP Address lab\mark

Time Period Last 7 days

3. Click Run Now.
4. Download and open the report when it finishes:
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User Activity Report
Download User Activity Report

Cancel

5. Browse through the report to get familiar with the presented information. You can also
include detailed browsing history that will include an approximate time a user spends on
a website (not available when specifying a group).

12.7 Create a Custom Report

1
1. Select Monitor > Manage Custom Reports. 1% Manage Custom Reports

. B
2. Click to define a new custom report:

Parameter Value#

Name top-applications#

Database Select Summary Databases > Traffic
Time Frame Last 7 Days

Sort By Sessions and Top 10

Group By Application and 10 Groups

Selected Columns

Available Columns saelected Columns

Tunnel I - Application ~
Tunnel Tvpe Sessions

IJsers (=) Bytes

Wirtual Syskam |:| LRLs

Wirkual Svskem Mame w Rule e

ﬁ Top n o u Do E Bottom

3. Click OK to save the Custom Report window.

4. Click the top-applications report to reopen the Custom Report window.

5. Click Run Now to generate the report. The report will appear in a new tab in the browser
window:
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7

Application

dns

paloalto-updates

paloalto-wildfire-cloud

web-browsing

Rule

egress-outside
danger-simulated-traffic
egress-outside
egress-outside
internal-inside-dmz

danger-simulated-traffic

egress-outside

ERUNE N [ - |

Sessions Bytes URLs
26.6k | 11.2m 1 ol
111 1 260G 0 ol
121k o 15.0G 0 ol
10.0k [ 139.6M [ ol
3.8k H 4.0M 1 ol
424 I 704.5G | g8 |
34 1 294k 1 ol

an 0

6. Close the top-applications tab containing the report.
7. On the Report Setting tab, create the following query using the Query Builder: (rule
eq egress-outside) and (addr.src in 192.168.1.20)

Time Frame | Last 7 Days

Sort By | Sessions

Group By | Application

Query Builder

ra cea mo 0

-
Top 10 v I
10 Groups b

8. Click Run Now to run the report agéiﬁ; this time with the query: |
Custom Report

Report Setting

top applications (100%) x

N T

i

L8 I o O

Application
dns
geogle-base
web-browsing
55l

windows-azure-
base

ms-update

Rule

eqress-outside
egress-outside
eqress-outside
egress-outside
eqress-outside

eqress-outside

Sessions

1.6k
1.2k
225
217
126

i

19

3731k 1
26.6M [ —
1t.4M o
4.4M [N
1.5M
]

22.6k
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9. Click to save the report as a PDF. (You might need to disable your

browser’s popup blocker.)
10. Click OK to close the Custom Report window.

12.8 Create a Report Group

1. In the WebUI select Monitor > PDF Reports > Report Groups. BEireport Groups

2. Click to define a new Report Group:

Parameter | Value#

[ 5aa5 application Usage
(] Threat trend
o] Top application cateqories

[ Tap applications Add =2

Name lab-report-group#
Reports .
=il Predefined Report A = Report Group
[0 Eandwidth trend ] top-applications
[ Blocked Credential Post = [ Risky Users
[ Risk; trend [ Spyeware InfFectked Hosts

[ botnet

3. Click OK.

12.9 Schedule Report Group Email

1. In the WebUTI select Monitor > PDF Reports > Email Scheduler. “t1Emal Scheduler

2. Click kil t0 define a new email schedule:

Parameter Value#
Name lab-email-schedule#
Report Group lab-report-group
Recurrence Daily
Email Profile Select New Email Profile

|

Mew Email Profile

3. The Email Server Profile window is now displayed. Configure the following:
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Parameter Value#

Name lab-smtp#

Email Display PANW EDU Admin

Name

From edu-lab-admin@paloaltonetworks.com
To <your e-mail address>

Email Gateway 192.168.1.20

4. Click OK twice to close the Email Server Profile and Email Scheduler windows.

5. Click . A test email will be sent to the address you provided. Wait for and

confirm its arrival.
Note: Check your SPAM folder.
6. Click OK twice.

Stop. This is the end of the Monitoring and Reporting lab.
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13. Lab: Active/Passive High Availability

This is a configuration lab only.

Internet

ae%e

Lab Objectives

= Display the Dashboard HA widget.
= Configure a dedicated HA interface.
= Configure active/passive HA.

= Configure HA monitoring.

= Observe the HA widget.

13.0 Load Lab Configuration

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:

VT L IIELS L gl L
Load Load named configuration snapshok
Load configuration wersion
Expaort  Export named configuration snapshok
Export configuration wersion
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3. Select edu-210-lab-13 and click OK.
4. Click Close.

5. & Commit oy changes.

13.1 Display the HA Widget

If high availability (HA) is enabled, the High Availability widget on the Dashboard indicates the
HA status.

1. Inthe WebUI click the Dashboard tab to display current firewall information.
2. If the High Availability panel is not displayed, select Widgets > System > High
Availability to enable the display:

I Application > [
: El system ¥ & ceneral Infarmation
] Logs 4 Interfaces

Swskem Resources

High &ailability

The High Availability Widget now displays on the Dashboard:

Last vpoated: 01:27:01

High Availability

Ha not enabled

13.2 Configure the HA Interface

Each HA interface has a specific function: One interface is for configuration synchronization and
heartbeats, and the other interface is for state synchronization (not configured in this lab).

1. Inthe WebUI select Network > Interfaces > Ethernet.
2. Click ethernet1/6 to open the configuration window for that interface.
3. Select HA on the Interface Type drop-down list and click OK:

@aa) ethernet1/6 Z] HA

13.3 Configure Active/Passive HA

In this deployment, the active firewall continuously synchronizes its configuration and session
information with the passive firewall over two dedicated interfaces. In the event of a hardware or
software disruption on the active firewall, the passive firewall becomes active automatically
without loss of service. Active/passive HA deployments are supported by the interface modes
Virtual Wire, Layer 2, and Layer 3.
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1.
2.

In the WebUI select Device > High Availability > General.

Click the E icon of the Setup panel to open the Setup configuration window.

3. Configure the following:
Parameter Value#
Enable HA ¥, Enable Ha
Group ID 60 (This field is required, and must be unique, if multiple HA
pairs reside on the same broadcast domain.)
Mode Active Passive
Enable Config Sync ¥ Enable Corfig Syne

(Select this option to enable
synchronization of configuration settings between the peers.)

Peer HA1 IP Address 172.16.3.11

4.
5.

Click OK to close the Setup configuration window.
Click the E icon of the Active/Passive Settings panel:

ActivefPassive Sattings
Passive Link State  shutdown

Select the Auto radio button. When Auto is selected, the links that have physical
connectivity remain physically up but in a disabled state. They do not participate in ARP
or packet forwarding. This configuration helps reduce convergence times during failover
because no time is required to activate the links. To avoid network loops, do not select
this option if the firewall has any Layer 2 interfaces configured.

Active/Passive Settings

Passive Link State () Shutdown  (®) Auka

Maonitor Fail Hold Doven Time (ming 1

7. Click OK to close the Active/Passive Settings configuration window.

8. Click the E icon of the Election Settings panel to configure failover behavior:

Parameter Value#

Device Priority 80

Enter a priority value (range is 0—255) to identify the active
firewall. The firewall with the lower value (higher priority)
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Parameter Value#

becomes the active firewall when the preemptive capability is
enabled on both firewalls in the pair.)

Preemptive V| Preemptive

#

Enables the higher priority firewall to resume active operation
after recovering from a failure. This parameter must be
enabled on both firewalls but is not always a recommended
practice.#

Heartbeat Backup || Heartbeat Backup m

Uses the management ports on the HA firewalls to provide a
backup path for heartbeat and hello messages#

9. Click OK to close the Election Settings configuration window.

10. Click the E icon of the Control Link (HA1) panel to configure the HA1 link. The
firewalls in an HA pair use HA links to synchronize data and maintain state information:

Parameter Value#

Port ethernetl/6

IP address 172.16.3.10
Netmask 255.255.255.0

11. Click OK to close the Control Link (HA1) configuration window.

12. Click the E icon of the Data Link (HA2) configuration window.
13. Deselect the Enable Session Synchronization check box:

|| Enable Sessian Synchronization

14. Click OK to close the Data Link (HA2) configuration window.

13.4 Configure HA Monitoring
1. Inthe WebUI select Device > High Availability > Link and Path Monitoring.

2. Click the E icon of the Link Monitoring panel to configure link failure detection. Link

monitoring enables failover to be triggered when a physical link or group of physical
links fails.
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Parameter Value#
Enabled /| Enabled u
Failure Condition Any

3. Click OK to close the Link Monitoring configuration window.

4. Click 525 in the Link Group panel to configure the traffic links to monitor:

Parameter Valuet

Name traffic-links

Enabled | Enahled #

Failure Condition Any

Interface ethernet1/1
ethernet1/2

5. Click OK to close the Link Group configuration window.

6. Click the E icon of the Path Monitoring panel to configure the Path Failure detection.
Path monitoring enables the firewall to monitor specified destination IP addresses by
sending ICMP ping messages to ensure that they are responsive.

Parameter Value#
Enabled /| Enabled
Failure Condition Any

7. Click OK to close the Path Monitoring configuration window.
8. Find the Path Group panel and click Add Virtual Router Path to configure the path

failure condition:

Parameter Value#
Name lab-vr
Enabled ¥ Enabled "
Failure Condition Any
Destination IP 8.8.8.8

9. Click OK to close the HA Path Group Virtual Router configuration window.

10, & Commit g changes.
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13.5 Observe the HA Widget

1.

In the WebUI click the Dashboard tab and view the High Availability status widget for
the firewall. Active-passive mode should be enabled and the local firewall should be
active (green). However, because there is no peer firewall, the status of most monitored
items is unknown (yellow). Because HA1 has no peer, its state is down (red):

High Availability o X
Mode Active-passive
Local O Active
Peer () Unknown
Running Config ()  Unknown &
App Wersion ) Unknaotwn
Threat Yersion () Unknown
antivirus Version () Unknown
PAN-OS Version () Unknown
GlobalProtect Yersion ) Unkniown
Hal @) Down

If a peer was configured and was operating in passive mode, the High Availability widget
on the Dashboard would appear as follows. In order to avoid overwriting the wrong
firewall configuration, the firewalls are not automatically synchronized. You must
manually synchronize a firewall to the firewall with the “valid” configuration by clicking
Sync to peer.

High Availability S X
Mode Active-passive
local () Active
Peer (192.168.1.10) () Passive
Running Config @) Mot synchronized Sync to peer %I
App Version O Match
Threat Version () Match
Antivirus Version O Match
PAN-OSVersion () Match
GlobalProtect Version O Match
Ha1 ) Uup
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Stop. This is the end of the Active/Passive High Availability lab.
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14. Lab: Capstone

This comprehensive lab is meant to provide you with additional hands-on firewall experience
and to enable you to test your new knowledge and skills. You can to refer to your student guide
and previous lab exercises.

In this scenario you are a network administrator and recently received a new Palo Alto Networks
VM-Series firewall. The firewall’s management IP address is 192.168.1.254. You can log in with
the default username and password. You also have been given permission to use your own
naming conventions for firewall objects such as Security zones, Security Profiles, Address
Groups, and Tags.

You are being asked to meet multiple configuration objectives. These objectives are listed in the
lab exercise sections that follow.

Internet

14.0 Load Lab Configuration

Reset your lab environment before you begin to work through the scenario.

1. Inthe WebUI select Device > Setup > Operations.
2. Click Load named configuration snapshot:
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VT LTINS L gl L
Load Load named configuration snapshok
Load configuration wersion
Expaort  Export named configuration snapshok
Export configuration wersion

3. Select edu-2i0-lab-14 and click OK.
4. Click Close.

5. & Commit oy changes.

14.1 Configure Interfaces and Zones

Complete the following objectives:

= Configure three firewall interfaces using the following values:
e Ethernet 1/1: 203.0.113.20/24 - Layer 3: Public network facing interface
e FEthernet 1/2: 192.168.1.1/24 - Layer 3: Internal network facing interface
e FEthernet 1/3: 192.168.50.1/24 — Layer 3: DMX network facing interface

= Create Security zones for each network area of interest: DMZ, internal, and public. You
can name these zones whatever you like.

= Create a virtual router for all configured firewall interfaces.

= (Create and assign an Interface Management Profile that enables 192.168.1.1 to respond to
ping requests.

= (Create and assign unique tags to important zones.

You can consider this objective complete when the following tests are successful:

* Your internal host can ping 192.168.1.1
= From the firewall CLI the following commands are successful:
e ping source 203.0.113.20 host 203.0.113.1
e ping source 203.0.113.20 host 8.8.8.8
e ping source 192.168.1.1 host 192.168.1.10
e ping source 192.168.50.1 host 192.168.50.10

14.2 Configure Security and NAT Policy Rules

Create or modify the Security and NAT policy rules to address the following objectives:
Note: Optional tags can be helpful for identifying important rules.

= [P addresses 192.168.1.1 and 192.168.1.254 require access to the internet.

= A separate Security policy rule is required that allows the 192.168.1.0/24 network to
access the internet.

* Only the DMZ host 192.168.50.10 requires access to the internet.

= Facebook, Twitter, and Reddit applications must be blocked for users on the
192.168.1.0/24 network.
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The URL categories web-advertisements, phishing, malware, and unknown must be
blocked by a Security policy rule match criterion.

Internal hosts 192.168.1.20 and 192.168.1.254 need to access the DMZ host for the
following applications: SSH, SSL, web-browsing, FTP, and ping. Access must be limited
to the applications’ default ports.

Traffic matching the interzone default Security policy rule must log all traffic at session
end.

You can consider this objective complete when the following tests are successful:

The internal host can ping 8.8.8.8 and google.com.

The internal host cannot access twitter.com, youtube.com, reddit.com, and 2600.org.
The internal host can access http://192.168.50.10/block-list.txt.

The internal host can use FTP to access the DMZ host at 192.168.50.10 using the login
name lab-user and the password paloalto.

The internal host can use SSH to access the DMZ host at 192.168.1.20 using the login
name lab-user and the password paloalto.

The DMZ host can ping 8.8.8.8 and google.com.

Create Security Profile Groups and apply them to the applicable Security policy rules to meet the

following objectives:

A three-tiered URL filtering scheme is required:

e Tier 1: Allow access to only URL categories government, financial-services,
reference-and-research, and search-engines

e Tier 2: Allow access to only the URL category online-storage-and-backup

e Tier 3: Allow access to all URL categories

The Tier 3 URL filtering must apply to the internal host.

The Tier 2 URL filtering must apply to the DMZ host.

The Tier 1 URL filtering must apply to the network 192.168.1.0/24.

Note: The Security policy rule specifically matching 192.168.1.20 must be evaluated

before the entire network segment.

The Facebook, Twitter, YouTube, and Reddit applications must be blocked for everyone.

All Security policy rules allowing internet access must leverage Antivirus, Anti-Spyware,

and Vulnerability Protection Profiles.

The firewall must reset both the client and server when a virus is detected in HTTP

traffic.

The firewall must reset both the client and server when medium-, high-, or critical-level

spyware is detected.
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The Anti-Spyware Security Profile must use the DNS Sinkhole feature for Palo Alto
Networks DNS Signatures and consult a custom External Dynamic List that references
http://192.168.50.10/dns-sinkhole.txt.

The dns-sinkhole.txt file must contain the domain name phproxy.org.

The firewall must reset both the client and server when high or critical level
vulnerabilities are detected.

WildFire analysis must be enabled on all Security policy rules that allow internet access.
The File Blocking feature must block PE file types and any multi-level-encoded files for
access between the internet and the 192.168.1.0/24 network segment.

You can consider this objective complete when the following tests are successful:

Three URL Filtering configurations have been created and applied to the appropriate
Security policy rule(s).

The DMZ host can ping box.net.

The internal host can access box.net.

The internal host cannot download an Eicar test virus using HTTP.

A WildFire test file gets reported to the WildFire cloud when downloaded to the internal
host.

A DNS request to phproxy.org initiated by an nslookup command on the internal host
results in a sinkhole event recorded in the Threat log.

Configure GlobalProtect to meet the requirements listed in the following objectives:

User access is provided through an external gateway.

The GlobalProtect Portal and external gateway can authenticate users using either LDAP
or a local user group configured on the firewall.

The external gateway provides an IP address pool in the range 172.16.5.200 to
172.16.5.250.

The Tunnel interface must be assigned to a new and separate Security zone.

A Security policy rule must allow internet access for hosts using the external gateway IP
pool.

The external gateway requires the use of IPsec.

One or more certificates are required for the portal and external gateway.

Create a Security policy rule to allow the internal host access to the portal and external
gateway. This access might require the use of a no-NAT rule.

You can consider this objective complete when the following tests are successful:

The internal host can successfully connect to the portal and external gateway.
The internal host receives an IP pool address when connected to the external gateway.
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= The internal host can access paloaltonetworks.com when connected to the external
gateway.

Stop. This is the end of the Capstone lab.
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