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Introduction

You need to make certain that the firewall blocks traffic, both to and from known malicious IP
addresses, hostnames, and domain names. There are numerous external blocklists that you may want
to implement on the Palo Alto Networks firewall. You also need to implement your own custom lists of
IP addresses, hostnames, and domain names to block traffic based on various corporate policies.
Upper management is also concerned that some users have been accessing inappropriate web content
from their corporate devices. You need to configure the firewall to block browsing to certain categories
of web traffic, including adult and nudity.

You are concerned about users accessing websites that are often the source of malicious files and
content, such as viruses and spyware.

In this section, you will explore the options available on the firewall that allow you to block individual
addresses, groups of addresses, and lists of addresses. You will also configure the firewall to block
certain categories of websites.

Objective
In this lab, you will perform the following tasks:

* Load a baseline configuration

* Block access to malicious IP addresses using address objects

* Block access to malicious IP addresses using address Groups

* Block access to malicious IP addresses using geographic regions

* Block access to malicious IP addresses using an External Dynamic List (EDL)
* Block access to malicious domains using an EDL

* Block access to malicious URLs using the security policy

* Block access to a malicious URL using a URL filtering profile
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P Outbound Lab traffic
B Security 200es
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Lab Settings

The information in the table below will be needed to complete the lab. The task sections below
provide details on the use of this information.

Virtual Machine IP Address Account Password

(if needed) (if needed)

Client 192.168.1.20 lab-user PaloAlto!
DMZ 192.168.50.10 root PalOAlto!
Firewall 192.168.1.254 admin PaloAlto!
VRouter 192.168.1.10 root PaloAlto!
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7 Block Threats from Known-Bad Sources
71 Apply a Baseline Configuration to the Firewall

In this section, you will load the firewall configuration file.

1. Click on the Client tab to access the Client PC.

kal Topology & Content |»* Status =N SN O Firewall ~ O DMZ -~ O VRouter -

2. Double-click the Chromium Web Browser icon located on the desktop.

9

Chromium

Web Browser

3. Inthe Chromium address field, type https://192.168.1.254 and press Enter.

Mew Tab bt +

C (Y @ hips//192.168.1.254

4. You will see a “Your connection is not private” message. Click on the ADVANCED link.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,
passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Bac'( i SafEty

— message while attempting to connect to the specified IP above, please
— wait an additional 1-3 minutes for the Firewall to fully initialize.
Refresh the page to continue.

r 0 If you experience the “Unable to connect” or “502 Bad Gateway”
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5. Click on Proceed to 192.168.1.254 (unsafe).

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced Back to safety

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.254 (unsafe)

6. Login to the firewall web interface as username admin, password PaloAlte!.

#/» paloaltor

NETWORKS

admin

r D
Log |
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7. Inthe Telemetry Data Collection pop-up, click Remind Me Later.

Telemetry Data Collection @

Telemetry data collection has been expanded to cover device health and performance metrics (such
as CPU and memory utilization), product usage (includes configuration information), and threat
prevention (for example, URL filtering summaries and threat prevention summaries). Palo Alto
Metworks uses this data to power additional capabilities that benefit you, to improve product
functionality, and to improve threat prevention analysis.

Learn More,

Your telemetry data will be stored in Americas. View or change telemetry settings

D[]

Please Before you can enable Telemetry Data Collection, you would need to
Note install a device certificate. For this lab, you will not be using Telemetry
Data Collection.

8. Inthe web interface, navigate to Device > Setup > Operations and click on Load named
configuration snapshot underneath the Configuration Management section.

el Setu
ﬁo - My C}pera'.'i':l'l"ls Services Interfaces Telemetry Content-ID wWildFire Session
G High Availability
=) Config Audit Configuration Management
=

Password Profiles
S administrators Revert Revert to last saved co

[ ; e Revert to running configuratio

i) Admin Roles 2 E

(*£, Authentication Profile Save Save named configuration snapshot
(53] & s =

2% Authentication Sequence Save candidate configuration

E[Z] User Identification
Q% Data Redistribution

Terermiria | | =

Load IL-J:-: named configuration :-rn.cs.'uzzl

Load configuration version
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9. Inthe Load Named Configuration window, select edu-210-lab-07.xml from the Name dropdown
box and click OK.

Load Named Configuration

Mame Ied u-210-lab-07 xmil I

Decryption
Key

[ ] Regenerate Rule UUIDs for selected named configuration
[] Skip Validation

Ok Cancel

10. In the Loading Configuration window, a message will show Configuration is being loaded. Please
check the Task Manager for its status. You should reload the page when the task is completed. Click
Close to continue.

Loading Configuration

Configuration is being loaded. Please check the Task Manager for its status.

You should reload the page when the task is completed.

v
% i

11. Click the Tasks icon located at the bottom-right of the web interface.
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12. In the Task Manager — All Tasks window, verify the Load type has successfully completed. Click
Close.

Task Manager - All Tasks D=
r:l.\ Bitems  —
TYPE STATUS | START TIME | MESSAGES ACTION
Download Completed 08/05/21 00:03:04
fLoad Completed 08/05/21 00:01:59 |
EDLRefresh Completed 08/04/21 23:58:15
EDLFetch Completed 08/04/21 23:58:14
Download Completed 08/04/21 23:58:04
Download Completed 08/04/21 23:54:04
EDLFetch Completed 08/04/21 23:53:13
Auto Commit Completed 08/04/21 23:52:45
Show All Tasks o Clear Commit Queue Close

13. Click the Commit link located at the top-right of the web interface.

14. In the Commit window, click Commit to proceed with committing the changes.

Commit @B

Cnly a full commit is available at the current time. You may preview changes orvalidate the confipuration or add a description
to the commit.

COMMIT SCOPE - LOCATION TYPE

E.L:ll Preview Changes |:15\§| Validate Commit Group By Location Type

Commit Cancel
[ a
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15. When the Commit operation successfully completes, click Close to continue.

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit
} -
Close
_\U> The commit process takes changes made to the Firewall and copies
— them to the running configuration, which will activate all configuration

— changes since the last commit.

16. Leave the Palo Alto Networks Firewall open and continue to the next task.

7.2 Test Access to Known Malicious IP Addresses

You can use security policy rules to block access to known malicious IP addresses. Because the list of
malicious IP addresses can quickly change, you will treat two legitimate IP addresses as though they
are malicious and block access to them.

Please Although you can block access to specific IP addresses, Palo Alto
Note Networks recommends that you use a positive enforcement model
4 . o
whenever possible. Use of a positive enforcement model means that
you configure a security policy to pass what is allowed rather than what
should be blocked, with the assumption that anything not specifically
allowed is blocked by default.

1. Minimize the Chromium browser by clicking the minimize icon and continue to the next task.

-1 ©

firewall-a - Chromium

2. Onthe client desktop, open a terminal window by double-clicking Terminal Emulator.

Terminal
Emulator
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3. Enter the command below to obtain the IP Address of 2600.org. Write down the IP address or copy
and paste it into a text document on the desktop.

Lab 7: Blocking Threats from Known-Bad Sources

C:\home\lab-user\Desktop\Lab-Files> nslookup 2600.org

Terminal

next ser
1.1.1.1
1.1.1.1#53

vailable from 192.168.50.53, trying next server

C:\home\lab-user\Desktop\Lab-Files> |

4. In the same CMD window, enter the command below. Write down the IP address or copy and
paste it into a text document on the desktop.

C:\home\lab-user\Desktop\Lab-Files> nslookup www.breakthesecurity.com

C:\home\lab-user\Desktop\Lab-Files>fnslookup www.breakthesecurity.com
;3 Got recursion not available from™I9Z.108.50.53, CIyINg NEXC server

Server: 1 ERes 12 D |
Address: Lala Lo 1#53

Non-authoritative answer:
Name.: www . bregkthesecurity.com

Address: 162.255.119.249
;3 Got recursion not available from 192.168.50.53, trying next server

'

C:\home\lab-user\Desktop\Lab-Files>

5. In the same CMD window, verify connectivity to the websites by entering the commands below.
You will ping two IP Addresses. Use Ctrl+C to stop the ping for the two commands after a few

seconds.

C:\home\lab-user\Desktop\Lab-Files> ping 2600.org <Enter>

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 12
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C:\home\lab-user\Desktop\Lab-Files> ping www.breakthesecurity.com <Enter>

Lab 7: Blocking Threats from Known-Bad Sources

from 1
from 16

from 16

Please Here, pinging 2600.0rg and breakthesecurity.com will be successful.
No?er Access will be blocked in the next tasks.

6. Minimize the Terminal window by clicking the minimize icon in the upper-right.

-1- ©

Terminal

7. If you minimized the firewall, reopen the firewall interface by clicking on the Chromium tab in the
taskbar. Leave the firewall interface open and continue to the next task.

== Applications
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7.3 Block Access to Malicious IP Addresses Using Address Objects
Be aware that the list of malicious IP addresses quickly changes, so keeping your Address objects
current could be problematic. For this reason, later lab exercises will illustrate more automated

methods to block the current list of malicious IP addresses.

In this section, you will create an Address object that contains a list of malicious IP addresses. You will
use this Address object in the security policy to block access to the malicious IP addresses.

Lastly, you will test access to the IP Addresses contained in the Address Objects.

1. Inthe PA-VM interface, select Objects > Addresses. Click Add.

OBJECTS

@_ Addresses
@@ Address Groups NAME LOCATION TYPE
(& Regions
‘ r~, Dynamic User Groups
‘_ PSSP P, y A =
N r— 5 y ."'—‘ P ",' e v Jz = V4 & 4 ol prw . ’(,r\
\:;, oI WAl i iviae o . 20
=F Path Quality Profile
@ Saa$S Quality Profile
< Traffic Distribution Profi
@ Error Correction Profile o (+) Add ) PDF/CSV
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2. Inthe Address window, configure the following. Click OK.

Parameter Value

Name malicious-ip-address-1

Description 2600.org IP address

Type IP Netmask

(address text box) <IP_address_of_2600.org>

Address @

Mame | malicious-ip-address-1

Description | 2600.0rg 1P address

Typefl IP Netmask || 16684.5.162 Resolve

Tags »

i

=
Ok Cancel
4

Please Note that the IP address you enter may be different from the previous
N°’fer example.

3. Inthe Addresses window, click Add.

(&) PDF/CSV
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Lab 7: Blocking Threats from Known-Bad Sources

4. In the Address window, configure the following. Click Resolve.

Parameter Value

Name malicious-fqdn-1

Description www.breakthesecurity.com

Type FQDN

(FQDN text box) www.breakthesecurity.com

Address 6]

rame | malicious-fgdn-1
Description § wew_breakthesecurity.com

Type | FQDM ~ | www.breakthesecurity.com

Tags

5. Once you click Resolve, you will be prompted to select Use this Address.

wiwnw breakthesacurity.com Resolve -

162.2535.11%.24% Use this address I

ipwé not resolved

6. Inthe Address window, click OK.

Address (T

Mame | malicious-fgdn-1
Descripfion | www.breakthesecurity.com

Type | IP Netmask || 162.255.117.249 Resolve

Tags

=
r OK Cancel
L d

7. Confirm the address objects appear in the Addresses window.

[ namE | LocaTION | TvpE | ADDRESS
IP Netmask 162.255.119.249

] | malicious-fqdn-1

[] | malicious-ip-address-1 IP Metmask 166.84.5.1462

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 16
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8. Select Policies > Security. Click Add to create a new security policy rule.

£2 Security L
3> NAT
£ Qos
ék pO“C‘,’ Based Forw&rding NAME TAGS TYPE ZONE ADD
Decryption , = :
1 | Users_to_Extranet none universal A Users_Net
@9 Tunnel Inspection
B Application Override 2  Users_to_Internet none universal A Users_Net any
5% Authentication — :
P 3 | Extranet_to_Internet none universal Extranet
C& DoS Protection
Gf;) SD-WAN 4 intrazone-default none intrazone any any
5 interzone-default none interzone any any
&

Object : Addresses + | ® Add

9. Inthe Security Policy Rule window, on the General tab, type Block-Known-Bad-IPs asthe Name.
For Description, enter Blocks traffic to malicious address objects.

Security Policy Rule

Source Drestination Application Service/URL Category Actions

Mame I block-known-Bad-1Ps I

Rule Type | universal (default)

Description IBIocks traffic to malicious address objects

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 17
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10. Click the Source tab and configure the following.

Parameter Value
Source Zone Add Users_Net and Extranet
Source Address Any

Security Policy Rule

General Source I Destination Application Service/URL Category Actions

[] Any Any

[] | SOURCE ZONE -~ [] | SOURCE ADDRESS -~

F
L] E& Users_Met

E= F
B Extranet

(+) Add |9 Delete (+) Add

[ ] Megate

11. Click the Destination tab and configure the following.

Parameter Value

Destination Zone Add Internet
Destination Address

Add malicious-fqdn-1 and malicious-ip-address-1

Security Policy Rule
General Source Destination Application Service/URL Category Actions
select e

D Any

[[] | DESTINATION ADDRESS -~
- F
L] @ malicious-fgdn-1

P4
ﬁ @mallcu:uus-lp-acdress-l

[] | DESTINATION ZONE ~

L4
E B8 Intermet

IC-BI Add i—ll Delete IC-I:-:I Add '9 Delete

8/28/2022
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12. Click the Application tab and verify that Any is selected.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Any

] | APPLICATIONS -~

13. Click the Service/URL Category tab and verify that application-default and Any are selected.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

I application-default o

O] | service ~ | URL CATEGORY -~

14. Click the Actions tab and configure the following. Click OK.

Parameter Value
Action Deny
Log Setting Log at Session End

Security Policy Rule

General Source Destination Application Service/URL Category

Action Setting Log Setting
Action v [ | Log at Session Start
- Log Forwarding | None £
Other Settings
Profile Setting Schedule | None v
PRTHIECTYReE: | e ] QoS Marking | None v

D Disable Server Response Inspection

[

1
OK Cancel
a

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 19
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15. Select, but do not open, the Block-Known-Bad-IPs rule in the security policy.

Soul

NAME TAGS TYPE ZONE ADDRESS
1 - Users_to_Extranet ‘ none . universal A PA Users_Net ‘ any
2  Users_to_Internet none universal P& Users_Net any
3 | Extranet_to_Internet none universal 23 Extranet any
4 | Block-known-Bad-IPs none universal P& Extranet any

A Users_Net

5  intrazone-default none intrazone any any
@
6 interzone-default none interzone any any

16. At the bottom of the window, select Move > Move Top to move the rule to the top of the security
policy.

I T Move Top I
T Mowve Up
J. Mowve Down
J. Move Bottom

L
() Add ) Delete (&) Clone ) ¢ () Enable (~) Disable (@ poF/csv [ H

17. Verify that the Block-Known-Bad-IPs rule is rule number 1.

Sour

NAME | TAGS TYPE ZONE ADDRESS

1 Block-known-Bad-IRs none universal B Extranet any

[ Users_Net

2 Users_to_Extranet none universal PA Users_Net any

3 | Users_to_Internet none universal P& Users_Net any

4  Extranet_to_Internet  none universal A Extranet any

5 intrazone-default none intrazone any any
@

6 interzone-default none interzone any any
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18. Click the Commit button at the upper-right of the web interface.

19. In the Commit window, click Commit.

Commit @B
Doing a commit will overwrite the running confizuration with the commit scope.

ﬂ Commit All Changes Commit Changes Made By:

COMMIT SCOPE LOCATION TYPE

policy-and-objects

El;ﬂ Preview Changes @ Change Summary Validate Commit Group By Location Type
-
5 Commit Cancel
b 4

20. Wait until the Commit process is complete. Click Close.

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Close

21. Minimize the Chromium browser by clicking the minimize icon and continue to the next task.

firewall-a - Chromium - B X

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 21
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22. Return to the terminal window by clicking on the Terminal icon in the taskbar of your client
desktop.

Lab 7: Blocking Threats from Known-Bad Sources

28 Applications @ m@ 2210

23. From the terminal window on the desktop, enter the following commands. Use Ctrl+C to stop the
ping for the two commands after a few seconds.

C:\home\lab-user\Desktop\Lab-Files> ping 2600.org <Enter>

C:\home\lab-user\Desktop\Lab-Files>] ping 2600.0rg
PING 2600.org (166.84.5.162) 56(84) bytes ot data.
2AC
2600.0rg ping statistics
11 packets transmitted, 0 received, 100% packet loss, time 10227ms

C:\home\lab-user\Desktop\Lab-Files>

Please Pinging 2600.org will fail.
Note

C:\home\lab-user\Desktop\Lab-Files> ping www.breakthesecurity.com <Enter>

rity.com
ytes of data.

y.com ping statistic

received, packet loss, time 2048ms

C:\home\lab-user\Desktop\Lab-Files>

Please Pinging www.breakthesecurity will fail because access to the IP
Note)_/ addresses was blocked by the Address objects in the Security policy.
24. Minimize the Terminal window by clicking the minimize icon in the upper-right.
Terminal -1 O

25. If you minimized the firewall, reopen the firewall interface by clicking on the Chromium tab in the
taskbar. Leave the firewall interface open and continue to the next task.

B Applications
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26. Navigate to Monitor > Logs > Traffic. Enter the filter ( action eq deny ) in the Filter builder to look
for traffic that has been denied. You should see entries indicating that your Block-Known-Bad-IPs
security policy rule has denied traffic to each host.

“\ | action eq deny )

B FROM TO SESSION END
@ URL Filtering RECEIVE TIME TYPE ZONE TO ZONE SOURCE DESTINATION PORT | APPLICATION ACTION RULE REASON
L=;. WildFire Submissions E®] o g Flfj
Data Filtering = - - ;
j? HIP Match E‘ g i : I
\,!:-. GlobalProtect E 68.1.2 4 P e Block- I eny
2 1pTa IPs
Please Note some columns have been adjusted to view the information shown

Nofer in the screen shot.

27. Leave the Palo Alto Networks Firewall open and continue to the next task.

74 Block Access to Malicious IP Addresses Using Address Groups
You can use Address Groups in security policy rules to control access to IP addresses. You can group
multiple Address objects in an Address Group and then use just the Address Group in your security

policy rules. Address Groups are used to shorten and simplify a policy or a policy rule.

You will create a static Address Group, add two Address objects to the group, and then modify the
security policy to use the Address Group.

Lastly, you will test access to the IP addresses contained in the Address objects.

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 23
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1. Inthe firewall interface, select Objects > Address Groups. Click Add.

OBJECTS

2 Addresses =10
I = Address Groups I
(@ Regions

NAME LOCATION MEM

S5 Dynamic User Groups

==| Applications

N RS Ll et I

vecryptiol
@ SD-WAN Link Management
=2 Path Quality Profile
@ Saa$S Quality Profile

< Traffic Distribution Profi
A

e e "1 ® Add ©) PDF/CSV

2. Inthe Address Group window, configure the following. Click OK.

Parameter Value

Name Malicious-IP-Group

Description Contains malicious IP address objects
Type Static

Addresses Add malicious-fqdn-1 and malicious-ip-address-1
Address Group @R

Mame § Malicious-1P-Group

Description | Contains malicious IP Address Objects

Type | Static v
Addresses | [[] | ADDRESS ~
TR
[ malicious-fgdn-1
F o =
malicious-ip-address-1
[ Browse] () Add | (=) Delete
Tags ~

-~
Ok Cancel

r
h
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3. Select Policies > Security. Click Block-Known-Bad-IPs to edit the rule.

B Security had
3 NAT
& os

E3x Policy Based Forwarding MAME TAGS TYPE ZOME A
w Decryption

% 1 I Block-known-Bad-IPs I none universal R Extranet a
(3 Tunnel Inspection

B Application Override B Lisers Met

:3 Authentication

2 | Users_to_Fxtranet none universal B Users Met a
[ DoS Protection

4. In the Security Policy Rule window, Destination tab, select the malicious-fqdn-1 and malicious-ip-
address-1 checkboxes. Click Delete.

Security Policy Rule
General Source I Destination Application Service/URL Category Actions Usage
select o D Any

D DESTINATION ZONE D DESTINATION ADDRESS -~

[ B Internet E @ malicious-fgdn-1

@ malicious-ip-address-1
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5. In the Destination Address window, click Add. Select Malicious-IP-Group. Click OK.

Security Policy Rule

General Source Application Service/URL Category Actions Usage

select v |:| Any any e

D DESTINATION ZONE D DESTINATION ADDRESS -~ D DESTINATION DEVICE ~
| i :

| e internet |E r.@,Mal cious-|P-Group I

) Add (_l) Delete () Add

[] Megate

OK Cancel

6. Click the Commit button at the upper-right of the web interface.

7. Inthe Commit window, click Commit.

Commit 3=
Doing 2 commit will overwrite the running confizuration with the commit scope.
@ Commit All Changes Commit Changes Made By:

COMMIT 5COPE LOCATION TYPE

policy-and-objects

% Preview Changes 5:,‘:3 Change Summary EE Validate Commit Group By Location Type

=
5 Commit Cancel
b 4
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8. Wait until the Commit process is complete. Click Close.

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Close

9. Minimize the Chromium browser by clicking the minimize icon and continue to the next task.

firewall-a - Chromium = v Q

10. Return to the terminal window by clicking on the terminal icon in the taskbar of your client
desktop.

B8 Applications @ DQ 2210 [y

11. From the terminal window on the desktop, enter the commands below. Use Ctrl+C to stop the ping
for the two commands after a few seconds.

C:\home\lab-user\Desktop\Lab-Files> ping 2600.org <Enter>

C:\home\lab-user\Desktop\Lab-Files>| ping 2600.0rg
PING 2600.0rg (166.84.5.162) 56(84) bytes of data.
e
2600.0rg ping statistics
11 packets transmitted, 0 received, 100% packet loss, time 10227ms

C:\home\lab-user\Desktop\Lab-Files>

Please Pinging 2600.org will fail.
Note

C:\home\lab-user\
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ktop\Lab-Fil
com

time 2048ms

C:\home\lab-use asktopilLab-Files

Pleace Pinging www.breakthesecurity will fail because access to the IP
Nofe]_, addresses was blocked by the address objects in the security policy.

12. Minimize the Terminal window by clicking the minimize icon in the upper-right.

Terminal -1 O

13. If you minimized the firewall, reopen the firewall interface by clicking on the Chromium tab in the
taskbar. Leave the firewall interface open and continue to the next task.

== Applications

14. Navigate to Monitor > Logs > Traffic. Enter the filter ( action eq deny ) in the filter builder to look
for traffic that has been denied. You should see additional entries indicating that your Block-
Known-Bad-IPs security policy rule has denied traffic to each host.

() action eq deny )
%) Threat FROM TO SESSION END
ﬁ Rl RECEIVE TIME TYPE ZONE TO ZONE SOURCE DESTINATION PORT | APPLICATION ACTION RULE REASON
iltering
E) wildFire Submissions E® 08/08 18:18:48 | drop 192.168.1.20 $2.255.119.249
= .
=
G e 2 k
2 e

15. Leave the Palo Alto Networks Firewall open and continue to the next task.
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7.5 Block Access to Malicious IP Addresses by Geographic Region

You can block access to IP addresses associated with specific geographic regions. This ability is useful
for reducing your attack surface by prohibiting traffic from countries where you have no legitimate
business contacts.

In this section, you will configure and test access to the blocked geographic region. After you have
tested access, you will restore access to the blocked region.

1. Minimize the Chromium browser by clicking the minimize icon and continue to the next task.

firewall-a - Chromium -1~ @

2. Return to the terminal window by clicking on the Terminal icon in the taskbar of your client
desktop.

B8 Applications @ DQ 2210 [Py

3. From the terminal window on the desktop, enter the command below to obtain the IP Address of
2600.org. Write down the IP address or copy and paste it into a text document on the desktop.

C:\home\lab-user\Desktop\Lab-Files> nslookup nic.ir <Enter>

C:\home\lab-user\Desktop\Lab-Files>| nslookup nic.ir

;3 Got recursion not available from 19Z.108.50.53, irying next server
Server: Ll

Address: 1.1:1.1%53

Non-authoritative answer:

Name : pic:lr

Address: 194.225.70.16

;; Got recursion not available from 192.168.50.53, trying next server

C:\home\lab-user\Desktop\Lab-Files> [}

Please The nic.ir domain is in Iran.
Note
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4. In the same CMD window, verify connectivity to nic.ir by entering the command below. Use Ctrl+C
to stop the ping after a few seconds.

Lab 7: Blocking Threats from Known-Bad Sources

C:\home\lab-user\Desktop\Lab-Files> ping nic.ir <Enter>

fAic.i
oT
.16 i 1 tt1=45 time
! ' ] ttl=45 time=

2117ms

Please You may not get a response to the ping but that will not affect this lab.

Note

5. Minimize the Terminal window by clicking the minimize icon in the upper-right.

< o ﬁ.

Terminal

6. If you minimized the Firewall, reopen the Firewall interface by clicking on the Chromium tab in the

taskbar.

POLICIES

£ Qos

3 Policy Based Forwarding NAME TAGS TYPE ZONE A
Decryption oy = .

" : 1 ] Block-known-Bad-IPs I universal Extranet
9 Tunnel Inspection
B Application Override B Users
o7 Authentication 9 E S universal B Users Met 3
| & Do5 Protection
@ so-WAN 3 | Users_to_Internet none universal B2 Users_Met

Page 30
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8. In the Security Policy Rule window, click the Destination tab and Add IR to the Destination
Address list. Click OK.

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

select o DAny any o

D DESTINATION ZOME -~ D DESTINATION ADDRESS -~ D DESTINATION DEVICE -~
L] = intemet

[ (2 Malicious-ip-Group

() add (}) Delete () Add

[[] Megate

B
OK Cancel

Please You will need to scroll down the list of available addresses to locate the
NoTer entry for IR.

16. Click the Commit button at the upper-right of the web interface.

17. In the Commit window, click Commit.

Commit A=
Doing a commit will overwrite the running configuration with the commit scope.
ﬁ Commit All Changes Commit Changes Made By:

COMMIT 5COPE LOCATION TYPE

policy-and-objects

E.L;TI Preview Changes @ Change Summary Validate Commit Group By Location Type

Y

=
Commit Cancel
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18. Wait until the Commit process is complete. Click Close.

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Close

19. Minimize the Chromium browser by clicking the minimize icon and continue to the next task.

firewall-a - Chromium = v Q

20. Return to the terminal window by clicking on the Terminal icon in the taskbar of your client
desktop.

B8 Applications @ DT;_] 2210 [Py

21. From the terminal window on the desktop, verify connectivity to nic.ir by entering the command
below. Use Ctrl+C to stop the ping after a few seconds.

C:\home\lab-user\Desktop\Lab-Files> ping nic.ir <Enter>

\Lab-Fi

9.16) 56(8

packet loss, time 27637ms

Please The ping will fail because you blocked the region of IR.
Note

22. Minimize the Terminal window by clicking the minimize icon in the upper-right.

Terminal -1
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23. If you minimized the firewall, reopen the firewall interface by clicking on the Chromium tab in the
taskbar.

B Applications

24. Navigate to Monitor > Logs > Traffic. Enter the filter ( addr.dst in 194.225.70.16 ) inthe
filter builder to look for traffic that has been denied. You should see entries indicating that your
Block-Known-Bad-IPs security policy rule has denied traffic to each host.

() ({addrdstin 194.225.70.16 )

FROM TO SESSION END

e RECEIVE TIME | TYPE ZONE TO ZONE | SOURCE PORT | APPLICATION ACTION RULE REASON
@ URL Filtering

B wildFire submissions [E® op L ‘pr‘

Q) Data Filtering .

= E 8 Users Inte 0 pi Blo

€2 HIP Match IPs

@ iProtect ,

& GlobalProtect B OB 18:45:21 | drop t 1 ; A& Bl b i

2 PTaz i

E&] User- = p Use 1 2 Block-known-Ba i !
B3] User-ID B Ps

42 Decryption

. 3 E; P 2 F Block-kno F 1
& Tunnel Inspection IPs

25. Leave the Palo Alto Networks Firewall open and continue to the next task.

7.6 Block Access to Malicious IP Addresses Using EDLs

You can add a list of malicious IP addresses to a file on an external web server and configure the
firewall to access the list as an EDL. The advantage of this approach is that the malicious IP address list
can be regularly updated without the need to recommit the firewall configuration, as you would have

to do if you updated an Address object or Address Group. EDLs simplify the maintenance of a current
list of IP addresses.
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1. Inthe firewall interface, select Objects > External Dynamic Lists. Note the three predefined EDLs
contain known malicious and high-risk IP address lists. Click Palo Alto Networks — High risk IP
addresses.

2 Addresses = 1Y
i Address Groups O | namE LOCATION DESCRIPTION SOURCE
@ Regions ] ] ) )
I'_'-.—:_'| Dynamic User Groups e thram [ eh
E Applications Predefined IP addresses that are provided by Palo Alto Metworks - Bulletproof 1P
A S bulletproof hosting providers. Because  addresses
L= Application Groups bulletproof hosting providers place
B i ilters few, if any, restrictions on content.
= Application Filters attackers can use these services to
M Sorvices host and distribute malicious, illegal,
o and unethical material.
|5} Service Groups e T
= c ] | Palo Alto Networks - High risk IP Predefined IP addresses that have recently been  Palo Alto Metworks - High risk IP
Tags addresses featured in threat activity advisories  addresses
; distributed by high-trust
3 Devices organizations. However, Palo Alto
®. Global . Networks does not have direct
~ @, GlobalProtect evidence of maliciousness for these IP
] HIP Objects addresses.
3 HIP Profiles | P wvorks - Known malicious | Predefined IP addresses that are currently used Palo Alto Metworks - Known malicious

External Dynamic Lists

~ (g Custom Objects

almost exclusively by malicious actors
for malware distribution, command-
and-control, and for launching various
attacks.

IP addresses

Please Palo Alto Networks maintains and provides these lists.

Note
—

2. Read the description of the list.

External Dynamic Lists (Read Only)

Mame
Create List List Entries And Exceptions

Type

Description

Source

Server Authentication

8/28/2022

Cancel

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com

Page 34




Lab 7: Blocking Threats from Known-Bad Sources IIIINDG

3. Click the List Entries And Exceptions tab. Write down three IP addresses on the current list of IP

addresses. You will try to ping these addresses later in this lab exercise. Click Cancel.

External Dynamic Lists (Read Only) @

Mame

Create List List Entries And Exceptions

List Entries Manual Exceptions
Q HZitems —» K Q. Ditems  —»
FRE % (] | LIST ENTRIES
[] k89.37.192.194

[] 185.232.464.24 4
[] | 185.123.141.221
[] | 58.221.60.154

[] | 18217.172.191

Cancel

Please For this step, we chose the first three IP Addresses on the list. You
Note may choose any IP Addresses you would like however, it is important
to write down the IP Address to complete this task.

Note that you can also copy and paste these addresses into a text file
on the client desktop.

4. At the bottom of the External Dynamic Lists window, click Add.

(&) PoF/CsV
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5. Inthe External Dynamic Lists window, create another EDL and configure the following. Click Test
Source URL.

Parameter Value

Name custom-malicious-ips-edl

Type IP List

Description Contains manually entered IP address list on web
server.

Source http://192.168.50.80/malicious-ips.txt
(The EDL contains only the IP address 192.168.50.11.)

Check for updates Five Minute

External Dynamic Lists @

Mame fcustom-malicious-ips-ed|

Create List List Entries And Exceptons

Type JIP List e

Descripfion §Contains manually entered IP address list on web server

Source | http:d192.168.50.80/ malicious-ips.txt

Server Authentication

Certificate Profile | Mone W

Check for updates | Five Minute b

Test Source URL I c Cancel

6. The firewall should present a Test Source URL window indicating that it can access the URL. Click
Close.

Test Source URL

Source URL is accessible,

L "]
Y '
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7. Click OK in the External Dynamic Lists window.

External Dynamic Lists @
Mame | custom-malicious-ips-ed|
Create List List Entries And Exceptions

Type | IP List R

Descripfion | Contains manually entered IP address list on web server

Source | http:d192.168.50.80/ malicious-ips.txt

server Authentication

Certificate Profile | Mone e
Check for updates | Five Minute 7
r -
Test Source URL OK Cancel
h ]

8. Update the security policy to include External Dynamic Lists. Navigate to Policies > Security. Click
Block-Known-Bad-IPs to edit the rule.

B3 Policy Based Forwarding NAME TAGS TVEE ZONE AL
5 Decryption T

= L _ 1 | Block-known-Bad-IPs I none universal B Extranet an
1=y Tunnel Inspection

B Application Override R Users_Met
:: AR 2 | Users_to_Extranet none universal B Users Met an
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9. Click the Destination tab and configure the following. Click OK.

Parameter Value
Destination Zone Internet
Destination Address Add the following to the list:

Palo Alto Networks — Bulletproof IP addresses
Palo Alto Networks — High risk IP addresses
Palo Alto Networks — Known malicious IP addresses

Security Policy Rule

General Source Application Service/URL Category Actions Usage

select ~ D Any any ~
D DESTINATION ZONE ~ D DESTINATION ADDRESS -~ D DESTINATION DEVICE -~
O @&r
) L_@ Malicious-IP-Group
L#
[ @ Palo s - Bulletproof IP addresses
¥ i
] @ Palo Alto Metworks - High risk IP addresses

Bl
B B Palo Alto Networks - Known malicious 1P addresses

) Add D add O Delete () add
® @ = &

[] Negate

n CanCEI

Please The “Block-Known-Bad-IPs” rule now is configured to block access to
NoTel_, the three IP addresses you wrote down in lab Step 3.

10. Click Users_to_Extranet to edit the rule.

NAME TAGS TYPE | ZOME ADDRESS
1 E-iDCk"-.F:D'\.’.-'F-ElEIL.i.'|Fi- none - u.nivers.a.}- BZ Extranet . any
ER Users_MNet
X I Users_to_Extranet nong universal . B Users Met . any
3 | Users_to_Internet none universal P Users_Met any
4 | Extranet_to_Internet none universal B Extranct any
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11. In the Security Policy Rule window, click the Destination tab and configure the following. Click OK.

Parameter Value
Destination Zone Extranet
Destination Address custom-malicious-ips-edl
Negate Select check box
Security Policy Rule @
General Source Destination Application Service/URL Category Actions Usage I
select w D Any any i
D DESTIMATION ZONE -~ D DESTIMNATION ADDRESS -~ D DESTIMATION DEVICE -

¥
|E [ custom-malicious-ips-edi I

@ Add (¥ add (=) Delete (® add
Megate
-
IS OK Cancel
e -

Please The malicious-ips-ed| EDL contains the IP address of a host in the
Note Extranet zone (192.168.50.11). When the destination address is used in
4 conjunction with the Negate option, the rule matches and allows any
address in the Extranet zone except the address listed in the EDL.

12. Notice in the Users_to_Extranet rule that custom-malicious-ips-ed/ has a line through it. This line
indicates that the Negate option has been employed for addresses in the list.

Source Destination
NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS
1 | Block-known-Bad-IPs | none universal [ Extranet any any any = Internet @R
B Users_Met hé Malicious-1P-Group
[ Palo Alto Nef

[ Palo Alto Ne
[ Palo Alto Ne O...
I 2 | Users_to_Extranet none universal B Users_Met any any any =4 Extranet I
3 | Users_to_Internet none universal B Users_Met any any any B Internet any

13. Click the Commit button at the upper-right of the web interface.
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14. In the Commit window, click Commit.

@E

Commit

Doing a commit will overwrite the running configuration with the commit scope.

Commit All Changes ) Commit Changes Made By:{1) admin

COMMIT SCOPE | LOCATION TYPE | INCLUDE IN COMMIT

policy-and-objects

E;J Preview Changes @ Change Summary E‘J Validate Commit Group By Location Type

B Aafail e i all ke chanise by g e e e e i 1 e e e el o o R
=] | SRIGOWS Ll 25 0 SEICCTEC SEMHTES BN 1OEin 00T 'S aCOESSIONE ADMmalm. Admins may Cnoose Seme OF Ther

[ Commit i Cancel
ud

15. Wait until the Commit process is complete. Click Close.

Commit Status

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

16. Return to the terminal window by clicking on the Terminal icon in the taskbar of your client

desktop.

R Applications

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 40



Lab 7: Blocking Threats from Known-Bad Sources IIIINDG

17. From the terminal window on the desktop, ping an address on the internet by issuing the following
command.

C:\home\lab-user\Desktop\Lab-Files> ping 192.168.50.11 <Enter>

25> ping 192.168.50.11

56(84) bytes of data.

--- 192.168.50.11 ping
4 packets transmitte ) receivec ( packet loss, time 3065ms

C:\home\lab-user\Desktop\Lab-Files> [J

Please The ping should fail because the IP address is listed in the custom EDL.
Note

19. From the terminal window, use ping again, but this time try one of the three IP addresses that you
wrote down earlier in lab step 3.

C:\home\lab-user\Desktop\Lab-Files> ping 89.37.192.194 <Enter>

ping

9.37.192.194) 56(84)

.192.194 ping statistics ---
s transmitted, 0 received, 1¢ packet loss, time 2036ms

C:\home\lab-user\Desktop\Lab-Files> |j

Please These IP addresses were in one of the EDLs predefined by Palo Alto
Noﬂ’-r Networks.
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21. Minimize the Terminal window open on the client because you will perform this same task in a
later step.

Terminal

22. If you minimized the Firewall, reopen the Firewall interface by clicking on the Chromium tab in the
taskbar.

== Applications

23. Examine the traffic log again and use a simple filter to see if there are any entries for this session
that failed. Navigate to Monitor > Logs > Traffic. In the filter field, enter ( action neq allow )
and ( app eq ping ). Click the Apply Filter button in the upper-right corner of the window. You
will notice the firewall is now logging entries matching your filter.

:I { action neq allow ) and { app eq ping ) I

FROM TO SESSION END
= . RECEIVETIME | TYPE ZONE TO ZONE | SOURCE DESTINATION PORT | APPLICATION ACTION RULE REASON
B URL Filtering
PR s Ea 08/08 19:30:02  drop Users Net “terme 89.37.192.194
L=%.|, WildFire Submissions & e o USEENER) e, B
Data Filtering = :
i I [Ew] L L Exti pin I
B2 HIP Match
\,1'__. GlobalProtect [Ew] I 168 pir
@ IP-Tag 7
o ES 08/06 168:45:27  drop Users_Net  Internet 192.168.1.20 194.22570.16 0 ping deny polic 1
B User-ID E‘ ” =

Please Note that ping to 192.168.50.11 hit the interzone-default rule and
Note not the Users_to_Extranet rule. The Users_to_Extranet rule is set to
allow traffic (with the exception of the IP address 192.168.50.11).
Traffic to the 192.168.50.11 address does not match the rule because
of the negate setting you applied in the Destination Address section.
However, that traffic does match the interzone-default rule which
denies traffic.
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24. In the firewall web interface, select Policies > Security. Click Users_to_Extranet to edit the rule.

POLICIES

Q
I MAT
L& oS

i

.LE.: Polic ¥ Based Forv EFEiFE MAME TAGS TYPE FOME AL
Decryption T
L ; 1 | Block-known-Bad-IPs | none universal P Extranet an

1=y Tunnel Inspection

B Application Override R Users_Met

:“ Authentication 2
T .

Users_to_Extranet none universal BE Users Met

25. In the Security Policy Rule window, click the Destination tab and configure the following. Click OK.

Parameter Value

Destination Zone Extranet

Destination Address Delete custom-malicious-ips-edl

Negate check box Deselect it
Security Policy Rule

General Source Application Service/URL Category Actions Usage

select R D Any any e

D DESTINATION ZOMNE -~ D DESTINATION ADDRESS -~ D DESTINATION DEVICE -~

| P Extranet @ custom-malicious-ips-ed|

() Add

() Add

[ OK ) Cancel
d
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27. In the Commit window, click Commit.

Commit

Doing a commit will overwrite the running configuration with the commit scope.

Commit All Changes ) Commit Changes Made By:(1) admin
COMMIT SCOPE LOCATION TYPE

policy-and-objects

F';J Preview Changes 3 Change Summary F‘J Validate Commit

28. Wait until the Commit process is complete. Click Close.

Commit Status

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

29. Leave the web interface open and continue to the next task.

7.7 Block Access to Malicious Domains Using an EDL

+4INDG

@8

| INCLUDE IN COMMIT

Group By Location Type

[ Commit = Cancel
d

Close

You can add a list of malicious domains to a file on an external web server and then configure the
firewall to access the list as an EDL. The advantage of this approach is that the malicious domain list
can be updated regularly without the need to recommit the firewall configuration.

In this section, you will block access to malicious domains using an External Dynamic List.
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1. Inthe PA-VM firewall web interface, navigate to Objects > External Dynamic Lists. Click Add at the
bottom of the window.

OBJECTS

@. Addresses = | @

@ Address Groups O] | NAME LOCATION DESCRIPTION
/@ g
& Regions

i ’-;, Dynamic User Groups 4 : fpynamnc e P e Aa o P .
e / 4 aAlkostd _.g_.,‘,./'f« . /" 2 r’- At A s "‘.,-h—"ﬁl "'J'
e I 'llgl i
\# GlobalProte. evidence of maliciousn
3 HIP Objects addresses.
&3 HIP Profiles ] ' Palo Alto Networks - Known malicious = Predefined IP addresses that are c1
m— P addresse: almost exclusively by
I [ External Dynamic Lists I for malware distributio
v and-control, and for lat
(@ Custom Objects attacks.

£3 Data Patterns (] custom-malicious-ips-ed Contains manually ente
O Spyware list on web server
’J\ a P

YU () Y W Y SRy " S -

Lo
 Decryption Profile
@ SD-WAN Link Management
=2 Path Quality Profile
5 saas Quality Profile
< Traffic Distribution Profi
@& Error Correction Profile o ) Add ©) PDF/CSV
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2. In the External Dynamic Lists window, configure the following. Click OK.

Parameter Value

Name malicious-domains-edl

Type Domain List

Source http://192.168.50.80/malicious-domains.txt

(The EDL contains the domains quora.com and
producthunt.com.)

Automatically expand to | Select it
include subdomains

Check for updates Five Minute

External Dynamic Lists @

Mame malicious-domains-edll

Create List List Entries And Exceptions

Type §| Domain List I e

Description

Sourcef http:/#192.168.50.80/malicious-domains. txt

Automatically expand to include subdomains

Server Authentica

Certificate Profile | None e

Check for updates § Five Minute e I

Test Source URL n Cancel

Please This EDL will be used to block access to the quora.com and
NoTe]_, producthunt.com domains.

3. Click to reopen the malicious-domains-edl.
[] | custom-malicious-ips-ed|

-+ Dynamic Domain Lists

| IIn‘ai:i:-l_z-:'c-".aiﬂs--?dl I
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4. In the External Dynamic Lists window, click Test Source URL.

External Dynamic Lists €

Mame | malicious-domains-ed| |

Create List List Entries And Exceptions

Type  Domain List N

Description

Source | http:4192.168.50.80/malicious-domains.txt

Automatically expand to include subdomains
Server Authentication

Certificate Profile | None 5

Check for updates | Five Minute e

Test Source URL I Cancel

5. The firewall should present a Test Source URL window indicating that it can access the URL. Click
Close.

Test Source URL

Source URL is accessible.

Fa Y
[, |
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6. Click OK in the External Dynamic Lists window.

External Dynamic Lists @

Mame  malicious-domains-edl
Create List List Entries And Exceptions

Type Domain List e

Description

Source | http:4£192.168.50.80/malicious-domains. txt

Automatically expand to include subdomains
Server Authentication

Certificate Profile | Mone o

Check for updates | Five Minute '

Test Source URL Cancel

7. Leave the firewall open and continue to the next task.

7.8 Add the Domain List EDL to an Anti-Spyware Profile

You can add an EDL containing a domain list to an Anti-Spyware Profile to block access to malicious
domains. You must attach the Anti-Spyware Profile to a security policy rule that allows network access.
Although the security policy rule might allow the traffic, the attached Anti-Spyware Profile will block
access to any domains listed in the EDL.

In this section, you will add a domain list EDL to an anti-spyware profile.
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1. Inthe web interface, select Objects > Security Profiles > Anti-Spyware. Select the checkbox next to
the strict Anti-Spyware Profile. Click Clone.

OBJECTS

@_ Addresses =@
= Address Groups
@ Regions ] | NamME LOCATION COUNT POLICY NAME THREAT NAME
S5 Dynamic User Groups (]  default Predefined Policies: 4 simple-critical any
=] Applications simple-high any
= Application Groups simple-medium any
G Application Filters T
simple-low any
22 Services — = —
— strict Predefined Policies: 5 simple-critical any
g Service Groups
T simple-high any
3 Devices simple-medium any
i z
v (@ GlobalProtect simple- S
= - S - informational
21 HIP Objegiams - /N o . - el -~
f ')’)- ' ol adead o B g .v.,/, JP’ MRV - >

W Spyware
@ Vulnerability
@ URL Category
e
@ Security Profiles
@ Antivirus
O Anti-Spyware
& Vulnerability Protectien

- @URL‘filtfziAng.— D7 Y P P

—£ Path . _.ay Profile
@ Saa$S Quality Profile
< Traffic Distribution Profi
b s seessai B @ Add ®) clone |® PDF/CsV

)
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2. In the Clone window, click OK.

Clone ®

Selected Objects | yaME |

strict

Error out on first detected error invalidation

r

oK 5 Cancel
ance
h 4

3. A new strict-1 Anti-Spyware Profile should have been created. Click strict-1 to edit the profile.

1§ strict-1 I Policies: 5 simple-critical

simple-high

simple-medium

simple-
informational

simple-low

4. Rename the profile outbound-as. Click the DNS Policies tab. Under the External Dynamic Lists
section, change the Policy Action dropdown list to block. Click OK.

Anti-Spyware Profile Q=

Description

Signature Policies Signature Exceptions DNS Policies DNS Exceptions

DNS Policies
Q 11items | > X
D ‘ SIGNATURE SOURCE LOG SEVERITY POLICY ACTION | PACKET CAPTURE

v : External Dynamic Lists

® malicious-domains-ed block disable

> : Palo Alto Networks Content

u>£§§§$ﬁ”ty ™ P .,’A 4 *'A.""& ’-A,, " Y DN

Y

'~
OK Cancel
4
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Please Palo Alto Networks typically recommends the “sinkhole” action, which
Nofer will be discussed and used in another lab exercise.

5. Leave the firewall open and continue to the next task.

7.9 Add the Anti-Spyware Profile to a Security Policy Rule
In this section, you will add the outbound-as Anti-Spyware Profile to the security policy. The
configuration of the profile will enable the firewall to use malicious domain signatures to block access

to malicious domains.

1. Inthe web interface, navigate to Policies > Security. Click Users_to_Internet to edit the rule.

POLICIES

2 | Users to Extranet none universal A Users |
3 0 Users to Internet none universal B3 Users |
4  Extranet_to_Internet non universal P& Extranet
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2. Inthe Security Policy Rule window, configure the following on the Actions tab. Click OK.

Parameter Value
Profile Type Profiles
Anti-Spyware outbound-as
Security Policy Rule
>
General Source Destination Application Service/URL Category Usage
Action Setting Log {
4
Action | Allow
4
4
Profile Setting 4
I Profile Type  Profiles I v Othgi¥
Antivirus  None ¢
Vulnerability | None i
Protection
I Anti-Spyware | outbound-as | v f
URL Filtering | None <
File Blocking ' None ’
Data Filtering | None /
;
WildFire Analysis | None S1
<
1

3. Click the Commit button at the upper-right of the web interface.

8/28/2022
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4. In the Commit window, click Commit.

Commit

Doing a commit will overwrite the running configuration with the commit scope.

Commit All Changes o- Commit Changes Made By:(1) admin
COMMIT SCOPE . LOCATION TYPE

policy-and-objects

E:J Preview Changes 1E| Change Summary F'J Validate Commit

5. Wait until the Commit process is complete. Click Close.

Commit Status

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

6. Minimize the Chromium browser by clicking the minimize icon.

firewall-a - Chromium -

+4INDG

@E

[ INCLUDE IN COMMIT

Group By Location Type

[ Commit i Cancel

|

k

Close

7. Return to the terminal window by clicking on the terminal icon in the taskbar of your client

desktop.

mm Applications
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8. From the terminal window on the desktop, ping two addresses on the internet by issuing the
following commands. Use Ctrl+C to stop the ping for the two commands after a few seconds.

C:\home\lab-user\Desktop\Lab-Files> ping quora.com <Enter>
C:\home\lab-user\Desktop\Lab-Files> ping producthunt.com <Enter>

‘home\lab-user\Desktop\Lab-Files>}ping quora.com

‘home\lab-user\Desktop\Lab-Files>fping producthunt.com

C:\home\lab-user\l \Lab-Files> [}

Please The ping commands should fail because the domains are listed in the
Note custom EDL and the custom EDL was added to the outbound-as Anti-
Spyware Profile and configured with the “block” action.

9. Minimize the Terminal window.

Terminal -1 9

10. If you minimized the firewall, reopen the firewall interface by clicking on the Chromium tab in the
taskbar.

== Applications

11. Examine the firewall traffic log by ensuring you are at Monitor > Logs > Threat. Clear any filters in
filter builder. You should see several entries indicating that the firewall has blocked DNS queries for
the hosts listed in the malicious-domains-edl.

MONTOR | POLICIES  OBJECTS  NETWORK DEVICE T §
Manual v |5 @
S>XOEI B

faffic SOURCE DESTINATION
RECEIVETIME | TYPE | THREAT ID/NAME FROM ZONE | TO ZONE | ADDRESS ADDRESS TO FORT | APPLICATION | ACTION | SEVERITY URL
&9 URL Fltering : = T o o =

B wildFire submissions
Data Filtering

&5 Alarms
Authentication
|5 Unified

RN EE]
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Please The order of columns has been rearranged and several columns have
Nofer been hidden in the example above.

12. Minimize the Chromium browser by clicking the minimize icon and continue to the next task.

firewall-a - Chromium

7.10 Block Access to Malicious URLs Using the Security Policy

In this section, you will block access to known-malicious URLs by configuring the firewall’s URL Filtering
feature. You will add URL categories to a security policy rule configured to block traffic.

Blease Although you can configure the security policy to control access to
Note URLs, the URL Filtering Profile more commonly is used to configure the
4 action that a firewall should take when it detects a URL. You will
configure a URL Filtering Profile in a later lab section.

1. Onthe client desktop, double-click the folder for Class-Scripts.

2. Open the EDU-210 folder.

Class-Scripts - File Manager

File Edit View Go Help
o B /homeflab-user/Desktop/Class-Scripts/

k. lab-user Name

M Desktop l epu-210
I} Class-Scripts W eou-2

vnlo:

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 55



Lab 7: Blocking Threats from Known-Bad Sources IIIINDG

3. Double-click the icon for Clear Firewall Logs.

EDU-210 - File Manager
File Edit View Go Help

T <+ B /homellab-user/Desktop/Class-ScriptsfEDU-210/

MName

. _-%_.i.f App Generator

& Concurrent Connections

d F". Custom-App-1

Please This script uses the XML API to clear the Threat, Traffic and URL
Note Filtering log files. We are clearing the log files to make it easier to
identify traffic and threats blocked by DoS Protection.

4. Press Enter to start the Clear Firewall Logs script. Allow the script to complete. Once the Clear
Firewall Logs script completes, press Enter.

Terminal
B S s
## ( i from Fi 1 ##
bbb bbb bbb fididebibibibind HERBHHRHBHBHBHY
This script clears the Traffic, Threat and URL Log Files from Fir

Press ENTER to start or CTRL+C to quit.

threat 1o

d traffic lo
BREFHBRHRBRRBRBRRBRBRB R BB RBRBERBR BRI RS
## Pr 5 H##
FHH R SRR

Press ENTER to close this window.]]

5. If you minimized the firewall, reopen the firewall interface by clicking on the Chromium tab in the
taskbar.

== Applications
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6. Open a new tab in Chromium.

firewall-a

7. Type hacker9.com which belongs to the URL category hacking in the address bar, and press Enter.

HACKERSY - The Unruly Hacking & Security channel - Chromium
firewall-a x | Q HACKERS - The Unruly x +

. C {} & |hackerg.com
s EDU-210 W EDU-214 B EDU-220 e EDU-330 [ Extranet

HACKER 9 FACEBOOK  SECURITY ~ HACKS ~ SCAMS  PRIVACY ~ MOBILE  CRYPTOCURREN

8. Close the hacker9.com tab by clicking the X icon.

HACKERS - The

firewall-a X Q@ HACKERS - The Unruly x -+

9. Inthe web interface, select Policies > Security. If the URL Category column is not displayed, click
the down-arrow menu that appears next to any column header (hover your pointer over a header
to see the down-arrow) and select Columns > URL Category.

TYPE ZONE ADDRESS
ffj Columns > ——
Adjust Columns Tags
Group

I s P PN

Jniversdi A £ Destination L ..ce
Application
Service

z 4 URL Catego
interzone any Vi . oy
Action
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Please You may need to scroll through the Security Policies to find the URL
Nofer Category once you have selected to display it.

10. In the Security Policies window, click Add to create a new security policy rule.

® AddI

11. In the Security Policy Rule window, on the General tab, type block-known-bad-urls as the Name.
For Description, enter Blocks bad URL categories.

Security Policy Rule

I General Source Destination Application

Mame I block-known-bad-urls I

Rule Type | universal (default)

Description IElIcucks bad URL u:ategnriesll

12. Click the Source tab and for the Source Zone, select Users_Net.

Security Policy Rule

General Source I Diestination Applicat

|:| J-'-.n'g.f

EDURCE ZOMNE

I B Users_Met
I (1) Add |© Delete
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13. Click the Destination tab, and for the Destination Zone, select Internet.

Security Policy Rule
General Source Appli
select w

(] | DESTINATION ZONE -~

Iﬂ B Intemet I
[Eo oues

14. Click the Application tab and verify that Any is selected.

Security Policy Rule

General Source Destination Application
I Any

&l : APPLICATIONS ~

8/28/2022 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 59



Lab 7: Blocking Threats from Known-Bad Sources llIINDG

15. Click the Service/URL Category tab and configure the following.

Parameter Value

Service application-default
URL Category Add the following:
adult
command-and-control

extremism

hacking

high-risk

malware

nudity

parked

peer-to-peer

phishing
proxy-avoidance-and-anonymizers

questionable

Please You can type in the first few letters of each category to locate each one
Nofer more quickly.

I Service/URL Category Actions

|:| Any

] | URL CATEGORY ~

4

[ adult
L

[ ] command-and-control
r :

[] extremism
F—

[]  hacking
r ;

[] high-risk

|

|

|

| " malware
r

|

nudity

() add IE,I Delete
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16. Click the Actions tab and for the action, select Deny. Verify Log at Session End is checked. Click OK.

Security Policy Rule

General Source Destination Application Service/URL Category Actions
Action Setting Log Setting
Action | Deny v |:| Log at Session Start
Log at Session End
Log Forwarding | Mone L
Other Settings
Profile Setti
b e Schedule | None w
ofile Ty
EraiieTyoe Lo il QoS Marking | Mone w

|:| Disable Server Response Inspection

r =
OK Cancel
S P

17. Select, but do not open, the block-known-bad-urls rule in the security policy. Select Move > Move
Top to move the block-known-bad-urls rule to the top of the security policy.

5 [ block-known-bad-urls none universal P& Users_Net any any

e 2 an P o I rndt B o

Move Top

Move Up

Move Down

= « =

Move Bottom

@)Add 'IEI' Delete '@,“Clone v) Enable 'i:",* Disable | Move v| @) PDF/C

18. Click the Commit button at the upper-right of the web interface.
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19. In the Commit window, click Commit.

Commit

Doing a commit will overwrite the running configuration with the commit scope.

Commit All Changes ﬂ Commit Changes Made By:{1) admin
COMMIT SCOPE . LOCATION TYPE

palicy-and-objects

E{J Preview Changes 13 Change Summary FI\:I Validate Commit

20. Wait until the Commit process is complete. Click Close.

Commit Status

Operation Commit
Status Completed
Result successful

Details Configuration committed successfully

Commit

21. Open a new tab in Chromium.

firewall-a

+4INDG

@8

| INCLUDE IN COMMIT

Group By Location Type

[_ Commit B Cancel
4

Close
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22. Type hacker9. com which belongs to the URL category hacking in the address bar, and press Enter.

www. hacker9.com - Chromium

firewall-a X www.hacker9.com

“ C {Y a&| hackerS.com

Im EDU-210 Wm EDU-214 Wm EDU-220 Bm EDU-330 Im Extranet

This site can’t be reached

The connection was reset.

Try:
« Checking the connection
« Checking the proxy and the firewall

ERR_CONNECTION_RESET

Please The browser should display an error message similar to the following
Nofer example because the URL category hacking is blocked in the security
policy. If you get a browser window, it was likely a version cached

locally by the browser. Refresh the browser window and access should
be blocked.

23. Close the hacker9.com tab by clicking the X icon.

HACKERS - The

firewall-a X | Q@ HACKERS- The Unruly x1 +
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24. In the web interface, select Monitor > Logs > URL Filtering. If the URL Category List column is not
displayed, click the down-arrow menu that appears next to any column header (hover your pointer
over a header to see the down-arrow) and select Columns > URL Category List.

5% Threat URL CATEGORY FROM

55 URL Filteri RECEIVE TIME CATEGORY LIST URL ZONE TO ZONE
) iltering
@ WildEire Subvissiomns |?=“r 08/0% 00:04:13 | hacking hacking,low-risk www.hacker?.com Users_Met | Internet
Data Filtering @] 13 | hacking hacking low-risk www hacker?.com Users_Met | Internet
EZ HIP Match .

. <) | 08/0% 00:04:13 | hacking hacking, fow-risk www.hacker?.com Users Met | Internet
& GlobalProtect E’ = = N

Please You should see multiple entries that have been blocked. Several
Note default columns have been hidden in the example URL Filtering log file
shown here.

25. Leave the firewall open and continue to the next task.

711 Create a Custom URL Category

In this section, you will add your Custom URL Category to a security policy rule that has a “deny”
action.

1. Open anew tab in Chromium.

firewall-a

2. Type www.nbcnews.com and press Enter. The browser should display a valid webpage.

NBC News - Breaking News & Top Stories - Latest World, US & Local News | NBC News - Chromium

firewall-a X NBC News - Breaking Ne. x | +

e C O www.nbcnews.com

IE EDU-210 B EDU-214 @B EDU-220 BB EDU-330 WB Exiranet

e NEWS usnNews owvmpics  POLITICS  OPINION COVID9 WORLD BUSINESS ~ PODCASTS
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3. Close the nbcnews.com tab by clicking the X icon.

MBC News - Breaking News &

firewall-a NBC News - Breaking Ne| X +

4. Inthe web interface, select Objects > Custom Objects > URL Category. Click Add.

@ Addresses L

@ Address Groups D NAME
@; Regions

LOCATION

0
~& Dynamic Useg Groups "
-~ | ,,,—/ /._‘ = R {r"‘ - Y i

it

A ba adinfn A TP NTGy SN
- Py

Gy ridr Objects
&3 HIP Profiles
@ External Dynamic Lists
E Custom Objects
[E3 Data Patterns
O Spyware
@ Vulnerability
(@ URL Category
(XJ Security Pronles
@ Antivirus

LD A P P S Y B b s o P

(0@ SD-vvrus LiNA 1mianagement
=2 Path Quality Profile
@ Saa$S Quality Profile

< Traffic Distribution Profi
e s e

e s, | ® Add © PDF/CSV
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5. In the Custom URL Category window, configure the following. Click OK.

Parameter Value
Name block-per-company-policy
Description URLs that are blocked by company policy.
Sites Add the following:
*.nbcnews.com
* _,theguardian.com

Custom URL Category )

Mamefll block-per-company-palicy

Descriptionfj URLs that are blocked by company policy

Type | URL List "

. Zitems  —»
] | siTES

[]  *.nbcnews.com

4 :
*theguardian.com

(B add O Delete | L Import s Export

. =
r OK Cancel
A 4

6. Confirm the block-per-company-policy Custom URL is showing in the URL Category window.

OBIECTS

= Addresses &
i) Address Groups ] | NAME LOCATION
@ Regions

IE block-per-company-policy I

O, Dwnamic User Groups
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7. Add your Custom URL Category to a security policy rule that has a deny action. Select Policies >
Security. Click block-known-bad-urls to edit the rule.

POLICIES

= NAT

& QoS

_'15; Policy Based Forwarding NAME TAGS
Erennyptinn 1 ] bleck-known-bad-u I jlaly]

=3 Tunnel Inspection

L I NN LS A

—San=

TYPE ZONE

universal B Users Met

8. Select the Service/URL Category tab and click Add. Add block-per-company-policy to the list. Click

OK.

Security Policy Rule

General Source

application-default

[ | service ~

() Add

W

proxy-avoidance-and-anonymizers

Destination Application Service/URL Category Actions Usage
D Any
[ | URL CATEGORY ~
(] nudity
[] parked
[] peer-to-peer
] phishing
]
3

questionable

'block—per—cumpanv—poiicv

8/28/2022

=) Delete
=
[_ oK ] Cancel
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10. In the Commit window, click Commit.

Commit @5

Doing a commit will overwrite the running configuration with the commit scope.

Commit All Changes ﬂ- Commit Changes Made By:(1) admin

SR o HOEATE T INCLUDE IN COMMIT
policy-and-objects
EJ Preview Changes 3 Change Summary Fl\] Validate Commit Group By Location Type

[_ Commit B Cancel
A

11. Wait until the Commit process is complete. Click Close.

Commit Status 6]

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Close

12. Test access to URLs that belong to the Custom URL Category that you added to a security policy
deny rule. Open two new tabs in Chromium.

New Tab - Chromium

firewall-a X | Mew Tab X | New Tab 2 x +
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13. Type www.nbcnews . com on the first tab and press Enter. Type www.theguardian.com on the
second tab and press Enter.

B

This site can’t be reached

The connection was reset.

Try:
« Checking the connection
« Checking the proxy and the firewall

ERR_CONMECTION_RESET

Please The browser should display an error message because the Custom URL
NO*GI_ Category in the security policy blocks access to the webpage.

14. Close the nbcnews and theguardian tabs by clicking the X icon.

www.nbcnews.com - Chromium

firewall-a ) WWW.nbcnews.com x | & www.theguardian.com x| +
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15. In the web interface, select Monitor > Logs > URL Filtering. If the URL Category column is not
displayed, click the down-arrow menu that appears next to any column header (hover your pointer
over a header to see the down-arrow) and select Columns > URL Category.

MONITOR

e Traffic
Eg) Threat URL CATEGORY FROM
_ = 5 RECEIVE TIME CATEGORY LIST URL ZOME TO ZONE SOURCE

5% URL Filtering

—p Lok - 08/0% 00:44:35 b r- www.nhonews.com Users Met | Internet 192 1458.1.70
S WildFire Submissions I;, W' LY LS 0 - e D = WAL MDCNEWS.COT LISETS_INEL Ineernet 172, 100.1.28
Data Filtering
E2 HIP Match

) 08/091
GlobalProtect E’

IP-Tag
User-ID

EEmhaE

}3 Decryption

@ Tunnel Inspection

[} configuration T | 08/09 00:43:00
L:_I'? System =
E‘, Alarms

[E[2] Authentication [
= 1 Inifad

Please You should see multiple entries for sessions to www.nbcnews.com and
Noter www.theguardian.com that the firewall has blocked.

16. Leave the firewall open and continue to the next task.

7.12 Create an EDL to Block Malicious URL Access

You can add a list of malicious URLs to a file on an external web server and then configure the firewall
to access the list as an EDL. The advantage of this approach is that you can regularly update the
malicious URL list without the need to recommit the firewall configuration each time, as you would

have to do if you updated a security policy rule with a new URL.

In this section, you will create an EDL to block malicious URL access.
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1. Inthe web interface, select Objects > External Dynamic Lists. Click Add.

@ Addresses L
2 Address Groups | [; NAME g~ LOCA‘I}DN

DESCRIPTION _ 4

- f"’"‘-"‘*rﬁf—— ottt A M —-— — f fA s Y
vbaiPiote < st
S - evidence nalicic  ess
@ HIP Objects addresses.
3 HIP Profiles alo Alto Networks - Known malicious = Predefined IP addresses that are curr¢
= — IP addresses almost exclusively by mali
IT@ External Dynamic Lists I for malware distribution, ¢
- and-control, and for launc
v (@ Custom Objects attacks.
E3 Data Patterns [(] ' custom-malicious-ips-edl :Z_:ontains manually entere:
_ _.v’?r-'*n".-j}f‘ o IR Y g e e ’—) "»_,\_,.f’ AN ff" ist on *.npb server .
Ny - Jnk 1 it

=® path Quality Profile
EJ Saa$S Quality Profile

< Traffic Distribution Profi

v ~ =
ol e Y e N n._LI’. '},T"pDFUVCSV
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2. In the External Dynamic Lists window, configure the following. Click OK.

Parameter Value
Name malicious-urls-edl
Type URL List
Source http://192.168.50.80/malicious-urls.txt
(The EDL contains only the URL www.popurls.com)
Check for updates Five Minute
External Dynamic Lists @

Mame I malicious-urls-edl I

Create List List Entries And Exceptions

Type | URL List e

Description

S0 ur:EI http:192.168.50.80/ malicious-urls.txt I

Server Authentication
Certificate Profile | Mone Nt
Check fnrupdatesl Five Minute o
r" ™
Test Source URL L O Cancel
4

Please The malicious-urls.txt file contains an entry for popurls.com.
Note
—

3. Inthe External Dynamic Lists window, click malicious-urls-edl.

. Dynamic URL Lists

[] | Palo Alta Networks - Authentication
Portal Exclude List

] In'.:ri:i?fl_s-qui--ed
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4. Click Test Source URL and verify the firewall can access the EDL URL.

External Dynamic Lists

Mame | malicious-urls-edl

Create List List Entries And Exceptions

Type | URL List

Description

Source | http: 192, 168.50.80/malicious-urls.tx

Server Authentication

Certificate Profile | None

Check for updates | Five Minute o

I Test Source URL m Cancel

5. Inthe Test Source URL window, verify the Source URL is accessible. Click Close.

Test Source URL

Source URL is accessible,

>
[\, |
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6. Inthe External Dynamic List window, click OK.

External Dynamic Lists @

Mame | malicious-urls-edl |

Create List List Entries And Exceptions

Type | URL List b

Description

Source | http:4192.168.50.80/ malicious-urls.txt

Server Authentication
Certificate Profile | None w
Check for updates | Five Minute o
 : b
Test Source URL OK Cancel
. d

7. Add the EDL containing the malicious URL list to a security policy rule with a deny action. In the web
interface, select Policies > Security. Click block-known-bad-urls to edit the rule.

£ Security d
35 NAT
& o5
.ii.; F'EI“C",‘ Based FC-F‘-V&'-I’I:iF‘E MAME 1 TAGS TYPE ZOME
o Decryption [ =
" 1 | block-known-bad-urls I none universal = U

i Tunnel Inspection
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8. In the Security Policy Rule window, click the Service/URL Category tab. Add malicious-urls-edl to
the list. Click OK.

Security Policy Rule

General Source Destination Application I Service/URL Category I Actions Usage

application-default “ []Any

[ | service ~ [ | urL caTEGORY ~
nudity
parked
peer-to-peer

proxy-avoidance-and-anonymizers

(]
(]
(]
[] phishing
]
|

qguestionable

) Add

OK i Cancel
i

10. In the Commit window, click Commit.

Commit @

Doing a commit will overwrite the running configuration with the commit scope.

Commit All Changes ) Commit Changes Made By:(1) admin

COMMIT SCOPE LOCATION TYPE INCLUDE IN COMMIT
policy-and-objects
E;J Preview Changes 13 Change Summary E‘j Validate Commit Group By Location Type

[ Commit = Cancel
4
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11. Wait until the Commit process is complete. Click Close.

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Close

12. Test access to a URL contained in the EDL that you added to the block-known-bad-urls security
policy. Open a new tab in Chromium.

firewall-a

13. Type http://www.popurls.comin the address bar.

WWW.popL rls.com

WWW. popur Is.com
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14. The browser displays a block page because the EDL in the security policy blocks access to the
popurls.com webpage.

=]

This site can’t be reached
The connection was reset.

Try:
« Checking the connection
« Checking the proxy and the firewall

ERR_CONMECTION_RESET

Please The browser should display an error message because the Custom URL
Nofer Category in the security policy blocks access to the webpage.

15. Close the popurls.com tab by clicking the X icon.

firewall-a X WWW.popurls.com

£ c O ® WWW.popu -
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16. In the web interface, select Monitor > Logs > URL Filtering. Type ( action eq block-url )in
the filter builder. You should see multiple entries for sessions to www.popurls.com that the firewall
has blocked.

MONITOR

(Ol ( action eq block-url )

URL CATEGORY FROM
RECEIVE TIME CATEGORY LIST URL ZONE

[T

[%] Data Filtering

& HIP Match

> -
(& GlobalProtect

IP-Tag

User-ID
= R L .

BEm]

[

17. Leave the firewall open and continue to the next task.

713 Block Access to a Malicious URL Using a URL Filtering Profile

Now you will configure a URL Filtering Profile to control access to URLs. You must add the URL Filtering
Profile to a security policy rule with an “allow” action. The use of a URL Filtering Profile to block access
to URLs typically is easier to maintain over time compared to the addition of URLs to a security policy
block rule. You will also enable the Application Block Page, which instructs the firewall to present a
warning page to users when they access websites that have been purposely blocked.

In this section, you will block access to a Malicious URL with a URL Filtering Profile and test the URL
Filtering Profile.
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1. Inthe web interface, select Device > Response Pages. Locate the entry for Application Block Page
and click the link for Disabled under the Action column.

Lab 7: Blocking Threats from Known-Bad Sources

DEVICE

{3 Setup

& High Availability TYPE ACTION LOCATION
Ee] Config Audit = =
— Antivirus / Anti-spyware Block Page Default
Password Profiles I I |
~ Application Block Page Disabled Defa lt
2 Administrators =
&) Admin Roles tive Portal Comfort Pag Default
712 Authaat le Data Filtering Block P3 - Py B amaan ad e b .
po 2 Authastication rofile | 1| Daig rin / RS e o . Default o
Ll-d 2Ci
URL Filtering and Category Match Block Pag Default
) SSL Decryption Exclusic
RL Filtering Continue and Override Page
=) SSH Service Profile A AL L sl : Default
% Response Pages URL Filtering Safe Search Block Page Default
= Log Settings Anti Phishing Block Page Default

2. Inthe Application Block Page window, place a check in the box for Enable Application Block Page.
Click OK.

Application Block Page 6

I Enable Application Block Page I

[ Ok Cancel

3. Click the Commit button at the upper-right of the web interface.
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4. In the Commit window, click Commit.

Commit

Doing 2 commit will owerwrite the running configuration with the commit scope.

& Commit All Changes () Commit Changes Made By:
COMMIT SCOPE LOCATION TYPE

device-and-network

%Pr&vi:‘w Changes @Change Summary V.llidate Commit

5. Wait until the Commit process is complete. Click Close.

Commit Status

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

@8

Group By Location Type

=
Commit
L

-

4

Cancel

Close

6. Test the Application Block Page response. Open a new tab in Chromium.

firewall-a

7. Type www.evilzone.org in the address bar, press Enter.

firewall-a X @ Application Blocked

+4INDG

- cure | www.evilzone.org
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8. The browser displays a block page because the EDL in the security policy blocks access to the
evilzone.org webpage.

"
' LY
()

Application Blocked

The application you are trying to use has been blocked in accordance with company policy. Please contact
your system administrator if you believe this is an error.

User: 192.168.1.20

Application: web-browsing

Please The browser should display a block page because the URL belongs to
Note the URL category hacking, which is blocked by a security policy rule.
4 You will continue to block access to this website but will use another
method.

9. Close the evilzone.org tab by clicking the X icon.

firewall-a x @ Application Blocked

<« Cc O @ Notsecure | www.evilzone.org
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10. In the web interface, select Objects > Security Profiles > URL Filtering. Click Add to create a new
profile.

@_ Addresses =@

3 Address Groups O | NnaME LOCATION SITE ACCESS
@ Regions
& Reg [] | default Predefined Allow Categories (58)

Aoplicati Alert Categories (5)
== Applications, e g Abem.a U Y P - PN anet
/PD NI ™ A _ | ot Y e

0 - . —
55 Dynamic User Groups

R

@ Vulnerability
@ URL Category
@ Security Profiles
@ Antivirus
O Anti-Spyware
%] Vulnerability Protectien
(@ URLFiltering
(3 File Blocking
WildFire Analysis \
P G e LR /.”- s Y o o >

) i
g‘:‘ Saa$S Quality Profile
< Traffic Distribution Profi

R | ® Add © PDF/csv

11. In the URL Filtering Profile, type Corp-URL-Profile as the Name of the profile. For Description,
enter Company URL Filtering profile.

URL Filtering Profile

Mame | Corp-URL-Profile

Descripfion § Company URL Filtering profile

Categories LUIRL Filtering Settings User Credential Detection
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12. On the Categories tab, configure the following. You will need to scroll through each Category for
the value to set it to block the site access.

Parameter Value

Site Access

adult

extremism
hacking
high-risk
malware
nudity
parked
peer-to-peer
phishing

questionable

Configure the block action for the following URL categories:
block-per-company-policy* (your Custom URL Category)
malicious-urls-edl+ (your custom URL list)

command-and-control

proxy-avoidance-and-anonymizers

8/28/2022

URL Filtering Sctﬁnzs]

Q) (tech-sites )

(] | cATEGORY

[ ]} block-per-company-policy *

External Dynamic URL Lists

4

.

.~ Custom URL Categories /
.
«
.

malicious-urls-edl +

4

~ Pre-defined Categories

e

[ ] abortion

A

[T absead deise

Inline ML
75items  — X
USER
CREDENTIAL
SITE ACCESS SUBMISSION
r r
block block
4 4
block block
allow allow

allases

e

Please These categories are the same ones you set to block earlier using the
Note URL Category as part of the security policy rule. In this configuration,
the firewall will use the URL Filtering profile to block these categories.
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Action to block. Click OK.

URL Filtering Profile

Name  Corp-URL-Profile

Description  Company URL Filtering profile

Categories URL Filtering Settings
Available Models

(

MODEL

Phishing Detection

Javascript Exploit Detection

et 0

L WY -

14. In the web interface, select Policies > Security. Click Users_to_Internet to edit the rule.

User Credential Detection

DESCRIPTION

Machine Learning engine to dynamically identify

HTTP Header Insertion

credential phishing pages

Machine Learning engine to dynamically detect

Javascript based exploitation attacks

e

»

& o

+4INDG

13. Select the tab for Inline ML. For Phishing Detection and Javascript Exploit Detection, set the Policy

Inline ML

ACTION ~

block

[block

S PV N

2 items

- X

Cancel

&3 Security A
3> NAT
£ Qos -
otae . AR 20d .o aam I e Y -t
3 | U E universal
4 JuU nterne nc universal
. 5 |E universal
[ g TN | SRR o Ty L SN
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15. In the Security Policy Rule window, click the Actions tab and configure the following. Click OK.

Parameter Value

Action Allow

Log Setting Log at Session End
Profile Type Profiles

URL Filtering Corp-URL-Profile

Security Policy Rule

General Source Destination Application Service/URL Category Usage

Action Setting Log Setting
Action | Allow w [ Log at Session Start
W] Log at Session End
Log Forwarding | Mone ~
Profile Setting
Profile Type | Profiles e Other Settings
Antivirus | None R Schedule | None 9
Vulnerability | None w QoS Marking | None e
Protection [] Disable Server Respanse Inspection
Anti-Spyware | outbound-as ~
I URL Filtering | Corp-URL-Profile o I
File Blocking | Mone v
Diata Filtering | None o
WildFire Analysis | None w

)

OK ) Cancel
d

16. Select, but do not open the block-known-bad-urls security policy rule. Click Delete to remove the
block-known-bad-urls rule.

E block-known-bad-urls non

o A atnhi P g—

(® Add| © Delete |@) Clone

Please This rule no longer will be used to block access to the URLs. Instead,
Note the “Users_to_Internet” rule with its attached URL Filtering Profile will
control URL access.
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17. In the Security Rule window, click Yes to confirm the deletion.

Security Rule

9 Do you really want to delete 1 "Security Rule” entry?

18. Click the Commit button at the upper-right of the web interface.

19. In the Commit window, click Commit.

Commit @E
Daoing a commit will overwrite the running configuration with the commit scope.
© Commit All Changes () Commit Changes Made By:

COMMIT 5COPE | LOCATION TYPE

policy-and-objects

% Preview Changes @ Change Summary Eg Walidate Commit Group By Location Type

r
Commit 3 Cancel
ke 4

20. Wait until the Commit process is complete. Click Close.

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Close
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21. Test the Application Block Page response. Open a new tab in Chromium.

firewall-a

22. Type www.evilzone.org and press Enter.

firewall-a . @ Application Blocked

= CcC O ® Not secure | www.evilzone.org

23. The browser displays a block page because the EDL in the security policy blocks access to the
evilzone.org webpage. If the Web Page Blocked message does not appear, allow 1 to 3 minutes for
the firewall to process the changes, then refresh the evilzone.org tab.

D
Web Page Blocked

The web page you are trying to visit has been blocked in accordance with company policy. Please
contact your system administrator if you believe this is an error.

User: 192.168.1.20
URL: www.evilzone.org/

Category: hacking

Please The browser should display a block page because the URL belongs to
Note the URL category hacking, which is blocked by a security policy rule.
You will continue to block access to this website but will use another
method.
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24. Close the evilzone.com tab by clicking the X icon.

firewall-a ¢ @ Application Blocked

C {0 ( ® Notsecure | www.evizone.org

l':.i'\ { action eq block-url )

t URL CATEGORY FROM

" - RECEIVE TIME CATEGORY LIST URL ZOME TO ZONE SOURCE
% URL Filtering

: = ha e cars Bet ternet 07 1468.1.20
T e L DSSiOnS E_ hacking hacking low-risk v Users_Net | Internet 192.168.1.20
Data Filtering ) | 08/09 02:38:36  hacking hackinglow-risk evilzone.org/log... | U i Ir t 192.148.1.20
E2 HIP Match i :
e El 18/09 02:38:36 ng acking low-risk f L | Intern 192.168.1.2

@ GlobalProtect E
2 ipTag E; 08/090207:33  hacking f g/fav... | U let | Intemnet 92.148.1.20

26. The lab is now complete; you may end your reservation.
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