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Overview

A SYN Flood Attack is a type of DoS attack that attemps to fill or overflow the session table used by a server another
stateful network device such as firewall to track TCP connections. SYN Packets are small, making it easier to generate
them in large volumes.

Typical SYN Attacks involve: incomplete TCP 3-way handshakes, random source addresses, fully-open connections,
and participation of large number of unknowing participante, i.e. Bots (zombies). SYN flood protection is a more
efficient use of the DefensePro resources for known SYN flood attacks.

Since this attack could also be detected by BDoS you need to disable BDoS for this lab to ensure SYN Flood is used
for mitigation. In real life you would have both enabled. Depending on the attack, lower or higher amount of flood, steep
or lower increase of attack select the best suitable DefensePro mitigation.

Remove BDoS Protection

Because BDoS protection might start protecting in the lab and we will not see how the SYN protection works, please
remove BDoS protection profile from the policy.

1. In APSolute Vision select the vDefensePro Configuration = Protections = Protection Policies double click (or
select and click pencil button/Edit Protection Policy) your protection policy.

Go to Profiles tab.

Select drop down in BDoS Profile and select blank.

Click Submit.

Click Update Policies Required.

Watch status message “Upload Policies succeeded” at bottom line of Vision window.
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Setup SYN Flood

1. Select the DefensePro Configuration perspective.

2. In Setup section, select Security Settings and then SYN Flood Protection.
By default this feature is enabled.
Only tracking time can configured. The time, in seconds, during which the number of SYN packets directed to a
single protected destination must be lower than the Termination Threshold to cause the attack state to terminate
for that destination. Keep default values.

Configure SYN Flood

Select the Configuration perspective.

In the Protections section, select Protection Policies on navigation tree.

In the Protection Policies tab double-click your protection policy to edit.

Select the Profiles section > SYN Flood Profile

Click + to add SYN Flood Profile.

In Add SYN Flood Profile tab type the Profile Name: TeamXX (where XX are your initials)
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7. Click +to Add SYN Flood Protection select HTTP

8. If protection for other application/port is required, add additional or create your own SYN Flood Protection Table.
You can add as many profiles as required. Activate ONLY ports you really need to protect!
9. Click Submit button to add protection to profile.
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Go to SYM Flood Protections Table Go to Profile Parameters
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10. Click Close.

11. Go to Configuration - Protections = SYN Flood Protection Profiles - Profie Parameters.

12. Double click your profile or select profile and click pen to edit.
Since we want protect HTTP, under Network Level Authentication section select Use TCP Reset for Supported
Protocols and under Application Level Authentication section select Use HTTP Authentication with default
302-Redirect.

Profiles Parameters Edi Profile f

Profile Name: Teamiu

Profile Action Block and Report -

—— TRACKING METHOD

@® Tracking per Destination IP Address

Lrackiioetn; O Spoofed SYN Attack Praotection - Aggregated Tracking for All Destination IP Addresses in Policy

—— SPOOFED SYH ATTACK PROTECTIOH
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Activation Mode:

Activation Threshald: 1500 SN Packets pet Second

—— HETWORK LEVEL AUTHENTICATION

@® Safe Reset

Authentication Method OTransparem mey

Use TCP Reset for Supported Protocolse

= APPLICATION LEVEL AUTHENTICATION
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[ Use 35L Mitigation
A note: SSLMitigation is currently unavailable, because itis disabled in the SSL Settings screen.

@® 302-Redirect
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13. Save option by click on Submit.

14. At the Configuration - Protections = Protection Policies edit your policy and under Profiles select SYN
Flood Protection Profile TeamXX (where XX are your initials)

15. Make sure NO BDoS profile is selected, since we want SYN Flood protection to identify the SYN attack.

16. Click on Submit and Update Policies Required buttons.

Test the Configuration
Use Raptor to send TCP SYN Flood Attack

1. Access Attacker-PC Raptor main menu - select Network Attacks = Floods = Multiple Source > TCP 2>
SYN Attack.
2. Verify Destination IP address: 27.1.31.100

Soon after the attack is initiated from the Attack-PC, you see traps in the CLI/Syslog.
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If you did not follow our advice, remove BDoS profile you get this attack detected as BDOS or SYN-Flood.

Use Vision to View SYN Flood Attack. Select the Analytics AMS = DefensePro Monitoring perspective.

5. View your policy under Protection Policies, select SYN Flood in the Protection section, select the ongoing SYN
Flood HTTP attack to open Attack Details.

e

<< GO BACK Device: vDefensePro  Policy Name: TeamlU  Attack Name: SYN Flood HTTP
Info
Protocol Total Packets: Volume: 41238 Physical Port: Device IP Address: Max bps: Max pps: No Directi
Tep 6.712,084 B Multiple 10.10.244.31 33320416 67,832 Description Unki

Characteristics

Attack Rate: 40,091 pps Challenge Methad: TCP Reset
Activation Threshold: 2,500 pps Challenge Type: TCP Challenge
Attack Duration [Hour:Min:Sec]: 00:02:43 TCP Challenge: TcpReset

HTTP Challenge: Redirect302

For SYN flooding DP does not record sorce IP information!

6. The graph display in DefensePro Dashboard displays Challenged because this is a challenge mechanism.

B << GO BACK DefensePro Dashboard  Geolocation Map Device: vDefensePro  Policy Name: TeamIU
Bits per Sec 2369 M
Packets per Sec 54.38K
Palicy Traffic Bondwidth bps pps Inbound Outbound  Attack Traffic and Active Protections Policy CPU Utiization
D 29M o
O o
g TCP &0 S¥N Flood
a
nar 1
Blacklist /
Prot Show Events by Category Show Events Table +  alowiist
Protection Name Attack Rate Drop Rate Quantile Status
S¥N Flaod 2B.57 Mbps W  Obps
Attack ID Start Time Attack Name Policy Name Attack Status Max bps Max pps
601657013921 11.07.2022, 11:44:52 SYN Flood HTTP TeamlU Ongoing 33340416 67,832
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7. You can view on the Analytics AMS - DefensePro Attacks select the ongoing SYN Flood HTTP attack to see

D Max 27.75 M Min 31 K D D
= A = = ¢ N
o — / & =5 /
8
Q
&
\
n3 11:39 10 1 4 14 n il 4 48 49 1 11:51
Attacks Q Exclude Malicious IP Addresses Auto Refresh: On () @®
Last Update Policy Packet Device IP Source IP Destination IP Destination
Start Time Time Attack Category Attack Name Name Rate Status Protocol Address Volume ‘Addréas Address Port
v Jul11,2022 11:44 Jul 11,2022 11:52..  SYN Flood SYN Flood HTTP TeamiU 61682 Ongoing TCP 10.10.244.31 8.98 Gbit Multiple 27.1.31.100 80

Additional Attack Attributes Characteristics

Risk Radware ID Direction (In/Out) Action Type Average Attack Rate (pps)
Medium 200000 Unknown Challenge 43422

Attack ID Physical Port Total Packet Count VLAN Attack Duration [Hour:Min:Sec]
60-1657013921 Multiple 19,616,686 N/A 00:07:13

MPLS RD Source Port Packet Type Activation Threshold (pps)
N/A Multiple Regular 2500

TCP Challenge
Tcp Reset

8. At Raptor Stop the attack.
9. Export and save configuration file as dp8-SYNLab-config.txt.
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For questions, contact

© 2019 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document
are protected by trademarks, patents and pending patent applications of Radware in the U.S. and other
countries. For more details, please see: https://www.radware.com/LegalNotice/. All other trademarks and
names are property of their respective owners.
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