o

.’ radware & 0 ALTEONSSLINSP

Alteon SSL Inspection

DEMO LAB GUIDE

Lab Owner: Sean Ramati

May 23, 2023

Demo lab guide: Alteon SSL Inspection, May 23, 2023 Page 1



/s
**radware g . ALTEON SSL INSPECTION!

TABLE OF CONTENTS
GUIDE OVERVIEW ..ottt ettt ettt bttt bt bt £ h e £ h bRt e bt ekt e ke e e b et e be e e s bt et e e nbe e sbeeseeesaneenns 3
LAB TOPOLOGY ...ttt ettt ettt ettt sh e bt bt h ekt e ke ke ek eeb et e b bt e s bt e bt e ebe e nbe e she e sab e e n bt e nbeebeenbeenane s 4
1. = TaF= Vo =T 0 0= L] o o SRR 5
2. Management Station TOOIS. ........coii ittt et e e et e e e sbre e e e sbreeeeaas 5
3. Verifying AIteon CoNfIQUIAtION ..........ooiiiiiiirie e s e e e s s r e e e e e s e nnneeees 5
4, AILEON LICNESE .ottt ettt e e e s a bt e e e e a b et e e e nb et e e e aab e e e e e anbe e e e e snbeeeeenees 5
5. IPS and LOgin CredentialS ..........ooouiiioiiiiieeiie et 6
RUNNING THE DEMO ....oiiiiiiieeiee st siee st teeste e steesteeseeesmteasteasteesteesteesseeaseeaseeeseesseesaeesneesneeanteanseenseessenssenas 7
1. Scenario 1 — SSL INSPECHON DEIMO .....eeeiiiiiiieiiiieie ettt ettt 7
2. Scenario 2 — SPECIfic HOSE BYPASS .....ueiiiiiiiie ittt 14
3. Scenario 3 — Category Based BYPASsS ......cuueeeiiiiiieiiiiiee ittt 25
4, Scenario 4 — Category Based BIOCK .........c..oooiiiiiiiiiiiii e 37
APPENDIX A: SSL INSPECTION OVERVIEW ....ccuiiiiiiiieiee ittt stee e teesteesneesnee e anees 45
SSL Inspection — DeploymMeENt MOUES .........uuiiiiiiiiei ittt ettt e e sbr e e e sbreeeean 45
APPENDIX B: IMPORTING ALTEON CONFIGURATION ..ottt siee et snee e 47
APPENDIX C: RUNNING PACKET CAPTURES ..ottt e 54
APPENDIX D: ADDING THE ALTEON AS A TRUSTED CA.. ..ottt 59
APPENDIX E: SCENARIO 1 CONFIGURATION ... .ciiiiiiteie ettt 69
1. FIIEE 00 ... 69
2. FIIEE 150 ..o 71
3. FIIE 200 ... 72
APPENDIX F: SCENARIO 2 CONFIGURATION .....etttitiietiteieieieieteteeeueeeeeueteeeneeneseeesenrernrereenrneenereenennnenrnne 74
100101 1o U] =1 1o ] 0 ISP PP 74
APPENDIX G: SCENARIO 3 CONFIGURATION ....cuttititeuiteueueteieueuneeueneneneenrnreeneseeesnnrneneerernenrererennennnnrnne 76
APPENDIX H: SCENARIO 4 CONFIGURATION ....eiiiiiiiiiiiiieiiieieieieieieieeererneneerneseeeeenrsenrerererereeereeeenenennee 78
1070] a1To [0 =11 o] o PR PP PPPP R 78
APPENDIX |: VISION SSL INSPECTION ANALYTICS ...ttt 80

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023 Page 2



, 4

V4

. radware

GUIDE OVERVIEW

This guide outlines the SSL inspection demo lab environment and provides detailed instructions to
running the demonstration.

As part of the demonstration we will show the following scenarios:

e SSL inspection with 3 security devices: TAP, ICAP, and NGFW.
e Bypassing SSL inspection based on hostname.
e Bypassing SSL inspection based on web category (Finance, News, etc.).

e Blocking traffic to a specific web category.

Scenario1: SSL inspection with 3 security devices

In this scenario, encrypted traffic from the LAN is directed to the Alteon device. The Alteon decrypts
the traffic and then redirects the clear traffic to each security device in the flow. Once each device
has inspected the traffic, the Alteon re-encrypts it before sending it out to the internet.

Scenario 2: Bypassing SSL inspection to a hostname

In this scenario, we demonstrate how to bypass SSL inspection for a specific host. Traffic destined for
this host is sent directly to the default gateway, bypassing the security devices.

Scenario 3: Bypassing SSL inspection based on web category

In this scenario, we demonstrate how to bypass SSL inspection for a specific web category. Traffic
that matches the category is sent directly to the default gateway, bypassing the security devices.

Scenario 4: Blocking website category using URL filtering

In this scenario, we demonstrate how to block a specific website category. Traffic from the configured
category (News) is sent directly to the default gateway, and when traffic matches the relevant filter it
is blocked.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
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Note:

For a more detailed description of the SSL Inspection solution please refer to Appendix A: SSL
Inspection overview

LAB TOPOLOGY

ICAP TAP NGFW
Mgmt: Mgmt: Mgmt:
10.100.100.3 10.100.100.4  10.100.100.5
= 50 | B Ii G ]
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1. Management Station

The Client PC serves as the management station for the setup. From this station, you can run the
entire demo and access the following components:

e Alteon

e Vision

e Security devices

e Demo lab diagrams

This station is connected to the following networks:
1. Management network of the setup for managing the setup equipment.

2. Data network for client traffic.

2. Management Station Tools

The following tools are used on the Management Station in the demo lab:

o Putty — Used to connect the environment terminal connection.
e Chrome browser — Used to browse the internet through lab components.
e Wireshark — Used to open packet capture.

3. Verifying Alteon Configuration

Before running the demo, make sure to load the configuration to the device in order to ensure that it
is configured correctly.

The configuration file is located on the desktop under the Configuration folder.

The file name is Alteon.tgz

4. Alteon Lichese

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
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In case of license issues, please find below Alteon licenses:

e va-ngDISwql

e 1Gbps-6hCdnweN

e aas-slb-sslinsp-t3wWihyCA

e aas-ssl-Unlimited-dgN4QH89

e aas-perform-UvOBRQqYY

« aas-urlfilter-190ct2020-19nov2021-P3dhDnJJ

Note:

For detailed information on how to import the configuration please refer to Appendix B: Importing
Alteon Configuration

5. IPs and Login Credentials

Component P User Password
Alteon 70.100.100.2 radware Radware1!
Vision 70.100.100.7 radware Radware1!
ICAP Server 10.100.100.3 admin radware
TAP 10.100.100.4 admin radware
NGFW 10.100.100.5 admin radware
Router 10.100.100.6 vyos vyos

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
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RUNNING THE DEMO

During the demo you can use Wireshark to capture traffic on the Alteon and on the security devices.
For detailed information on how to run Wireshark and how to explain the capture on the Alteon, refer
to Appendix C: Running Packet Captures.

Note:

The client is configured to trust the Alteon as a Certificate Authority in order to avoid security
alerts on the browser. For details on how to add the Alteon as a trusted CA refer to
Appendix D: Adding the Alteon as a Trusted CA

Note:
Non-HTTPS traffic passes through the Alteon directly to the default gateway (ignoring the SSLi
solution).

1. Scenario 1 - SSL Inspection Demo

In this scenario we demonstrate Alteon outbound SSL inspection core functionality:

e Client sends HTTPS request to the internet
e The Alteon intercepts the traffic and performs the following:
o Decrypt the HTTPS traffic.
o Send the unencrypted traffic to the ICAP server for malicious object scanning.
o Send a copy of the unencrypted traffic to the TAP device for recording.
o Send the unencrypted traffic through NGFW for layer7 inspection.
o Re-Encrypt the HTTP traffic.
o Send the HTTPS traffic to the original destination website.

Note:

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance
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In order to view the Alteon configuration refer to Appendix E: Scenario 1 Configuration
Please Open SSL Inspection analytics using Appendix I: Vision SSL Inspection Analytics

Scenario 1 — Diagram and Traffic Flow
The diagram below details the entire flow of the traffic:

coese SSL INSPECTION ooss ‘S’EE\F,.ESSS'“"“L

oe
radware

Client
Data:192.168.200.1 Data: 192.168.200.254

Internet

Note:

Lines in Blue represent requests to the internet

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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Lines in Orange represent responses from the internet

e L

11

12.
13.

14.

The Client sends request to an HTTPS web site

The Alteon decrypts the HTTPS traffic and sends the unencrypted HTTP request to the ICAP
server over ICAP protocol. The ICAP responds to the Alteon with allow or block after finishing
inspection.

The Alteon sends a copy of the request to the Tap device.

The Alteon sends the request to the NGFW.

The NGFW return inspected request to the Alteon.

The Alteon Re-encrypts the request and sends it to the router.

The Router performs NAT and forwards the request to the internet.
The Website sends the response to the router.

The Router sends the response to the Alteon.

. The Alteon decrypts the HTTPS response and sends the unencrypted HTTP response to the

NGFW.

. The NGFW returns the inspected response to the Alteon.

The Alteon sends a copy of the response to the Tap device.

The Alteon sends the unencrypted HTTP response to the ICAP server over ICAP protocol. The
ICAP responds to the Alteon with allow or block after finishing inspection.

The Alteon re-encrypts the response and sends it to the client

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance
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Running Scenario 1
1. Open Chrome browser and click on CNN bookmark:

> C @ blank * @

2. Click on the Lock Button and then Certificate to verify the certificate issuer:

US World Politics Business Opinion Health Entertainment Style Travel Sports Videos LVETV  Edton v Q=

REPORT IN THEATERS NOW®

AN

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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3. Click on Certificate:

< ¢ [Enncom * O

£ Alteo
Connection is secure

fs Opinion Health Entertainment Style Travel Sports Videos LIVETV  Editon v Q —

PORT IN THEATERS NOW"

@ Cookies (150

L Site settings

P —

— g ! SCROLLTOGEFNBIPL‘

= el

u agree to our updated Privacy Policy and our Terms of Use.

4. We can see that the certificate was issued by the Alteon, meaning the traffic was forwarded
to security devices for inspection and re-encrypted successfully:

(E=N 1S
Centificate x| H

General | Dekais | Certfication Path |

g certificate Information
This certi
valla

less  Opinion  Health Entertainment Style Travel Sports Videos LVETY Emen v Q=

PORT IN THEATERS NOW®

ded for the following purpose(s):

valid from 5/ 7/ 2019 ve 3/ 27/ 2020

Issuer Statement

Learn more about certificates

1.

By using this site, you agree to our updated Privacy Policy and our Terms of Use.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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5. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device:

20200122 202011122 162 166200 1 51460 34202178124 81 Hostname = mms cn com
08:35:44 08:36:50 URI~ mms cnn comiintemalheadreq
mims, cnn comVaapJ CLIdnQmRAIXRUSRO 010w 1 JHQK JHh-W58dCQkeHZO0bAJ-JnOITDB1aSAMQT

0_PUBAQEQ1cnNyTY HVADXRZNSUORFEndCM

REU0x94C;

ChAIXN- KD‘uJCFuPXvAm\unllmﬂCN':\Ms@(nN\ODVJI!RVTN(U‘-(IN(JuN(VVNrI'VKquF’)(J‘iﬂ|\le‘l)\/\JknRSJNRS\Ju‘aF{\' VN

020M22 2020722 192.168.200.1 96 6.28.230 ] Mostname +  dynaimage cdn cnn com

B TSy URI = | dynaimaga cdn con comvinternalheadreq dynaimag cdn cnn comvcnn/animationshw_162/201117182207-deshktop-diplomat. drowning woman mpd
2020122 20201122 192 168.200.1 51398 151101167 8 Hoztname = vaww cnn. com

08:35.00 08:37.01

URI~ | www cnn convintermalheadreq

020M22 202011722 192 168 2001 51399 151101167 81
08.36:00 08.37.01
2020111722 192 168.200 1 51397 151101167 81
0837.01
M2 2020m22 192 168.200.1 5139 161101167 8
36,00 08.37.01 comvintamatheadreq
202011722 202011722 192 168.200 1 51321 3219249 186 ] Hostname = smetrics cnn com
08:3514 083551
URI~
smatrics cnn com/blss/cnn-adbp-domestc/ 1152 17 0 d‘wnnnvrm"non ~Hande 8pl=181-22%2F 10K2ZF 2020 3008mid=177501444560305053144692417
DD3IE2E05 % %
SecaUSDAservermcon comBevents 64

OOyt 1606812=8cBenaw % 3ATAvB-D% 0B Is0% 10843854 2C
OSE G DB 1S CEMIDARTI2C A0S 958w T3-08e 26w e comPZF B2 w3DpageN
%30c308c33-adbp% JAnoned 33-D%Dc3Ihc35=con prod 46 2020 10308y35-D%IDCI58 36 Rty
54 %30Dcd68cAT =0%3DeAT4cdd=1
30co18c56 eyl n)l\m\rd‘ 18057-D%30C57Ac59=n0%20mpd%20sel&vE9= D% IDc598cE4=cnnts2lnew
%30c64&c74=account%20not% 18V74=D%30CT48<T5= 0%30c758v89=not%20logged20in8v195=54800072202319780048v196=2aaacab2-cI5(-dccd-ad6f-8693
PR 157018131 enT4 400 D50 comEI5061031 S 32 BB A B Bbw=19208b1=5378mecorgid=TF FBS2E2556 756057F 000101%40AdobeOrg8AQE=1
smetrics enn comVitemathsadreq

1%307241X2CZR 30667 1%2CIXI08TINICANS00599K2CE s
ame&c28=%3A8v28=! 58129-0% Dserverc30=cnn% 20domestck U=
8c37=deskiopav3T=D%: sn\sm.u sect

opics 1
8y

6. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click the "+"
button:

Q  port==1344 =
@ Lasthour Start | 2020/11/2308:2238 W M End 2020/M1/2309:22:38 M W Bounding Last Packet Interval  Auto 01:00:00
50 per page 12345, > Showngi-50
= Q@ ¢ 10% - > Seoson LR Brics] Do bres) [Lines [REY E
15
e
00
e __ = — —___H_E
2020112808280 20201022 083000 2020123 083800 2021123084000 220z 084500 20z oan000 20201122 083800 2020112308:00:00 2020112308.0800 2020123081000 20201122 08:1800 202023002000
nm « Start Time * StopTime * SrcIP/Country * Src Port DstIP/Country - Dst Port Bytes Info B Packets
(5 iy pipy e “arTs 192 168.1055 134 2
002212
. tp 20201123 202011123 192 168.1052 48777 192 168.1055 1344 352 6
092207 092207
W 2w wm mimes 4776 192 168.1055 1344 406 7
09:2202 092202
W I o mws s 102.168.1055 1344 = 6
03 092157
W Zmm mmnm e ams 192 168.1055 1344 »2 6
092152 092152

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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7. Scroll down to get ICAP payload:

REOMOD icapfocalhostlecho ICAP1.0
Host icap-sefver net

From: SSLDeMo@Radare.com
User-Agent. ICAP-client-XYZ

X-ClientIP- 192.163.200.1

Encapsulated: req-ndr=0, nuik-body=1042

(GET / 3556t 248. 1)5/chunks/50-83912 1833271 daSeclb min js HTTP11
Hask: winy cnm.com
Connection: keep-alive
User-Agent Mozila/5.0 (Windows NT 10.0, Win64; x64) Apple¥ebKit’537.36 (KHTML like Gecko) Chrome/$6.0.4240.198 Safari/537.36
Accegt: T
Sec-Fetch-Ste: same-onigin
Sac-Fatch-Mod: no-cors
Sec-Faich-Dest. script
Referer. httos /iwww.con.cony
Accept-Encoding: gzip, defiate, br
Accept-Language en-US en g=09
Cookie: countryCode=US; stateCode=Ny; NJI07104|USIN TI0L74.170;
FastAB=0=5683,126830.2=
pemMeta: PROD
22%3A%22.cnn.com%22%2C%22location% 2% 3A% 22US%22%7D; usprivacy=1YNN. OptanonControi=ccc=US&otvers=&reg=ccpatpctm=Dévers=3.05;

K . 575 4 sion%2293AD. 132 §3A%222020-11-

51,3=2329,4=6803, 5=0612,6=1098.7=8753,8=1165,9=1434; pmRetryExternallds =false:
" 5 " 09%22% Cr

WMUKID:
23T14%3A13%3A21.3622%22% 7D

1GAP/1.0 200 OK
Server. CICAPI0.35

Connecion: keep-aiive

15Tag: CI0001-X000B00C
Encapsuiated: req-hdr=0, nulkbody=1112

GET / asset2 248 1jsichunks/50-a381a183327 1daSccfbé min js HTTP/1 1
Host wwew.cnn.com

Connection: keep-alive
User-Agent: Moaila/5 0 NT10.0; Win6e; 36 (KHTML, like Gecko) Chrome/35.0 4240 198 Safar/537 36
Accept 1

Sec-Fetch-Site: same-ongin
Sec-Feich-Mode: no-cors
Sec-Felch-Dest. script

Referer. htips fhwwwecn com
Accept-Encoding: gzip, deflats, br
Accept-Language: en-US, s q=0.9

Coolde: US; stateCode=N. J| TI0HT4.170,
FastAB=0=5683,1=6830,2=1551,3=2320,4=6803,5=0612,6=1008,7=8753,8=1165,0=1434; psmRetryExterallds=false;

% %22% RO}
22%3A8%22 onn com®22%2C%22ocation%22%3A% 22US%22%7D; usprivacy=1YNN; Oy 5

WMUKID= 1362C" 3 11

8. To inspect the actual traffic flow using packet capture refer to: Appendix C — Running packet
capture

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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2. Scenario 2 — Specific Host Bypass

In this scenario we will demonstrate bypassing SSL inspection based on specific host.
The steps in the scenario include:
1. Browse to www.bbc.com
Show that we perform SSL inspection.
Enable bypass filter for www.bbc.com
Browse again to www.bbc.com
Show that we bypass the SSL inspection.

Browse to another site.

N o u & W N

Show that it still gets inspected.

Note:

In order to view the Alteon configuration refer to Appendix F: Scenario 2 configuration
Please Open SSL Inspection analytics using Appendix |: Vision SSL Inspection Analytics

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
otherwise, regarding its accuracy, completeness or performance
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Scenario 2 — Diagram and Traffic Flow

The diagram below details the entire flow of the bypass traffic (when bypass filter is enabled):
1. The client browses to www.bbc.com.

SSL INSPECTION °og8 PROFESSIONAL

ocoee .
[ 1) SERVICES
oce

radware

&

TAP NGFW

Alteon

Client Router Internet
Data:192.168.200.1 Data: 192.168.200.254

Based on the host name the Alteon bypasses the SSL Inspection.
The Router performs NAT and forwards the request to the internet.
The Website sends the response to the router.

The Router sends the response to the Alteon.

The Alteon sends the response to the client.

ok wN

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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Running Scenario 2
1. Open Chrome browser and click on BBC bookmark:

€5 x X
# Ateon §* TAP 3 NeFw | @ Bec | B CNN < Bankof America
EE @ signin Home News sport Reel Worklife Travel Future Culture More -
ADVERTISEMENT
Citigold

Start a Citigold relationship and earn
$1,500 with qualifying activities.

WEALTH ON YOUR TERMS. Iai!l

INVESTMENTS: NOT FDIC INSURED « NO BANK GUARANTEE + MAY LOSE VALUE

Welcome to BBC.com Sunday, 1 December

=

9 4
HuawMe enjoys art Ten films to watch this

and books in detention December

I CHINA CULTURE

Climate talks to'open as 'point of no
eturn' loom

2. Click on the Lock Button and then Certificate to verify the certificate issuer:

€ c Ebb(.mm * O :
$ Akeon 3| X herica

Connection is secure
- Vourinformation (fo cmple passwords o crdi Wome | News | Sport | Reel | Workife | Toavel | Fuwre | Culure | More -

card numbers) is private when it is sent to this site.

Learn more ADVERTISEMENT

& Centificate (Valid)

@ Eackiesiiiinuse a Citigold relationship and earn
) with qualifying activities.

£ Site settings
WEALTH ON YOUR TERMS. HI
INVESTMENTS: NOT FDIC INSURED ¢ NO BANK GUARANTEE ¢+ MAY LOSE VALUE
Welcome to BBC.com Sunday, 1 December
e
ar *

Huaw: iVe enjoys art Ten films to watch this
and books in detention December

L i o 1 CHINA CULTURE

Climate talks to'open as 'point of no ‘ —
eturn' loom E y ‘

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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y

3. We can see that the certificate was issued by the Alteon, meaning the traffic was
forwarded to security devices for inspection and re-encrypted successfully:

€ C @ bbccom

America

Certificate x|

General | Detais | Certification Path |

§ Certificate Information

This certificate is intended for the following purpose(s):
« &l application policies

valid from 5/ 25/ 2019 to 8] 5/ 2020

Learn more about certificates

workiite | Travel | Fuwre | cotre | vore - | |CONCNREESY

Sport Reel

ADVERTISEMENT

a Citigold relationship and earn
O with qualifying activities.

Issued to: www.bbc.com
ON YOUR TERMS.

LOSE VALUE

Sunday, 1 December

Huawere enjoys art Ten films to watch this

and books in detention December
I CHINA CULTURE

[ Y 7

4. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device:

. ©p  2200M23 20201123 192.168.200.1 50287 633515229 81
09:19.20 092020

. p 20201123 20201123 192.168.200.1 50246 81
09.20.17

. 1cp 2020111123 192.168.200.1 50093 81
091337

c.api.bbc.com

pl bbe comintemalheadreq
192938748b_imp_src=gni&b_vs_
h e

Hostname ~ | smetrics.cnn.com
URI~

3Dc5&c6=no-val

Q
78c48=to
20news
31-4af4-aa5f-74ff0
AdobeOrg&AQE=1

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
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5. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click
the "+" button:

. o 344 382 6

. 4 1 6

. 1344 406

. 44 6

. 1344 382 6

. 44 406

. U4 406

. 344 36 6
a4 406

. 1344 382 6
344 352 6

. 34 3 6
1344 35 6

. 1921681055 4 % 6

. s 48823 192168.1055 1344 352 6

092558

6. Scroll down to get ICAP payload:

Wiz |CAPI1.0 icap psratware local (CHCAPI0 3 5 ECho demo service )

REQMOD icap fiacalhostiecho ICAP/1 0
Host: icap-server net

From: SSLIDemo@Racvware.com
User-Agent ICAP-clent-XYZ
X-Client-IP- 192.168.200.1
Encapsuiated reg-ndr=0, nuil-body=478

GET /userinfo HTTPI.1

Host. wwwbbe.com

Connecion: keep-alive

User-Agent Mozila/5.0 (Windows NT 10.0; Win6d; x64) AppleWebKi/537 36 (KHTIL. like Gecko) Chrome/36.0 4240.198 Safari/537 36

st empty

Referer- htips i bbc. com

Accept-Encoding: gzip, defiate, br

Accept-Language: en-US.eng=0.9

(Coolde: ckns_orb._fq_cache=(%225%22:1%2C%22aD%22 432C%220k%22-0%2C%226u%22 0%2C%22Uk%220)

ICAP/1.0 200 OK
Server: G-ICAPI035

Connection: keep-aive

1STag: GI0001-XJ0000G0C
Encapsuiated rec-har=0, nullbody=548

GET luserinfo HTTPI1.1

Host win bbc.com

Connection: keep-aiive

User-Agent. Mazilla$.0 (Windows NT 10.0; Wing4, x54) 36 (KHTML, like Gecko) Chrome/$5.0.4240.198 Safari537.36
Accept:

Sec-Felch-Site: same-origin

Secsichilode. cors

Sec-Fetch-Dest: emply

Referer NMtps Jlw: bc. com/

Accept-Encoding gaip, deflate, be

Accept-Language: en-US,enq=0.9

Cookie: ¢kns_ord_fig_ e 1%20% 2 922 0%2C% K56220}
Via: ICAPH.0 icap psradware local (C-ICAP/0 3 5 Ecno demo senvice )

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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7. Enable the bypass filter for www.bbc.com:
e Login to the Alteon
e Navigate to Application Delivery = Filters
e Enable filter 50

<radware O 7 wowe Lo

Alteon Alteon01 . ) & . : % o
! () ! Apply save Revert syne Diff  Dump
Filters

i Tepe: A (standalone)
§ marnt 101 10.100.100.2 .
e o +/ 8%
! version: a2.2.3.0
! MAC: 00:0C:29:84:15:C6 Match Settings
= % Status Filter 1D Description Action VLAN Application Port / Range Start Applisation Port / Range End Source IP /Network  Source Mask/Prefix Destination 1P /Netwark Destination It
. 0
| Confiqurstion Monitaring emeh T e Semich ey ™ SeCH  Search Search Search Search Search Search
3| Overview [ enabied =0 Bypass BBC.COM Redirect  any, 443 443 any 0000 any 0.0.00
[ Disabled 60 Mews category bypass Redirect  Any 443 443 any 0000 any 0.0.0.0
Y system
i S Disabled 70 tews category block Redirect  Any 443 443 any 0000 any 0000
fl pr— Enabled 100 Inspect and send to IDS Redirect Any 443 443 any 0000 any 0.0.0.0
| Networ
1 Enabled 150 Send to IPS Redirect  Any 81 81 any 0000 any 0000
i Application Delivery i Enabled 200 To-GW, Redirsct  Any 81 81 any 0.0.0.0 any 0.0.0.0
1D quick service setup
| virtual Services
Server Resources
i ssL
@ Traffic Match Criteria
: Application Services
: DNS Autharity
: Linkproof

Global Traffic Redirestion

@ appshape++ seripts g

D Port Processing Page 1 of 1 Dig

Security

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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8. Click on BBC bookmark:

9. Click on the Lock Button and then Certificate button to verify the certificate issuer:

Wome | News | Sport | Reel | Wordife | Tavel | Fuwe | Colre | Mare -

e iR ADVERTISEMENT

rt a Citigold relationship and earn
yO0 with qualifying activities.

RETIREMENT ON YOUR TERMS.

Welcome to BBC.com

> Why this UK election is such a | T(e fitness craze that-went too
hge deal far =and what it left behind

\\ - - 1 5F

Suu Ky| lr‘éjects genocide claims at top
UN court

ayst f its a geaocidal intent” against efruth bahind whylzepras” The "World Capital-of Ugly
have stripes People’

< X @ bbecom * O

§* Alteon  §* TAP §* NGFW CNN % Bankof America

Home News Sport Reel Worklife Travel Future Culture More -
ADVERTISEMENT

Citigold

Wihy this UK election is such a | T(e fitness craze that-went too
hlge deal far =and what it left behind

\\‘} \\\ v, - i L 1 SPORT
Suu Kyi fejects genocide claims at top .
UN court
i

e 2 The ‘World Capital-of-Ugly
have stripes People’
FUTURE TRAVEL

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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ALTEON SSL INSPECTION

10. We can see that the certificate wasn't issued by Alteon which means the request
was served directly from the web server, effectively bypassing the SSL inspection.

11. Click on Bank of America bookmark:

<« C @ wncom * O

$ Atteon 3* TaP  $3° NeFw [@] CNN % Bankof America

REPORT

ADAM DRIVER ANNETTE BENING ano JON HAMM #
AMAZON ORIGINAL 2

A o

THE™ "~ REPORT j¥

WRITTEN AND DIRECTED BY SCOTT Z. BUR ¢
IN THEATERS NOW :

NOVEMBER 29 | prime video
)

LEARN MORE

€W Us world Poltics Business Opinion Health Entertainment Style Travel Sports Videos LIVE TV Edition v

TRENDING: Thanksgiving weather = Holiday shows and movies = Climate ‘tipping point' 'Sk ing blob*  Port Necty tion | Baby Shark saves life

PRI O R O e RS -

The precipitous fall of
America's mayor

By using this site, you agree to our updated Privacy Policy and our Terms of Use.

e faet | Worthe | wael | ruwe | cutws. | sors -

Gener Detals | Certiication h
o et | Cvtrcation ADVERTISEMENT

igold

jart a Citigold relationship and earn
,500 with qualifying activities.

* Refer o the certfication authorky's statement for detals. L IREMENT ON YOUR TERSS. m

Tssued to: w

Learn more about Eiitivated

» | o

Why this UK election is such a T(e fitness craze that-went too
huige deal far =and what it left behind

-

Suu K§i‘r\6jects genocide claims at top
UN court

etruth-b&hind whylzebras™ W The 'Wortd Capital-of Ugly
have stripes People’

ays b no proof ts amy haliligeq

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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12. Click on the Lock Button and then Certificate to verify the certificate issuer:

“ Bank of Smerica - Banking, Cred. X 4

<« C (& bankofamerica.com

$ ateon  § X
Connection is secure

card numbers) s private when itis sent to this site,

B cerificate (valic)
@ Cookies (50 in use)

L Site settings

|

E
Enrall

Vaiting For sero.bank ofarmerica.com.

Your infarmation (far example, passwords or credit nagement

Leam more o

iz Ahout Us

Home Loans Auto Loans Investing &E

| Open a checking account

~

BANK OF AMERICA %7

Q¥vd 11830

4000 123% 5618 9010
SR 00/00
CHRIS L HARTIN

Enespafiol  ContactUs  Help

Howr can we help you? Q

Better Money Habits®

® BANK OF AMERICA AGGOUNTS

‘Adv Plus Banking

(v
d Certified by ).D. Power for providing “An Qutstanding Mobile Banking Experience.” Get the latest app

[=[@] =

* O

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
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13. We can see that the certificate was issued by the Alteon, meaning the traffic was
forwarded to security devices for inspection and re-encrypted successfully:

- G @ bankofamericacom

Sertficate x|

General | Detai | Certiication Path |

f"/‘/

L@ Certificate Information

This certificate is intended for the following purpose(s):

« A applcation polcies Credit Cards Home Loans

T T P . m

Issued by: ssiradwars com

Valid from 4] 16] 2019 to 4] 16/ 2020

Learm mare about certificates

ointrnent

faiting for a0,

anagement  Businesses & Institutions  Security =% About Us

* O
Enespafiol  ContactUs  Help I &
‘ How cart we help you? n
Auto Loans Investing {5.5 Better Money Habits® k

o
d Certified by ).D. Power for providing “An Outstanding Mobile Banking Experience.” Get the latest app x

B Open a checking account |

DEBIT
Adv Plus Banking 55.800

14. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device:

——

.‘Ep 202011723 20201123 192.168.200.1 50960 34206240 81
093833 093934

. p N[ 20201123 192 168 200.1 50953 525511176 81
09:37:59 09:39.01

Hostname ~ | aero bankofamerica.com

URIT
acro bankofamerica com/30306/C5lb2d=JTVCJTACTlyall 1M 431y JTJDITIyZGF 0YSUyMIUZQSUIQiLy MmHNpZ CUYMiUZQSL J1TIyJ TNBUTlyaHROCHMIMOEIMKY1
MKZ Vilem 3Ty STNBTIySTlyJ TIDITiyeGlk iy TNBMzkyMDYyMTez TIDJTlyZmMIMIMOEwJTJDJTlyY 25 1oSUyMiUzQTMIMEMIMJ0cy UyMi
UzQTE2MDYxND! JOJTIyJTNBITACITIydCUyMiUzQS UyMr IudTlyJTAEJTIDJTlycmFuZCUyMiUzQT gyNjU4MSU3RCU3RCU 1RA% 3D %3D&cid=88si=08e=htips %3A%2F %

2Fuww bankofamerica.com&LSESSIONID=eyJpljoOUdIZDIZSE pm S 3lJamtzRQdcmFLZz03liwiZSI6lvN3hsSnFIS INp TIRCWIF ZkhLMXY 2R TZQUExvOU1 CTIRSYnJ5b0SiSDQnIERONxe}0
ZHIYOFkyZHiekJTZUxoQIUwXCJQnVUcOJHOEY D WkixYUSvN1Bz TKF1eHNYXCICHWICS GxHMWJZRXVoalZel zd 4 TIRWVUVzcHB3WTZ TenkSRFWZDVFUIZS WSO TrmplUTF 1 UncdPSJS
ee57b9dbada2Befs M2E2ZjBKYmF]YmU20DC1 Y2U3OGUyNZEONJQTY2Q5MA WNZVKOTJKY 2Mw YjMzNmRINGNRZm.hZIMONw=63D% ID&t=jsonpd._tp=login&c=guqcpmvanbesy
mgqéeu=https%3A%2F%2Fwww bankofamerica com%2F

aero bankofamerica convintermalheadreq

Hostname = | dull bankofamerica.com

UR + | dull bankofamerica comvintemalheacreq
dull bankofamerica com/boaa/pHAQ?cid=68s=18e=httpsS63A%2F %2Fwww. ©com8LSE SSIONID=¢yJpljoiOUAIZDIZSEpmS3lJamtzRjQ4 cmiF LZz0Iiwi. 31NpTI
RCWIF ZkhLMXY2RTZgU ExvOU 1CTIRs YnJ5b09jSDIjQnIERONxejJOZHIY OF kyZHdiek JTZUxoQIUwXCJQnVUCOJHOE YOWkbx YUIVN 1Bz TKF 1eHNYX CICHW CSGxHMWJZRX VoalZclLzd4T!
RWVUVzcHB3WTZTenkSRIFWZDVFUIZSWKS0TmplU1 F1UncIPSJ9 eed7bIdbada2Bel5 M2E2Z|BKYmEF]YmUzODC1Y2U30GUyNzEON|Q1Yz QSMAZNWMOOG wNzVkOTJKY2MwYjMzNmRIN
GNh2mJhZMONw30%308t=xpost8_tp=login

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
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15. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click
the "+" button:

. o 344 382 6

. 4 1 6

. 1344 406

. 44 6

. 1344 382 6

. 44 406

. U4 406

. 344 36 6
a4 406

. 1344 382 6
344 352 6

. 34 3 6
1344 35 6

. 1921681055 4 % 6

. s 48823 192168.1055 1344 352 6

092558

16. Scroll down to get ICAP payload:

RESPMOD icap:iacalhostischs (AP0

235, nut body=1384

evdows NT 10.0; W4, 184) Apoiet
entieam spobeaton/mi 9=0.0 im:

5025 28ect41018351211
5 361311

= barkolamerica cam

ICAPI.0.200 OK
Server: CICAPI0.0.5

XSarviced-By: /5N OMAEage -UREWUGTFYS PV XU TaS 0= 25 e ks L UcknpERO T Tome

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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3. Scenario 3 — Category Based Bypass

In this scenario we will demonstrate bypassing SSL inspection based on a category of web sites
(NEWS in our example).

The steps in the scenario include:

1. Browse to www.cnn.com
Show that we perform SSL inspection.
Enable bypass filter for NEWS web category.
Browse again to www.cnn.com
Show that we bypass the SSL inspection.

Browse to another site.

N o u & W N

Show that it still gets inspected.

Note:

In order to view the Alteon configuration refer to Appendix H: Scenario 3 Configuration
Please Open SSL Inspection analytics using Appendix I: Vision SSL Inspection Analytics

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
otherwise, regarding its accuracy, completeness or performance
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Diagram and Traffic Flow
The diagram below details the entire flow of the bypass traffic (when bypass filter is enabled):

SSL INSPECTION cogs PROFESSIONAL

ocoee oe
@0 SERVICES

oe
radware

Alteon

Router Internet
Data:192.168.200.1 Data: 192.168.200.254

1. The client browses to www.cnn.com.

Based on web category filtering policy the Alteon bypasses the SSL inspection.
The Router performs NAT and forwards the request to the internet.

The Website sends the response to the router.

The Router sends the response to the Alteon.

o u & W N

The Alteon sends the response to the client.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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Running the Demo Scenario
1. Click on CNN bookmark:

START THE DAY HERE

LIVETV  Edition v

Jersey City shooting probe could take months. India citizenship bill excludes Muslims. Merriam-Webster's Word of the Year.

LIVE UPDATES: Impeachment ~ TRENDING: Jersey City shooting

Trump: Abusing power
'not even a crime'

ANALYSS

The President and attorney general spent the day
articles of impeachment were unveiled deflecting facts
and breathing life into conspiracy theories

Trump eays he faces ‘the lightest impeachment’ in US history
Presiclent Trump's impeachment charges, explained

Lemon mocks Trump team's troll- Are you people insane?

UK election  Volcano victims ~ Person of the Year  Year in Search  Saudi Aramco

Time magazine names its
person of the year

Growing divide between
McConnell and Trump over
impeachment trial

« Analysis. On the first day of impeachment,
Tn NNoUN e deal

Trump Judaism order could
affect college funding

He'll be the first federal prisoner executed in
17 years. His victims'

Company surpri
million in bor

The FAA will r

ze winner defends her

Nobel Peace
g st genocide accusations

govemment

Philip McKeon, former child actor, dead at 55

tegist mal

rorise Trump

Jersey City at
shooting at k

ck began with 'targete
her market, offic

Chevron takes a $10 billion hit

Monumental statue of black man unveded in
former capital of the Confederacy

sexual harassment

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
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2. Click on the Lock Button and then Certificate to verify the certificate issuer:

3. We can see that the certificate was issued by the Alteon, meaning the traffic was
forwarded to security devices for inspection and re-encrypted successfully:

< C & ancom * O :

Centificate

Ganeral | Detaiks | Cartfication Path |

PP Ll it with fiber.

Thi

« All applcation poldes.
et Fiber Internet Access

Spectrum

ENTERPRISE

Tssued o turner-tis.mep fastly.ret

LIVETV  Edition v

valid from 5/ 7/ 2019 to 3/ 27/ 2020

could take months. India citizenship bill excludes Muslims. Merriam-Webster's Word of the Year.

Learn more sbout cixtfcates beachment  TRENDING: Jersey CRty shooting ~ UK election  Volcano victims ~ Person of the Year  Year in Search = Saudi Aramco

Trump Judaism order could
affect college funding

—=): Abusing power
'not even a crime'

He'll be the first federal prisoner executed in
7 s don't want that

is victim' rel

b |

Company st ees
BREAKING NEWS \ million in bonuses at holiday party

; i he FAA will not let the 737 Max fly in 201¢
'I'imemagazlnenameslts The FAA will not let th Max fly in 2019

person of the year Nobel Peace Prize winner defends her

Fiber Internet Access S
no installation costs. Enmr(gﬁ

ON Us word Poits ion Health Entetanment Style Travel Sports Videos LVETV Edmlnv Q
START THE DAY HERE
Jersey City shooting probe could take months. India citizenship bill excludes Muslims. Merriam-Webster's Word of the Year.

LIVE UPDATES: Impeachment ~ TRENDING: Jersey City shooting ~ UK election  Volcano victims ~ Person of the Year  Year in Search  Saudi Aramco

Trump Judaism order could
affect college funding

Trump: Abusing power
'not even a crime'

The FAA will ry

¢ Time magazine names its
person of the year Nobel Peace

site, you agree to our updat

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
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4. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device:

5. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click
the "+" button:

® 162168.105.2 g 1921681055 1344 %2 3
. 192 1681052 48836 192168.1055 1244 1”2 6
. 48835 162.168.1055 406 7
. aga 1344 82 6
. 1921681052 48833 1344 382 6
. w 48832 344 406 7
B 1921681052 48331 1344 406 7
B 202011723 48330 382 6
092633
. X 20201123 1921681052 48229 1344 406 7
092628
. 192168.1052 48328 1344 382 6
. e 192168.1052 4s27 1344 352 6
. 1921681052 92 1681055 4 352 6
. * 162.168.1052 192168.1055 a4 ‘2 6
] 1621681052 44 %2 6
20 192168.1052 1921681055 1344 382 6
092558
I L 51460 34202178124 8 Hostname = mms cnn com
983044 90350 URI~ mms cnn comintemalheadreq
dnQBRAIXRUGSRO, JHQkHh-AW 4 LHOKH-WS8ICOHZ00a - nOTDBoSAMOT
TN KD1uJCfuPXr/ldHuallmﬂ(‘N‘:\lli‘!vaODVl!]RWWIJh[tN[JQN(TVN[I’VKanF’)(J"ﬂ 5SUHRISWRKWENM.
IeHwezREU0x90
W Rym dEmz sz 51450 96.6.26.230 8 Hostname = dynaimage cdn cnn com
pan 1Sy URI = dynaimage cdn con comvinternalheadreq  dynaimaga cdn cnn com/ennanimationsiy 07-dashtop-diplomat-saves-drowning-woman mpd
@5 ez amp iz 51398 151101167 8 Hostname = www cnn com
. Ui URI = www cnn convintematheadreq
|- 192 168 200 1 51399 151101167 81 Hostname = vaww cnn com
URI= | weorw crn comvintarnalhaadroq
5 20201122 1921682001 51397 151101167 8 Hostname = wwww.cnn. com
08:37.01
URI = wvw.cnn convintamatheadreq

2020111722 192 168.200.1 5139 161101167 1] Hoss

i i
W 507 &5

vevew cn.com

URI = wenw con comvintamaheadreq
W une danz iz 51321 3219249186 81 Hostname = smetrics.enn com
083514 0935 61 o
st convbls/cnn adbp domest/1JS.2.17 0010GATTG2167E7ACB= 8 8pf=181-222F 10%2F 2020 20K IASGHIASSX200% 203008 k= TTEO 4603050531 44652417
438725523478 akd=2FDDI52E 051 58aamih=78co=UI 43A%2FRg=hitpss ww cn com?%2F & &cm Sssf=14 emb. ¢

&ccrUSDAser comAevents- event26&aam C 0y AI1= 16068125 BB newikIATAVD-DRIDCEAVIH0%I0B30%C
1% mmwm 7=axmn 42C3% mmnwumnnsw 2C5%3D3556%2C6%306959% 7rrmmrm 2 2%2C9%3037398v22=0826=www cnn com%2F 8v26=0%3DpageN
e cnn prod di 0308v35=D% 30368 3=RoSzBVY

=0%30c47:

48=1
,sq r)mn\swum cnn20new

3Dedbic 0
solh572DX30C57 85 Smna X Z0mpd'h 2
58y %20n0t 43007 48 logged*%20 362-c
BEaS0C2E 57015101 conTé B4 D60, c3ac 5010 B 1920x10808c=248 =1 68v=NEk=Y Sbwe= s ;mm‘qa TFFBS2E2556756057F0001019 »JUAdoDeL)«g&"\KJE 1
smetrics enn comvintemahheadreq
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REQMOD icapi/localnostiecho ICAPH.0
Host icap-server net

From: SSLIDemogRadware.com
User-Agent: ICAP-client-XYZ

X-CllentIP: 182.168200.1

Encapsuated: req-ndr=0, nullbody=1042

GET / asset/2 245.1/js/ehunks/50-53912183327 1da5¢etb. min s HTTP/1.1
Host: www.cnncom

Connection: keep-alive

User-Agent: MozZila/5.0 (Windows NT 10.0; Win6d; x64) AppleWebiii537.36 (KHTML, Ik Gecko) Chrome/36.0 4240.18 Safari537 36
Accegt T

Sec-Fetch-Site: same-origin

Sac-Faton-Mode: no-cors

Accept-Encodng: gzip, defate, br

Accept-Language: en-US eng=0.9

Cookie: countryCode=US; staleCode=NJ; geoData=newarkiNJIOT 104|USINA-500joroadbandi40 770174170,
AB=0=5683,1=6830,2=1551,3=2329, 4=6803 50612 6=1098,7=8753 8=1185,9=1434; psrRelryExtemnalids=false.

D%22% %
/S&otvers=&reg=ccpalpeim=0kvers=3 0.5,
3A0.1%2C P229IAN222020-11-

22%3A%22.cnn.com%22%2C %2 2location%22%3A% 22US%22%TD), usprivacy=1YNN; OptanonControl=
WMUKID: 2239057675
23T14%3A13%3A21.3622%22%7D

ICAPI1 0 200 OK
Server: C-CAPI03 5

Connection: keep-aiive

I5Tag: CI0001-XXC00C00K
Encapsulated: feg-ndr=0, nui-oody=1112

GET / asset2 248 /js/chunks/5(0-a391a183327 16566 min js HTTP/1.1
Host: wirw.cnn.com

Comection: keep-alive

User-Agent: Mozila/5 10.0; Winbs: 36 (KHTML, ke Gecko) Chrome/3.0 4240198 Safarf537 36
Accept: "1

Sec-FelchSite: same-ofigin
Sac-Fatchvilods: no-cors
SecFelchDest script

Referer htps /i con com/
Accept-Encoding” gzip, defiate, br
AcceptLanguage: en-US enq=09
G

ookie: US; siateCode=NJ Ji TI0L74170;
FastAB=0=5683,1=6830.2=1551,3=2329,4=6803,5=0612.6=1098,7=8753,8=1165,9=1434; psmRetryExternal

Z2%3A%22.cnn. D; usprivacy=1YNN; O 5
WMUKID=" 15620
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7. Enable bypass filter for NEWS category:

e Login to the Alteon

¢ Navigate to Application Delivery > Filters
e Disable filter 50

o Enabile filter 60

I radware O = wmms Lnon =

Alteon Alteonol ) & - ., B g F

I e mm 1

| — @), apsly Save Revert Syne oiff  Dump

Filters
Typa va (standalana)
gt 15 10.100.100.2 +i 88
ey match semings
Status Filter 1D Description Action VLAN ‘Application Port / Range Start Application Part / Range End Source IP /Network Source Mask/Prefix Destination 1P /Network Destination

e Sypass BBC COM Redied A 43 s 0000 . vo00
T e a S B T i o = [T |
Spotom ews cateoory black Redragt Ay 43 o e 0000 " 0000
Inpoctand send to 105 Rodiest  Amr 43 a3 an 0000 an 1000
Network send to IPS Rediract Any 81 Bl any 0.0.00 any 0.0.00
To-ow Rodrodt  hmy 81 w an b0 any naaa
l:....m.u... Detreery

a5
HA

H e
H

ssL
Traffic Match Critaria
Application Services

AppShape++ Seripts
Part Procassing < Page 1 of 1 |[»

000909909

curity
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8. Click on CNN bookmark again then click on the Lock Button and then Certificate to
verify the certificate issuer:

< X Emnzum * 0

§* seon 3 X perica
Connection is secure

| CT T N AP O PPS (S <ir << Opinion  Health Entertainment Style Travel Sports Videos LIVETY Edmon v Q

card nurmbers) is private when it s sent to this site,

Learm mare

ould take months. India citizenship bill excludes Muslims. Merriam-Webster's Word of the Year.

&  Cookies (37 in use)

I |

# s Abusing power
'not even a crime'

hment = TRENDING: Jereey City shooting = UK election | Volcano victime | Time Pereon of the Year | Year in Search | Aramco

Trump Judaism order could
affect college funding

He'll be the first federal prisoner executed in
17 years. His victims' relatives don't want that

Company surprises employees with $10
million in boruses at holiday party

Why Time's person of the year The FAA will not et the 737 Max fly in 2018

pick will drive Trump crazy Pelosi walks impeachment tightrope

- Time magazine names its persan af the year
& P ¥ Nobel Peace Prize winner defends her

gGovernment against genooide acousations

Adon: Barr one of most partisan history

ANALYSIS

Philip McKeon, former child actor, dead at 55

The President and attorney general spent the day
articles of impeachment were unveiled deflecting facts
and breathing life into censpiracy theories

LIVE UPDATES What to expect today in the impeachment inquiry

Strategist's surprise Trump prediction

Jersey City attack began with 'targeted’
shooting at kosher market, officials say

ing divi Chevron takes a $10 bilion hit
President Trump's Impeachment charges, explained Growing divide between evron takes a $10 bilion hi
L - ol A o insane? McConnell and Trump over Monumental etatue of black man unvelled in
emon mooks Trump team's troll: Are you people insane’ impeachment trial ot
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shared with unauthorized parties.
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9. We can see that the certificate wasn't issued by Alteon which means the request was
served directly from the web server, effectively bypassing the SSL inspection:

<& ¢ @ mncom * O
# ateon P TaP P NoRw mm osc P CNN < SankofAmerics
Senicate

General | Dekails | Certifcation Path |

§ Certificate Information

This certificate is intended for the following purpose(s):
« Ensures the identity of aremote computer
« Proves your identity to a remote computer
©1.3.6.1.4.1.4146.1.20
2.23.1401.2.2

* Refer to the certication acthority's statement For detals.

Tssuedto: turner-ts.map Fastly net

{ssued by: Gobalsion CloudSSL 2A - SHA256 - &3 Business Opinion Health Entertainment Style Travel Sports Videos LIVE TV Edition

validfrom 5/ 7/ 2019 to 3/ 27/ 2020

le could take months. India citizenship bill excludes Muslims. Merriam-Webster's Word of the Year.

Issuer Statement.

Learm more shout FEFESEES eachment ~ TRENDING: Jersey Gity shooting ~ UK election | Volcano victims | Time Person of the Year = Year in Search | Aramco

—=J): Abusing power

'not even a crime'

Trump Judaism order could
affect college funding

He'll be the first federal prisoner executed in
17 years. His victims' relatives don't want that

Cornpany surprises employees with $10

ANALYSES million in bonuses at holiday party

Why Time's person of the year |1 FA% will notlet the 737 Maxfiy in 2019
pick will drive Trump crazy
« Time magazine names its person of the year

Pelosi walks Impeachment tightrope

LIVETV  Edmion v

START THE DAY HERE
Jersey City shooting probe could take months. India citizenship bill excludes Muslims. Merriam-Webster's Word of the Year.

LIVE UPDATES: Impeachment  TRENDING: Jersey City shooting UK election ~ Volcano victims  Time Person of the Year  Year in Search ~ Aramco

Trump Judaism order could
affect college funding

Trump: Abusing power
'not even a crime'

He'll be the first federal p ited in

ant that

1$10
ANALYSS

Why Time's person of the year byl 2019
pick will drive Trump crazy

jazine r

achment tightrope
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11. Click on the Lock Button and then Certificate button to verify the certificate issuer:

<« c ([ Evankotamericacom * ©

$ Aleon | X perica
Connection is secure

th Management  Businesses & Institutions ~ Security =2 About Us Enespafiol  ContactUs  Help

Credit Cards Home Loans Auto Loans Investing mﬁ Better Money Habits®

lo, passwards or credit
s this site.

- B Open a checking account

Forgot I

Sign In

BANK OF AMERICA %2~

Accounts Dashboard Products

QY0 U830

Hallo, Chis.
Proforrod Rawards Gold Menber

R My Rewards

VISA

Bank of America

$348.01

- Find a credit card quickly A’ New Podcast: "That Made

9 Bank of America Advantage SafeBalance Banking® helps students manage money - with no overdraft fees. Get started x
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12. We can see that the certificate was issued by the Alteon, meaning the traffic was
forwarded to security devices for inspection and re-encrypted successfully.

& C @ bankofamerica.com * O
£ Akeon P OTAP P NGPW mm BBC [ CNN > Bankof America
Certificate x| ealth Management  Businesses & Institutions  Security 2 About Us Enespafol  ContactUs — Help
General | Detals | Certification Path | -
ca [(venerer
 Cortiicate Information ] Credit Cards Home Loans Autc Loans Investing C‘,ﬁ Better Money Habits®
This certificate is intended for the following purpese(s):
« Al application policies
Get started
Issued to:  www.bankofamerica.com
valid from 4] 16 2019 to 4] 16 2020
= 2 Q
BANK OF AMERICA 7 2
Learn more sbout certficates Q Accounts Dashboard Products
Z H
]
Helo,Chris
1ppo/1234 SL18 9010 Prferred Ranards Gold Mermber
3 Schedule an Appointment L 'fﬁ?’ 00/00 DEBIT My Reards
VISA Bank of America
Chociing
$348.01 e
Find a credit card quickly ﬂ New Podcast: 'That Made
@ Bank of America Advantage SafeBalance Banking® helps students manage money — with no overdraft fees. Get started X
1} n H H H n " H .
13. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device:
;‘(D_ 202011123 20201123 192.168.200.1 50960 34206240 8 Hostname ~ | aero bankofamerica.com
09:38:33 09:39:34
URie
aero bankofamerica com/30306/C5ib2d=JTVCJTACTlyaWQIMIIMOEIMI4JTIyJTIDUTIyZGFOYSUyMiUzQSU3QIUyMmNpZCUyMiUZQSUy ITIyJTNB. IMKYI

MKZ3d3cuYmFua29mYWlcmifY S5jb20MKYINGIMKMIMJy Tl TNBTIJTly JTJDTlycGlkJTlyJTNBMzkwhDYyMTczJTJDJTlyZmMIMIMOEwJTJDJTlyY 25 1bSUyMizQTMIMKMIVG 0cy Uy Mi
U2QTE2MD! J0JTly JTNBJTACTlydCUyMiU2QSUyMmxvZ2lu. Ty JTAETIDJTlycmFuZCUyNiUZQTgyNjU4MSUSRCUIRCU 1RA%3D% 3D8.cid=8as

2o SESSIONID=eyJpljoiOUIZDI2SEpmS 3amtzR]Q4emFL 15 INpTIRCWIFZKhLMXY 2RTZqUEXvOU1CTIR:
ZHIYOF kyZHdiekJTZUxsQIUWXCOJQnVUCOJHOEYOWktxYUSYN 1B2TKF 1eHNYXCOCEWICS GeHMWIZRXVoalZeL 2d4 TIRWVUVZeHB3WTZ Tenk5RIFWZDVFUIZS WK90 TmplUTF 1UncIPSJ9
&e97b3dbada28efs MIE2ZBKYmF Y mUzODEY2U30GUyNZEON|Q1 Y2Q5MAZNIWMOOGIWN2VKOTKY 2MwYjMzNmRINGNHZmJKZIMONw26 3% 3D8t=jsonpd_tp=login&c=guqepmyanbssy
mgq&eu=hitps%3A%2F%2Fwww bankofamerica.com%2F

aero bankofamerica comiinternalheadreq

W NN Zmmm o e 50053 525511176 81 Hostname ~ | dul bankofamerica com
103759 93901 URI=| dull bankofamerica comvintemalheadreq

dul 7cid=6asi= 15e= %62F oo ComALSESSIONID=eyJpljoi0UAIZDIZSEpmS3JamtzRiQdcmFL 5 SnFIS INpTI

SGXHMWJZRXVoalZcLzd4TI

com/boasipt s
RCWIFGZkhLMXY2RTZqUExvOU1CTIRSYnJ5b09iSDIjQnIERONxejJ0ZHIY OF kyZHdiek JTZUxoQILUWXC.JQnVUCOJHOEY0WkiXYUSVN 1Bz TkF 1eHNYXCS
RWVUV2cHB3WTZTenkSRIF WZDVFUIZSWKS0TmpIU1F 1UncPS.J9 ee97bSdbada2Bels M2E2ZJBKYmFjYmUz0Dc1Y2U30GUyN2EON]QTY2Q5M{AZNWMOOGIWNZVKOTJKY 2MwYMzNmRIN
GNNZmJhZIMONw3:3D%3D&=xposi& _tp=login
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14. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click
the "+" button:

1021681055 1344 352
192 4 3;

] 92 168.1055 3w 406
. 4 35;
134 352

. 44 06
. U4 406
. . 344 3;
. 3 a4 406
® 1344 382
344 382

. 1344 3.
a4 35

. 4 3;
. 1344 382

092558 092558

15. Scroll down to get ICAP payload:

=035, nuibocy=1364

s NT 10.0; Wird4. x84) Appie
veor spaleaton/am q=0 & mag

8 Satan837.36
rec-excrange. v

JoB0e522ect4 161836131 8253 760eT5cb 05744 TuedT. Paih=
e 301311, 574752687 paiiv=/; domain= banksfamerica.cam

ICAP/1.0 200 OK

Server; CICAPIDES

Cannecion ree-alve
CI0001- K0V

IR reENErE0. MLy TR

bankofamerica com
Path=i-Dorrain= baniscfamerica.com
TRUSPMKA XU 2 TTam

* Sarvised By, 1p
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shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023 Page 36



. radware

4. Scenario 4 — Category Based Block

In this scenario we will demonstrate blocking specific category of web sites

Note:

In order to view the Alteon configuration refer to Appendix H: Scenario 4 Configuration
Please Open SSL Inspection analytics using Appendix I: Vision SSL Inspection Analytics

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
otherwise, regarding its accuracy, completeness or performance
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Diagram and Traffic Flow

SSL INSPECTION coge PROFESSIONAL

ococee os
@0 SERVICES

oe
radware

Qo

ICAP TAP NGFW
| [

Sel=el =S¢

radware

—

-

O &

Internet

Client
Data:192.168.200.1

uter
Data: 192.168.200.254

The diagram below details the entire flow of the traffic:

1. The client browses to www.cnn.com.

2. Based on web category filter the Alteon blocks the traffic and responds with a sorry page.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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Running the Demo Scenario

1. Open Chrome browser and Click on Bank of America bookmark:

C (@ pboutblank %) @

§ fteon  FTaP 30 moRw [ ONM |5 Bankof America

2. Click on the Lock Button and then Certificate to verify the certificate issuer:

< * ©
Ak x
1llm Management Businesses & Institutions Security =2z About Us En espanol Contact Us Help
Az
Credit Cards Home Loans Auto Loans Investing CE Better Money Habits™
Open a checking account
BANK OF AMERICA %2
My Rewarcs
$3a8.01 i
- Find a credit card quickly A] New Podcast: 'That Made
9’ Bank of America Advantage SafeBalance Banking® helps students manage money - with no overdraft fees. Get started x

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023 Page 39



radware

3. We can see that the certificate was issued by the Alteon, meaning the traffic was
forwarded to security devices for inspection and re-encrypted successfully:

€ C & bankofamericacom

Aeon §* TAP § NGFw mm seC [ CNN % Bankef

Certficate [Xlleaith Management  Businesses & Institutions  Security - About Us Enespafiol  ContactUs  Help
Genord | Detale | Cetfication path | i
N Howenwerpsor Y
W Ceaticate Information Bs Credit Cards Home Loans Auto Loans Investing fos Better Money Habits®

* Al splication polcies.

B Open a checking account

Issued to: v bankcFamerica.con

Issued by: Siliradware.cor|

Valid from 4] 16/ 2019 ta 4] 16/ 2020

BANK OF AMERICA %7

Learn mare about certiiates fecounts

RO

Hello, Chris.
Preferrec Rewards Gold Membe

My Rewards

Bank of America
. view

- Find a credit card quickly A New Podcast: That Made

@ Bank of America Advantage SafeBalance Banking® helps students manage money - with no overdraft fees. Get started

Schedule an Appointment:

4. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device:

. tp 2020111123 202011123 192.168.200.1 50960 34206240 81 Hosiname | aero bankofamerica.com

09:38:33 093934 -

Z bankofamerica.con/ 30305 (CE2d=ITYCTdC Thalhal MJIIMUE\ MnmlmJDﬂlyze FOYSUyMiUZQSU3QIUyMmNpZCUyMiUzZQSL ITlyJTNB:
MiZ: ITNBJ T\NTJDJT\WG«JTINTNBI‘!zk\/!|DVyMTchTJDJT\yZmV!IMMIMOEVJTJDJTWVth\/yMleOT!1\MkM\MJJUc,UyI\‘I\

UzQTE2MD? i J0JTly J TNBUTACITlydCUyMiUzQSUy pridl ITAEITIDITlycmFuZCLyMiUzQTgyNjU4MSUSRCUBRCU 1RA%3D%3D:
2Fwww bankofamerica comaL SESSIONID=eyJpljolOUdIZDIzSE pmS3lamizR]QdcmFL2z09IwiZSI6IN3nsSnFIS TN TIRCWIFQZKhLMXY 2RTZQUEXvOUT CT\R:VnJﬁbDfﬂSDhQnIERUNxeAJn
ZHIYOFkyZHdiekJTZUxoQIUWXCIJQnVUCOJHOEY 0WkixYUSVN 1BZTKF 1eHNYXCSCEWICS GxHMWJZRXVoalZcL zdd TIRWVUVzCHB3WTZ TenkSRiFWZDVFUIZS WSO TmplUTF1UNcSPSJ9
eeS7b3dbad a26ef5 M2E2ZJBKYmF|YmUzODCTY2U30GUyNZEONIQTY2Q5MAZNWMO OGIWN2VKOTJKY 2M) #%3D%3D8t=jsonps_t
mgq&eu=htips%3A%2F %2Fwww bankofamerica com2F
aero bankofamerica comnvinternalheadreq

) 02011123 20201123 19216820041 50953 525511176 81 Hostname = | dul bankofamerica.com
(83759 093901 R ) dull bankofamerica comfnimaheadreq
dull /boaalpHAQ7G 2F%2Fwww comALSESSIONID=2yJpljoiOUdIZDIZSEpmS 3amizRIQ4cmFL SnFISNpT]

RCWIFGZKhLMXY2RTZqUExvOU1CTI 5b0Si sDuun\ER INxej JOZHIY OF yZHdiekJ TZUxoQIUwXC9QnVUCOJHOE Y 0WikixYUSYN1Bz TkF 1eHNYX CICEWICSGxHMWJZRX VoalZeLzdd Tl
RWVUVzcHBIWTZ TenkSRFWZDVFUI 0TmplU 1F 1UncSPS.9 eed7b3dbada2Bef5 M2EZZ|BKYmF|YmUz0DC1Y2U30GUyNZEONJQ1YZQSMIAZNWMO OGHNZVKOTJKY2MwYMZNmRIN
GNhZmJhZMONw:30%3Dat=xpostd _tp=login
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5. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click
the "+" button:

. o 344 382 6

. 4 1 6

. 1344 406

. 44 6

. 1344 382 6

. 44 406

. U4 406

. 344 36 6
a4 406

. 1344 382 6
344 352 6

. 34 3 6
1344 35 6

. 1921681055 4 % 6

. s 48823 192168.1055 1344 352 6

092558

6. Scroll down to get ICAP payload:

=035, nuibocy=1364

rs NT 10.0; WHin4: x84) Appiel

68 SatarvEa? 36
veor spaleaton/am q=0 & mag -

rac-escran

JoB0e522ect4 161836131 8253 760eT5cb 05744 TuedT. Paih=
e 301311, 574752687 paiiv=/; domain= banksfamerica.cam

ICAP/1.0 200 OK
Server; CICAPIDES
Cannecion ree-alve
CI0001- K0V
IR reENErE0. MLy TR

bankofamerica com
Path=i-Dorrain= baniscfamerica.com
TRUSPMKA XU 2 TTam

* Sarvised By, 1p
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7. Enable the block filter for News web category:
e Login to the Alteon
¢ Navigate to Application Delivery - Filters
¢ Disable filter 60 (bypass filter from scenario 3)
o Enable filter 70

I radware Q & o Qe samn

Alteon Alteon01 4) & “ . i a 2
& e I . ) c
: (©) Apply Save Revert syne Diff  Dump
Filters
Typei WA (standalone)
Mgt 17 10.100.100.2 o
Fastatus tone t/ 8w
Varsion: 22.2.3.0
wac 00:0¢:28:84:115: ¢4 Hatch Settings
- - Stetus  FiterID  Deseription action  VLAN Application Port /Range Start  Application Part / Range End Source IP MNetwork  Source Mask/Prefis  Destination IP /Network  Destination
w
ot Mo et T semrch sesreh ey T SeCh  Search Search Search search Search Search
p—— Disabled 50 Bypass BEC.COM Redirsct  Any 443 443 any 0.0.0.0 any 0.0.0.0
Disabled | 60 Mews category bypass Redirect Any 443 443 any 0.0.0.0 any 0.0.0.0
System Enabled 70 Hews category block Deny Any 443 443 any 0.0.0.0 any 0000 |
Enabled 100 Inspect and send to IDS  Redirsct  Any 443 443 any 0.0.0.0 any 0.0.0.0
Network Enabled 150 Send ta IPS Rediect  Any 81 a1 any 00.0.0 any 0.00.0
Enabled 200 To-Gif Redirect Any 81 81 any. 0.0.0.0 any. 0.0.0.0
Application Delivery |
D quick service Setup
Traffic Match Criteria
@ npplication Services
DNS Autharity
LinkProof
Global Traffic Redirection
©  appShape++ Seripts Al
D port Processing Page 1 of 1
Seeurity

8. Click on CNN bookmark:
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<« C @ bankofamerica.com * O
© Akeon I TAP P NGRW @m BBC »}, Bankof America

Personal  Small Business  Wealth Management  Businesses & Institutions  Security <2 About Us Enespafiol  ContactUs  Help

BANK OF AMERICA %7 Flow: can we help you? &

Checking Savings Credit Cards Home Loans Auto Loans Investing &3 Better Money Habits®

Open a checking account

Get started

Ial @ j=NcE

Recounts Dashizoard Products

BANK OF AMERICA %7

QYo L1830

Hollo, Chri
Prtened Rewards Gold emoer

1234 5518 9010

My Rewards

Bank of America

Checiing

$348.01

- Find a credit card quickly A] New Podcast: 'That Made

@ Bank of America Advantage SafeBalance Banking® helps students manage money - with no overdraft fees. Get started

. 00/00 DEBIT

VISA

view

9. The website is blocked and we receive a sorry page:

¢ > ¢ [Eobewn] * ©

$ mteon £ TAP 3 NGFW am BBC [ CNN - Bankef America

2’ radware

Every second counts

TWe are sorry, but the site you are looking for is blocked by the Alteon.
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APPENDIX A: SSL INSPECTION OVERVIEW

Radware SSL Inspection solution provides the ability to preserve visibility on organization traffic with
the fact that most traffic is encrypted by allowing for transparent decryption of the SSL\TLS traffic in
a centralized location.

Key Drivers for Inspecting Outbound SSL Traffic:
e Eliminate blind spots of SSL encrypted communication to/from the enterprise
e Maintaining information’s communication’s privacy.

e Compliance and regulatory need for information disclosure
— Log all information access details (what, who when and from where)
— Prevent unauthorized (source or destination) data communication

e Prevent data leakage of business critical information

e Preventingress of malware and advanced persistent threats
— through SSL encrypted channel

e Monitor traffic to/from cloud applications and services
— Enforce the organization’s data privacy policies on cloud applications as well

SSL Inspection — Deployment Modes

Anti- Malware

h
—
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shared with unauthorized parties.
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Transparent Proxy device

One leg IPS deployment mode

Usually used for application level protection

Anti virus, anti bot, anti malware, WAF

HTTPS traffic from client is decrypted and forwarded to VAS
VAS configured in L3 for IPS analysis

No-MAC (bridge) device

Two leg IPS deployment mode

Usually used for network level protection — Anti DDoS
HTTPS traffic from client is decrypted and forwarded to VAS
VAS is configured as transparent L2

(no IP connectivity from Alteon to VAS)

<

N
>
A
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APPENDIX B: IMPORTING ALTEON CONFIGURATION

1. Open Chrome browser and click on the Alteon bookmark:

@ aboutblank X+ |l=l@] 2 |

C (@ |boutblank - = I

T Akeon T OTAP I ONGEW @ CNN

2. Login using credentials admin/radware:
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signin

https:4710.100,100.2

Usernarne | ‘

Passward
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3. Click on System and then on Configuration Management:

' radware

Altson Altson01 ') & 4.
i ] J
2 Apply Save Revert Syne
Configuration Management
oo va (standalone)
®

Mamt 1P 10,400,400.2 Import the Configuration Export the Configuration
HaStatusi None
ersien snass : A conti h d with ‘manual sync’ ensbled Iy b d with ‘manual sync’ snabled. This an be dons onl
poves e seinis Hots:  configuration that nas exported with ‘manual sync’ enabled can anly be imparted ith ‘manual syn’ enabled, This san be dane only via GLT

A r 3

o« [ Include private Keys

Gonfiguratior Monitoring

overview No file selected Browse S—

System Configuration Block

Management Access
Users

ShmP | Hext Boot Configuration Block: active -
D Logaing and alerts
D ONS client

©  Time and Date

D Licenses

D va settings

© _version Management
Q> configuration Management
T Subscrption Managernent

@ memory Management
D APM Server -

Active Corfiguration Block Active Configuration

Netrark
Application Delivery

Security Sabaic

Copyright © Radware Ltd. 2016 All Rights Reserved

4. In the Configuration management screen check Include Private Keys, fill the passphrase

(radware) and click Browse:
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:*radware

Alteon Altzon0l ) O LS

Wﬂg'i

! Apply Save Revert Syne

Configuration Management

ope A (endaons) ® Import the Configuration ) Expart the Canfiguration

Mgmt e 16.100.100.2

HA Status None,

Version: 32.2.3.0 . X . .

— R, Note: A configuration that was exported nith ‘manual sync” enabled can only be imported with "manusl sync’ enabled. This can be done only ¥is CLI
- % "I Include Private keys

Configurstion Monitoring

p——— Ho file selected Brawse Import

System Configuration Block
& - . .
Management Access Active Configuration Block: Active Configuration
Users
SNMP | Mext Boot Configuration Black: Active -

D Loaging and Alerts
O Dus client

D Time and Date

D Licsnses

D va settings

S version Management
Configuration Management
T Subseription Management

S Memory Management
O apm server -

Hetwork
Application Delivery

Security Submit

Copyright ® Radware Ltd. 2018 All Rights Reserved
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5. Browse to Documents, select Alteon passphrase 1234.tgz, which contains the default
configuration for the SSL Inspection demo then click Open:

I radware O O wow Suminn -

) & .. 3 B8 2
apply Save Revert Sync Diff Dump
Configuration Management

® Impart the Configuration () Expart the Configuration

Hote: & configuration that was exported with ‘manual sync’ enabled can only be imported with ‘manual sync’ enabled. This can be done only via CLI

¥ Inciugs Frivats Keys
L 2 fiste ey € open I
Fassphrase: e &k - comgunen | + |3 [ search Configuraton (5]
Condirm Passphrase: | saesees Organize = Newfolder =-de

System 4

| 4 Favorites Mame + Date modified [ Type | e | |

@ Management Access 5| | Nofile selected Browse |¥ AdteonlLtgz I LL2T/2018 6:02 BN TGZ File BKB

@ users L

@ sume Configuration Block

<

=Y Adtive Configuration Black: Active Configuration

-3

e Hext Bact Canfiguration Block: active -

-3

@ version Management

-3

@

a . S Network =
Netu

File name: [ | [enriesrs % =~

e et
Security Subrmit

Copyright © Radwars Ltd. 2018 All Rights Reserved
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6. Click Import to import the configuration to Alteon.

. radware

Alteon Alteon0l ) 4) & “

[ (O} Apply Save Revert Sync

i i

Configuration Management
Type: s (Standslone)
L)

. o omandale Import the Configuration © Export the Canfiguration
HA Status: Hone
wersion: 32230 Note: A configuration that rted with * I syne’ enabled Iy be imported with * I syne’ enabled. This can be d Iy wia CLI
e s os ote: A configuration that was exported with ‘manual syne’ enabled can anly be imported with ‘manual syne” enabled. This can be done only via

= Y
- w (@ inciude Frivate Key
Configuration Monitaring

v e Passphrase! I sesssss I
System Confirmn Passphrase:! I ssasess I
Management Access = ||| | Altean01 tgz Browse Import
Users I
SHMP Configuration Block
@ Logaing and Alerts
< Dns client Active Configuration Black: Active Configuration
< Time and Date
@ Licenses Mext Boot Configuration Block: fetive -
< va Settings
@ version Managsment
<) configuration Management
& Subscription Management
A [ M
Network
Application Delivery
Security Subrnit

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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7. After the configuration is imported, a message saying The request has succeeded
displays:

< radware O © o Quersmn -

Altgon Altson01 o ) & - 8 ?
1 Apply Requirsd  Save Required Revert Sync Diff  Dump

Configuration Management

A (Standalone)

AT ® Import the Configuration ) Export the Configuration
Nane

52230
00 8B 15CE Wote: 4 configuration that was exparted with “manual syne’ enabled can only be imported with ‘manual syne’ enabled. This can be done only via CLT
-
o ¥l tslude Privats Keys

Monitoring
p—— Passphrase:  seseees
— Confirm Fassohrase: | sessses
Management Access ~ | | Alteonot tgz Browse Import

Users
SHMP I Configuration Block

Loaging and Alerts

NS Clisnt Active Configuration
Time and Date

Licenses Mext Boot Configuration Block: Active -
VA Settings

Version Management
Configuration Management
Subscription Management.

HMemary Management

000000000000

APM Server -

Network

Application Defivery

T out of 1 messages displayed >> Close these L messages I

security I X The request has succeedzd.

8. Click Apply" button to apply the configuration and "Save" for save it on boot config:

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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APPENDIX C: RUNNING PACKET CAPTURES

You can use packet captures on the Alteon in order to show the traffic flow through different security
devices. Since the redirection is done in L2 you should look at the MAC addresses in order to
understand the packets source and destination.

To run the capture on the Alteon perform the following:

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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1. On the Alteon main screen — Click on: Monitoring - System - Maintenance - Packet
Capture:

3 (2 Ne
06:14:37 User: admin -
' radware &
Alteon Alteon01 ) & 4 . : - g
B e | v ) :
[ st apeendl (©) l Apply save Revert Sync Diff Dump
e
Type: VA (Standalone)
Mgrnk 1P 10,100.100.2 Packet Capture
Ll BRI (I Technical Support Data
L2 Ry Peiarancs [orTerenanaens

Packet Length: Vaiid range: 0 ... 9100 Bytes

Core File Management
# $ Port Range: VLA Valid range: 1 ... 4090
Configuraticf Monitoring I T Canture I

Packet Filter String:
Overview
Application Services. .

System

Start Stop Export Glear Capture Fil
Session Logs

@ General Information PR
D CPU and Memory Statistics
Capacity

D Locked Users

Hetwark

Application Delivery

Security

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be
shared with unauthorized parties.
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2. Click on Start to start packet capture:

* radware

Alteon Alteon01

s ) @l
Tipe: wA (standslone)
Mgt 10 10.100.100.2
M Statuz Hane
Versian: 32.2.3.0
MACt 00:0C129:241151C6

Canfiguration Monitoring

Overview

System

General Information

CPU and Memary Statistics
Capacity

Locked Users

cCOod00

Maintenance

Netwark

Application Delivery

Security

) &

Apply Save

Maintenance

Technical Support Data

Core File Management

Packet Capture

Application Services...

Session Logs

Fast¥iew Logs

Copyright © Radware Ltd. 2018 Al Rights Ressrved

L

Revert Syne

Packet Capture

Packet Count: Vaiid range: © ... 1000000000
Port Range

Packet Filter String:

I start ‘I stop

Export

Packet Length:

VLAN

Clear Capture File

3. Run the traffic through the Alteon

4. Click on Stop to stop packet capture:

Valid range: 0 ... 9100

Valid range: 1 ... 4050

Bytes

0 -

06:20:16 Q user: admin

=|

Cif  Dump
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:. radware Q 7 osezos S useri sdmin +
- B 8

Alteon Alteon01 'S & LN
B e i

l Apply Save Revert Syne Diff

Durnp

Malntenance ;

Type: i (Standalans) !
Mgt 1P 10,100,200, Packet Capture :
Ha Status: fon= Technicsl Support Data :
Version 32.23.0 Packet Gount: Vslid rangs: 0 .. 000000000 Packet Lanath: Vsiid rangs G ... 9100 Bytes |
AGH 00:06129:84115:G6 :
Core File Management ;

5 Port Range! WLAR ! Vaiid range: I ... 4099 '

Configuration, Meonitering Packet Capture 1
pre——— Packet Filter String: i
Application Services. ]

System Start ‘ I Stop JI Export Clear Capture File :
Session Logs ;

@ General mformation —— ;
© CPU and Memary Statistics :
Capasity 1 :
O Locked Users i
& Maintenance ;
Netnork 1
Application Delivery !
Security i

Copyright @ Radware Ltd. 2018 All Rights Reserved
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Alteon Alteono ¥ 'Y} Y “
4 Wl Apply Save Revert Syne
Maintenance

Tupa: VA (standalone)
Mgt 10: 10.100.100.2 Packet Capture
A status; tene Technical Support Data
Varsian: 32.2.3.0 Packet Count: Valid range: 0 .. 1000000000 Packet Length: Valis range. 0 .. 9100
e 00:0¢:29:84:45:08

Caore File Management
[ Port Range: VLAR: Vaiid range: 1 ... 4090
Configuratior. Manitoring Packet Gapture

Packet Filter String
Overview
Application Services...
System Start Step J Export ‘ Clear Capturs File
Session Loas
D General mformation o
D CPU and Memery Statistics
Capasity f
D Locked Users
@ Maintenance
Netwark
application Delivery
Security

5. Click on Export to export PCAP file:

Bytes

o -

Diff

6. Open the capture file in WireShark and inspect the flow based on MAC address changes.
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APPENDIX D: ADDING THE ALTEON AS A TRUSTED CA

1. When you first receive the Alteon issued certificate you will receive an error.
Click on Not secure for more information, then click on Certificate (Invalid):

Rl T
il ] [

Atteor
n to thi

£ Site settings

2. We can see that the Alteon issued certificate is not trusted by the PC:

Certificate x|

Genersl | Detals | CertFiation Path |

i@ Certificate Information

Windows does not have enough information to verify
this certificate,

A

Your connection is not private

valid from 5/ 7/ 2019 to 3/ 27/ 2020
Attackers might be trying to steal your information from www.cnn.com (for example,

passwords, messages, or creclit cards), Leam more

METHERR_CERT_AUTHORITY INVALID

Lear more about cerlficate:

= (] Help imprave chrome security by sending URLS of some pages you visit lirited system
information, and some page content to Google. Privacy policy

Advanced Reload

lel®] =
* O
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3. Inorder to trust the certificate browse to the Alteon and login:

@ Py errar x +

<« C A Notsecure | cncom

T P onGRw @ o

A

Your connection is not private

Attacke

N from www.enn.com (for example

() Helo improve Chrame security by sending URLS of some pages you visit: imited system
infarmation, znd some page contert to Googhe. Privacy polic

=l = ]
* O

4. Navigate to Application Delivery - SSL - Certificate Repository then double click

on SSLiCert:

<« C A Notsecure | 10.100.100.24webui/defaulthtml

£ Aeon  § TAP 3 NGRW @ ChN

I radware

Alteon Alteonol 4) 3 4 .
L\ 4 Apply Save Revert Syne

Certificate Repository

Typar A (Standalona)
gt 3 AR Note: After adding a key, certificate, or certificate request, you must generate it.
M Status: Hans
version: 22230 . . i 3 ” ”
Mo Bor0e 29554115106 Note: Deletion of a key will also delete it's associated Certificate andfor Certificate Request.
2 r 3
b L0 -
<onfiguratior Menitaring + @ Generate
Overview Certificate 1D Tupe Key Type  Common Mame Description  Status
Search Search v Search Search Search Search v
System
I ssticert Key RSA Generated
Network WebManagementCert  Key RSA Generated
sslicert Certificate.. R5A S5Liradware.com Generated
Application Delivery WebManagementCert  Certificate.. RSA Default_Generated_Afteon BBI Cert Generated
ssicert Server Ce.. RSA SSLiradware.com Generated
Quick Service Setup =
WebManagementCert  Server Ce.. RSA Default_Generated_altean_BBI_Cert Generated
Wirtual Services

Filters

Server Resaurces

@ [certificate Repositor: -
,

Security

Y Y Y

Copyright @ Radware Ltd, 2015 All Rights Reserved

Key Size
Search

2048
2048
2048
2048
2048
2048

Curve Name

Search

Certificate Expiry

Search

Wed Nov 18 09:22:06 2020
Wed Nov 18 07:44:02 2020

* 6

23:38:31 Q User: admin

Q

Intermediate CA
Search -

none
Hone
Hone
Hone
Hone

mone
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5. Click on Export:

& C A Notsecure | 10.100.100.2webui/defaulthtm|

-

§ Akeon 3 OTAP O ONGFW @ CNN

I radware ()

Altenn Altennnt AN S B .,
A Not secure | 10.100.100.2/webuifdefault.html

w e

233e:31 SU vsers sdmin v

§ Aweon 3 OTAP P ONGFRW @ CNN

**radware (2 N

23zi03 SL vsers admin v

Alteon Alteon01 4) & “ o : =] 2
6 R I = :
& (O apply save Revert sync Diff Durmp
Certificate Repository Edit Certificate Repository Entry

Type: Wi (Standalone)

Ha Status: Hone

Versien: az.2a,

MAC on:oc {hone]15:ce Type: Server Certificate -

Key Type! RESA -
Overview Serial Number: SDD3B43E
Sy I Settings
[ settings
Certificate Subject ..

application Delivery Subject Alternative Hame:

" Export

by Description: Max, Mumber of Characters: 31

Virtual Services

e
Filt

= iters Status: Generated v

Server Resources
® ss Key Sizer 2048 -

© certificate Repository o
& C & Notsecure | 10.100.100.2/webui/defaulthtm * e

¥ Ateon ¥ TAP P ONGFW @ CNN

23:38:31 SL User: admin =

s radware o

Altenn Alteanni

a a . = m—/ -
< C A Notsecure | 10.100.100. thtml w 6
$° Aleon 3 TAP 3 NGFW @ CNN
** rmiiimeA N 7 2sazos S1 user admin -
Certificate Repository Edit Certificate Repository Entry
Certificate Subject ... =
Confirm Key Passphrase: 3 =] ?
oif  Dump
Export
Export To:
Text:
t
Submit Cancel
s Reserved
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7. Browse to the certificate location and change its extension from .txt to .crt

_ JL_J |8 ~ computer = Locol Disk (G ~ Users ~ radware ~ Downlnads =T

Crganize - Dpen - Share with - Mews folder

Marne = Date rmodified I Size

0 Favorites Type
B Desktop B Certificate.crt 1142742019 11:47 ... Security Certificate
& Downloads

‘] Recent Places

o Libraries L\\)
@ Documents
& busic
&= Pictures
B videos

1% Cormputer

€ Metaork

8. Double click the certificate to open it and click on Install Certificate

Certificate x|

General |Detai|s I Certification Path

@R Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued ko:  S5Liradware.com

Issued by: 55Li.radware.com

valid from 11/ 19/ 2019 to 11} 18} 2020

IInstaII Certificate...l Issuer Statement |

QK |
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9. The Certificate Import Wizard will open. Click Next to proceed:

Certificate Irmport Wizard LI

Woelcome to the Certificate Import
Wizard

o This wizard helps vou copy certificates, certificate trust
A lists, and certificake revocation lists From wour disk to a

C:;;., certificate stare.

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used ko pratect data or ko establish secure network
connections. & certificate store is the system area where
certificates are kept,

To continue, dlick Mext,

< Back I Mexk = I Cancel

10. Select Place all certificates in the following store and click Browse:
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Certificate Irnport Wizard LI

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For
the certificate,

" automatically select the certificate store based on the bype of certificate

IG' Place all certificates in the Following store I

Certificate store:

I I Browse, ., |I

Learn more abouk certificate stores

< Back I Mext = I Cancel
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11. Choose Trusted Root Certificate Authorities and click OK:

Certificate Import Wizard ll

Select Certificate Store x|

s are kept.
Select the certificate store you want to use,

| Persona - or you can specify a location For

h Trusted Root Certification Authorities

] - Enterprise Trust d on the type of certificate
Intermediate Certification Authorities

g Trusted Publishers

L= tiotr st ed Cartificabec =
4| | »

Browse... |
[ Show physical stores

Learn more about certificate stores

< Back Next > Canicel

12. Click Next to import the certificate:
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Certificate Import Wizard 5'

Certificate Store

Certificate stores are system areas where certificates are kept,

‘indows can automatically select a certificate store, or vou can specify a location For
the certificate.

" Automatically select the certificate store based on the type of certificate
¢ Place all certificates in the Following stare

Certificate store:

Trusted Root Certification Authorities Browse... I

Learn more about certificate stores

< Back Cancel

13. Click Yes to confirm you trust this certificate and install it:

Security Warning il

“fou are about to install a certificate from a certification authority (C4)
claiming to represent:

SiLiradware.com

Windows cannot validate that the certificate is actually from
"S5Liradvare.corm”, You should confirm its arigin by contacting
"S5Liradvare.corm”, The following number will assistyou in this
process:

Thurmbprint (shal): 90798165 2622E441 80214098 74040220 136B6ATF

ifarning:

If you install this root certificate, Windows will automatically trust any
cettificate issued by this CA, Installing a certificate with an unconfirmed
thumbprintis a security risk, If you click "Yes" you acknowledge this
risk,

Do you want toinstall this certificate?
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APPENDIX E: SCENARIO 1 CONFIGURATION

All the traffic passes through the Alteon and the SSL inspection is performed using 3 filters:
100,150,200.

1. Filter 100

Description:

Intercepts SSL traffic from the client and sends clear traffic to the ICAP server and the
IDS on port 81.

Classification:
e Destination TCP port 443.
e Source interface 1 (client side).
Action:
e Perform SSL negotiation with the client in order to decrypt the request.
o Send a copy of the decrypted traffic to the IDS server on port 81.
¢ Send the decrypted traffic to the ICAP server on port 81.
Configuration:
/c/slb/port "1"
filt ena
add 100
/c/slb/filt 100
name "Inspect and send to IDS"
ena
action redir
proto tcp
dport https
group IDS
rport 81
add 1
applic http
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/c/slb/filt 100/ssl
sslpol FESSLPolicy
inspect ena
|7action inspect
/c/slb/filt 100/adv
icap icap_policy
thash sip
rtsrcmac ena
reverse ena
/c/slb/filt 100/adv/redir
dbind forceproxy
fallback continueFlow
foport 4
/c/slb/filt 100/report/inspect
ena
location clientside
purpose inspect
app https

dir outbound
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Filter 150

Description:
Intercept HTTP traffic returning from the ICAP server and send it to the NGFW server.

Classification:

o Destination TCP port 81

e Source interface 3 (ICAP server)
Action:

o Send the traffic to the NGFW server
Configuration:
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/c/slb/filt 150
name "Send to NGFW"
ena
action redir
proto tcp
dport 81
group NGFW
rport 81
add 2
/c/slb/filt 150/adv
rtsrcmac ena
reverse ena
/c/slb/filt 150/adv/redir
fallback continueFlow
fbport 4
/c/slb/filt 150/report/inspect
ena
location clientside
purpose inspect
app https
dir outbound

Filter 200

Description:
Intercept HTTP traffic returning from the NGFW server, re-encrypt it and send it to the
internet.

Classification:
e Destination TCP port 81
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e Source interface 5 (NGFW server)
Action:
o Re-encrypt the traffic.
e Send the encrypted traffic to the default gateway on port 443
Configuration:
/c/slb/port "4"
filt ena
add 200
/c/slb/filt 200
name "To-GW"
ena
action redir
proto tcp
dport 81
group GW
rport 443
add 4
applic http
/c/slb/filt 200/ssl
sslpol BESSLPolicy
inspect ena
/c/slb/filt 200/adv
matchdev all
rtsrcmac ena
reverse ena
/c/slb/filt 200/adv/proxyadv
proxyip 192.168.200.253
/c/slb/filt 200/adv/redir
dbind forceproxy
/c/slb/filt 200/report/inspect
ena
location serverside
purpose inspect
app https
dir outbound
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APPENDIX F: SCENARIO 2 CONFIGURATION

Description:

Filter 50 is configured to bypass SSL inspection for requests to host www.bbc.com and
send them directly to the internet.

Classification:
e Destination TCP port 443.
e Source interface 1 (Clients side).
e Host name www.bbc.com.
Action:
e Send the traffic to directly to the default gateway.

Configuration

/c/slb/port "1"
add 50

/c/slb/layer7/slb
/c/slb/layer7/slb/cntclss Host_Bypass ssl
/c/slb/layer7/slb/cntclss Host_Bypass ssl/hostname www.bbc.com

hostname "www.bbc.com”
/c/slb/filt 50

name "Bypass bbc.COM"

ena

action redir

ipver v4

sip any

smask 0.0.0.0

dip any

dmask 0.0.0.0

proto tcp

dport https
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group GW
rport 443
vlan any
add 1
cntclss Host_Bypass
applic http
/c/slb/filt 50/ssl
sslpol Outbound_FE_SSL_Inspection
inspect ena
|7action bypass
/c/slb/filt 50/adv
rtsrcmac ena
reverse ena
/c/slb/filt 50/adv/proxyadv
proxyip 192.168.200.253
/c/slb/filt 50/adv/redir
dbind forceproxy
/c/slb/filt 50/report/inspect
ena
location clientside
purpose bypass
app https
dir outbound
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APPENDIX G: SCENARIO 3 CONFIGURATION

Description:

Filter 60 is configured to bypass SSL inspection for requests to any NEWS site and send
them directly to the internet.

Classification:

e Destination TCP port 443.

e Source interface 1 (Clients side).

¢ Host name matches NEWS category.
Action:

Send the traffic to directly to the default gateway
Configuration:

/c/slb/layer7/urlfiltr/urlpol News_Bypass
/c/slb/layer7/urlfiltr/urlpol News_Bypass/categs/prod
42
/c/slb/port "1"
add 60
/c/slb/filt 60
name "News category bypass”
ena
action redir
ipver v4
sip any
smask 0.0.0.0
dip any
dmask 0.0.0.0
proto tcp
dport https
group GW
rport 443
vlan any
add 1
urlfilt News_Bypass
applic http
/c/slb/filt 60/ssl
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sslpol Outbound_FE_SSL_Inspection

inspect ena

|7action bypass
/c/slb/filt 60/adv

rtsrcmac ena

reverse ena
/c/slb/filt 60/adv/proxyadv

proxyip 192.168.200.253
/c/slb/filt 60/adv/redir

dbind forceproxy
/c/slb/filt 60/report/inspect

ena

location clientside

purpose bypass

app https

dir outbound
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APPENDIX H: SCENARIO 4 CONFIGURATION

Description:

Filter 70 is configured to block requests to any NEWS site and present the client with a
sorry page.

Classification:

e Destination TCP port 443.

e Source interface 1 (Clients side).

e Host name matches NEWS category.
Action:

Block the traffic and display sorry page.

Configuration

/c/slb/appshape/script SorryPage
ena
import text
when HTTP_REQUEST {
if {[HTTP:method] ne "HEAD" }{
HTTP::respond 200 content {
<html>
<p><img src="https://www.israel-
braingain.org.il/uploads/images/small_16457 jpg" alt="" width="286" height="78"
/>8&nbsp;</p>
<p>We are sorry, but the site you are looking for is blocked by the Alteon.</p>
</html>

/c/slb/port "1"
add 70

/c/slb/filt 70
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name "News category block"
ena
action redir
ipver v4
sip any
smask 0.0.0.0
dip any
dmask 0.0.0.0
proto tcp
dport https
group IDS
rport 81
vlan any
add 1
urlfilt News_Bypass
applic http
/c/slb/filt 70/ssl
sslpol FESSLPolicy
inspect ena
|7action inspect
/c/slb/filt 70/adv
rtsrcmac ena
/c/slb/filt 70/adv/redir
dbind forceproxy
fallback continueFlow
fbport 4
/c/slb/filt 70/appshape/add 1 SorryPage
/c/slb/filt 70/report/inspect
ena
location clientside
purpose bypass
app https
dir outbound
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APPENDIX I: VISION SSL INSPECTION ANALYTICS

In order to view SSL Inspection dashboard on Vision, please refer the following steps:
1. Click on Vision tab (U/P radware/radware):

& C A HNotsecre | 10.100.100.7 * O :

8 areon 3 TAP P NoPW mm BBC [ CNN < BankofAmerics

°2%% APSolute Vision

APSolute Vision Login

|;rauware |

| & Password |

For any login 185ues, Gntast SUppoDradware com
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** radware * . ALTEON SSL INSPECTION!

L J Type: Wi [Standalone)
EI DEfaU|t [d”d]] Mgmt IF: 101001002
| v 1 SSL Inspection | version: 32.2.3.0
» More
)
3t & |
I Overview
O Welcome

7\ Dashboard
"533 Service Status Yiew

1. Click on the SSL Inspection Alteon and browse to the security monitoring tab:

2. Click on SSL Inspection button:

B
3t w Vv
I Dashboard Yiew

0 Secu rity Events

Attack Distribution
I@ Sl Inspection
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