ojo] I

8% radware .

*

DefensePro X v1.5.1
Demo Lab Guide

Last Update: 12.05.2024



ocoee

-.8° radware

TABLE OF CONTENTS

TABLE OF CONTENTS ..ot iieieetreeeretetsesesese s s e seesss s e s e sas st s s s sesasssssssssssssnsssssssnessssssssssessssnssssssssssnsanes 2
LAB ENIVIRONMENT .......oociiiireteteceneeetestssessesstssesessssssssssssssssssssssssssssssssssssssssssssssesesssssssssssssssssssssssssssnens 5
TopPOology Data SEGMENL ...t seessrress e s sre s seesesasssssnesssnesssnesesaesesanesssnesesneserassssanansn 5
Topology Management SEgMENt .........c.ceeeveiirieiiieniinennresseeseseeseseessssnessnesssaesesassssanssssnssssnesssassssanasss 6

Lab Environment Credentials.............ciiiiiiiinininiiicnccnsscn s sssssenes 6
Management (MGT) SEation .........coociiiiiiriiiiiinererrr e ssses s s ssansssssesesaesesassssansssssasesnesesanes 7
Connecting the environment devices and running attacks ...........cocoevrinenninennincceeeee 7
Legitimate Traffic Generation.............uiciiiciicreccrercreeccre s s sssresssee s seeseseesesaesssnsesssnesesnesesnnes 8
Generating Traffic With JIMELET .........cc.i i st b et e 8

Verify legit traffic on the Cyber Controller Dashboards...........c.cocoveoviniineninenceeeeeeee 9

Attack Generation TOON ...ttt s ae e 12
DefensePro X High-Level Configuration OVerview ............ccoccciveviieniinnninnnnnnnnninnnnnsnessssssssnesssssenes 12
DefensePro X Network Protection POICIES ..........cccoieveirinicinincnnceceeeseseeee e 12
DEFENSEPRO X DEMO LAB SCENARIOS.........cccconiiiiinnninisnisnisnssssssessssssssssssssssssssssssssssssssssses 14
DNS Authoritative Protection ... 14
SCENATIO TOPOIOGY ...ttt ettt st b et he et et et e s b e ebe s bt ebe e st enseneeseebas 15

Running Legitimate TraffiC .........covoiiieiecee et sne s 16

DINS ALLACKS ...ttt 17

= o A 0= o] U =Y P 23

TLS Fingerprint ProteCtion ...ttt s 25
Legit Traffic & Baseline AJUSIMENT.........ccooviiiiiie e 25

TLS AHACKS ...ttt ettt 27

L LI ST e 1= o o 31
HTTPS Baseline AQJUSTMENT ...ttt st 31

Start the HTTPS Flood Attack from Kali and Verify Detection..........ccoceiiiiiinininiecece, 33

e ue=Ted Q11T F= 1 o o PSR 34

DefensePro X v1.5.1 Demo Lab Guide Page 2



ocoee

-.8° radware

Traffic FIlErS .ttt a s s saa s nesais 39
Create an HTTP Page Scanning Attack from Kali and Verify Detection ...........cccccocveevecvevveviennnnne. 39
ATACK MItIGALION ..ottt ettt b et be e 40

ERT Active Attacker Feed Protection..............iniininniininninninininsssssssessessessees 43
Start a UDP Flood Attack and Verify DeteCtion..........ccocveveieviieiicececeeeee e 43
e we=Ted Q11T F= o o U 44

Spoofed Syn Attack ProteCtion...........eeiceicieiinieininrrecrceescseessseesssne s snessseesesanssssnesssnesssnesssassssanesss 46
Start a Spoofed Syn Flood Attack And verify Detection ...........ccvvvivirinienenececeeeeeee e 46
ATACK MItIGALION ..ottt b et sttt b e 47

BDOS ProteCtion ......cccecuiiiiiiiiiiiiiiicnitnin sttt s s a s s e s 49
Create a UDP Flood Attack and Verify Detection ...........cccceveveieiicicececeeee e 49
ATACK MItIGALION ..ottt b ettt 50

BDoS Advanced UDP Protection ............incniiiincnininncncniiiscsennsnsscssssssssssesssssssssesees 54
Start Legitimate TraffiC........co.o et 54
Start @ UDP FIOOT AACK ......coveviririeiiirie ettt 54
AHACK MItIGALION ... bttt bbbt bttt et e et e 56
Start a UDP Flood Flash Crowed Legit TraffiC........ccceovirieiienirecceneeeeee e 59
Verify Flash Crowed Isn’t Getting BIOCKEd .........ccoooviiiiiiiiieeee e 60

DNS Flood ProteCtion ..........coceviiiiiiiiiititntntntittnirsrssnsssnssn e sesssesssssssees 61
Start DNS Legitimate TraffiC ..o 61
Start a DNS NX Domain Flood Attack and Verify Detection ..., 64
YN ue=Ted Q11T F= 1 o o [OOSR 65

APPENDIX 1 - HTTPS PROTECTION (ADDITIONAL INFO) ...ucooiiiiirerircreeetseseeeeee st seeneas 68

Protection OVEIrVIEW..........ciuiiiiiiiiiiiniiiiiiiciiiecscsnesecsst sttt ssssse st s ssesss s sssssessssasssnssness 68

SCENArio StEPS OVEIVIEW .......cueiiieiiiniiiiriceeieseescsnesssaesssnessssesssassssanssssnsssssssssassssassssasssssnesesassssassssanesse 68

CoNFIGUIAtIONS ...t s s s s e s s s s e nan 70

APPENDIX 2 - TRAFFIC FILTERS (ADDITIONAL INFO).....ccccccentiniiinininininncinisiscssssessscssssssssssssssesens 71

ProteCtion OVEIVIEW.........couiiiiiiiiiiiiciinntt st a s s e s s n s s 71

SCENAIIO SLEPS OVEOIVIEW ....cciiceeeircceierrcceeesrcreee s s seeessesseessssssesssssneesssssnesssssanesssssnsessssnnesssssanessessnnassane 72

DefensePro X v1.5.1 Demo Lab Guide Page 3



ocoee

-.8° radware

CONFIGQUIALIONS .....eeeieeiiiccecccecrcercre e e s sne s s sae e s nesenesesassssanesssnesesnesasnesesnnsssnnessnnesesnesesnessrnnenen 73
APPENDIX 3 - ERT ACTIVE ATTACKER FEED PROTECTION (ADDITIONAL INFO)........cccccoevrrvrrerunncn. 77
Protection OVEIrVIEW.........coeiiuiiiiiiiiiniiiiincineccstssese et ssssse st sassssssesesssssessssasssnssness 77
SCENAriO StEPS OVEIVIEW .......cueeiceeiiericeereescreescseessssesssnesssnesesassssanssssnesesnesesnesssassssanesssnesesnssssassssanessn 77
L0 o o1 1o [T = 11 o o 78
APPENDIX 4 - SPOOFED SYN ATTACK PROTECTION (ADDITIONAL INFO) ....cccceceverninennnenninenncsnnnens 80
ProteCtion OVEIVIEW.........couiiiiiiiiiiiiiiiinn sttt st st b s s e s s e s s b s s 80
SCENATIO SLEPS OVEIVIBW ....cccceeeerceeeeecceeercceee e seseee s e sseeesessasesssssnsesssssnsessssasesssssnsesessansessssanessassnsesane 80
CONFIGQUIALIONS .....eeeieeeceececcceerctercte s e s see e s sse e s s see s eesesae s s saessssne s nnesesnesesnesasnnessnnesennesesnessnnanen 82
APPENDIX 5 - BDOS PROTECTION (ADDITIONAL INFO)....ccccciniinninnininncsininincssssesisesssssssesesscssees 84
Protection OVEIVIEW........c.coeiiiiiiiiieiniiiiitinnnsctstssssst st sss et ssse s s s ssas s saesansness 84
SCENAriO StEPS OVEIVIEW .....c..ceeeieeeceiecceerceesceescseessssessseessseesesaesssssssssnesessesessesesassssssesessesesaesesassssnnenen 84
CONFIGUIALIONS .....eeiiiiiiiiietntrrrrrrren et e s ee s sassssansssans s sne s snesesansssassssnnessnesssassssanasen 86
APPENDIX 6 - BDOS ADVANCED UDP PROTECTION (ADDITIONAL INFO).....ccoceeoeninineneeniseneeenns 89
Protection OVEIrVIEW...........ueiuiiiiiiiiiiiiiicicnntccnnssesss st sss s s sssssesse s sassness 89
SCENATIO SLEPS OVEIVIBW ....cccceeeerceeeecceeeeccereeseseeeesesseeesessssesssssssesssssssessssasesssssnsesessansessssasessassnsessne 89
CONFIGUIALIONS .....eeiiiiiiiirtinecrcrrrrnrrs et s s sneseses s sassssansssans s snesesnssesansssansssnnesssnesssassssnnansn 91
APPENDIX 7 - DNS FLOOD PROTECTION (ADDITIONAL INFO) ...c.cccentiiniinninincinsessincsscssssesisscssesens 94
ProteCtion OVEIVIEW.........cuiiiiiiiiiiiniitititrrr st a s s e s s n s s 94
SCENAIIO SLEPS OVEOIVIEW ....cociceeeirceeerrcceer e seseee s s ssnessessanesssssneessssanesssssanessssansessssnnessassanessssannesanne 94
CoNFfIGQUIAtIONS ...t s s s s s st e 95
APPENDIX 8 - HTTPS TRAFFIC GENERATION TEMPLATE (ADDITIONAL INFO) .......ccccoveervirereenen. 97

DefensePro X v1.5.1 Demo Lab Guide Page 4



(oJe] 1 )

-.8° radware

LAB ENIVIRONMENT

Topology Data Segment

Internet

Legitimate User

(This PQ) Attacker
Mgmt: 155.1.1.1 O Mgmt: 155.1.1.2
Usemame:radware Usemame: root
Password: radware T‘T Password: radware
—
1551.101.1 155.1.101.2
155.1.101.10-21 Users_Segment 155.1.101.100-150
155.1.101.0/24
DP_INJEthl
°c3 CYBER °%2 DEFENSEPRO X
Mgmt: 155.1.1.6 CONTROLLER Mgmt: 155.1.1.7
Usemame: radware réh... @ Usemame: radware
b | - - |
Password: Radwarel! QU X Password: Radwarel!
DP_OUTI Eth2
DC_Segment
155.1.102.0/24
155.1.102.4
155.1.102.100
o
Mgmt: 155.1.1.4
Usemame: root o
Password: radware
[
Target Server
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Management (MGT) Station

The demonstration is performed from the management station, which includes:
e Access to Cyber Controller

e Access to environment devices

e Legitimate traffic generation

e Attack traffic generation (via remote to attacker station)

The management station includes two network interfaces: one interface connects to the lab data
segment, and the second interface connects to the management segment.

Connecting the environment devices and running attacks

We use the Management station to connect the rest of the lab devices with the help of Multi PuTTy
Manager tool. To access the Multi PuTTy click the black icon in the task bar.

R @ Attacker
u -------- £9 DNS Resolver
) R S £P Server
MTPuTTY ........ £P DefensePro

-------- ¢ Cyber-Controller (root)

-------- EP Cyber-Controler (radware)
-5 DNS Attacks
i3 TLSFP Attacks
i--E3 HTTPS Attacks
b3 BDOS Attacks

B3 Traffic-Fitters Attacks
i3 Syn-Flood Protection
B3 ERT Attacks

DefensePro X v1.5.1 Demo Lab Guide Page 7
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Legitimate Traffic Generation

To generate legitimate traffic in the demo environment, use the management station. The management
station uses the JMeter tool for HTTPS and DNS traffic generation.

Note: certain attacks have their own legit traffic, described in the relevant scenarios.

Generating Traffic with JMeter

JMeter is a Java-based stress tool that is used in the demo lab to generate DNS and HTTPS requests from
the legitimate host (management station) to the protected object in the policy, and for simulated HTTPS
requests from authenticated and unauthenticated sources (Attackers) in the HTTPS protection scenario.

For more information regarding the buckets used in the HTTPS protection scenario click here.
To load the profile template, do the following:

1. From the management station, click JMeter, which is located on the desktop.

2. Open the file menu—>click on “open”.

3. Select the JM legit script folder:

7 & Open x
Look In: ‘ﬁhm "‘

[ Domain-DNS jmx
[ HTTPS_Legitimx

File Name: | |

| Files of Type: ‘JMelar[Jml] ‘vl L

4. Select the HTTPS_Legit.jmx script.

5. To start the test traffic, after loading the template, click Play.

HTTP5_Legit.jrmx (C:\ProgramData\wDP lab folder\Lab\Jmeter\bin\HTTPS_Legit.jrmx) - A

File Edit Search Run Options Help

Dle|alaw [X[TE] [+]- u.".b'*

{0 Bucket 101-200
=40 Bucket 101-200
4 Leqit_IP_List

4 Attack_IP_List

] workBench

¢ g HTTPS Trafiic- Multiple sources !
o {43 Bucket 501-550 - Legit (SRC:155.1.101.10-13)] | Thread Grou
o~ 405 Bucket 401-500 - Legit (SRC:155.1.101.10-13) | Name: [Bucket5

o= <> Bucket 301-400 -
o= 4> Bucket 201-300 -
- Attacker (SRC:155.1.101.14-16)

2% Authenticated_IP_List

Legit (SRC:155.1.101.10-13)
Legit (SRC:155.1.101.10-13)

| Comments:
Action to be tak;
- Authenticated (SRC:155.1.101.17-19

Thread Propert
Number of Thre:

Ramp-Up Period

Loop Count:

DefensePro X v1.5.1 Demo Lab Guide
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6. After the test runs, the number of running users displays at the upper right of the pane.
7. To stop the test traffic, click the red x button.
Note: some of the attacks includes specific legit traffic generation

For the scenario of DNS Flood Protection and BDoS Advanced UDP Protection, there is a different legit
traffic, which is mentioned on the scenario section.

Verify legit traffic on the Cyber Controller Dashboards

1. Once the legitimate traffic has started, it is displayed in the Analytics AMS > DefensePro X
Monitoring:

Real-Time Monitoring

Security Settings

Cyber Controller

Security Operations

DefensePro X v1.5.1 Demo Lab Guide Page 9
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2. Verify the data on the HTTPS Flood dashboard. Go to Analytics AMS > DefensePro X Behavioral
Protections:

DefensePro Analytics

EAAF for DefensePro

3. Onthe “DefensePro Behavioral Protections” page click on the “HTTPS Flood” button and then
click on the ”Server” button and choose “Change Scope”.

Cyber Controller

DefensePro Behavioral Protections SERVERS IServer Name: server Device Name: DefensePro X Policy Name: VDP_Demo_Lab

BDoS DNS Flood Quantile DoS

DefensePro X v1.5.1 Demo Lab Guide Page 10
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4. On the “Scope Selection” window, choose the server with the IP “155.1.102.4” and click
“Submit”.

Scope Selection b4

Servers |1

Q—. . .

Server Name Server IP Device Name Policy Name

@serwe[ 155.1.102.4 DefensePro X VDP_Demo_Lab

5. The HTTPS Flood dashboard includes a graph with all the buckets with more detailed information
(such as attack edge, real-time traffic, baselines, and so on):

Cyber Controller y | = atware. o)
DefensePro Behavioral Protections SERVERS  ServerName: server Device Name: DefenseProX Policy Name: VDP_Demo_Lab Show Maxmn snasis 15m (D)
BDoS  DNSFlood  Quantile DoS
Inbound Traffic

Requests per Second Request-Size Distribution

B ronsoysisme B Ity Ansccs o] T = -

B LeptmateTratc  [E] Totsl Tramc

DefensePro X v1.5.1 Demo Lab Guide Page 11
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Attack Generation Tool

The DefensePro X Demo lab includes the Kali Linux client as the attacking tool for all attack scenarios:

Kali is a well-known penetration machine that runs various types of attacks. The demo lab uses Kali to
execute HTTPS, DNS, UDP floods, and page scanning attacks.

DefensePro X High-Level Configuration Overview

DefensePro X Network Protection Policies

The following table provides a high-level overview of the DefensePro X demo lab configurations:

10 udp_server e BDoS (for the advanced UDP)
(155.1.102.100 /32)

5 Protected Webserver
(155.1.102.4/32)

HTTPS

Traffic Filter
e TLS Fingerprint
e ERT Attacker Feed
e Spoofed Syn Flood
e DNS Flood

e BDoS

DefensePro X v1.5.1 Demo Lab Guide Page 12



DefensePro X configurations include two major network protection.

To view the network protection configurations in Cyber Controller:

1. Go to Ssecurity Operations > Security Setting:

Cyber Controller

©® Peacetime

Security Operations

Real-Time Monitoring New

Security Settings

Cyber Controller

Security Settings

Policies  Security Templates

(oJe] 1 )
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035359 radware v

2, import Configuration

& Export Configuration  (7)

Policies (2 + add Foicy Qs =
Status Name Description Device Template Origin Update Time
enabled VDP_Demo_Lab DefenseProX Cm 07/23/2023 0059 /s 0
enabled VDP_Demo_Lab_Advanced DefenseProX Custom 07/05/2023 0636 /s 0

DefensePro X v1.5.1 Demo Lab Guide Page 13
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DEFENSEPRO X DEMO LAB SCENARIOS

DNS Authoritative Protection

In this scenario, we'll delve into the new protection for authoritative name servers, introduced in
DefensePro X version 10.5. The updated DNS protection now encompasses two types of modes:
Recursive, the familiar DNS protection from previous versions, and Authoritative, a new protection
specifically designed for authoritative name servers which we will focus on.

Our scenario comprises of several components:

1. Server: This is our Authoritative DNS server, housing 16 zone files from dp-demo-1.com to dp-demo-
16.com.

2. Resolver (newly introduced server): The resolver plays a crucial role in serving legitimate traffic and
navigating the challenge/response mechanism introduced in the new Authoritative protection. This
allows the protection to distinguish between legitimate resolvers and attackers. It's important to
note that the resolver in our demo is configured to forward all requests to our Authoritative server
when doing recursive lookups, and caching has been disabled, ensuring it performs recursive lookups
for each request.

3. Attacker: responsible for generating both attack and legitimate traffic. Attack traffic is directed
straight to the authoritative server, targeting the dp-demo-1.com domain exclusively. Legitimate
traffic, on the other hand, is sent directly to the resolver, with queries distributed across all 16
domains on our authoritative server.

4. Cyber-Controller: configured with a scheduled task to retrieve all 16 zone files from our authoritative
server and automatically configure them on the DNS Protection allow list. The new protection uses
the DNS allow list first, it’s essential to maintain a one-to-one representation of the zone files in the
DefensePro allow list for proper mitigation without false positives.

5. Grafana: available in chrome bookmarks bar a link to Grafana dashboard. The dashboard displays
graphs that offer insights into the types of queries and responses received by both the authoritative
and resolver servers.

DefensePro X v1.5.1 Demo Lab Guide Page 14
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Scenario Topology

Incoming Queries Legitimate Traffic
15514.5 155:1:1.2
DNS Resolver
-]
(-]
°
Recursive Queries Attack Traffic
155.1.101.201
155.1.101.202 155.1.101.2
S : 155.1.101.101 - 200

155.1.101.203

#* DEFENSEPRO

5

(-]

-]

-]

155.1.102.4

Authoritative DNS Server
dp-demo-1.com — dp-demo-16.com

DefensePro X v1.5.1 Demo Lab Guide Page 15
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Running Legitimate Traffic

To start legitimate traffic, open MTPutty and double-click on "Start DNS Legit Traffic”. Our legitimate
traffic is configured to run at a rate of 1000 Queries per Second and includes queries from all existing
domains. This traffic is sent directly to the resolver, which then performs recursive lookups through our
authoritative server.

When observing the Real-Time Monitoring screen and the units are displayed in PPS (Packets per
Second), we can observe that we are receiving 1000 Packets per Second, equivalent to our 1000 Queries
per Second.

DefensePro Traffic Direction: Inbound ~  Filter: All ~»  Units: pps v Devices n
B received (@ Oropped @ Excluded Challenged
15K
1
500
0
0839 08:40 0841 08:42 08:43 0844 0845 0846 08:47 08:48 08:49 08:50 08:51 0852 0853
DefensePro Traffic © New Connections Concurrent connections Mitigation Breakdown

Since Cyber-Controller 10.5, DNS Analytics has been added and can be accessed via the Network
Analytics feature. Here, we can gain valuable insights into our legitimate traffic. We observe that we are
sending only A queries from a single source, which is our resolver with IP address 155.1.101.201.
Additionally, we can see that these queries span across all of our domains.

Network Analytics

DefensePro Application Analytics  DNS Analytics

DNS Top Domains o Uitz qps v DS Tap Query Types g v = ops W

ONS Top FQON Per Saurce v ~ 15 qps DS Tap RON Per Source sl v v

wwwwwwwww

DefensePro X v1.5.1 Demo Lab Guide Page 16



ocoee

-.8° radware

Accessing the Grafana dashboard (available in Chrome bookmarks), we can access information about
both our Authoritative and Resolver servers. The Authoritative server receives A type queries and

responds successfully at a rate of 1000 queries per second (QPS). Similarly, our resolver receives 1000
QPS from our legitimate clients and performs recursive lookups at the same rate of 1000 QPS.

DNS Attacks

In this scenario, we will demonstrate three different DNS attack types, each corresponding to a
mitigation method used by the new Authoritative protection. We will run the attacks in the same order
in which the protection escalates, starting from Allow-List, then proceeding to Challenge/Response, and
finally, Adaptive Rate-Limit.

1. DNS Water Torture Attack
To start the attack open MTPutty and double click on "Start Water Torture Attack”.

Water Torture attacks are basically a random sub-domain query, in our attack we are generating a
random string for dp-demo-1.com domain in the form of <random>.dp-demo-1.com. this attack
generates 7000 QPS.

Once the attack is running, we will be able to see a DNS event detected, clicking on the magnifying glass
will take us to the attack details.

Detection Events 1 = &

Action Status Category Event Name Event Destination Updated Time Duration Policy Name DP Name Info
® Drop Ongoing DNS DNS flood IPv4 DNS 155.1.102.4 18.04.2024 10:19, 00:03:10 VDP_Demo_Lab DefensePro X Q
In the attack details we can see multiple items from top to bottom:
e Auto Scoping — Identifying that the attack is currently targeting the dp-demo-1.com domain.
e Escalation Path — Currently utilizing the Allow-List method for mitigation.

e Escalation Path Graph — lllustrating the mitigation of 7000 QPS using the Allowlist method.

DefensePro X v1.5.1 Demo Lab Guide Page 17
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e DNS-A Graph — showing A query mitigation along with the legit traffic not impacted, which
maintains its rate of 1000 QPS.

Attack Details  Attack Analytics [ &, Poap ] [ Sampled Data ]
@ Auto Scoping dp-demo-1.com
DNS Attack Auto-Escalation Path View Log gps v

Current Auto- [ ]

Escalation !
Allowlist AugiSec 5.8 K

faps! Blacked: 100.0%  Total:576.8K

0352 0353

a Allowlist e Challenge e Adaptive Rate Limit

DNS-A IPub ~  gps

N5

In the Escalation Path, we can also click on the ‘View Log’ to examine the events that triggered the
Allowlist mitigation. In our case, upon reviewing the log, we observe that a Water Torture attack was
detected, and the Auto-Scoping feature identified the attacked domain as dp-demo-1.com, thereby
limiting the allowlist mitigation to this specific domain.

Log X

Timestamp  Event

Auto-Scoping domains: dp-dema-

10:16:18
1.com

Started Water Torture attack

10:16:18
mitigation for scoped domains

DefensePro X v1.5.1 Demo Lab Guide Page 18
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While the Water Torture attack is running, you can switch to the Grafana dashboard and observe
the Authoritative DNS responses. Since the attack generates nonexistent domains, you'll notice
an increase in NXDomain responses from the server, as a real-world attack would.

DNS Authoritative

Incoming Queries Incoming Request Opcodes Response Results

= NXDOMAIN

~ DNS Local Resolver

Queries Resolver Queries Query Errors

100

1K
B0

DefensePro X v1.5.1 Demo Lab Guide Page 19
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2. Dictionary Attack

To start the attack open MTPutty and double click on "Start Dictionary Attack”.

This attack involves flooding by sending an A query for appl.dp-domain-1.com at a rate of 7000 QPS. It's
important to note that this FQDN is included in our allow list.

Once the attack is running, it will continue from the same event as detected by the Water Torture attack.
Looking at the attack details we can see that the Escalation Path has escalated to the next mitigation
approach, challenge.

Hovering over the challenge dot in the escalation path will reveal a popup showing that we have sent
600k challenge attempts and only 1 has been validated. The one validated attempt is from our resolver,
which successfully passes the challenge. This ensures that legitimate traffic continues to flow without
interruption.

Attack Details  Attack Anal e (& pcae | [ sampledam |

Protection is actively dropping traffic.

Auto Scoi 4 ; Challenge by:
@ uto Scoping p-dema-1.com Real Time Signature

Challenge Statistics:
Total Challenge attempts: 610.1 K
Challenges validated: 1

DNS Attack Auto-Escalation Path

gps v

Current Auto- L
Escalation

(qps) Allowlist Aug/Sec: 6.4 K AugiSec: 2.4 K

Blocked: 72.8% Tota: 1.6 M Blocked: 27.2%  Total:610.1H

03:52 0353 03:54& 03:55

a Allowlist ﬂ Challenge ﬂ Adaptive Rate Limit

DNS-A Pyl ~  gps

Scrolling down the Attack Details, we'll find the signature calculated by the DefensePro. It's essential to
understand that this signature isn't used to block traffic; instead, it's used to identify the queries that will
receive the challenge.

DefensePro X v1.5.1 Demo Lab Guide Page 20



Additional Attack Attributes

Risk Radware ID Direction {In/Qut} Action Type Attack ID
High 450 In Drop 66-171335!
VLAN MPLS RD Source Port Packet Type
N/A N/A Multiple Regular
Characteristics Real-Time Signature
DNS DNS An Query TTL DNS ID Operator
Query Count B4 [
DNS L& Checksum State Mitigation Action OR
Query Blocking Signature Challenge
Count ]
AND
[
AND
AND

ocoee
®0
oce

Physical Port
1

Parameter

dns-flags

destination-ip

dns-subdomain

radware

Total Pac|

ket Count

Value

0,256

155.1.102.4

dp-demo-1.com

Examining the attack log, we notice that the Real-Time Signature has been calculated and is currently
utilized for the Challenge\Response mitigation action.

Log X
Timestamp  Event
10:22:56 Real-Time-Signature modified

Challenge response mitigation action

10:22:56

started using Real-Time-Signature
10:22:51 Real-Time-Signature modified
10:22:47 Real-Time-Signature modified

Auto-Scoping domains: dp-demo-
10:16:18

l.com

Started Water Torture attack
10:16:18

mitigation for scoped domains |

DefensePro X v1.5.1 Demo Lab Guide
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3. Authenticated Resolvers Dictionary Attack
To start the attack open MTPutty and double click on " Start Authenticated Resolvers Dictionary Attack”.

This attack involves flooding by sending an A query for appl.dp-domain-1.com at a rate of 7000 QPS. It's
essentially the same attack as the Dictionary Attack, with the only difference being that the source IPs
are authenticated. This simulates a dictionary attack through real resolvers that can pass the challenge.

Once the attack is active, we'll notice that the Escalation Path has progressed to the next mitigation
approach, Adaptive Rate-Limit. With the Adaptive Rate-Limit, DefensePro tracks sources that request the
same FQDN at a rate of 5 QPS or higher. These sources will be added to the suspend table along with the
suspended FQDN. It's important to note that in this mitigation approach, the Real-Time Signature is not
used, all queries that match the domains found by the Auto Scoping are considered eligible for
suspension.

As observed by hovering over the Adaptive Rate-Limit in the Escalation Path, we have 99 Sources &
FQDN pairs in the suspend table. At this point, our legitimate traffic is not impacted as we ensured that
queries to dp-demo-1.com will not exceed 5 QPS.

—_

Attack Details  Attack Analytics (& pcae | [ sampledpata |

Status:

Protection is actively dropping traffic.

X Adaptive Rate Limit by:
(—B Auto Scoping dp-demo-1.com

Auto-scoping domains

Adaptive Rate Limit Statistics:
DNS Attack Auto-Escalation Path View Log AHE T AT 20T gps v
Number of new blocked host & FQDN pairs: 99

Current Auto- *———
Escalation

(qps] Allowlist AugiSec:6.8K AugiSec: b4 K Aug/Sec: 1.4 K
lgps) :

Blocked: 54.0% Total:2.9M Blocked: 35.0%  Total: 1.9 M Blocked: 11.0% Total: 590.5 K

03:52 03:53 0358 03:55 03:58 03:57 03:58

H Allowlist Challenge Adaptive Rate Limit

DNS-A Pul v gps
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Examining the attack log, we can observe that due to the high Degree of Attack during the challenge
event, we escalated to Adaptive Rate-Limit.

Log X
Timestamp ~ Event

Auto-escalating to Adaptive Rate

10:36.00
Limit due to high DoA

Adaptive Rate Limit mitigation action

10:36.00
started for scoped domains

10:22:56 Real-Time-Signature modified

Challenge response mitigation action

10:22:56 T
started using Real-Time-Signature

10:22:51 Real-Time-Signature modified

10:22:47 Real-Time-Signature modified

_

Anrmnine, A Anma

In our demo we are simulating 99 authenticated sources by authenticating the entire 155.1.101.0/24.
Typically, resolvers will pass the challenge and enter the authentication table with a /32. However, in
cases where a resolver receives a challenge with one source and responds with a second source IP,
DefensePro authenticates the entire /24. We utilize this by authenticating 155.1.101.0/24 and execute
the attack with source IPs from this range.

To observe the source in the authentication table, execute the following command in the DefensePro CLI:
“system internal security dns challenge auth-table”. Then, using WinSCP, access the file located at
“/mnt/applData/debug_dns_cr_authentication_table.txt” on DefensePro. This file contains the
authenticated source IPs.

Packet Capture

At this stage, while all attacks are running, we can demonstrate our unique packet capture capabilities by
initiating a packet capture for our policy "VDP_Demo_Lab". Simply click on the icon indicated below.

Policles 2

Status Policy Name Device Name Inbound Dropped Challenged

Once clicked, you'll be presented with the packet viewer. Pressing the Play button will initiate
the packet capture, which will automatically stop after capturing 5000 packets. At this point you
should be able to observe multiple types of packets (Dropped, Passed, Matched and
Challenged) marked by different colors as shown below.

DefensePro X v1.5.1 Demo Lab Guide Page 23



Packet Viewer

Capture Settings

Device

Packets

@ Dropped [ Passed [ M
Time Device

0.000

0.000 Defensef

0.000 Defensep

0.000 DefensePra

Capture Filter

SRCIP Address

= 155.1.101.125

1305.13239

130.50.111.239

155.1.102.4

166.40.222.85

B 1551101126

SRC Port

DST IP Address

rR®®®

mnme

155.1.102.4

155.1.102.4

Display Settings

Match Filter
DST Port Protacol
53 DN
53 DNS
5559 OnNS
53 DNS
5559 DNS
53 DNS
53 DNS
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Display Filter

T Delete

Reason

Dropped due t

radware

m X

Export (4 Import

& to DNS Pratection

a DS Pratection

For each packet, you can expand the DNS payload to view additional information. Below, we can
see a challenge sent by the DefensePro in the form of an NS response along with its cookie.

Packet Viewer

DNS

ID: 0x927b

QR: Respanse

OPCODE: 0 (Query)
Authoritative Answer: True
Truncated: False
Recursion Desired: False
Recursion Available: False
Reserved Bit: 0
Authentic Data: False
Checking Disabled: False
RCODE: O (No Error)
QDCOUNT: 1

ANCOUNT: O

NSCOUNT: 1

DefensePro X v1.5.1 Demo Lab Guide
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ARCOUNT: O

Question:

QNAME: App1.0p-Demo-1.Com
QTYPE: 1(A [Host Address))
QCLASS: 1 (Internet (IN))
Authority:

NAME: App1.0p-Dema-1.Com

TYPE: 2 (NS (Authoritative Name Server]]

CLASS: 1 (Internet (IN))
TTL: 0

RDLENGTH: 40
RDATA:

NS RDATA:

NSDNAME: (k01-76eB95b6d4-81c44617.Dp-Demo-1.Com

o X
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TLS Fingerprint Protection

Legit Traffic & Baseline Adjustment

Note: make sure JMETER is not running when demoing this protection.

The TLS Fingerprint protection needs a learning time between 6 hours to 3 days . To quickly set up a
baseline, we use a script that automatically resets it and generates the necessary legit traffic for the
demo.

To execute the script, open the Multi Putty and double-click on "TLSFP_Legit_and_Baseline_Start".
Here's a high-level overview of the script's actions:

Initiate legit traffic using a packet capture containing "Client Hello" from various legit clients.
Reduce the learning period to 120 seconds.

Reset the baseline.

Pause for 160 seconds.

Apply the learned baseline.

Restore the learning period to 60000.

Print the baseline.

NoukwnNpe

To verify the script's successful execution, check that the printed baseline state is "Detect", and all the
thresholds are populated with numbers as seen below.

# Policy Name # State # Learning # RT BL R # RT Thre # BL Rate # BL Thre # Current # Current # Active # Learning # Suspend # Start Time #
# # # Hits # ate # shold # # shold # Rate # RI val # Attacks # Duration # # #
+ # # # # # # # # ue # # #

############################################################################################################################################################H
# VDP Demo Lab # Detect # 28246 # 2192.52 # 87.43 # 2189.36 # 87.43 # 2202 # 0.08 #0 # 130 # # 11-11-23 19:13:51 #

#############################################################################################################################################################
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Additionally, in the Real-Time Monitoring and Network Analytics section of Cyber-Controller, confirm
that the legitimate traffic is visible, resembling the captures below:

Cyber Controller

@ Peacetime 500

Security Operations

a

Traffic Bandwidth

Action Status Categary Event Name Event Destination Updated Time

Cyber Controller

& Back ta Security Operations.

Network Analytics

DefensePro

Application Analytics

Top TLS Fingerprints

DefensePro X v1.5.1 Demo Lab Guide
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TLS Attacks

The TLS Fingerprint Scenario includes 3 different attacks:

1. Six fingerprint attack — this attack is using a packet capture to send TLS Client-Hellos taken from
actual real-world attack. To initiate the attack, open Multi Putty and double-click on
“TLS_6_Finger_Attack_Start”. Once the attack is running you should be able to observe 6 detected
events in the Real-Time Monitoring screen as shown below:

Traffic Bandwidth Direction: Inbound ter: All v Units: bps w Devices

B Received B Dropped B Excluded Challsnged

&M

0227 0228 0229 0230 0231 023 0233 023 0235 02:36 023 38 23
Traffic Bandwidth o Neew Connectiors Concurrent connections Mitigation Breakdown
55M 79 £02 e
r[\f'
| |
S i
r i : \l |
Detection Events 6 =
Action Status Category Event Name Event Destination Updated Time Duration Policy Name DP Name Info
» Drop Ongoing TLS Fingerprint TLSFP Behavioral E... 155.1.102.4 01/15/2024 02.... 00:01:14 VDP_Demo_Lab DefensePro X O\
o Drop Ongoing TLS Fingerprint TLSFP Behavioral 7... 153.1.102.4 01/15/2024 02:... 00:01:14 VDP_Demo_Lab DefensePro X G‘
» Drop Ongoing TLS Fingerprint TLSFP Behavioral 6 155.1.102.4 01/15/2024 02-. 00:01:14 VDP_Demo_Lab DefensePro X O\
» Drop Ongoing TLS Fingerprint TLSFP Behavioral E... 155.1.102.4 01/15/2024 02.... 00:01:14 VDP_Demo_Lab DefensePro X Q
» Orop Ongoing TLS Fingerprint TLSFP Behavioral 3 155.1.102.4 01/15/2024 02- 00:01:14 YDP_Demo_Lab DefensePro X O\
B P — BT — am= o ama A iaEisne L A A P, om0 ~

By examining the Application Analytics, you can easily identify the six fingerprints responsible for the
attack. It's important to note that we manually selected the lower four fingerprints to display in the
graph, providing a clear distinction between legitimate and malicious activity.

Network Analytics
Seplction Arays

Tep TUS Fingerpents

M
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2. Non-Citizen attack — this attack is using a packet capture as well to send TLS Client-Hellos, the aim
with this scenario is to show an attack on a fingerprint that existed during peace time and is
considered non-Citizen as its traffic is significantly low, meaning it can be used for mitigation even
though the TLS profile mitigation scope is configured for ‘Unknown Fingerprints’ as shown below.

—  BEHAVIOURAL TLS FINGERPRINT

Behavioral Detection State ©

_ - °
Mitigation Scope: ® Unknown Fingerprinta () All Fingerprinta

°
Detection Sensitivity: Low -
Leaming Period: | 1 Day -

During peacetime you can observe the non-Citizen fingerprint highlighted below using the command
“system internal security tls-fingerprint behavioral fingerprint-data * -c 50”.

i For Policies in Learning State; 25 For Folicies in all other States

otal Fingerprints: 25
tizens 111
a io

Policy Name Fingerprint Current Current £ Moving seseline R pestiine B cizizen IR LR
e Rits Fortion § Hits Hits
Bit/sec nit/sec E mit/sec Eittsec 1 EiTsec

Under

VOP_Demo_Lab | FFOBERALDIFS4D5CA. 30.5 0.277273 29.130 29.129 0.275681 Yes 58.258 43690 [] [] No
VDF_Demo_Lab AT T Ten oo E et e 1 0.209091 § 21.834 21.633 0.206633 § Yes 50.000 750 0 0 5o
VDF Demo_Lab DasaPTBLSSTIOSEOSADIETSSR00F 5 Detect § Accive £ 127 0.115455 £ 11,970 11870 0.113282 3 ves 50.000 0.000 o o ¥
VDP_Demo_Lab 50B6481BCCS9B19C0TAB2FI1 180C0D6S § Detect § Active f§ 9.7 0.068162 § 9.406 9.406 0.089021 § Yes 50,000 20.000 0 0 ¥
VDE_Demo_Lab 90896224BBOCTCS07DISDOISIEIASASE 2 Detect S Active = 8.6 0.078182 £ 0.328 8.329 0.078826 £ Yes 50.000 20.000 0 0 o
VDP_Demo_Lab 43S€AR12EFEDISECA 2364 199FFI2FF) | Detect § Active § 7.0 0.063636 § 6.797 767 0.064230 § Yes 50.000 20.000 0 o ¥o
VDP_Deno_Lab AO102F03E6T96806A10FDFSDR190ATSE & Detect S Active = 3.6 0.032727 2 3.651 3.651 0.034556 = Yes 50.000 20.000 0 0 8o
VDP_Demo_Lab 130EFEDAEFROD20218576TAS 1EACA41 § Detect § Active § 2.2 0.020000 § 2.904 2,084 0.019720 § Yes 50.000 20.000 0 0 5o
VDF_Demo_Lab 4CAOSEETEOFIOEBAZFTE2ITCIESE0CSI & Detect S Active 2 1.6 0.014545 £ 1.563 1.563 0.014793 £ Yes 50.000 20.000 0 0 N
VDF_Demo_Lab s: 76RB! petect § Active § 1.6 0.014545 § 1.551 1.551 0.014 Yes 50,000 20,000 0 0 ¥
VD _Demo_Lab DB2C655E17634 381CE961BARBASEOGDD £ Detect £ Active 2 1.5 0.013636 £ 1.551 1551 0.014677 £ Yes 50,000 20.000 0 o No
'VDP_Demo_Lab I9C274F22EDOEFF4164093 § Detect § Active 1.0 0.009091 1.042 1.042 0.009860 No 50,000 20.000 0 0 No
VOF_Dems_Lab 477178462 30A0S1DFBA0S0IIEADEGFOF S Detect 2 Active 2 0.6 0.005455 £ 0. 0.527 0.004988 = ¥o 50.000 20.000 0 0 w0
VDF_Dems_Lab $93E86652CA2791EEF5594 1CBFOGARD B Detect § Active 8 0.5 0.004545 § 0.527 0.527 0.004588 § ¥o 50.000 20,000 0 0 ¥
VDF_Demo_tab ODCFROFIAID947F21E5IDTST004BASDS £ Detect  Active 2 0.5 0.004545 £ 0.527 0.527 0.004588 = Mo 50.000 20.000 0 9 ¥
'VDP_Demo_Lab 428A936BPC2CAF699068353920C4SE3C § Detect § Active 0.5 0.004545 0.527 0.527 0.004988 No 50,000 20.000 o 0 No.
VDF_Dems_Lab ASGAIIEA4IFCEIDCEA2I0235105833AC £ Detect = Active = 0.5 0.004545 % 0.521 0.521 0.004527 £ Mo 50.000 20.000 0 o 8o
VDE_Demo_Lab 21BPOSEE4B207FE0TIEDEFIA2C0BB540 § Detect § Active 0.5 0.004545 § 0.521 0.521 0.004527 § Mo 50.000 20.000 ° 0 N
VDF_Demo_Lab 7930A755040657C0SSADEEA31OFG698  Detect & Active = 0.5 0.004545 £ 0.521 0.521 0.004527 2 Mo 50.000 20.000 0 0 *
VDP_Demo_Lab CD84280F1BSIBFCI0EEAEF11F7108408 § Detect § Active 0.5 0.004545 0.521 0.521 0.004527 No 50.000 20.000 o o o
VDF_Demo_tab { Devec S active S 0.6 0.005455 50.000 20.000 0 0 %
VDP_Demo_Lab [63DDFS2F7 3AAF2ETCBEFFFRIIACFASA 8 Detect B Active 0.6 0.005455 0.515 0.515 0.004872 3 50.000 20.000 o o No
VDP_Demo_Lab S Petect £ Rerive T T-OUSTS ¢ B n 50.000 20.000 0 0 wo
VDP_Demo_Lab DASFDES7102A6E0624A4ASCOSERF281F 8 Detect 8 Active 0.5 0.004545 0.515 0.515 0.004872 No 50,000 20.000 o 0 o
VDF _Demo Lab FEICFI7CREBTBTESIECHAICHAFFESS2 § Detect S Active S 0.6 0.005455 3 0.513 0.513 0.004854 _E No 50,000 20.000 o o 5o

To initiate an Attack, open Multi Putty and double-click on “TLS_Non_Citizen_Attack”. Looking at the
Real-Time Monitoring screen you should be able to observe a single event detected.

Traffic Bandwidth Direction: Inbound ~  Filker: All o Units: bps ~ Devices

B recened (@ oroped () Evouced Challenged

00.00 000 ooz 0003 0008 0005 0006 [ [ 0009 000 el ooz [5SE] o0

Traffic Bandwidsh o R Cannectians ConcuTent connections Witigazion Breakdown
- 41M

Detection Events 1 = &=
Action Status Category Event Mame Event Destination Upéated Time Duration Palicy Name DPName Info
» Drop Ongaing TLS Fingerprint TLSFPBehavioral 6. 155.1.1024 01/17/202600:1.. 000115 VDP_Dema_Lsh DefenseProX  Q
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By examining the Application Analytics, you can identify the non-Citizen fingerprints responsible for

the attack.

Netwaork Analytics
Appication Analvtics

DetersePra
PP pR—

Python script attack — this script is used to create an HTTP attack involving a complete TCP

connection followed by TLS handshake, unlike the previous two attacks that relied on packet
captures with only TLS Client-Hello. The script establishes numerous HTTPS connections intentionally

3.
exceeding the learned baseline triggering a detection and subsequent mitigation by the TLSFP
protection. To initiate the attack, open Multi Putty and double-click on "TLSFP_Attack Start”.
Once the attack is running, you'll be able to see two detection events on the Real-Time Monitor
screen of Cyber-Controller, Syn-Flood and TLS Fingerprint, as seen in the screen capture below.
Please be aware that while Syn-Flood detection occurs due to an excess of SYN packets surpassing

the threshold, the mitigation is carried out by TLSFP. "Client Hello" packets are dropped before the
Challenge/Response phase can occur. To validate this, examine the mitigation breakdown for further

confirmation.

Traffic Bandwidth

@ Dropped (B Excluded

B Received

Updated Tim
00:16:50

Event Destination
11/11/2023 23:27:50
001638

Event Name
18511024
11/11/2023 232750

S¥N Flood VDP_Demo_Lab.
15511024

Status
n-Flood
TLSFP Behavioral 0ASA1ER.

Page 29
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Additionally, examining Network-Analytics will reveal the primary fingerprint behind most requests,
specifically the attack initiated by the Python script. Refer to the TLSFP attack details for accurate
information on the exact fingerprint being blocked during the mitigation process.

Network Analytics

o]
DefenseP: Aefication Aratcs

Top 115 Fngarprints

TLS Fingerprint, TLSFP Behavioral OASATEB7AFL77SDCEDBFS7ELABCTF2A3

X
Prot Start Time Name
Attack Details  Attack Analytics | & Pcap | | SampledData
I Fingerprint: 0}15.&1EE7,5F"|779DLEDBF5?E-’;AEL7:2}13I I Service Name: Unknown I
Behavioral TLS Fingerprint ps v

700

2312 2313 2314 2315 236 2317 2318 2319 23:20 2321

. Reported . Dropped

Additional Attack Attributes

Risk Radware 1D Direction (In/Out) Action Type Attack 1D Physical Port Total Packet Count
High 6500 In Drop 46-1689771242 1 398059

WLAN MPLS RD Source Port Packet Type

M/ MN/A Multiple Regular
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HTTPS Protection

For more additional information about this scenario, please refer to the “Appendix 1 - HTTPS Protection

(Additional Info)” section.

HTTPS Baseline Adjustment

HTTPS protection requires baselining (default 7 days). As this is not possible during Demo, we suggest
adjusting baseline learning period to 120 seconds.

Use the following script for adjusting the HTTPS baseline:

1. Open the Multi Putty Manager.
2. Double click on the “HTTPS Baseline Script” session, which is in:
Sessions Manager aDP Demo Laba Other Commands (From Attacker)

3. When the script opens, press “y” if the legit HTTPS traffic is running (the HTTPS legit traffic must
be running at this point!).

ans Manager 4 x HTTPS Baseline Script

3 DP Demo Lab

+;| Attack scripts (From Attacker)
5-E30 Other Commands (From Attacker) = | SMP Debian 5.2
%= HTTPS Baseline Script

=/ wget 155.1.1024

Attacker

Cyber Controller {user root)
Cyber Controller {user radware)
DefensePro X

Router{¥yoS)

4. Now wait for the step number 9 on the script, which will tell you that you can start the attack:
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Start the HTTPS Flood Attack from Kali and Verify Detection

1. From the session manager, select the HTTPS_Attack_Start.
This script activates HTTPS flooding towards a specific bucket (101-200), which initiates the detection
and mitigation phases.
While the script is running, the following screen displays:

Sessions Manager 2 x DefensePro X ) HTTPS_Attack _Start |
£3 vDP Demo Lab :
=B Attack scripts (From Attacker)

% BDoS_Advanced_UDP

NS_Subdomain_Flood

= ERT Attack

T Geo_Attack_start

eo_Attack_unblocked

TIPS_Attack_Stop

% HTTPS_Full_Decryption

= Page_scanning_Attack Start

= Syn_Spoof Attack Start

2. Inorder to stop the attack, double click on HTTPS_Attack_Stop:

Sessions Manager 7 x
= £} vDP Demo Lab
=- B Attack scripts (From Attacker)
= BDoS_Advanced_UDP
= DNS_Subdomain_Flood
= ERT Attack
= Geo_Attack_start
= Geo_Attack unblocked
= HTIPS Attack Start
= HTTPS_Full Decryption
= Page scanning Attack Start
= Syn_Spoof_Attack_Start
= UDP_Flood_start
= UDP_Flood_Stop I
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Attack Mitigation

While the attack is running, the HTTPS protection module begins the characterization process of the
malicious sources.

In this phase, all sources whose destinations match the attacked bucket and their HTTPS requests rate
towards the attacked bucket are above 80%, are challenged with a 302-redirection cookie challenge,
those who do not pass the challenge are considered as attackers.

1. Verify the attack in Cyber Controller. Go to the Security Operations -> Real-Time Monitoring:

yber Controller

@ Under Attack

Security Operations
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2. On the detection events section, you will find the event attack. You can verify the attack details by
clicking on the magnifying glass button:

Detection Events 1 =

Action Status Category Event Name Event Destination Updated Time Duration Policy Name DP Name

& Challenge Ongoing Https HTTPS Flood Protec 155.1.102.4 05/22/2023 213 00-05:46 VDP_Demo_Lab efensePro X

3. Verify the number of authenticated and attacker sources:

Https, HTTPS Flood Protection p 4

Protected Object/Policy Destination Address Start Time Duratior Artack Name

D b Lab 155.1.102.4

Details [ sampledData |

Additional Attack Attributes

Risk Radware ID Direction {in/Out) Action Type Attack ID Physical Port Total Packet Count
High 700 n hallenge 37-1684815078 1 1087749
VLAN MPLS RD Source Port Packet Type
I N/A Multiple Regula
Characteristics
Detection Method Mitigation Method Authentication Total Suspect Total Reg. Total Sources
By Rate of HTTPS Requests Challenge Suspected Attackers Method Sources Challenged Challenged
302 Redirect B 156 8
Total Sources Authenticated Total Attackers Sources Auth List Util. Req. Per Sec Transitory Baseline Transitory Attack
5 3 13 s, (460 Value Edge Value
107 RPE 128 RF:
Long Term Trend Baseline Long Term Trend Attack Edge
Value Value
110 RPS 138 RPS

4. Close the detect event detail by clicking on the “x” button, so you will return back the real-time
monitoring dashboard.
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5. Click on the “Network Analytics” button:

Cyber Controller * ha0) RIS
Security Operations ®
v =
Traffic Bandwidth 3 Policies (3 +

e e ] status Policy Name Device Name Setel s Mappud s ) Contungat

Cyber Controller . F—— v ]
Network Analytics 0]
DefensePro t

Defensepro Tratfic v M Un w Last Week Trends .

" e e ¢ @ e Top Palicies.
7.5 28w 760

Oropped | o
7w 220 10

Top Source IP Addresses Sart By: & v Unesbps v
Top Applications
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6. Verify the data on the HTTPS Flood dashboard. Go to Analytics AMS > DefensePro Behavioral
Protections > HTTPS Flood (make sure the server is selected):

In the following screen, you should see a graph that includes all the buckets together. While under
attack, a deviation in one or more of the buckets should occur. In this output, the deviation occurs in
bucket 101-200:

Cyber Controller 13:2556 radware v

DefensePro Behavioral Protections Servers Server Name: server Device Name: DefensePro X Policy Name: VDP_Demo_Lab Show Max/Min Analysis  15m  (3) (D

BDoS DNS Flood Quantile DoS

Inbound Traffic

Requests per Second Request-Size Distribution
[®] TransitoryE e @ Transitory Attack Edge [8] Long-Term Trend Baseline.
u L_: n
[®] LongTen m Trend Attack Edge. . a
f 5
\ o |
g g |
a | 7
3 | E N L e
-3 f |

B SR PR e
3 15 13

7. Open the JMeter pane and view the 302 results in the Response code per second pane:

Open the bucket 101-200 — Authenticated (these sources are the legitimate traffic that has been
passed the challenge):

“}8) Constant Throughput Timer Filename | sromse.. |Louisplay Onbe [ Emors [|Successes | Configure
o= 4O Bucket 401-500 - Legit -
o 4G Bucket 301-400 - Legit 34 Chart #Rows ﬁsminus
o 40 Bucket 201-300 - Legit —
& 406 Bucket 101-200 - Attacker W 200 W302 Mon HTTP respanse code: java.net SocketException
¢ 40" Bucket 101-200 - Authenticated 30 l
ip@gc - Transaciions per Secor] . ]
¢/ HTTPS Request Tul 51l ‘ N M] . M]Lb_
e e | (| L s mn L el
~ Jp@gc-Response Codes p| ‘ r ‘ j
(&) Constant Throughput Timer g2 ‘
2 LegitIP_List o - ‘l i
S atack_IP_List g 4
2% Authenticated_IP_List g5 "
) workBench % ot
-l
5
= g-d .
6
3
ﬂﬂ%ﬂ 00 00:00:54 00:01:48 00:02:42 00:03:36 00:04:30 00:05:24 00:06:18 00:07:12 00:08:06 00:08:00
Elapsed time (granuiarity: 1 sec)
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8. Verify connectivity towards the attacking destination. Open the browser and select the Webserver
bookmark (URL: http://155.1.102.4):

& > C  ©® Notsecure | 155.1.102.4 * O :

@ VP LabTopology  §* Vision @ Webserver

vDP Expert Demo site

PS Security

Radware
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Traffic Filters

For more additional information about this scenario, please refer to the “Appendix 2 - Traffic Filters
(Additional Info)” section.

Create an HTTP Page Scanning Attack from Kali and Verify Detection
1. Check if the Webserver is reachable from the attacker before running the attack.

Select the wget 155.1.102.4 icon located in the Other Commands (From
Attacker) folder on the Session Manager.

BIX. wget155.1.1024

2. Click on the Page_scanning_Attack_start icon located in the Attack scripts folder on the Session
Manager.
This script activates an HTTP Page scanning attack towards the Webserver with a URL that does not
exist on the Webserver.

While the script is running, the following screen displays:

Sessions Manager 2 x Page_scanning_Attack_Start
§ vDP Demo Lab

B8 Attack scripts (From Attacker]
% BDoS_Advanced_UDP
% DNS_Subdomain_Flood
= ERT_Attack
= Geo_Attack_start
% Geo_Attack_unblocked
= HTTPS_Attack _Start
% HTTPS_Attack_Stop
= HTTPS_Full Decryption
= Page_scanning_Attack_>ta
= Syn_Spoof_Attack_tart
= UDP_Flood_start
= UDP_Flood_Stop

BB Other Commands (From Attacker)

= wget 155.1.1024
= Attacker
= Router(Vyo$)
= Server
3 vDp
= Vision (user root)

& Vision(user radware)
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3. To stop the attack, press Ctrl +C

Attack Mitigation

1. Verify the attack in Cyber Controller. Go to the Security Operations -> Real-Time Monitoring:

Cyber Controller y 33040 W v
@ Under Attack LS

Security Operations fo
Tratc Banduicnn — potcies @) Do

e L L Statan Potry Narme el e ot Owterge

Traffic-Filters, TF_Profile X
Erotectag Object/ Pokcy Destnation Adaress Start Time Attac tame
Attack Details \ttack Analytics | &, PoaR | | Sampled Data
Additional Attack Attributes
Ris Radware ID Direction (in/Cut) Action Type Attack 1D Physical Part Total Packet Count
High 700010 n Drop 208-1688553507 1 1986
VLAN MPLS RO Source Port Packet Type
N/ N Multiple Reguiar
Characteristics
Filter Name Filter ID Attack Packet Rate (pps)
TF_Prafile 70001C 132
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2. Open JMeter on the legitimate client and verify the information on the Transactions Per Second
graph, select one of the legit buckets.

File Edit Search Run Options Help

@ add &L + =% S o % il % = H| & 03354 oA 16115 (g
9 ay-HILES TaMc - LIuole S0urce: , i
¢} 40> Bucket 501-550 - Legit ip@gc - Transactions per Second E3l
< ip@gc-Transactions per Second Name: [jp@gc - T per Second ]
T~ ATTPS Request [ —

2% HTTP Header Manager
2% HTTP Cookie Manager
< ip@ac-Response Codes perSel |  Write results to file | Read from file

(&) Constant Throughput Timer Hlenamel ‘ ‘ Browse. LogiDisplay Only: [] Errors [] Successes
500 - Legit
et 301-400 - Legit cnan { % Rows { ¥ settings

201-300 - Leg
= G5 Bucket 101-200 - Attacker l B HTTPS Request (success) |
ket 101-200 - Legit

@ Help on this plugin

kul‘w‘”U‘”I‘W\”‘lmlwWWWle‘\”‘"l‘||“|HW|W||‘. |

TR R

Number of transactions /sec

3
2
1
0
00:00:00 00:03:23 00:06:47 00:10:10 00:13:34 00:16:57 00:20:21 00:23:44 00:27:08 00:30:3 00:33:55
; ! Elapsed time (granularity: 1 sec)
« m s

3. Check if the Attacker client can log in to the Webserver.

Select the wget 155.1.102.4 icon located in the Other Commands (From Attacker) folder on the
Session Manager:

hatitey Fage_scanning_ATack_tar WOET 122.1.1U.4  WGET 132.1.1UZ.4

BB Attack scripts (From Attacker)
% BDoS_Advanced_UDP
= DNS_Subdomain_Flood
= ERT_Attack
% Geo_Attack_start
= Geo_Attack_unblocked
S HTIPS_Attack Start
= HTIPS Attack_Stop
% HTIPS_Full_Decryption
& Page_scanning_Attack_Start
= Syn_Spoof_Attack_Start
= UDP_Flood_start
= LAI0P Elocd Ctop

B8 Other Commands (From Attacker)
Gget 155.1.102.4

% Attacker

% Router(VyoS)

= Server

= vDp

% Vision (user root)

= Vision(user radware)
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4. Verify connectivity towards the attacking destination. Open the browser and select the
Site(155.1.102.4) bookmark (URL: http://155.1.102.4):

& > C  ® Notsecure | 155.1.1024 » o |

@ DPlabTopology  §* Vision @ Webserver

vDP Expert Demo site

PS Security

Radware
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ERT Active Attacker Feed Protection

For more additional information about this scenario, please refer to the “Appendix 3 - ERT Active
Attacker Feed Protection (Additional Info)” section.

Before running the test: Verify if the last ERT Attacker feed schedule was run successfully by clicking
the Scheduler button in Cyber Controller:

Scheduler
Task List
" Q
Task Type Name Description Current Status Enabled Last Execution Status Last Execution Date Next Execution Date Run
Se - Search Searct Search - Search - - Search Search Searcl -
ERT Active Attackers Feed for DefensePro  ERT Waiting Enabled success 23.05.2023 09:38:59 23.05.2023 10:38:51 Minutes
Update Security Signature Files Signature Waiting Enabled Success 22.05.2023 23:40:46 29.05.2023 14:36:00 Weekly
Geolocation Feed GEQ Waiting Enabled Success 22.05.2023 23:41:00 29.05.2023 12:00:00 Weekly

Start a UDP Flood Attack and Verify Detection

From the session manager, select the ERT_Attack_start.

This script activates UDP flood attacks towards the Webserver from multiple sources that are on the ERT
list.

While the script is running, the following screen displays:

nager 2 x ERT_Attack v
! Demo Lab ~
Attack scripts (From Att:
% BDoS_Advanced_UD
% DNS_Subdomain_Flc
= ERT Attack

= Geo_Attack_start

% Geo_Attack_unblock
= HTTPS_Attack_Start
% HTIPS_Attack_Stop
& HTTPS_Full_Decrypti
= Page_scanning_Atta
% Syn_Spoof_Attack St
= UDP_Flood_start

% UDP_Flood_Stop
Other Commands (From
% wget 15511024
Attacker

Daiacn o c

2. In order to stop the attack, press Ctrl +C.
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Attack Mitigation

1. Verify the attack in Cyber Controller. Go to Security Operations -> Real-Time Monitoring:

Cyber Controler noass it o
© Under Attack 136w T35,

Security Operations x @
a o o 3 s

Tratfic Randuwidth

@i @ Owres @ G - st i Wbound . Dropped . Onbenged

7 _k P _Derno_ Lab clenesbio - v
- R —

Detection =@

acton Suts T Ctmpory Erent Hame EventDestnation ©  UpdatedTime ©  Dution ©  PolyName CPhame = oo

2. \Verify the attack details on the AMS > EEAF Dashboard:

.

Cyber Controller 10:10:50 adware ~
ERT Active Attackers Feed (EAAF) Dashboard for DefensePro POIICIFS Live Threat Map > 15m @ (@
Filter by IP Address Last 24H Distinct Attacking s~ 6 Last Monith Distinct Attacking IPs 6 Top Malicious IP Addresses Attacks  Packets  Volume
Total
Packets
Top Attacking Geolocations Atacks  Packets  Volume Breakdown by Malicious Activity ~ Attacks  Packets  Volume 1281413558
Total Total BUBL/ /33
Packets Packets s e

BE  United States Anonymizer !
L 1 5
- ctherlands Botnet Member

Intruder

Scanner

Scanner (TLS/SSL)
EAAF Timaline Artacks  Packets  Volime Totals in Selected Time Frame.

242K Distinct 1P Attacks Packets Volume
anr Addresses
a0
15K *‘u‘
0K 625K
™ ] 30.45 10.22

10:05 1010
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Open JMeter on the legitimate client and verify the information on the Transactions per Second graph:

9 HTTPSTraffic- Mulliple sources . i
¢ 40" Bueket 501-550 - Legit ip@gc - Transactions per Second
- ip@gc-Transactions per Second Name: [p@oc - Transactions per Second |
¢ 2 HTTPS Request  Ca——
#4 HTTP Header lanager @Help on this plugin
#£ HTTP Cookie Manager ——
. p@gc - Response Codes perse || Write results to file/Read from file
(&) Gonstant Throughput Timer Filename | || sowse | Logmispiay ony: [JErors [ successes
& 40 Bucket 401-500 - Legit
© 40 Bucket 301-400 - Legit cnam v Rows. ‘Semngs
& 40> Bucket 201-300 - Legit
o £0b Bucket 101-200 - Attacker W HTTPS Request (success)
& 40b Bucket 101-200 - Legit 10
2 Legit IP_List
% Attack_IP_List o
A Authenticated_IP_List
1] workBench
8
7
g
2
2 6
2
3
5 5
5
3
4
5
H
3
2
1
0
00:00:00 00:00:37 00:01:14 00:01:51 00:02:29 00:03:06 00:03:43 00:04:21 00:04:58 00:05:35 00:06:13
Elapsedtime (granulary: 1 sec)

4. Verify connectivity towards the attacking destination. Open the browser and select the Webserver

bookmark (URL: http://155.1.102.4):

- > C @ Notsecure | 155.1.102.4

@ WDPLlabTopology §* Vision @ Webserver

vDP Expert Demo site

PS Security:

Radware
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Spoofed Syn Attack Protection

For more additional information about this scenario, please refer to the “Appendix 4 — Spoofed Syn
Attack Protection (Additional Info)” section.

Start a Spoofed Syn Flood Attack And verify Detection

From the session manager, select the Syn_Spoofed_Attack_start .
This script activates Spoofed Syn flood attacks towards the Webserver from multiple sources.
While the script is running, the following screen displays:

Sessions Manager
=1-£8 DP Demo Lab

21 B Attack scripts (From Attacker)
-2 BDoS_Advanced_UDP
L DNS_Subdomain_Flood
L ERT.Attack
L HTTPS_Attack Start
L HTIPS_Attack_Stop
Page scanning Attack Start
Syn_Spoof_Attack_start
Syn_Spool_Attack Stop
 UDP_Flood_start
- = UDP_Flood_Stop
£1- B3 Other Commands (From Attacker)
i [% HTIPS Baseline Script
L% wget 15511024
T Attacker
= Cyber Controller (user root)
= Cyber Controller (user radware)

" Syn_Spoof_Attack_Start

.= DefenseProX
-/Z Router(VyoS)
- Server

2. Inorder to stop the attack, double-click on Syn_Spoofed_Attack:

= '__} DP Demo Lab
—; Attack scripts (From Attacker)
- = BDoS_Advanced_UDP

- 72/ DNS_Subdomain_Flood
-’z ERT_Attack
- iz HTTPS_Attack_Start
- 7 HTIPS_Attack_Stop

=/ Page_scanning_Attack_Start
Syn_Spoof_Attack_Start
Syn_Spoof Attack Stop
UDP_Flood_start
= UDP_Floocd_Stop
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Attack Mitigation

1. Verify the attack in Cyber Controller. Go to the Security Operations -> Real-Time Monitoring:

Cyber Controlier

© Under Attack 3379 3 218

Security Operations

Syn-Flood, SYN Flood ANY X
Destination Address Saart Time Aittark Name
Mudtiple I0/07723 14511 SR d AR
Attack Details  Attack Analytics A | SampledData |
Additional Attack Attributes
Risk Radware D Direction (in/Out) Action Typa Attack 1D Physical Port Total Packet Count
Medium a Unknown Challenge 216-1688553507 Muttiple 84349085
VLAN MPLS RD Source Port Packet Type
T MR Multiple Regular
Characteristics
fwerags Attack Rate (pps] Attack Duration [Hour:Min:Sec) Activation Threshold (pps) TCP Challenge TCP Auth. List (%) Th € Ie 't user pa Ssed
0 00:04:30 0 Safe Resat 1
the challenge and get
HTTP Challenge HTTP Auth. List (%] .
Redirect 302 0 |nt0 the TCP
| 2Uthentication list.
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2. Open JMeter on the legitimate client and verify the information on the Transactions Per Second

graph, select one of the legit buckets.

File Edit Search Run Optior

Ojelaldal [x]o@] +[-]«

®[0] ] < [d[d &b

s oA i @

ip@gc - Transactions per Second

10" Bucket 501-550- Legit
~_ip@gc- Transactions per Second
77 FTTPS Request

% HTTP Header Manager
% HTTP Cookie Manager

Name: jp@gc - Transactions per Second
(Comments:
© Help on this plugin

perse | - Write resutts to file /Read from fi e

(&) Constant Throughput Timer Filename | | [ srowe.. | Logisplay Only: [JErrors [] Successes | Configure

& 4} Bucket 401-500 - Legit
{0} Bucket 301-400 - Legit

D v | 3 v | 8 sounse

o {0 Buckel 101-200 - Attacker I WHTTPS Request (success)

o {07 Bucket 101-200 - Legit
2 Legtp_ist
% Attack_IP_List B
% Authenticated_IP_List

R workBench

| \“““‘|‘”‘“‘“!”“‘“““‘W‘\‘W‘“\l\”"\H‘\“”‘”‘”‘““‘ “‘[ H\I‘ "““““‘”:‘|

Number of transactions /sec

0
00:00:00 00:03:23 00:06:47 00:10:10 00:13:34 00:16:57 00:20:21 00:23:44
Elapsed time (granulariy: 1 sec)

00:30:31 00:33:55

3. Verify connectivity towards the attacking destination. Open the browser and select the Webserver

bookmark (URL:http://155.1.102.4):

ure | 155.1.1024
o

vDP Expert Demo site

PS Security
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BDoS Protection

For more additional information about this scenario, please refer to the “Appendix 5 - BDoS Protection
(Additional Info)” section.

Create a UDP Flood Attack and Verify Detection

1. From the session manager, select the UDP_Flood_start.
This script activates UDP flood attacks towards the web server from multiple sources.
The attack vectors are change after 100 seconds.
While the script is running, the following screen displays:

Sessions Manager 1 x UDP_Flood_start

= j vDP Demo Lab

= -£2 Attack scripts (From Attacker)

= BDoS_Advanced UDP
DNS_Subdomain_Flood

ERT Attack
Geo_Attack_start
Geo_Attack_unblocked
HTTPS_Attack_Start
HTTPS_Attack Stop
HTTPS_Full_Decryption
Page_scanning_Attack_Start
Syn_Spoof Attack Start
UDP Flood start
UDP_Flood_Stop

2. Inorder to stop the attack, double-click on UDP_Flood_Stop:

Sessions Manager 1 X
= _.f vDP Demo Lab

= -E2 Attack scripts (From Attacker)
- 7=| BDoS_Advanced UDP
DNS_Subdomain_Flood
ERT_Attack
Geo_Attack_start
Geo_Attack_unblocked
HTTPS_Attack_Start
HTTPS_Attack_Stop
= HTTPS_Full_Decryption
Page_scanning_Attack_Start
Syn_Spoof_Attack_Start
UDP _Flood_start
UDP_Flood_Stop
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Attack Mitigation

1. Verify the attack in Cyber Controller. Go to the Security Operations -> Real-Time Monitoring:

yber Controller X Y L0237 radvare
’ Ut bys o
© Under Attack 16.5 neps [ 159 e o008 000.0 s | B 0000
Security Operations
aQ Aesly Clear
Traffic Bandwidth Direct Filter: All «  Units: bps ~ Devicas. Policies (2 Devices (1
O Do @ oo 0 o st policy Name Devia eame beton orppes Oatenges
v © 1708m eus
o

/
o [ys—
s om
A \) I
Detection Events 2 =
Action Status. Category Event Name Event Destination Updated Time Duration Folicy Name DP Name
° Dop Ongaing Beauiora-D0S nstworkfiood [P UDR 551024 070306033 0001ST VDP_Demo_Lab DefensePrax

2. Verify the signature which DefensePro X generates
for the first attack vectors:

Behavioral-D0S, network flood IPus UDP X

0a11 0aie o3 033 03k O3 [ B 000 e w02
B Lepomate tathc [ Normal bage Show Mare 1B seai-Time Sgnatues (w15
Additional Attack Attributes
Risk Radware ID Direction (In/Out} Action Type Attack ID Physical Port Total Packet Count
High 0 n Drop 221-1688 1 201277

VLAN WPLS RD Source Port Packet Type Real-Time Sienature
N Wi Multiple Regular &
Characteristics Real-Time Signature

State Flow Label TCP Sequence Nurmber Doy S &=

Blocking - .
[

ToS m

- ES} oR source-ip 1234 AMND packet-size 24z
] deatination-port
AND

destination-ip 155.1.1024

[
AND packet-size 242 ™m 3

destination-port
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3. Verify the signature which DefensePro X generates for the second attack vectors:

Current Traffic Units: bps ~
© Under Attack .
10 g, | Poceied Oy wtips Do e
Security Operations
Q, se Apply ~
Traffic Bandwidth Direction: Inbound - Filter: All ~  Units: bps « Devices 1
B receued [ Orooped () Excluded Challenged
p
o wcorn r
1 1
Detection Events 2 =
Action Status Category Event Name Event Destination Updated Time Duration Policy Name DP Name
» Drop Occurred Anomalies L& Source ar Destination Multiple 07/31/2023 04:04:35 5d 02:61-01 Packet Ancmalies DefensePro X

Behaviaral-DOS, network flood IPus UDP @
Attack Details  /tta
BDoS-UDP bps v Inbound BDoS Attack Life Cycle bps v
M M
L ]
" oM 1
sM :
) '
Die GRG0 GRS QM3 GBaA 3S2 (800 [ ou0n
@ ot [ Leomate e (G Normal Egge @ res e Sgnatise (15)
Real-Time Signature
Additional Attack Attributes
Risk Radware D Direction (In/Out) Action Type Attack 1D Physical Port Total Packet Count
High 0 In Drop 221-168B553507 1 7
VLAN MPLS RD Source Port Packet Type
NA N/A Multiple Regquiar
packet-size
Characteristics Real-Time Signature
AND destination-port 530
Operator Parameter Value
State Flow Label TCP Sequence Number destination-ip 135.1.1024
Blocking - - :
Tos m AND B "
" R source-ip 1235
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2. Check the current baselines of each BDoS controller in the AMS > DefensePro Behavioral
Protections dashboard:

Cyber Controller VDP_Demo_Lab
DefensePro Behavioral Protections Policies Devices Q 1
DNS Flood Quantile DoS HTTPS Flood
BDoS-UDP P4 IPv6 bps pps Inbound Outbound KE X
Legitimate Traffic Total Traffic @ Normal Edge Suspected Edge E Attack Edge More

IO K
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3. Open JMeter on the legitimate client and verify the information on the Transactions per Second

graph:

File Edit Search Run Options Help

EOEEIE]

&oja i+~

P
W

®0] %] < [J[ul [w[v] ElE]e]

[oss5E 0 A

16716

9 @ HITPS Traffic- ultiole source
9] 0> Bucket 501-550 - Legit
. Ip@ge- Transactions per Second
T 2 ATIPS Request
% HTTP Header Manager

iP@gc - Transactions per Second

Name: |

P@3c - Transactions per Second

Comments:
(@ Help on this plugin

¥ HTTP Cookie Manager

. 1p@ac-Respanse Codes pergg |  VWrite results to file { Read from file

(&) Constant Thraughput Timer Filename I

Browse.

&40 Bucket 401-500 - Legit
& L@ Bucket 301-400 - Legit

Clmrl I/ v Rows ’/ # Settings

P e

o @ Bucket 201-300 - Legit
&= 40" Bucket 101-200 - Attacker l
©= <0y Bucket 101-200 - Legit

2% Legit_IP_List

P Atack_IP_List

2 Authenticated_IP_List
R workBench

W HTTPS Request (success) |

El “W‘ \!‘HI‘\I”\'I‘\‘I‘I \Imll\
1L

(\'\I‘\'\‘\"I‘I‘ Il

N“'H‘IH‘I\\‘\'\”“\IWH'\"\‘I'\‘\N“"\'\‘III‘\‘I‘P’I“I":‘\I“ ‘\“I““‘I"\‘\‘\‘\““‘I“”‘II‘III‘IIHI\‘I\‘\‘\“‘{‘ (

Number of transactions /sec

1

0
00:00:00 00:03:23 00:06:47 oo0:10:10 00:13:34 00:16:57

Elapsed time (granularity: 1 sec)

00:20:21

‘\‘\'I‘H"'H'I‘H‘“

00:23:44

T

00:27:08 00:30:31 00:33:55

4. Verify connectivity towards the attacking destination. Open the browser and select the Webserver

bookmark (URL: http://155.1.102.4):

& - C @ Notsecure | 15511024

@ vDPLabTopology §* Vision @ Webserver

vDP Expert Demo site

PS Security

Radware

@)
’ Sy
> : 2,1:..,‘V
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BDoS Advanced UDP Protection

For more additional information about this scenario, please refer to the “Appendix 6 - BDoS Advanced
Protection (Additional Info)” section.

Start Legitimate Traffic

From the session manager, select the BDoS_Advanced_UDP.
The script automatically starts with 10 Mbps of a legitimate UDP traffic once activated.
Note: The following output shows the current flows and the configured parameters.

= BE Attack scripts (From Attacker
= BDoS Advanced UDP
= DNS_Subdomain_Flood
= ERT Attack
= Geo_Attack start
= Geo_Attack_unblocked
= HTIPS_Attack _Start
% HTTPS_Attack_Stop
% HTTPS_Full_Decryption
= Page_scanning_Attack _Start
% Syn_Spoof_Attack_Start
= UDP_Flood start
= UDP_Flood_Stop
-8 Other Commands (From Attacker)
% wget 15511024
= Attacker
% Router(VyoS)

ppppppp

1. Once the legitimate traffic has started, it is displayed in the Security Operations -> Real-Time
Monitoring:

Security Operations

nnnnnnnn

Start a UDP Flood Attack
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1. Select again the BDoS_Advanced_UDP icon located in the Attack scripts folder on the Session
Manager.

The script runs 10 Mbps of a legitimate UDP traffic once activated.
Press 2, in order to activate UDP Flood attack.

= :a Attack scripts (From Attacker

= BDoS Advanced UDP
DMNS_Subdomain_Flood
ERT_Attack
Geo_Attack_start
Geo_Attack_unblocked
HTTPS_Attack_Start
H
H

ITTPS_Attack_Stop

I TTPS_Full_Decryption
Page_scanning_Attack_Start
Syn_Spoof_Attack Start
UDP_Flood_start
UDP_Flood_Stop
=~ 5| Other Commands (From Attacker)
L. wget 155.1.1024
Attacker
Router(VyoS)

Server

The script runs two different flows.
1. Normal Traffic
2. UDP Flood Attack

While the script is running, the following screen displays:

2. Inorder to stop the attack traffic, press 1.

DefensePro X v1.5.1 Demo Lab Guide Page 55



(oJe] 1 )

-.8° radware

Attack Mitigation

1. Verify the attack in Cyber Controller. Go to the Security Operations -> Real-Time Monitoring:

Cyer Controle
@ Under Attack 282 178

Security Operations

DefensePro X v1.5.1 Demo Lab Guide Page 56



2. Verify the attack details and the BDoS fingerprint that the DefensePro X genetrated:

Detection Events 1

Action Status Category Event Name Event Destination

» Drop Ongoing Behavioral-D0S network fioed IPus UDP 155.1.102.100

Behavioral-DOS, network flood IPv4 UDP @

Attack Details

800S-UDP ©

Updated Time Duration

05/23/2023 04: 2959 00:1L:37

Palicy Name

BD0S Attack Life Cycle &

B @
Additional Attack Attributes
Risk. Radware 10 Direction (in/Out} Action Type

vian Source Port Packet Type

Characteristics
State TCP Sequence Number

o5

Physical Port Total Packet Covat
1 15084

Real-Time Signature
Operater
t

or 6 number

VDP_Damo_Lah_Advanc

Additional Attack Attributes

Risk Radware 10 Diraction (In/Out} Action Type Attack 10 Physical Port Total Parket Count
High 70 In Drop 99-1684815078 1 1725480
WLAN MPLS RD Source Port Parket Type
N NFA Multiple Regular
Characteristics Real-Time Signature
Seate Flow Label TCP Sequence Number Oreratoy Bty lains
Blocking -
[
ToS I ) )
. oo oR iig-number 73
1
AND
[
AND packet-zize 1262
AND destination-port 123
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Real-Time Signature

1

AND

[

AND packet-size
AND destination-port
AND destination-ip
AND TIL

262

123

155.1.102.100

255
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3. Verify the BDoS UDP graph on the AMS > DefensePro Behavioral Protections (choose the
VDP_Demo_Lab_Advanced policy):

Cyber Controller VDP_Demo_La b_Advanced
DefensePro Behavioral Protections Policies 1/2 Devices @ 1 0 (S
I BDoS I DNS Flood Quantile DoS HTTPS Flood
BDoS-UDP IPvd IPv6 bps pps Inbound Outbound o X BDoS-Advanced-UDP Rate-Invariant IPvd IPv6 Inbound Outbound ¥ X
Legitimate Traffic Total Traffic E Normal Edge Suspected Edge  More.. Real-Time Ratio E CPS-Flood Edge E PPS-Flood Edge
70K 1
G0K RememsssEsmsssasssssssassssassssssssssssssssssasss e
SOK
% 4K & 06 ..
£ 3ok O kbbbl e Sl
20K Fe=ss=ssscsececcecccecee sl acaa s s caaaaane
L1 S AL N AR 0z
0 0
2335 2335 2337 2338 2339 2340 2341 2342 2343 23a4 2345 2346 2335 2336 2337 2338 2330 2340 2341 2342 2343 2344 2345 2346

4. Verify connectivity towards the attacking destination. Open the browser and select the Site
(155.1.102.100) bookmark (URL: http://155.1.102.100):

& > C @ Notsecure | 15511024 Do !

@ V0P LabTopology ¥ Vision @ Webserver

vDP Expert Demo site

PS Security

Radware
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Start a UDP Flood Flash Crowed Legit Traffic

1. Select again the BDoS_Advanced_UDP icon located in the Attack scripts folder on the Session
Manager.
The script runs 10 Mbps of a legitimate UDP traffic once activated.
Press 1, in order to activate Flash-Crowed traffic.
The script runs two different flows.
1. Normal Traffic
2. Flash-Crowed traffic.

2. Inorder to stop the Flash-Crowed traffic, press 1.
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1. Verify that all the traffic (legit traffic with the flash crowd traffic) isn’t getting blocked and that there

isn’t any attack detection. You can verify it on:

Cyber Controller

© Peacetime 25.3 ope [0

Security Operations

Q Ay | v

B recoved @ Ocpped (@) Bckuded

30 M

Traffic Bandwidth Direction: Inbound < Filter- A

2. Verify the BDoS UDP graph on the AMS > DefensePro Behavioral Protections (choose the

VDP_Demo_Lab_Advanced policy):

VDP_Demo_Lab_Advanced

Cyber Controller

DefensePro Behavioral Protections Policies Devices [ ]

-I DNS Flood Quantile DoS HTTPS Flood
BDoS-UDP IPed IPv8 bps pps Inbound Ouwbound KR X IBDnS-Advam:Ed-UDPRa’(e-\nvariamI

TotalTrafic  [M] Normal Edge SuspectdEdge  [M] Artack Edge More FealTimeRatio  [M] cPsFicodEdge  [M] PPSFlood Edge
o |
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DNS Flood Protection

For more additional information about this scenario, please refer to the “Appendix 7 - DNS Flood
Protection (Additional Info)” section.

Start DNS Legitimate Traffic

Before start this scenario, you need first to stop the HTTPS legitimate traffic (running two JMeters on
parallel, can cause issue with resources of the nested ESXI of the demo lab).

1. Open the DNS legitimate traffic on the JMeter:

Legitimate script location: Desktop\Lab\Jmeter\JM legit script\bin\Domain-DNS.jmx

+| =% kb " o o =B &

jp@ac - Transactions per Second

Nome: jp@gc - Transactions por Second

Flle Name:  [Domain DNS jru

Files of Type: |JMeter [jmx]

2. Press start.

. Domain-DNS,jmx (C:h\ProgramData\wDP lab folder\Lab\Jmeter\bin\Domain-DMNS.jmx)

File Edit Search Run Options Help

Olela/ad/d [x][Eal +] =]« [PI»

e TestPlan

‘- [app1.vdplab.com Thread Gro""p

& app2.vdplab.com Name: |app1.vdp|ab.l:0m
3" app3.vdplab.com :
3 web1.vdplab.com
O web2vdplab.com

Comments:
Action to be taken after a Sam

YT YT YTTe

db wdplab.co
- Aggregate Report

Thread Properties
M WorkBench e

Number of Threads (users): |4
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3. Verify the legitimate queries response code:

IP@B -Response Codes per Second
esponse Codes per Second

Bowe | LogiDisplay Only: ] Errors [ ] Successes | Coafigure

B . '{M
) [ L
| \ M\h M |

T ‘*4’
l il L \W !‘H. il Mf} ‘“Pn ll“! ([t /L \lx Il

i

!

00.03.38

DefensePro X v1.5.1 Demo Lab Guide Page 62



ocoee

-8° radware

4. Once the legitimate traffic has started, it is displayed in the Security Operations -> Real-Time
Monitoring:

Cyber Controller

Current Traffic Units: bps +
© Peacetime 14 raps |8 000.0 s | Beoed e

000.0 e 000.0 5ps
Security Operations
Q Sean

Traffic Bandwidth

Direction: Inbound «  Filter All & Units: bps + Devices "

@ receved @ Orooped (@) Bxcuded [ Ohallenged

Detection Events O

1
&

Action Status Category Event Name Event Destination Updated Time Duration Policy Name 0P Name Info
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Start a DNS NX Domain Flood Attack and Verify Detection

1. From the session manager, select the DNS_NX_Domain_Flood_Start.
This script activates NX Domain flood attacks towards the DNS server from multiple sources.
While the script is running, the following screen displays:

Sessions Manager
=~ &4 DP Demo Lab
=5 Attack scripts (From Attacker)

% BDoS_Advanced_UDP
= DNS_NX_Domain_Flood_Stop
% ERT Attack
= HTTPS_Attack_Start
= HTIPS_Attack_Stop

= Page_scanning_Attack_Start

= Syn_Spoof_Attack_Start
= Syn_Spoof_Attack_Stop
% UDP_Flood_start
= UDP_Flood_Stop
- Other Commands (From Attacker)

= HTIPS Baseline Script
= wget 155.1.1024

= Attacker

= Cyber Controller (user root)

L Cudher Cantraller fucar rarhuare)

2. Inorder to stop the attack, double-click on DNS_NX_Domain_Flood_Stop.

3essions Manager 1 x
- j DP Demo Lab
- e Attack scripts (From Attacker)
----- = BDoS_Advanced_UDP
DNS M| Du:umam _Flood_ Start

----- = EF{T_Attack

..... = HTTPS_Attack_Start

----- = HTTPS_Attack_Stop

----- = Page_scanning_Attack_Start
----- = Syn_Spoof_Attack_Start

----- = Syn_Spoof_Attack_Stop
UDP_Flood_start

..... = UDP_Flood_Stop

— i R Y e (Cemmm Ao e le
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Attack Mitigation

1. Verify the attack in Cyber Controller. Go to the Security Operations -> Real-Time Monitoring:

ber Controlles

@ Under Attack

Security Operations o
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2. On the detection events section, you will find the event attack. You can verify the attack details by
clicking on the magnifying glass button:

Detaction Event:

Action Status Category Event Name Event Destination Updated Time Duration Policy Name DP Name Info

® Drop Orgeing DS DS fiood [Puts DNS-A 15511026

2023 15:10:3% 00:02:08 WDOP_Demo_Lab DefensePro X

DNS, DNS flood IPu& DNS-A X

Attack Analytics

DNS-A Put DNS Attack Life Cycle bps
ok o
wx won

[~ [P p— B e mesiate s,
Additional Attack Attributes
Ris Radware ID Direction (in/Out) ction Type BttackiD Physical Part Total Packet Count
Hign is0 in orop 2161608553 1 7
wa wpLs Ao Source Port Packet Typa
N i Mhtiple
Characteristies Real-Time Signature
onsan - - Operstar Parametar Value
count B 1
) or dneid 9511
NS QueryCoumt L4 State Miigation Action
Characteristics. Real-Time Signature
DS Query f— = E— Operator Parameter Value
wwwriahirside Query [ %1
Count [
. oR dneid 9511
DNS Query Count L State Mitigation Action
Chechsum Blocking SgratwreRatelim ]
AND
[
AND dnsqname wrvrvemylab inside
AND dnsflage [}
Real-Time Signature
AND
[
AND dns-grame www.mylab.inside
AND dneflags 0
AND source-ip 155.1.102.2
AND packet-size 76
AND destination-ip 155.1.1024
1
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3. Open JMeter on the legitimate client and verify the information on the Transactions per Second graph
and check the results tree:

" T
m g il mwmwwm i

“hlllllﬂil unﬂumnmmmn muul

& 'eotrian g =
¢ 40’ app1.vdplab.com IVIEW Results Tree
A testt ‘| |name: [view Resuts Tree
(&) Constant Timer e
jp@ac - Response Codes per Second 3
“ be || | write resuits to file ! Read from fi
v
O, Response Assertion ;| |Fitename
¢4 app2vaplan.com | —_——)
# testz | | searcn
© constantTiner ey
-~ Ip@gc- Response Codes per Second o -
~ View Resulis Tree - ST —
O, Response Assertion i @ testd
7 4% app3vdplab.com B @ test1
A testa §f @ test!
-~ View Results Tree i @ testd
O, Response Assertion @ testt After the attaCk get
(&) Constant Timer @ testt
1 p@gc-Response Gades per Secons | I L blocked, we can see
¢ web1.vdplab.com H .
T e | I that the DNS Queries
7 tesid 3 @ test
i i H ’
g6 View Resulls Tres Al @ tesn from legit users don’t
O, Response Assertion : @ test!
@ constant Timer {ll e get blocked, and they
-~ jp@goc-Response Codes per Second b @ testd
408 web2.plan com Al - @ et keep receiving DNS
A tests B @ testl
- View Results Tree a @ test! responses from the
O Response Assertion i @ test!
(&) Constant Timer @ test! DNS server.
-+ Ip@gc- Response Codes per Second i @ testd
o= 0k db.vdplab.com @ test!
- Aggregate Report :5 @ tesil
] workgench @ testt
‘ @ testl
@ testt
@ testt
@ testt
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APPENDIX 1 - HTTPS PROTECTION (ADDITIONAL INFO)

Protection Overview

The HTTPS Flood mechanism introduced in DefensePro8 version 8.18.0.0 aims to stop denial of service
(DoS) attacks on HTTPS servers by effectively blocking malicious traffic towards an attacked server.

By using the number of requests per second and outbound size per second, DefensePro X can create a
baseline of the legitimate traffic behaviour and identify the case where the ratio of the request/response
is increased significantly (above the baseline) and at the same time the average response size is also
increased high above the baseline, which means the server is under attack.

Inbound request rate learning is based on the rate of packets with an SSL record header of Content type:
“Application Data (23)”

Scenario Steps Overview

1. The attacker generates HTTPS Flood traffic from different sources towards the Webserver.

2. Detection on DefensePro begins:

Attack
v °2#° DEFENSEPRO °
— .
[-]
-—
Attacker vDP Target Server

3. The attacker traffic rate goes above the Attack Edge baselines. The Detection phase begins HTTPS
protection and enters the characterization stage:

Characterization
“28 DEFENSEPRO i
[-]
o
| —]
Attacker vDP Target Server

4. While in the characterization stage, DefensePro challenges all the suspected sources:
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Challenge

°2* DEFENSEPRO

-]

L]

Attacker

Target Server

5. When the attacker is not able to pass the challenge, all the traffic coming from this source is blocked:

©

@ E
— u
Attacker VDP Target Server
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Configurations
@) HTTPS Protection ~
Action
Block and Report ~ B Packer Reporting
Mitigations Actions
@) First Request Mitigation on Suspect Sources (3P Keyless Mitigation
Use HTTPS Authentication on Suspect Sources Rate-Limit Traffic from Suspect Sources Limit
IDD Packed Second
(3 First Request Mitigation on All Sources @ Selective Full Inspection
Use HTTPS Authentication on All Sources Perform Full-Session Decryption and Inspection by

Full-Session Mitigations on Attacked PS5L0s

Authentication Methods
HTTP Authenbication Methad

302-Redirect '

3 Out-of-State Protection v
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APPENDIX 2 - TRAFFIC FILTERS (ADDITIONAL INFO)

Protection Overview

A traffic filter is a filter rule-based mitigation mechanism, which lets you mitigate an attack by a
particular property, similar to an advanced ACL.

Moreover, Traffic filter can be used for mitigation of HTTP brute force, and SIP flood attacks.

To mitigate an attack, there are some filtering parameters that can be applied, such as:

Source and destination network
Packet size

Source and destination ports
TCP flags, and more

Regex

Traffic filter mitigation is performed by using a rate limit for the attacker traffic (in PPS, by default)

Some of the advantages of this protection are:

Manual, more granular control

Flexibility to meet unique needs
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Scenario Steps Overview

1. The attacker starts with an HTTP page scanning attack toward the Webserver.

Attack
@ -
v “o8* DEFENSEPRO o
— — R
o
Attacker vDP Target Server

2. The Webserver responds with 404 page not found.

3. The attacker’s return traffic matches the configured traffic-filter profile (matches all returning traffic
which includes a 404 error code):

(_ 404NotFound )

—
®‘ —— O

-]

[-]

Target Server

Attacker

The Attacker’s returnded
trafficmatches the policy

4. The attacker’s IP address is added to the suspend — table and is blocked:
DP Is Checking If The
Attacker IP Is Part Of The
Blocked Countries Range

' (—@ -3 DEFENSEPRO
[-]
Blocking @ o
[ —]

Attacker VDP Target Server
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Configurations
Cyber Controller " owsa radware
Security Settings
Policies  Security Templates K3 4 G [0]
Policies (2 =
st o onscrps Templta g

Edit Policy

General and Netwarks ~

@D Enable
Policy Name * Device *

/DF Demo. Lo DefensePro X ~

Description

Network Table +  Add New

Classification * Type * Network Address * Prefix *

Destination hd Puis b 155.1.102.0 27 B

Security Policy
Priority * Copy from Template *

5 custom-10.0.0.0 W

Collapse All 3%

Protection Sections

Expand &Il &3

DefensePro X v1.5.1 Demo Lab Guide Page 73



(oJe] 1 )

-.8° radware

@D Traffic Filters -~
Action
Block and Report A
Traffic Filters List + Add New =
Filter Name Traffic Filter Protocol Other Protocols Source Port
TF_Profile Matching Traffic TCP Any ra ﬁ
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Edit Traffic Filters List pld
Filter Threshold
Filter Mame * Apply Traffic Filter To
Matching Traffic s
Basic Filter
Source Metwork Destination Metwork Protoco
As in Policy S As in Policy A4 TCR A
Other Protocol Numberis) Source Port Destination Port
Any ' hitp W

Packet Size [Bytes)

Advanced Filter
TCP Flags - SYN TCP Flags - ACK TCP Flags - RST TCP Flags - SYN+ACK TCP Flags - FIN+ACK

TCP Flags - PSH+ACK

Time To Live{TTL) TCP Sequence Number Context Tag
Any
Type of Service (ToS) - DSCP Fragment Offset Fragment |D

Diamilar Fynroccinm

Cancel Submit
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Add Traffic Filters List X

Packet Size (Bytes)

Advanced Filter

TCP Flags - SYN TCP Flags - ACK TCF Flags - RST TCP Flags - SYN+ACK TCF Flags - FIN+ACK

TCP Flags - PSH+ACK

Time To Live(TTL) TCP Sequence Number Context Tag
Bny
Type of Service (ToS) - DSCP Fragment Offset Fragment ID

Regular Expression

&04

Filter Action

Threshold Units Threshold * Tracking Mode
Packet Per Second e 5 Returning Traffic From De... b

IPvé Source Prefix Length IPvE Source Prefix Length Pvi Destination Prefix Length Pue Destination Prefix Length
32 128 32 128

& Packet Reporting
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APPENDIX 3 - ERT ACTIVE ATTACKER FEED PROTECTION
(ADDITIONAL INFO)

Protection Overview

The ERT Attacker feed provides protection against well-known attackers’ IP addresses that were recently
actively involved in a DDoS attack.

The feed update process can be scheduled by the user per week/day.

The ERT Active Attackers Feed focuses on unique, real-time intelligence against emerging DDoS-specific
threats including evolving loT botnets and new DNS attack vectors.

Scenario Steps Overview

1. An attacker with a malicious IP address (located on the ERT list) begins a UDP flood attack towards
the Webserver.

Attack
@ -
v “o8* DEFENSEPRO o
— — R
o
Attacker vDP Target Server

2. DefensePro checks if the IP address of the attacker is contained in the ERT file and mitigates the
attack immediately.

3. The IP address of the attacker is blocked immediately by DefensePro.

DP Is Checking If The
Attacker IP Is On The ERT

List
“28 DEFENSEPRO
- *(g}
-]
Blocking @ o
[ —]
Attacker VDP Target Server
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. .
Configuration
Cyber Controller " owsa radware
Security Settings
Policies  Security Templates 2. weport Configaration & ExpotContguranion (D)
Poicies (2 .
st vame Desergan oavin Tomplata rign uptars Tine

Edit Policy

General and Networks ~

@D Enable
Policy Name * Device *

/DF Demo. Lo DefensePro X ~

Description

Network Table +  Add New

Classification * Type * Network Address * Prefix *

Destination L' Puiy L] 1

un
)

11020 27 ]

Security Policy
Priority * Copy from Template *

5 custom-10.0.0.0 hd

Collapse All 3 g

Protection Sections

Expand &Il &3
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@D EanF ~

ERT Active Attackers Core
High Medium Low

Block and Report e Block and Report 1 Mo Action w
TOR Exit Nodes
High Medium Low

Block and Report L Block and Report L Report Only L
Web Attackers
High Medium Low

Block and Repart e Block and Report e Mo Action e

Examples from the ERT file:

80.82.77.33; high; [ERT Active Attackers, Web Attackers]
89.248.167.131; high; [ERT Active Attackers, Web Attackers]
93.174.95.106; high; [ERT Active Attackers, Web Attackers]
77.247.108.119; high; [ERT Active Attackers, Web Attackers]
80.82.77.1397 | high; |[[ERT Active Attackers]
|122.228.19.'}‘9; high; [ERT Active Attackers

66.249.88.3; high; [Web Attackers]
66.249.88.46; |high;| [[Wweb Attackers] |

185.220.101.0; medium; [Tor Exit Nodes]
185.220.101.1; [medium;| [Tor Exit Nodes]
185.220.101.217 medium; [Tor Exit Nodes]

Note: The ERT file can be exported from DefensePro X, located at:
/mnt/applData/EaafFeed/EaafFeed-imp
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APPENDIX 4 - SPOOFED SYN ATTACK PROTECTION
(ADDITIONAL INFO)

Protection Overview

Spoofed SYN Attack protection is a new feature which allows mitigation of spoofed syn attacks targeting
a wide range of IP’s from the customer network.

With this new feature, syn protection can track the number of syn packet for the whole protected subnet
together and not only for a specific server.

By using this kind of tracking technique, attacks like carpet bomb and others can be mitigated easily by
DefensePro X.
Scenario Steps Overview

1. The attacker generates SYN flood attack using hping3 tool from different sources towards a web
server.

2. Detection on DefensePro begins:

I <3 DEFENSEPRO e

| —]
Attacker WebServer

3. If the number of syn packets rate goes above the configured threshold. The DefensePro will begin
challenging every source.
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Challenge
3

2 °24® DEFENSEPRO

[
Attacker vDP

WebServer

4. Every traffic from sources which didn’t passed the challenge will be blocked by DefensePro X.

DP Is Checking Is The
Source Isn’'t Authenticated

Attacker

WebServer
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Configurations

With the configuration given below, while under attack, if the number of the total syn packets per
second get above 50, DefensePro X starts challenge every source:

Edit Policy

General and Networks ~

@D Enable
Policy Name * Device *

VDP_Demo_Lab DefensePro X e

Description

Network Table +  Add New

Classification * Type * Network Address * Prefix *

Destination b Pl A% 1

un
)

1.102.0 27 0

Security Policy
Priority * Copy from Template *

5 custom-10.00.0 A

Collapse All 3 g

Protection Sections

Expand All &3

DefensePro X v1.5.1 Demo Lab Guide Page 82



22 radware

@ SN Flood Protection ~

Action

Block and Report '

Protection Table 1
g Mpplication Port Activation Termination .
Lise Protection Nam Risk
Giticalss Group Threshold Threshald R
TF2-211 ntps = £0 WECaam
HTTRS-SYH - 20 hs W

:—1 Adwvanced Settings

Advanced Settings - SYN Flood Protection X

Tracking Method
Action

Spoofad SYN Attack Protectio..

Spoofed SYN Attack Protection
Destination Ports Activation Mode Activation Threshold -
Traffic Matching Destination ... W Threshold Based ' 50

Network Level Authentication

Authentication Method

Application Level Authentication
HTTP Authentication Method

302-Redirect el

Cancel Eﬂl
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APPENDIX 5 - BDOS PROTECTION (ADDITIONAL INFO)

Protection Overview

The BDoS module provides a behavior-based DoS protection that meets the detection and prevention challenge
raised by the most sophisticated DDoS attack methods. Through an adaptive behavioral approach, based on
analysis methods such as an adaptive Fuzzy Logic decision engine, probability theory and Closed-Feedback
mechanism, the system provides a natural dynamic DoS protection system that is able to answer current and future
needs. This system auto-mitigates DoS and DDoS flood attacks, and no human intervention is needed.

Scenario Steps Overview

1. The Attacker begins a UDP flood attack towards the web server and changes the vector of the attack
after 100 seconds.

Attack
v “o8* DEFENSEPRO o
— — R
o
Attacker vDP Target Server

2. DefensePro checks if the UDP rate is above the attack edge baseline and begins the detection phase.

v “o8* DEFENSEPRO o
— — R
o

Attacker vDP Target Server

3. DefensePro generates a real time signature which will be used to mitigate the UDP Flood.

When the attack vector changes, DefensePro generates a new signature.

v “8 DEFENSEPRO e
= — o
°
[ —] - )
Attacker vDP Target Server
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4. The UDP Flood is being blocked by DefensePro.

Blocking

- =l

Attacker vDP

(-]

©

Target Server
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Configurations

Edit Policy

General and Networks A

@D Enable
Policy Name * Device *

JDP Demo Lab DefensePro X e

Description

Network Table +  Add New

Classification * Type * Network Address * Prefix *

Destination ' IPis v 155.1.102.0 27 0

Security Policy
Priority * Copy from Template *

5 custom-10.00.0 ~

Collapse All 5%

Protection Sections

Expand &Il 23
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@ BDcS Protection ~
Action print Strictness
Block and Report b Medium v
Bandwidth Settings

inbound Traffic (Kbgs) *

thound Traffic (Kbps) *

10000

Advanced Settings - BDoS Protection X
General

Transparent Optimization

v
Flood Protection Settings
SYN Flood TCP ACK + FIN Flood TCPRSTFicod () TCPSYN+ ACKFlicod ([ TCP Fragme n Flood

& uoPFlood UDP Fragmentation Flood [ ICMPFlcod ([ IGMPF
Baseline Related
Inbound (%)

TP uoP* Fragmented UDP * ICMP = IGMP *

75 s0 25 9 9
Outbound (%)

(R uopP* Fragmented UDP * ICMP * IGMP *

75 50 25 9 9
UDP Settings
UDP Packet Rate Detection Sensitivity UDP Excluded Ports Advanced UDP Detection

Low et None v Disabled o
Learning Period Attack Edges Overrides - High Edge (%) Attack Edges Overrides - Low Edge (%)

One Day N 0 0
Burst-Attack Protection
Enable B Attack Protection Maximum rval Between Bursts *
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Advanced Settings - BDo5 Protection X
Outbound (%)
TCP* uDP* Fragmented UDP * ICMP * IGMP *
75 50 25 9 9
UDP Settings
UDP Packet Rate Detection Sensitivity UDP Excluded Ports Advanced UDP Detection
Low W Mone e Disabled e
Learning Period Attack Edges Overrides - High Edge {%) Attack Edges Overrides - Low Edge (%)
One Day b4 8] o

Burst-Attack Protection

Enable Burst-Attack Protection Maximum Interval Between Bursts *
Enabled b 30

Overblocking Settings

Overblocking Prevention Overblocking Prevention Threshold (%)
Disabled N 25

Advanced

Learning Suppression Threshold (%) = BDoS Rate Limit
o] Limit To Suspect Edge b4

User-Defined Rate Limit Rate Limit Units
0 Kbps W

DefensePro X v1.5.1 Demo Lab Guide Page 88



(oJe] 1 )

-.8° radware

APPENDIX 6 - BDOS ADVANCED UDP PROTECTION
(ADDITIONAL INFO)

Protection Overview

The UDP Settings help the BDoS module detect UDP-flood DoS attacks, ensure good mitigation of such
attacks, limit false positives, and reduce leakage of attack traffic.

The Advanced UDP Detection engine relies on rate and rate-invariant traffic statistics — including UDP
bandwidth, packet rate, and connection rate — to ensure accurate detection of UDP floods. This engine
can detect different types of UDP floods, based on high packet rate (PPS) or high connection rate (CPS).

Scenario Steps Overview
1. The Attacker begins a UDP flood attack towards the web server.

Attack

O

v °2#* DEFENSEPRO

(-]

(-]

(-]

[@w
A

Attacker vDP Target Server

2. DefensePro checks if the UDP rate is above the Attack-Edge baseline:

If the rate-invariant remains the same (the ratio between cps and pps) means it is a “Flash-Crowed”
event and no detection will occur.

If the rate-invariant changes, DefensePro begins the Detection phase.

v “o8 DEFENSEPRO °
_— — R
o

Attacker vDP Target Server

3. DefensePro generates a real time signature which will be used in order to mitigate the UDP Flood.
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DP Is Generating Real
Time Signature

“o8 DEFENSEPRO i
v ‘L -]
(-]
Attacker vDP Target Server
4. The UDP Flood is being blocked by DefensePro.
°
C
-]
u °
Target Server

Attacker vDP
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. .
Configurations
Cyber Controller " osa nvware
Security Settings
Policies  Security Templates 2 . et ®
Policies (2 -
st ama fm— Decs [e—— Update ima
| 5 7o
ma_Lab Custom s 0

Edit Policy b4
General and Networks ~
@D Enable
Policy Name * Device *
/DP A DefensePro X W
Description
Network Table +  Add New
Classification * Type ™ Network Address * Prefix *
Destination A 1Py g 155.1.102.100 32 O
Security Policy
Priority * Copy from Template *
10 custom-10.0.0.0 N
Protection Sections Expand All &3 Collapse All 3%
General Parameters v
() Anti-Scan v
@ BDoS Protection v
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Action Footprint Strictness
Block and Report: W Medium

Bandwidth Settings

Inbound Traffic (Kbps) * Outbound Traffic (Kbps) *
40000 40000

Advanced Settings - BDo5 Protection

General

Transparent Optimization

Disahled w B Packet Reporting
Flood Protection Settings
SYN Flood TCP ACK + FIN Flood TCP RST Flood TCP SYN + ACK Flood
n UDP Flood UDP Fragmentation Flood ICMP Flood IGMP Flood
Baseline Related
Inbound (%)
TCP* upp * Fragmented UDP ~ ICMP
75 B0 25 3
Outbound (%)
TCP* upp * Fragmented UDP ~ ICMP ~
75 B0 25 3
UDP Settings
UDP Packet Rate Detection Sensitivity UDP Excluded Ports
Medium 4 None '
Learning Period Attack Edges Overrides - High Edge (%)
Six Hrs ~ o]
Burst-Attack Protection
Enable Burst-Attack Protection Maximum Interval Between Bursts
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IGMP =

IGMP =

Advanced UDP Detection

Enabled

~

Attack Edges Overrides - Low Edge (%)
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Advanced Settings - BDoS Protection >
Outbound (1)
TCP uoP * Fragmented UDP * ICMP = IGMP *
75 BO 25 3 3
UDP Settings
UDP Packet Rate Detection Sensitivity UDP Excluded Ports Advanced UDP Detection
Medium A4 None A Enabled W
Learning Period Attack Edges Overrides - High Edge (%) Attack Edges Overrides - Low Edge (%)
Six Hrs b o] u}

Burst-Attack Protection

Enable Burst-Attack Protection Maximum Interval Between Bursts
Disabled AT 30

Overblocking Settings

Overblocking Prevention Overblocking Prevention Threshold (%)
Disabled o 25

Advanced

Learning Suppression Threshold (%) * BDoS Rate Limit
[n} Disable hd

User-Defined Rate Limit Rate Limit Units
0 Kbps b
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APPENDIX 7 - DNS FLOOD PROTECTION (ADDITIONAL INFO)

Protection Overview

The DNS Flood module provides protection against DNS Flood attacks.
DNS module can be configured in two modes, Behavioral or Manual.

When using the behavioral mode, DefensePro X learns the legitimate traffic in peacetime and builds
baseline for each DNS query (A, AAA, PTR, NS, etc.)

When under attack, DefensePro X will generate a Real-Time signature that matches the attack traffic
pattern and use it to mitigate the attack while allows the legitimate queries to pass in.

In Manual mode, the user can specify explicit quires thresholds.

DNS protection can mitigate DNS sub-domain flood attacks while allowing only legitimate queries to
pass.

Scenario Steps Overview

1. The attacker begins a DNS NX-Domain flood attack towards the DNS server.

www.mylab inside

( NX-Domain Flood )

®
_—

[ °28* DEFENSEPRO ] \

- =l

Attacker vDP

-]

°

Target Server

2. DefensePro X checks if the DNS queries rate is above the attack edge baseline.

3. DefensePro X generates a real time signature which will be used to mitigate the DNS NX domain
flood attack.
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Attacker vDP

Configurations

DNS Flood profile configured as follows:

Add Policy

@D DNS Flood Protection

Profile Action Footprint Strictness
Block and Report e Low ~
Max. Allowed QPS * Expected DN5 Query Rate *

220 100

L]

o

Target Server
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Advanced Settings - DNS Flood Protection x

General
H Packet Reporting

Flood Protection Settings
B AOuery B MxQuery B PTRQuery B 2228 Ouery B TextQuery B 504 Query
B NAPTR Query n SRY Query B Other Queries

Baseline Related

A Query * MX Query * PTR Query * AAAR Query * Text Query *
a0 45 45 15 8

S0A Query ~ NAPTR Query * SRV Query * Other Quenes ~
2 2 2 2

Other Rate Settings

Signature Rate-Limit Target *

o

Manual Triggers
Use Manual Triggers

Disabled S

Advanced

Learning Suppression Threshold =

1]
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APPENDIX 8 - HTTPS TRAFFIC GENERATION TEMPLATE
(ADDITIONAL INFO)

The HTTPS traffic template configured as follows:

1. Bucket #—The HTTPS request to the specific bucket size:
= Number of Threads — Control the number of simultaneous users for the test.
= Ramp-Up Period — The time to start all users.

= Loop Count — Select Forever for an endless loop, or manual configuration.

i (===

File Edit Search Run Options Help

|DH“”U = HH;‘” DHGH%H‘:” V‘H’“M IEI |ﬂHmH“”$\‘/HE:‘| & Potass oA\ ore @)
b's - HTTPS Traffic - Multiple sources
¢ ‘0" Bucket 501-550 - Legit Thread Group

i Jp@gc-Transactions per Secor /| |Name: ‘Eunkel 501-550 - Legit
& % HTTPS Request e

(L Constant Throughput Timer Action to be taken after a Sampler error
o= {0} Bucket 401-500 - Legit
o= {0 Bucket 301-400 - Legit
6= {0 Bucket 201-300 - Legit
o= {0 Bucket 101-200 - Attacker
o= {0 Bucket 101-200 - Authenticated

) Continue  ® Start Next Thread Loop  Stop Thread ) Stop Test () Stop Test Nove

Thread Properties
Number of Threads (users}: |1 |

2 Leait IP_List Ramp-Up Period {in [ro ‘
){.‘ Attack_IP_List Loop Count: Forever
2% Authenticated_IP_List
T\] workench ["] Delay Thread creation until needed
[_] Scheduler

Scheduler Configuration
Duration (seconds)

Startup delay (seconds)
Start Time
End Time

2. HTTP Request — The HTTPS header configuration:
= Server Name or IP — The test destination.
=  Port Number— The test destination port
= Protocol —Select HTTP or HTTPS. A blank value indicates HTTP.

=  Path — The request path.
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£ ==

File Edit Search Run QOptions Help

‘D ﬂ|ﬁ H‘H “ D"H%‘|=‘ A ’Hh| E fpo:1ass oA o1 @)
T a HTTPS Traffic - Multiple sources ]
¢ 40b Bucket 501-550 - Legit | HTTP Request

< Ip@gc- Transactions per Secor) | |Name: |HTTFS Request |

o bps nemest s |
(&) Constant Throughput Timer )
o 40 Bucket 401-500 - Legit i Basic | Advanced \
& 40 Bucket 301-400 - Legit | | -weh server
49 Bucket 201300 - Legit | ’VPrmncnl [hﬂp]:W server Name or IP: [155.1.102.4 Port Numhe'ﬁi\‘
6~ {0F Bucket 101-200 - Atacker TP Request
o~ {0} Bucket 101-200 - Authenlicated

2 LegiIP_List | || method: |GET | Path: ‘/ ‘Cumemencndinu:

% Attack_IP_List
24 Authenticated IP_List
] worksench

[] Redirect Automatically (] Follow Redirects [#] Use Keeplive [iZ] Use ata for POST atible headers

Parameters | BodyData | Files Upload |

3. Set the Constant Throughput Timer:

= Thread Delay — Test delay.

oy 2, v = ’
Deaad &oa +[ =]« [p]n % |
9 @ HTTPS Traffic - Multiple sources i
7 40% Bucket 501-550 - Legit Constant Throughput Timer

< Jp@gc- Transactions per Second Name: |CunstamThmughputTimer
¢ #° HTTPS Regquest
7% HTTP Header Manager
#% HTTP Cookie Manager i
- jp@gc- Response Codes per Sgf
@ Constant Throughput Timer Calculate Throughput based on: |this thread only
Bucket 401-500 - Legit i
Bucket 301-400 - Legit
> Bucket 201-300 - Legit

Comments:

Delay before each sampler
Target throughput (in samples per minute):|500.0

T

4. Setthe HTTP Cookie Manager:

=  Used for a 302-cookie challenge

¢ @ HTTPS Traffic- Multiple sources
» Bucket 501-550 - Legit
',\,_ jp@ac- Transactions per Second
¢ # HTTPS Request
A HTTP Header Manager
»%. HTTF Cookie Manager
=L Jp@gc-Response Codes per Se
G) Constant Throughput Timer
3 Bucket 401-500 - Legit
> Bucket 301-400 - Legit
Bucket 201-300 - Legit
Bucket 101-200 - Attacker

HTTP Cookie Manager
‘Name: |H‘I‘I'F' Cookie Manager

Ci t:

Options
Clear cookies each iteration?

et escovarnt [ cooe o soms |

User-Defined Cookies

LA A A
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5. Set the Transactions per Second:

Ojaag

CHRECEIEE

ocoee
L 19
oce

radware

pei@o %]

EIETIEEY

= jporasa oA\ 06 §

¢ g HTTPS Traffic- Multiple sources
9 40b Bucket 501-550 - Legit

ip@gc - Transactions per Second

. ip@gc- Transactions per Secor|

o HTTPS Request
@ Constant Throughput Timer
©- @ Bucket 401-500 - Legit
= @ Bucket 301-400 - Legit
= <0 Bucket 201-300 - Legit
©= & Bucket 101-200 - Atacker
©- 4 Bucket 101-200 - Authenticated
% Legit IP_List
2% Atiack_IP_List
2% Authenticated_IP_List
] warksench

Name: [jp@ge - Transactions per Second

Comments:
(@ Help onthie plugin

Wirite results to file ( Read from file

Filename: ‘

Only: [_|Errors [ | Successes

Chart ’/ v Rows ’/ *Settings

B HTTPS Request (success)
10

9
8

7

Number of transactions /sec
o

6. Setthe Response Codes per Second:

Lelad

4 xlo@ + -

AR

AN l.lil.ﬂ?lW‘J.‘.H MDA

4
3
2
1
0

00:00:00 00:01:29 00:02:59 00:04:28 00:05:58 00:07:27 00:08:57 00:10:26 00:11:56 00:13:25 00:14:55

Elapsed time (granularity: 1 sec)
S [p[n@o [B] % od [y [E[B]&] o oA oo &

? - HTTPS Traffic - Multiple sources
¢~ 40) Bucket 501-550 - Legit
¢ ip@gc- Transactions per Seco
¢ #* HTTPS Request
4 HTTP Header Manager
4 HTTP Cookie Manager
. [p@gc-Response Codes p|
(&) Constant Throughput Timer
¢ {0) Bucket 401-500 - Legit
¢ {0} Bucket 301-400 - Legit
¢ {0) Bucket 201-300 - Legit
¢ {0) Bucket 101-200 - Attacker
¢ {0} Bucket 101-200 - Authenticated
2 Legit_IP_List
2 Atack IP_List
2 Authenticated_IP_List
1] workBencn

ip@gc - Response Codes per Second

Name: [jo@yc - Response Codes per Second

Comments:
(@ Help on this plugin

Write results to file / Read from file

Filename ‘

7

Number of reponses fsec
o

0
00:00:00 00:01:29 00:02:58 00:04:28

H Browse. LogDisplay Only: [|Errors [] Successes
Chart ( V Rows ( *Seﬂlngs
200
g B A ANV
¢ |

00:05:58 00:07:27 00:08:57
Elapsed time (granularity: 1 sec)

00:10:26 00:11:56 00:13:25 00:14:55

7. To clear statistics and graphs, click the Brush icon: o ‘

8. Buckets Type:
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= Legit — Simulates traffic from legitimate users:

I? 40" Bucket 101-200 —Au(hentlcaledl

b's - HTTPS Traffic - Multiple sources
¢ 40 Bucket 501-550 - Legit

- ip@gc- Transactions per Secor

- HTTPS Reaues]
#% HTTP Header Manager
24, HTTP Cookie Manager
-~ ip@gc- Response Codes p
(&) Constant Throughput Timer
2 Bucket 401-500 - Legit
Bucket 301-400 - Legit
» Bucket 201-300 - Legit
o~ & Bucket 101-200 - Attacker

HTTP Regquest
Mame: ‘HTI'PS Reguest ‘l

Comments: |

Basic |

"Weh Server

Protocol [http]: |itos Server Name of IP: [155.1.102.4

[HTTP Request

Method: |GET w | Path: ‘f

(m} Red\rectAutvma(\caHyI Follow Redireots Use Keephlive Use multiparttorm-data for PFOST Brovsersompatible headers

Port Number: [443 ‘

| Content encoding:

o= 40> Bucket 101-200 -
4 Legit IP_List

Parameters Files Upload

= Authenticated — Simulates traffic from legitimate users that passes the challenge:

5 Buckst 101-200 - Attacker

< jp@gc - Transactions per Secor| ;

Basic | Avanced |

Weh Server
[Prmncﬂl [http]: |hitps Server Name or IP: |1551.102 4 Port Number: 443 ||
HTTP Request

iy
2% HTTP Cookie Manager E
< ip@gc-Response Codes p|:
(&) Constant Throughput Timer | £
24 Legit_IP_List

Method: |GET w | Path: |/
[] Redirect Autamatically llow Redireots Use KeepAlive Use multipartiform-data for POST Browsercompatible heades

‘ Content encoding:

5 attack_IP_List

Parameters

Files Upload

Attacker — Simulate traffic from attacking users that do not pass the challenge: (Follow redirect is

disabled):

T DULKEL 2U =500 - Legi

9 <& Bucket 101-200 - Attacker

~ Jp@gc- Transactions per Secol

o brtes Reauest
(&) Constant Throughput Timer
©= & Bucket 101-200 - Authenticated
A4 Legit_IP_List
4 Attack_IP_List
A% Authenticated_IP_List
8] warkBench

aw
[ Basic | |

Weh Server
[Prmuv:ul [hitp:

HTTP Request

Methou: |GET ~| Path: ‘f

[] Redirect Automatically | [ ] Follow Redi.msl Use KeepAlive [ ] Use multipartiform-data for POST Brovsereompatible headers

htins | server Name or IP; |155.1.102.4 | Port Number: [443 |

‘ Content encading:

Parameters | BodyData | Files Upload |

Send Parameters With the Request:

Encode? | Include Equals?

radware
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