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Preface

The SunISDN 1.0.4 User’s Guide describes how to install the SunISDN™ 1.0.4
software on your SPARC™-based computer. It provides procedures for
configuring the PPP (point-to-point networking protocol) and ISDN (integrated
system digital network) configuration files. It is intended for system
administrators who configure and maintain IP/ISDN (Internet Protocol/
Integrated Services Digital Network) networks. It assumes that you are
familiar with the concept of ISDN and that you are familiar with the Solaris™
environment.

For information on SunISDN hardware installation, refer to the SunISDN
Hardware Installation Guide.

How this Book is Organized
This manual is organized as follows:

Chapter 1, “SunISDN 1.0.4,” provides a brief overview of SunISDN 1.0.4,
including a list of new features and software and hardware required for
installing this product.

Chapter 2, “Before You Begin,” describes the information you need to have
and defines terms you need to know before you can install and configure the
SunISDN 1.0.4 software.

Chapter 3, “Installing SunISDN 1.0.4,” describes how to install the SunISDN
1.0.4 software and verify your installation.

Xi



UNIX Commands

xii

Chapter 4, “Using the GUI to Configure SunISDN 1.0.4,” shows how to use
i sdnt ool to configure both the ISDN and the PPP configuration files.

Chapter 5, “Using a Text Editor to Configure SunISDN 1.0.4,” shows how to
configure the ISDN configuration files and the PPP configuration files using a
text editor.

Chapter 6, “Troubleshooting,” provides troubleshooting information to help
you detect and resolve problems with ISDN network configurations.

Chapter 7, “Status Messages,” lists problems that can occur if your ISDN and
PPP configuration files are not set up properly. It also lists error messages that
may display due to networking problems.

Appendix A, “Configuration Example,” provides an example of extracts from
an ISDN configuration file and a PPP configuration file.

Appendix B, “Quick SunISDN Installation and Configuration,” provides
guidelines for an experienced SunISDN user to quickly install and configure
SunISDN 1.0.4.

This document may not include specific software commands or procedures.
Instead, it may name software tasks and refer you to operating system
documentation or the handbook that was shipped with your new hardware.

The type of information you might need to use references for includes:

Shutting down the system
Booting the system
Configuring devices

[ ]
[ ]
[ ]
® Other basic software procedures
See one or more of the following:

® Solaris 2.x Handbook for SMCC Peripherals contains Solaris 2.x software
commands.

® On-line AnswerBook™ for the complete set of documentation supporting
the Solaris 2.x software environment.

® Other software documentation that you received with your system.

SunlISDN 1.0.4 User’s Guide—January 1997



Typographic Conventions

Shell Prompts

The following table describes the typographic changes used in this book.

Typeface or
Symbol Meaning

Example

AaBbCc123 The names of commands,

files, and directories;

on-screen computer output

AaBbCc123  What you type, contrasted
with on-screen computer

output
AaBbCc123

value

AaBbCc123

Command-line placeholder:
replace with a real name or

Book titles, new words or

terms, or words to be

emphasized

Edit your . | ogi n file.
Usel s -ato list all files.

machi ne_nane% You have mail .

machi ne_nane% su
Passwor d:

To delete a file, type r mfilename.

Read Chapter 6 in the User’s Guide.
These are called class options.

You must be root to do this.

The following table shows the default system prompt and superuser prompt
for the C shell, Bourne shell, and Korn shell.

Shell

Prompt

C shell
C shell superuser
Bourne shell and Korn shell

Bourne shell and Korn shell
superuser

machi ne_nane%

#

$
#

Preface

xiii




Ordering Sun Documents

SunDocs™ is a distribution program for Sun Microsystems technical
documentation. Easy, convenient ordering and quick delivery is available from
SunExpress™. You can find a full listing of available documentation on the

World Wide Web: http://ww. sun. conm sunexpr ess/

Country

Telephone

Fax

United States
United Kingdom
France

Belgium
Luxembourg
Germany

The Netherlands
Sweden
Switzerland

Japan

1-800-873-7869
0-800-89-88-88
05-90-61-57
02-720-09-09
32-2-720-09-09
01-30-81-61-91
06-022-34-45
020-79-57-26
155-19-26
0120-33-9096

1-800-944-0661
0-800-89-88-87
05-90-61-58
02-725-88-50
32-2-725-88-50
01-30-81-61-92
06-022-34-46
020-79-57-27
155-19-27
0120-33-9097

Sun Welcomes Your Comments

Xiv

Please use the Reader Comment Card that accompanies this document. We are
interested in improving our documentation and welcome your comments and
suggestions.

If a card is not available, you can email or fax your comments to us. Please
include the part number of your document in the subject line of your email or
fax message.

® Email: snctc-docs@un. com

®* Fax: SMCC Document Feedback
1-415-786-6443
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SunlISDN Website

SunlSDN1.0.4 1

This chapter provides a list of SunISDN 1.0.4 features along with the software
and hardware requirements for installing it. A brief overview of ISDN is also
given.

The SunISDN 1.0.4 software provides transparent Internet Protocol (IP)
connectivity for SPARC-based computer SBus systems across an ISDN
(Integrated Services Digital Network).

The information in this document is the most up-to-date as of its printing. See
the SunISDN Website at ht t p: / / www. sun. cont | SDN for additional
information.
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SunISDN 1.0.4 Features

Following is a list of the major features of this release:

Requirements

Call Filter (i p_spoofi ng) configuration feature replaces point-to-
multipoint configuration

Coexistence of SunISDN PPP and SunSoft™ asynchronous PPP

Improved kernel architecture for a more flexible PPP Multilink (MP)
framework

Improved handling of default route and dynamic IP address
Additional troubleshooting capabilities from i sdnt ool

Client-side support for Security Dynamics’ SecurlD compatible with an
access control encryption (ACE) security server using PAP-Token-CHAP for
authentication

You need the following to run SunISDN 1.0.4.

10 MBytes of disk space is required to install SunISDN 1.0.4

Solaris 2.3 or later

Note — Solaris 2.3 users must install Solaris patch 101242-10.

SunISDN 1.0.4 software requires the following hardware support:

» SBus systems such as Voyager™, SPARCstation™ 10 systems, and LX
platforms. If your system does not have ISDN, you must add an ISDN
SBus board.

¢ NT-1 (required for North America) can be purchased via SunExpress.

SunlISDN 1.0.4 User’s Guide—January 1997
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What is ISDN?

ISDN will do everything a modem does for connecting separate sites in
addition to few other things. It connects your computer to a remote network.
However, instead of speeds of 2400/9600 bps or 14.4 Kbps, typical with a
modem, ISDN has a basic rate of 64 Kbps over one B channel. By using Basic
Rate ISDN (BRI) at each desktop connected to your internal telephone switch,
or Private Branch Exchange (PBX), you can create an all-digital network using
telephone wires.

ISDN can use existing phone lines from your local telephone company to link
to the network. The service provided by your telephone company is known as
a “Basic Rate Interface” or BRI. It runs from your location to the telephone
company’s central office switch. If the person you are calling also has ISDN
capability, you can take advantage of ISDN'’s higher data communications
performance and features. If not, your network connection is limited to the
slower transmission speed.

ISDN divides its information transmission capacity (bandwidth) into channels,
each channel acting as a virtual telephone line. If you have two channels,
which is standard with one ISDN line, then it is possible to have two telephone
calls at once. There are two basic access channels:

® B channels can alternate between voice and circuit-data.

® D channel is used for call control messages when setting up a Basic Rate
Interface and infrequently for packet data.

The following arrangement is typical for a single ISDN line:

®* Two B channels at 64 Kbps each
® One D channel at 16 Kbps

These channels are not physical channels; you cannot see them as wires inside a
telephone cable. Rather, they are derived channels created by the ISDN electronic
components installed on your telephone line. Each B channel can be used for
different purposes. The channel can initially be used for voice, then the same
channel can be used for data or video. By aggregating both B channels, data
can be transmitted simultaneously, thus doubling the data capacity of the ISDN
line.

SunISDN 1.0.4 3



Primary Rate Interfaces (PRI) come with 23 B channels in the US, and 30 in
Europe, plus one D channel at 64 Kbps on a 1.544 Mbps digital line. With PRI,
the D channel is only used for call control; packet switching is not supported.
“Multirate” calls can also be placed over PRI. Multirate ISDN calling provides
wideband channels at 384 Kbps, 1536 Kbps, or any multiple of 64.

An analog call requires a number to identify a path through the maze of
switches connecting the phone company’s network(s). At the other end, a
person completes the connection or they do not. With a digital call, it’s still
necessary to have a specific number to thread the phone company maze, but it
is also necessary to negotiate with a computer system and its logical structure
at the other end.

Note - Substantial portions of this section were taken from A Catalog of
National ISDN Solutions for Selected NIUF Applications-2nd Ed. (North America
ISDN User’s Forum.)

SunlISDN 1.0.4 User’s Guide—January 1997
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Before You Begin

This chapter describes the information and terms you need to know before you
can install and configure the SunISDN 1.0.4 software.

Only after your system is correctly configured can you do operations like

pi ng, ft p, and sending email across ISDN. The operations of calling the right
party and performing the necessary security handshakes are handled
automatically in the background by the SunISDN software.

If your system does not have an ISDN board, you must first install one. See the
SunISDN Hardware Installation Guide for details.

To verify that your system recognizes the ISDN hardware, type the following
command and press Return:

host nane% | s /dev/isdn
o/

This example shows that one ISDN device is installed (0/). If two devices are
found the response will be 0/ 1/.

If your system does not respond with the correct number of ISDN devices,
reboot your system.

After you halt your system, you will get either a > prompt or an ok prompt.
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Required Information

Terminology

If you get a > prompt, type:

>b -r

If you get an ok prompt, type:

ok boot -r

Before you begin to configure the ISDN and PPP files, you need the following
information from your phone company:

What are my ISDN numbers?
These are the telephone numbers assigned to your ISDN lines.

What is my switch type?
Most countries have only one switch type. The United States has three. Your
local phone company can tell you which type it uses.

What is my Service Profile I1Dentifier (SPID)?
One or more SPIDs may be specified by your phone company, along with
the phone number. SPIDs are used only in North America.

Can | bring up data on both channels?
Your phone company will tell you whether you have a data/data line or a
voice/data line.

The following sections define terms you need to know to successfully
configure your ISDN and PPP files.

SunlISDN 1.0.4 User’s Guide—January 1997
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Network Switch Type

The switch type refers to the central office switch of your ISDN service carrier
or your local PBX. Select your switch type from the list in Table 2-1;

Table 2-1 Switch Type

Switch Type Country
AUSTEL (aul) Australia
ETSI (etsi) Europe

FT VN6 (vn6) France

FT VN3 (vn3) France
DBT 1TR6 (1tr6) Germany
HKT (hkt) Hong Kong
NTT INS64 (ntt) Japan

NTT DSM100 (dms)

AT&T 5ESS PTP/MTP (5ess)
National ISDN-1 and ISDN-2 (ni2)
SWD-ETSI (swd-etsi)

BT ISDN2 (bt2)

North America
North America
North America
Sweden

United Kingdom

Directory Numbers

You have only one phone number if you have a Point-to-Point (PTP) switch
type. You may have one or two phone numbers assigned to the ISDN line if
you have any other switch type. Obtain these numbers from your local phone

company.

Service Profile IDentifier (SPID)

Service Profile IDentifier (SPID) is used in North America to identify different
combinations of subscriber equipment. If you are connected to an AT&T/PTP
switch, you may not need an SPID. If you are connected to a DMS, AT&T/MTP
(multipoint) or NI-1 or NI-2 switch, you may have one or two SPIDs assigned
to each ISDN line by the phone company.

Before You Begin



Baud Rate

Note — Confirm the SPID format with your ISDN provider.

For example, Pacific Bell uses the following SPID formats:

® For AT&T 5ESS custom multipoint, the SPID is 01dir number0, where dir
number is the 7-digit directory number. For example, if the dir number is
2223334, then the SPID is 0122233340 for the first line and 1122233340 for the
second.

® For ATT 5ESS NI-1 or NI-2, the SPID is 01dir numberOTID, where dir number
is the 7-digit directory number and TID is the transmission ID number. For
example, if the dir number is 2223334, and the TID is 00 (TID is typically 00),
then the SPID number is 012223334000.

® For DMS100 custom or NI-1/NI-2, the SPID contains the area code and
7-digit directory number. For example, if your area code is 415 and the
directory number is 2223334, the SPID is 4152223334. Obtain the switch
profile number from your phone company.

Your phone company can tell you which baud rate their switches support. A 64
Kbps baud rate is set by default. You may change the baud rate to 56 Kbps.

If any part of the connection between the local and the remote site is 56 Kbps
then the entire connection must run at 56 Kbps. It is best to begin with 64 Kbps
to see if it is possible to make a connection. If part of the network will not
support that speed then reset the speed in the i sdnt ool . It may be necessary
to set Force56 for incoming calls if there is a problem receiving an ISDN
connection. If pat h_st at, (/ opt / SUNW sdn/ bi n/ pat h_st at ), the log or

i sdnt r ace show that a call is being connected and packets are being sent at
both ends but neither side is receiving packets, it may indicate that there is a
mismatch between the baud rate expected and the baud rate delivered.

Note — pat h_st at is a very convenient tool for monitoring your connection
status.

This may happen even if the PPP configurations are set correctly at both ends
of the call. In that case, use Force56, which forces the baud rate to 56 Kbps
regardless of the configured values.

SunlISDN 1.0.4 User’s Guide—January 1997
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Point-to-Point (ptp) Interfaces

PPP point-to-point (ptp) interfaces are named sequentially (i f pppO, i f pppl,
i f ppp2, and so on).

Note — A single point-to-point interface cannot be used to create a direct
connection between more than two systems.

Figure 2-1 shows a typical PPP point-to-point configuration that illustrates this
principle in the following way:

Two systems are attached to separate local area networks. Point-to-point
IP/dial-up interfaces are used to create a direct connection between them
across the ISDN.

Point-to-point IP/dial-up interfaces are defined by specifying a source address
(or point of attachment) and a unique destination address for the direct
connection. There is only one possible destination to which IP datagrams can
be directed after they are passed to a given point-to-point IP/dial-up interface.
As a result, the same IP address can be used as the source address for multiple
point-to-point interfaces.

It is possible, as shown in Figure 2-1, to use the same address (for example,
har e) for both the IP/PPP address and the IP/ethernet address and thus
reduce the number of IP addresses required.

Before You Begin 9
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hare

ifopp0 =

0o

IP/ ISDN

Figure 2-1  SunISDN Point-to-Point Configuration

The point-to-point interface logically connects the host machine with one peer
host. Only IP traffic to or from the peer host is routed through this interface.
When an i f ppp interface is configured, two IP addresses are assigned. This
type of interface is well suited to support a remote or nomadic machine.

Multilink Protocol (RFC 1717)

Multilink Protocol (MP) is based on a Link Control Protocol (LCP) option that
permits combining multiple physical links into a “bundle.” The bundle
provides a virtual link with greater bandwidth than any of the constituent
members. A system indicates to its peer that it is willing to do multilink by

SunlISDN 1.0.4 User’s Guide—January 1997
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sending the multilink MRRU (Maximum Received Reconstructed Unit) option
as part of the initial LCP option negotiation. This negotiation indicates the
following information:

® The system offering the option is capable of combining multiple physical
links into one virtual link.

® The system is capable of receiving upper layer Protocol Data Units (PDU)
fragmented using the multilink header and reassembling the fragments back
into the original PDU for processing.

® The system is capable of receiving PDUs of size n, where n is specified as
part of the option even if n is larger than the maximum receive unit (MRU)
for a single physical link.

Multilink Protocol RFC 1717 is the latest version of MP and is the current
standard in the industry. Following the current industry standard creates the
widest possible interoperability with other vendors.

Dynamic Bandwidth Allocation

The PPP configuration file keywords in Table 2-2 are all related to dynamic
bandwidth allocation (DBA). To prevent call collision, only one side of the line
connection can control adding and deleting links. Typically, you would set
bandwi dt h_control | er to on on the caller’s side and off on the called side.

Table 2-2 Bandwidth Parameters

Keyword Setting

bandwi dt h_control | er on | off defaults to no

hi wat defaults to 60%

| owat defaults to 10%

hi cnt defaults to 2

| ocnt defaults to 20

cl anp defaults to 1

bandwi dt h defaults to 2 (number of links)
link_retry_count defaults to 3

I'i nk_suspend_ti mer defaults to 300

Before You Begin 11
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The dynamic bandwidth allocation algorithm is built into the PPP manager
and works as follows: Both hi wat and | owat are specified as a percentage of
available link bandwidth (percentage of 56 Kbps or 64 Kbps for Basic Rate
ISDN). Both these figures are used as thresholds when allocating more than
one B channel to a single connection for higher transfer rates.

The decision to add a link is made when either the aggregated input or
aggregated output rate consistently exceeds the hi wat threshold for hi cnt
sampling periods.

The decision to delete a link is made when the aggregate full-duplex rate is
consistently below the | owat for | ocnt sampling periods.

Thus, hi cnt and | ocnt can be used to avoid hysteresis.

The keyword cl anp specifies the number of channels that will stay
permanently connected, once they have been added by the bandwidth
controller, unless the connection is cleared by an external event. Further,
all links, including clamped links, will be brought down when the

i nactivity_timer expires.

There are two additional keywords that relate to bandwidth on demand on a
machine with bandw dt h_cont rol | er set to on. These keywords deal with
temporarily disabling (suspending) and re-enabling (resuming) links on a path.

The keyword | i nk_retry_count gives the number of repeated connection
attempts to be made on a link that is failing to complete the connection. The
default value for this keyword is 3, so that 3 attempts are made before the link
is temporarily suspended.

The keyword | i nk_suspend_ti ner gives the amount of time, in seconds,
that the link will be suspended before it is added back to the set of links that
will be used for bandwidth on demand (resumed). The default value for this
keyword is 300 seconds (5 minutes).

The first (or only) link on a path is unaffected by these keywords. Connection
attempts on that link are retried indefinitely, and the link is never suspended.
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Data Compression

Security

Two compression types are offered with SunISDN: STAC and STAC Ascend.
The latter supports the Ascend proprietary implementation of the Compression
Control Protocol (ccp). The STAC compression algorithm expects packets to be
decompressed in the same order they were compressed. You must use MP
because only MP guarantees packet sequencing and reordering.

All security features described in this section except Calling Line Identifier
(CLI) are set in the PPP configuration file.

Challenge Authentication Password (CHAP) and
PPP Authentication Password (PAP)

PPP makes provision for two different password exchange services based on
the PPP password authentication protocol. When PPP password authentication
is enabled in SUNW sdn/ i sppp. cf, the calling system identifies itself by
presenting a PPP identifier (either pap_i d or chap_nane) and PPP password
(either pap_passwor d or chap_secr et) to the called system as part of the
PPP negotiation process. The called system compares the PPP identifier it
receives against the remote PPP identifier for each authorized path in its
configuration file. If no match is found, the call is disconnected. If the incoming
PPP identifier matches an entry in the IP/ISDN map, the called system
compares the PPP password it received against the remote PPP password
expected for the path that provided the matching PPP identifier. If these
passwords do not match, the call is disconnected; if these passwords do match,
the two systems continue with the PPP negotiation process and eventually
start IP.

Because the identifier is used to make an initial identification of the presumed
caller, it is essential that each remote system is assigned a unique identifier in
the IP/ISDN map. If duplicate identifiers are presented by two different
systems, both calls will be accepted provisionally against the first matching
path. However, one of the calls will be refused unless they both present the
same password. By convention, the identifier sent by each system when it
initiates a call is configured to be its primary IP address (host name).
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As for all password-based security schemes, the network only remains secure
for as long as the PPP identifiers and PPP passwords used remain undisclosed.
The primary difference between CHAP and PAP is that CHAP parameters are
encrypted during transmission while PAP parameters are not. It is therefore

easier for a determined hacker to impersonate an authorized caller using PAP.

Note — You can use either CHAP or PAP. But you cannot mix PAP and CHAP
between the local and remote machines except when using PAP-Token-CHAP.
When using multiple paths, each path name and password must be unique.

Figure 2-2 on page 15 shows the way in which PPP identifiers and passwords
are exchanged between systems. Figure 2-3 on page 16 shows the algorithm
used by the connection manager to determine whether an incoming call is
accepted or refused when CHAP or PAP is enabled on its own.

PAP-Token-CHAP

Both PAP and CHAP authentication schemes are combined with the use of a
security card (for example, the Enigma DES Gold Card or Security Dynamics
SecurlD) to provide even greater security than PAP or CHAP alone. PAP-
Token-CHAP is used to individually authenticate all channels of an MP call. If
the remote system requires security card authentication PAP will be used to
authenticate the first channel of an MP call. When additional channels are
added, CHAP is used to authenticate the new channel and works without the
security card.
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Calling
system

Calling system initiates call

Calling system sends
local parameters

Calling system continues with
negotiation process

Figure 2-2

Before You Begin

IP/ISDN

subnetwork

/

Password Authentication

Called
system

Called system receives call and
requests identification using
CHAP or PAP

Called system compares incoming
identifier against the remote
identifier for each path

If no match is found, call is disconnected

If a match is found, the called system
compares incoming password against

the remote password for the matching
path

If no match is found, call is disconnected

If a match is found, the called system
continues the negotiation process
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( Incoming call accepted >

Call disconnected

Local system requests CHAP
password authentication. If remote NO
system does not accept CHAP,
Local system requests PAP.
Does remote system accept this?
‘YES

Remote system presents its
identifier and password

l Call disconnected

Does the identifier presented NO
match the remote identifier
for any of the authorized paths?

YES Call disconnected

Does the password presented \ NO T
match the remote password
for this path?

YES

C Incoming call authorized )

( Negotiation continues >

Figure 2-3  Call Acceptance Algorithm (PPP Password Authentication)
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Callback

Callback means that the connection will not be completed until the callback
action is completed. Callback may be set in conjunction with PAP or CHAP. If
Callback is set to on, the remote host immediately hangs up and calls back the
local host. The local host should leave the r eenabl e_t i neout set to 30
seconds but may need to experiment with the value based on network
conditions.

Calling Line Identifier (CLI)

When CLI is turned on, the switch to the remote site confirms that the physical
calling number matches the cc_cal | i ng_nb entry in the ISDN configuration
file. A pass/fail flag is set and passed to the local site; the call is connected only
if a pass signal is received.

Note — Do not confuse CLI with Use Caller ID. See Table 5-3 on page 59 for a
definition of the use_cal | er _i d parameter.

CLlI is not supported consistently by all networks and is not supported across
network boundaries. It is often offered on a subscription basis only. If CLI is
not available, one of the other access restriction mechanisms should be used to
ensure the integrity of your network connection.

Note — Always check that your local ISDN carrier supports CLI and that you
have subscribed to this service before enabling CLI. If you cannot use CLI, use
PPP password authentication or callback to protect your network.

When CLI and PAP/CHAP password authentication are enabled, the
connection manager first identifies the caller using its network-inserted calling
address, and then checks its initial decision using password authentication.

If the network does not support CLI or no cal | i ng_addr ess is passed, then
the PAP/CHAP password is used to authenticate the call.
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SunISDN 1.0.4 Directories and Files

Figure 2-4 shows the hierarchy of directories and files for SunISDN 1.0.4.

var etc opt
opt opt
SUNWisdn SUNWisdn SUNWisdn
log ‘ Configuration files ‘
isppp.cf te
SunISDN
0 1 2 n
bin include lib samples snm tools
| | |
Binary and shell Loadable Example G . .
. . raphical user interface
executables modules ﬁ(l)ensﬂguratlon scripts and binaries
and security tool
Include files K’APP SunNet t
anager agen

Figure 2-4  SunlISDN 1.0.4 Directories and Files
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Installing SunISDN 1.0.4 3

This chapter describes how to install the SunISDN 1.0.4 software. It also shows
you how to verify that your Solaris software environment has the necessary
software packages to run SunIiSDN 1.0.4.

Identifying and Removing Old ISDN Software

Your Solaris software environment must contain PPP and ISDN packages to
run SuniSDN 1.0.4 software:

To check for old versions of SunISDN software, use the pkgi nf o command
piped to the UNIX gr ep (find) command:

+ Type the following at your system prompt and press Return.
The i sdn package and ppp package are then displayed.

system

application
application
application
application
application

host nane% pkgi nfo |

grep | SDN
SUNW pppk  Sunl SDN
SUNW sdn Sunl SDN
SUNW sdnh  Sunl SDN
SUNW sdni  Sunl SDN
SUNW sdnm Sunl SDN
SUNW sdnu  Sunl SDN

PPP kernel Drivers and Mdul es

User Prograns and Sw tch Software
Interface Devel oper Source Code

| P/ PPP over | SDN Connecti on Manager
Loadabl e Binary | nterface Mdul es
Uilities (G aphical User Interface)

This is an example from a system using the SunISDN 1.0.3 software. Results
may differ, depending on your version of the software.
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Note — If you find earlier versions of the software, SunLink ISDN or SunISDN,
or packages SUNW sdna or SUNW sdnb they must be removed.

+ To remove packages, become superuser and type:

# pkgr m package name

The following screen shows a sample response from pkgr m

# pkgrm SUNW sdnu

The followi ng package is currently install ed:
SUNW sdnu Sunl SDN 1. 0.2 Tool s

Do you want to renove this package?

Ensuring SunISDN PPP and Asynchronous PPP Compatibility

If you have both asynchronous PPP and SunISDN 1.0.3 loaded on your
machine, you must also remove the following asynchronous PPP packages:

SUNWApppr, SUNVapppu, and SUNWppk.

Note - If you have installed the patch for SunISDN 1.0.3, removing the
asynchronous PPP packages is not necessary.

+ Become superuser, and remove each of the asynchronous PPP packages
(SUNWAapppr, SUN\WApppu, and SUNWppk):

# pkgr m package name

Re-install asynchronous PPP according to its documentation.
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Installing SunISDN 1.0.4

Follow these procedures to install SunISDN:

1. Become superuser.

2. Follow the instructions that came with the CD to install the packages.

The following menu is displayed, listing the available packages on the CD:

The foll owi ng packages are avail abl e:

1 SUNWpppk Common PPP Kernel Device Drivers
(sparc) 1.0.0

2 SUNWsdn Sunl SDN 1.0.4 User Prograns and Switch Software
(sparc) 1.0.4

3 SUNW sdnh Sunl SDN 1.0.4 Interface Devel oper Source Code
(sparc) 1.0.4

4 SUNW sdni Sunl SDN 1. 0.4 | P/ PPP over | SDN Connecti on Manager
(sparc) 1.0.4

5 SUNW sdnm Sunl SDN 1. 0.4 Loadable Binary Interface Mdul es
(sparc) 1.0.4

6 SUNW sdnu Sunl SDN 1.0.4 Wilities (Gaphical User Interface)
(sparc) 1.0.4

Sel ect package(s) you wish to process (or ‘all’ to process all packages).

(default: all) [?,??2,q]:

Note — pkgadd keeps recycling through its script once it’s started. Therefore,

you must quit (q) the program the second time this screen comes up.

As each package is processed, a message is displayed that indicates what
package is being installed. The script displays i nst al | i ng, followed by a list
of files being installed. Next, it saysi nstal ling post install script.
Finally, copyright and licensing information are displayed. After each package
is installed, a prompt asks if you want to continue the installation.

3. Type y and press Return.
This process is repeated for each SunISDN 1.0.4 software package.
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Note - If the program attempts to install a package that already exists, a
message similar to the following is displayed and you are prompted to
continue:

The following files are already installed on the systemand are
bei ng used by anot her package:

lusr/ kernel/drv/lcp

[ usr/ kernel /drv/pppnyt

lusr/ kernel /drv/ifppp

Do you want to install these conflicting files [y,n,?,q] vy

4. Type y and press Return.

5. After completing the installation, verify that the SunISDN 1.0.4 software
packages have been installed.
To list the installed SunISDN software packages, type the pkgi nf o and
gr ep commands and press Return.

# pkginfo | grep isdn

application SUNWsdn SunlSDN 1.0.4 User Programs and Switch Software
applicati on SUNW sdnh Sunl SDN 1.0.4 Interface Devel oper Source Code
application SUNWsdni Sunl SDN 1.0.4 | P/ PPP over |SDN Connecti on Manager
appl i cation SUNW sdnm Sunl SDN 1. 0.4 Loadabl e Binary Interface Mdul es
application SUNWsdnu Sunl SDN 1.0.4 Wilities (G aphical User Interface)

6. Verify the PPP package.
Enter the following and press Return.

host nane# pkginfo | grep cpppk
system SUNWepppk Common PPP Kernel Device Drivers

7. Add / opt/ SUNW sdn/ bi n and / opt / SUNW sdn/ t ool s to your search
path. (See “Setting Up Your Environment” in this section.)

Note — Do not reboot your system until after you configure both the ISDN and
PPP configuration files.
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Setting Up Your Environment

You must add or modify the definitions for these environment variables as
superuser. This enables you to run the SunISDN software utilities as root,
which is essential if you want to fully configure, start, and stop the SunISDN
software subsystem.

To distinguish whether you are using Borne or C-shell as superuser, type
nore/.profileandnore/.cshrc. Only one of these files exits. Proceed
with the instructions for your shell type.

Bourne shell users should modify /. profi | e to add these paths to the
existing definitions. A simple way to do this so that the existing definitions are
preserved is shown below. Add these lines to your existing file;

PATH=$PATH: / opt / SUNW sdn/ bi n: / opt / SUNW sdn/ t ool s

export PATH

C-shell users should add these lines to the existing Z.cshr ¢ to add these paths
to the existing definitions. Use the following example to ensure that the
existing definitions are always preserved:

set path = ($path /opt/SUNW sdn/bin /opt/SUNW sdn/t ool s)
setenv LD _LI BRARY_PATH /usr/openwin/lib:/usr/lib

Installing SunISDN 1.0.4 23
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Using the GUI to Configure
SunlSDN1.0.4 4

The graphical user interface (GUI) for SunISDN is called i sdnt ool . You can
use i sdnt ool to configure files as well as detect and diagnose problems with
your IP/ISDN network configuration.

This chapter shows you how to use i sdnt ool to configure both the ISDN and
PPP configuration files. Chapter 5 gives instructions for configuring the files
using a text editor. You can configure the files using either method, but you
cannot mix them.

The ISDN configuration files contain phone connection information such as
your local carrier and line number. The PPP configuration file specifies remote
parameters including security and identification information.

Both ISDN and PPP configuration files are formatted for keyword value
entries. Information for these values such as local calling numbers, switch type,
service profile ID (SPID), and local and remote IP addresses are provided by
your local phone/ISDN provider and system administrator.

When configuring SunISDN 1.0.4, you will provide information for both the
local and remote systems. Each type of system is defined as follows:

® A local system is the system on which you are currently configuring the
SunISDN 1.0.4 software. The SunISDN configuration files
(/ et c/ opt/ SUNW sdn/ t e/ 0, 1 and so on) contain the information that
defines how the local system is configured, such as local carrier (switch
type), and line number. The configuration file for the first ISDN board is
t e/ 0; the configuration for the second ISDN board ist e/ 1, and so on.
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® A remote system is the system that the local system recognizes and can reach
across the ISDN. Each remote system must be connected to the ISDN.
[ et c/ opt/ SUNW sdn/ i sppp. cf contains the information that defines
which remote systems are known to the local system and how it
communicates with them, along with security information.

Note — Do not reboot your system until after you configure both the ISDN and
PPP configuration files.

i sdnt ool inactivates any fields that do not apply to your configuration. For
example, if you choose point-to-point protocol, fields that pertain to multilink
protocol become inactive.

The fields in i sdnt ool are color-coded as follows:
 Light gray indicates a read-only field
» Green indicates the default values.
 Light yellow indicates a field that may need to be set in some instances.
« Bright yellow indicates a required field.

The default configuration for the Sun three-button mouse designates the
buttons as SELECT (left), ADJUST (middle), and MENU (right). Use SELECT
both to display menus and to select menu items in i sdnt ool . Use MENU to
access on-line help. Help is available for all fields and action buttons in the

i sdnt ool windows. To access on-line help, double-click MENU on the field or
action button where you want help.

The action buttons include the following;

Add—-Click after typing in new information to add it to the file.
» Defaults—Click to restore default values to the window.

» Reset—Click to revert to the most recently saved values.

OK—Click to apply changes to all configuration files and close the
window
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v To Run i sdnt ool

1. Type the following command in a shell window:

host nanme% xhost +

2. Become superuser.

3. Go to your ISDN tools directory:

# cd /opt/ SUNW sdn/t ool s

4. To start i sdnt ool , type the following and press Return:

# ./isdntool &

The i sdnt ool main window is displayed (Figure 4-1).

E isdntool 1.0.4 N
File Configure Troubleshooting Heip |
Start | Stop | Restart | Exit |

Figure 4-1 Thei sdnt ool Main Window

From the i sdnt ool main window, you can access the windows to configure
the isdn and ppp configuration files. You can also access the troubleshooting
tools: i sdnt race, and pat h_st at .

When you configure both the isdn and ppp configuration files, use the
i sdnt ool Main window to Start, Stop, or Restart isdn.
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ISDN Configuration Options

The i sdnt ool windows used for configuring and troubleshooting the ISDN

configuration file are shown below.

i sdnt ool Main Menu

=] isdntool 1.0.4

File Configure Troubleshooting .'_-:'efpl

Start Stop | Restart | Exit |

File

<[ ISDN Configuration Options
Help | isdntrace

~ Physical Interfaces - - Network Type for isdn0 = ——
’VSeIecl A Network: i5ess g Select Profile B: _| fopl/sL opened
TopUS. fdevisdr opened

isdn_0
isdn_1

- Profile A SNDon 0t 16094209055 AR cSapi=0 Tei=104 pi=l n(r)=2
Calling Number: ;7801834
ACV on D al 16:09:420016>AR 1 Sapi=d Tei=104 pfi=t n{n)=2

SND on 0t 16095209255 AR cSapi=0 Tei=104 pi=1 n(r)=2

SPID: |017BO1B340

Local | 1 CLI i Forees6 ACV on 0 at 16:09.52:0936> AR

" Sapi=0 Tei=104 pli=1 n{rj=2

i~ Profile B

pPP
W Colors \

isdnlog

(= Tedniog

160656 [iscin] parse_config_fle: fetclopt/SUNWisdnfe/0], SUCCESSFUL configuration
16:06:56 [isdn] parse_conligTile [/etc/opt/SUNWisdnRe/o] done
160656 [iscn] parsing cortig fle [/etc/opt/SUNWisdn/te/
16:0656 [isdn] parse_contig_fle: [f=tciopySUNWisdnfte/ ], SUCCESSFUL configuration
16:06:56 [isdn] parse_contig ile [fetc/opt'SUNWisdnRte/] done
160656 [iscin] create_fito Amp/ rrisd fito
16:07:02 " [oppd] parse_ppp_config_fie: SUCCESSFUL configuration
7:02 PPP Gonnedtion manager (8635) started 12/10/96
16:07.02 isdn] 4_in: sending I4_fac_co, d 7 cause 0 code 2
16:07-02 [isdn] send_l4_fac_co”putmsg on pipe_fd 7 ret 0

| Dismis v
Local | 4 CLI _I Force56

Reset | oK |

28
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Figure 4-2 The ISDN Configuration File Windows
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The i sdnt ool windows for configuring the PPP configuration file are shown

below.

IP Interface Parameters.
]

w isdntool 1.0.4 . .
s i sdnt ool Main Menu
File Configure Troubleshoofing Heip |
1SDN
| |
W Colors
‘ Start | Stop | Restart | Exit ” PPP Configuration Options
=) PPP Configuration Options
File Help |
[ Connection Database
Interface Source Destination
cat-atmid ifoopd  dsdn2—2 _____ isdnd
e =) Connection Settings : cat-atm14 q|
cat_atml7 File Help |
(e, 5 A [P intertace || Connection | Security| Bhone | Advanced Options||Routing |

Name:

Add Delete

IP Interface *

These 6 windows (or folders) form the

Connection Settings : cat-atm14 - .
b | / Connection Settings Notebook
Source Name: | 1P interface | Connection | Security| Phone | Advanced Options | Routing |
o I Camnection setings  at-atmn3 IP Interface through Phone must
Destination Name: | [ Connectioni ., H”"l b - - -
£ g e filled in sequentially. Advanced
IP Netmask: = 1P interface || Connection | Security | Phone | Advanced Options | Routing | - q . y .
coeall| e Options and Routing are optional
Private: _ Securly Pa
Default Route: Data Com e Connection Settings : cat-atmia 5
Call Filter: - vewn] £ Help |
I — Inactivity | | We Authenticate Them Witt] P Inferface | Connection | Security | Phone | Advanced Options | Routing |
Reset | Defats [| _Phone Numb
Nanber to Call ST Connectionsettings:eatatmia
— 914157801836
svi1s7annsss e Heip |
1P Interface || Connection | Security| Phone | Advanced Options | Routing
Chap Secre
Bandwidth § Chap Nam [~ Dynamic Bandwidth Al
Dyramic 1P Bandwidth Controller:
High Water Threshold %: [0 %1 High Water Samples: [ 2!
Pap Peerid e S Connectionsettingsteatatmia |
Reset | apPoor P Low Water Threshold %: o 2D e |
. E
Conne Ct| on e Chap Peer Secre Max Links: |2 2} 1P Interface | Connection | Security| Phone | Advanced Options | Routing
[ . . 2
R — Chap Peer Namy Link Retry Count: [5 7 Routing Command
- Phone Parameters Route Commend
Number to Call: - Multilink Protocol (RFC1717) n
feset | Defautts T Enable: M WP
b E
PR Physical Interface: £l LORMARU: 1500 -
Security ' | sarvie: 3
- Link Control Protocol (LCF)
G DE‘L‘ Echangel} Restart Timer (ms): [1000 3
[ — MRU: 1500 3
Phone
Special Parameters:
{ Use Caller ID: A

Advanced Options

Figure 4-3

Reset Defaulis

Routing

Using the GUI to Configure SunISDN 1.0.4

Route Cof d

’7 Enter Command: ‘

Delete | Change oK

Add

The PPP Configuration File Windows
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SunISDN 1.0.4 creates ISDN configuration templates under

/ et c/ opt/ SUNW sdn/ t e for each ISDN board on your system.

(/ et c/ opt/ SUNW sdn/ t e/ O is the configuration file for the first ISDN
interface, / et ¢/ opt / SUNW sdn/ t e/ 1 is the file for the second ISDN interface,
and so on.)

Note — You must have the information required from your local phone
company described in Chapter 2, “Before You Begin,” before proceeding with
these procedures.

v To Configure the ISDN Configuration File Using i sdnt ool

=] isdntool 1.0.4 i
File Configure Troubleshooting :‘_ie.fpl
iSDN
PPP
——— M Colors
Start | Stop | Restart | Exit |

Figure 4-4 The i sdnt ool Main Window with ISDN Selected

1. Select ISDN from the Configure menu.
The ISDN Configuration Options window is displayed (Figure 4-5).
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rIL‘ mguratmn Options
File Heip |
— Physical Interfaces . — Network Type for isdn0
edn0 | SelectANetwork: [Sess | Select Profile B: i ‘
el ~ Profile A

Calling Number: ;7501534

SPID: |0178018340

Local | 1 CLI _J Forcebg

— Profile B

Local | 4 CLI I Forcebg

Reset | [0l

Figure 4-5 ISDN Configuration Options Window

2. Set ISDN parameters using the ISDN Configuration Options window.
The following steps walk you through setting the parameters.

The i sdnt ool captures the physical ISDN interfaces available and displays
them in the Physical Interfaces field (Figure 4-6). The numbers shown in this
window represent your ISDN interfaces. For example, i sdn_0 represents
tel/0.
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— Physical Interfaces

isdn_0

Figure 4-6  Physical Interface Field

3. Double-click on the appropriate physical interface.
If only one physical interface exists, you still must double-click to select it.

SunlISDN 1.0.4 User’s Guide—January 1997



J"'LI

ISDN Configuration Options

File

Help |

— Network Type for i

— Physical Interfaces
‘edn0 | Select ANetwork: | |3 select Profile B: _I ‘
isdn_1 _ Profile A NG 4|
i tre —
Calling Number: ?F’“E hit
5" ht2
dms
SPID: |0 pess
n|2_
e : I Forceb6
swil-etsi
hkt
— Profile B n3 7
Local | J CLI I Forceb6
Reset | Ok
I
Figure 4-7  Network Type Submenu

4. Pull down the Network Type submenu and select the keyword for the

switch type used by your phone company.
This field is required. Table 4-1 lists the possible switch types.

Table 4-1 Switch Types for i sdnt ool

Country Switch Type Keyword
Australia AUSTEL aul
Europe ETSI etsi
France Version Nationale Euro Numeris 3 vn3
France Version Nationale Euro Numeris 6 vn6
Germany DBT 1TR6 1tr6
Hong Kong HKT hkt
Japan NTT INS-64 ntt
North America National ISDN-1 and ISDN-2 ni2

Using the GUI to Configure SunISDN 1.0.4
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Table 4-1 Switch Types for i sdnt ool (Continued)

Country Switch Type Keyword
North America AT&T 5ESS PTP/MTP 5ess
North America NT DMS100 dms
Sweden SWD-ETSI swd-etsi
United Kingdom BT (ISDN-2) bt2
Profile A

Calling Number:

Sub Address:

SPID:
@ -1 CLI 1 Foreess

Figure 4-8 Configuration Options—Profile A

5. Set up a Profile.
Use Profile A for one interface and one B channel configuration.
Use Profile B for a multipoint or NI-2 connection.

If two (or more) profiles were assigned, use both Profile A and Profile B.

a. Type the phone number for your ISDN line in the Calling Number
field.
This field is required. Type your phone number as a local number. In the
United States, you would use only your seven-digit number, without the
area code, for example, 5551212.

» Type the subaddress in the Sub Address field. This can be supplied by
your telephone company or you can make up your own subaddress.

Note — The Sub Address field is not used in North America.

SunlISDN 1.0.4 User’s Guide—January 1997



N
1]

b. Type your Service Profile IDentifier (SPID) in the SPID field.
This field is required in North America for AT&T, multipoint, all DMS,
and all NI-1 and NI-2 connections. It is not required for AT&T point-to-
point (PTP). SPID numbers are not used outside North America.

If more than one SPID is specified by the phone company, along with the
phone number, use it. See “Service Profile IDentifier (SPID)” on page 7.

 If you have subscribed to CLI, click the CLI button to use the Calling
Line Identifier.
See “Calling Line Identifier (CLI)” on page 17, for a description of this
security feature.

 If you want to enforce a transfer rate of 56 Kbps, click the Force56
button.
This forces the slower of two baud rates. See “Baud Rate” on page 8. If
you have trouble transferring data, it may be that some connection point
between you and your destination uses a 56Kbs baud rate. In that case,
using Force56 should solve the problem.

« If you have reserved several phone numbers, click the local button.
The Local Addresses window is displayed. Local addresses are simply
additional phone numbers assigned to your ISDN lines. For example, if
you are assigned 5551234 and 5551235, you would put 5551234 in the
calling number field and 5551235 in the Local Addr 1 field.

] Local Addresses — Profile A
File Heip
Local Addr 1:
Local Addr 2:
Local Addr 3:
Local Addr 4:
Dismiss |
i

Figure 4-9  Configuration Options-Local Addresses

« If you have additional phone numbers and subaddresses, type them in.

6. Click the Apply button to update / et ¢/ opt/ SUNW sdn/te/ 0, 1...n.
A message confirming that ISDN is configured is displayed in the Main
window.
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PPP Configuration File

Your PPP configuration file is preconfigured. Since some parameters are
unique to your environment, you must edit this file.

Note — When configuring your PPP configuration file, refer to Table 5-3 on
page 59 for a list and description of each parameter.

v To Configure the PPP Configuration File Using i sdnt ool

fﬂ isdntool 1.0.4
File Configure Troubleshoofing Heip
{SDN
PPP
—— MW Colors
Start Stop | Restart | Exit |

Figure 4-10 Main Menu Showing PPP Configuration Selected

1. Select PPP from the Configure menu (Figure 4-10).
The PPP Configuration Options window is displayed (Figure 4-11).
This is the first of several windows you will use to configure your PPP
configuration file.
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] PPP Configuration Options

File Heip
— Connection Database

Name Interface Source Destination
cat—atml4d ifppp9 isdn2-2 isdn4 Al
cat—atmé ifppp2 isdn2-2 isdnb

cat_atml? ifpppl isdn2-2 isdnb

cat_atmé_isdn3 ifppp0 isdn2-2 isdn3

Name:
Add | Delete | oK |

Figure 4-11 PPP Configuration Options Window

2. Type an identifying name for the remote machine in the Name field.
This can be the remote machine’s host name, IP address, or any other
identifier you choose.

3. Click the Add button to set this configuration,.
The information you typed is displayed in the scrolling list at the top of this
window (Figure 4-11) and the IP Interface Parameters window is displayed
(Figure 4-12). The IP Interface window is the first of six windows (or
folders) in the Connection Settings notebook.

You will use the windows in the connection notebook to configure the
parameters for this connection. You must complete the first four folders
sequentially. The last two folders are optional. As you complete each folder,
save the parameters.

4. When you have configured all the necessary parameters for this
connection, click the OK button in the PPP Configuration Options
window (Figure 4-11) to save the connection database to your i sppp. cf
file.
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Caution — The parameters you set for this connection using the connection
notebook are not saved to your i sppp. cf file until you click the OK button in
the PPP Configuration Options window (Figure 4-11.)

rIL‘ Connection Settings : cat—atml14

File Heip |

iP J'nfen‘acel gonnecﬁonl §ecurﬁy| Phone | Advanced Opfions | Roufing

— IP Interface Parameters:

Name: |cat-atmid

Source Name: |isdn2-2

Destination Name: |isdn4

IP Netmask: |+

Private: W
Default Route: |none g

Call Filter:  _I

Reset | Defaults [0l |
| |

Figure 4-12 PPP IP Interface Parameters Window

To Configure IP Interface Parameters

1. Check the name in the Name field.

If you made a typographical error or want to change the name for this
connection, edit the Name field in this window.

2. Type your local machine’s host name or IP address in the Source Name
field.
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3. Type the remote machine’s host name or its IP address in the Destination
Name field.
The IP Netmask default setting is + and requires no further input.

Note - If you change the netmask default setting, do not use a hex format
(Ff.ff.ff.f0). The following formats are acceptable: 255.255.255.240 or Oxffffff00.

4. Select Private or Default Route.
Select this option to prevent the i n. r out ed( 1M network routing daemon
from advertising the interface. Use on-line help or see Table 5-3 on page 59
for detailed information.

5. Select Connection to configure connection parameters.
The Connection Settings window is displayed (Figure 4-13).
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File Heip |
iP J'nfen‘acel gonnecﬁonl Security | Phone | Advanced Options !_?ouﬁngl

— Connection: PPP Parameters

Encapsulation: - PPP 4 MP
Header Compression: | /|

Data Compression: |off ﬂ |stac_ascend g
Joff 3

=
Inactivity Timeout: 120 =i

— Connection: Special Parameters

Callback: _|
~ They Will Callback - We Will Callback
= Al
_ = CRl=
Bandwidth Controller: W Hunt Mode: _|

Dynamic IP Address: _|

Reset | Defaults [0l |

Figure 4-13 PPP Connection Parameters Window

To Configure the Connection Parameters

1. Click PPP for Point-to-Point Encapsulation (suggested) or MP for
Multilink Encapsulation.
Multilink Encapsulation complies with RFC 1717.

2. Click V] to activate Van Jacobson Header Compression.
VJ compression compresses the IP header to three bytes.

3. Set Data Compression to on to activate data compression.
Activating Data Compression allows you to select Compression Type and
STAC Check Mode.
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* If you activate Data Compression, select Compression Type.
The options are st ac or st ac_ascend. Select st ac_ascend only if you
are connecting to an Ascend device, are operating in back-to-back mode,
or are connecting to a single B channel.

« If you select st ac, select STAC Check Mode.
Select | cb for Cisco. Select sequence3 for Network Express.

4. Click Callback if you want to use the callback option.
“They will call back™ is the Callback Type default.

» Accept the Reenable Timeout default of 30 seconds or set your preferred
time. See the on-line help for more information about Reenable Timeout.

« Accept the Call Back Timeout default of 10 seconds or set your preferred
time if you select “We will call back.” See the on-line help for more
information about the Call Back Timeout.

5. Click Bandwidth Controller to turn on bandwidth control.
To prevent call collisions, only one side should have bandwidth control
turned on. The caller typically turns on bandwidth control.

Hunt Mode is not compatible with Callback or Bandwidth Controller turned
on. See the on-line help for more information about Hunt Mode.

6. Click Dynamic IP Address only if you are in nomadic mode.
See on-line help on Dynamic IP Address or Table 5-3 on page 59 for more
information.Select Security to set security parameters.

The Security Configuration window is displayed (Figure 4-14).
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=l Connection Settings : cat—-atmi4

Fiie Heip |

IP Inferface gannecﬁonl Becurity | Phone | Advanced Options !_iouﬁng|

. Security Parameters

Security Card: _|
They Authenticate Us With: - Pap @ Chap -, Pap-Token-Chap < Both
We Authenticate Them With: - Fap - Chap @ MNone

(We Respond With)
|
|

Chap Secret: |sdn2—2

Chap Name: fisdn2-2

{They Respond With, Only Required)
(for Incoming Call with no Caller ID}

Pap Peer ID:
Pap Peer Password:
Chap Peer Secret: |isdnd

Chap Peer Name: |isdnd

Reset | Defaults | oK |

Figure 4-14 PPP Security Configuration Window

v To Configure the Security Parameters

1. Click Security Card only if you are using security card authentication.
Security Card applies either to the Enigma DES Gold Card or Security
Dynamics SecurlD. Use the on-line help or see Table 5-3 on page 59 for
detailed information.

Clicking Security Card highlights Pap-Token-Chap authentication. If this is a
valid option, all necessary information for this authentication scheme will
be given to you by the authenticator.
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. Click the type of authentication scheme you will use—Pap, Chap, or Both.
The fields where you enter information will be activated depending on the
type of authentication scheme you selected.

. Type your assigned Pap ID in the Pap ID field or your Chap Secret in the
Chap Secret field.
Get this information from the remote site.

. Type your assigned password in the Pap Password or your Chap Name in
the Chap Name field.
Get this information from the remote site.

. Select Phone to configure phone options in the PPP file.
The Phone Configuration is displayed (Figure 4-15).
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B Connection Settings : cat-atmi4
File Help |
IP Interface | Connection §ecurﬁy| Phone | Advanced Opfions | Routing
—~Phone Number
Norber to Call Interface Profile Service
914157801836 isdn 0  any data6d
914157801836 isdn 0  any databd
~ Phone P
Number to Call:
Subaddress: _i I
Physical Interface: g Profile: g
Service: ﬂ
Add Delete | Change | oK

Figure 4-15 PPP Phone Configuration Window

v To Configure the Phone Parameters

1. In the Number to Call field, type the phone number of the remote system.
Do not insert dashes or spaces.

® |If the number is within your area code, type only the local number.

® If you are calling outside your area code, type the access number, area
code, and phone number. In the United States, for example, you would type
a long distance number in this format: 18005551212,
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. Click Subaddress only if it is applicable.
* Type the subaddress if you have one.

* In Germany, type the EAZ in this field.
Subaddresses are not used in North America.

. Select Physical Interface.

The options are isdn_0, isdn_1 (isdn_n for as many interfaces as you have),
and any. Do not select any unless all your interfaces are connected to lines.
Use on-line help or see Table 5-3 on page 59 for more information.

. From the Profile menu, select the profile you want to use.
The options are A, B, or any.

. Choose data64 (preferred) or data56 from the Service menu.
. Click OK to save these parameters to a temporary file.

. Select Advanced Options only under the following conditions:

« If you are in Japan, you must change Custom Network tontt .

* If you are using MP, set Dynamic Bandwidth Allocation parameters.
« If you are an expert ISDN user, set parameters as you want.

Note — If Bandwidth Allocation is enabled on either the local or remote host,
you must configure more than one phone number in the phone folder.

The Advanced Options window is displayed (Figure 4-16).
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ri‘ Connection Settings : cat—atm14

Fiie Heip |
IP inferface | Connection | Gecurity | Phane |£dvanced Opﬁonsl Houting

 Dynamic Bandwidth Allocation

Bandwidth Controller:

High Water Threshold %: W :: High Water Samples: IZ— ::
Low Water Threshold %: IT i: Low Water Samples: llU— ::
Max Links: 2 :: Clamp Links At: [T 2:

Link Retry Count: |2 j Link Suspend Timer: [300 ﬂ

— Multilink Protocol (RFC1717)

Enable: ™ WP Encapsulate CP: W
LCP MARU: 1500 2] LCPEnd Point: |mac |
Value: l—
. Link Control Protocol {(LCP)
Restart Timer {ms): |1000 ;: Max Restarts: IT ﬂ

. a1
MRU: |1500 =

— Special Parameters

Use Caller ID: & Custom Netwerk: |nil ﬂ

Reset | Cefaults | QK

Figure 4-16 Advanced Options Configuration Window

v To Configure Advanced Options

1. Click Bandwidth Controller to enable Dynamic Bandwidth Allocation.
Bandwidth Controller is off by default. Unless you turn it on, all values in
the Dynamic Bandwidth Allocation section of this window are inactive. For
an explanation of the default settings, see the on-line help or Table 2-2 on
page 11.
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2. Click Enable MP to enable Multilink Protocol (RFC 1717).
Encapsulate CP is enabled simultaneously. Use the on-line help or see
Table 5-3 on page 59 for detailed information.

3. Accept the LCP End Point default (mac) or select another setting.
The options are mac, local, ip, ppp, and psndn. Use the on-line help or see
Table 5-3 on page 59 for detailed information.

4. Accept the LCP MRRU default (1600) or select another setting.
Use the on-line help or see Table 5-3 on page 59 for detailed information.

5. Accept default settings for LCP parameters unless you have reason to
change them.
Use the on-line help or see Table 5-3 on page 59 for detailed information.

6. Click Use Caller ID to enable this parameter.
Use the on-line help or see Table 5-3 on page 59 for detailed information.

7. Change Custom Network to ntt only in Japan.
The default setting is acceptable elsewhere.

8. Select Routing to add route commands.
The Routing window is displayed (Figure 4-17).

Using the GUI to Configure SunISDN 1.0.4 47



48

Figure 4-17 PPP Routing Configuration Window
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v To Configure Routing

1. In the Enter Command field, enter the r out e add command using the
following format:

route add net destination gateway hop count

where:

net is an optional parameter used only if the destination is a
network.

destination is the remote host name or network.

gateway is the name of a system that will redirect traffic to the remote
host or network, typically the name of your local router.

hop count  is the number of gateways or routers (hops) required to reach
the final destination.

See man rout e (1M for more details.

Caution — The parameters you set for this connection using the connection
notebook are not saved to your i sppp. cf file until you click the OK button in
the PPP Configuration Options window (Figure 4-18.)
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] PPP Configuration Options

File Heip
— Connection Database

Name Interface Source Destination
cat—atml4d ifppp9 isdn2-2 isdn4 Al
cat—atmé ifppp2 isdn2-2 isdnb

cat_atml? ifpppl isdn2-2 isdnb
cat_atmé_isdn3 ifppp0 isdn2-2 isdn3

Name:
Add | Delete | oK |

I

Figure 4-18 PPP Configuration Options Showing Connection Database

2. When you have completed configuring the PPP file, click OK in the PPP
Configuration Options window (Figure 4-18) to save your connection
parameters to your / et ¢/ opt / SUNW sdn/ SUNW sppp. cf file. Select Exit
from the File menu in the i sdnt ool Main window (Figure 4-1).

3. Reboot your machine.

sync
sync
sync
r eboot

H* B H H*

4. Restart both ISDN and PPP after rebooting your system.
Start i sdnt ool again and click Restart. See Step 3 and Step 4 on page 27.

Note — After you have initially configured the i sdn or ppp configuration files
and rebooted your machine, you can make additional changes to the files
without rebooting. Just start i sdnt ool and click Restart.
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Usinga Text Editor to Configure
SunlSDN1.0.4 5

This chapter shows you how to configure the ISDN configuration files and the
point-to-point networking protocol (PPP) configuration files using a text editor.
Examples in this chapter show vi as the text editor, but instructions are the
same regardless of the text editor you use.

The ISDN configuration file contains such information as calling party, phone
number, country of origin, and so on. The PPP configuration file identifies the
path to the party called, both from a computer system standpoint and the
actual phone numbers to be used, as well as the security features to be
implemented.

Both ISDN and PPP configuration files are formatted for keyword value
entries. Information for these values such as local calling numbers, switch type,
service profile ID (SPID), and local and remote IP addresses are provided by
your phone company.

ISDN Configuration File

SunISDN 1.0.4 automatically creates ISDN configuration templates under
/ et c/ opt/ SUNW sdn/ t e for each ISDN board installed in your system.
(/ et c/ opt/ SUNW sdn/ t e/ 0 is the configuration file for the first ISDN board,
[ etc/opt/ SUNW sdn/t e/ 1 is the file for the second ISDN board, and so on.)

Note — You must have the information required before proceeding from your
phone company as described in Chapter 2, “Before You Begin.”
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v To Configure

1.
2.

the ISDN Configuration File
Become superuser.

Open the ISDN configuration file, using any text editor and press Return.
Be sure to indicate the number of the ISDN device. The following example,
using vi, shows the path.

# vi /etc/opt/SUNWsdn/te/0

5.

The ISDN configuration file is displayed similar to the one shown in
Code Example A-1 on page 109. The pound character (#) indicates lines that
are not read during configuration execution.

Fill in the keyword values.

Each keyword value is shown in angle brackets. See Table 5-1 on page 53 for
an explanation of the keywords. For example, replace | >| ocal _nb<| with
a local number.

a. Enter the local calling number supplied by your local phone or ISDN
provider in the Call Control parameters section.
Replace | >cal | i ng_nunber <| with the phone number.

b. In North America, enter the SPID number if supplied by your local
phone company.
Replace | >spi d- 0<| with the SPID number.

Repeat the configuration for additional ISDN configuration files t e/ 1,
t e/ 2, and so on, if more than one physical device is installed.

Save and exit the ISDN configuration file.
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ISDN Configuration File Keywords

Many options have been set during pkgadd. Since some parameters are unique
to your machine, you must edit this file. All parameters in this configuration
file refer only to the local system—your machine.

Table 5-1 lists the ISDN parameters you must edit and their descriptions.

Table 5-1 ISDN Configuration Parameters

Parameter

Description

cc_config

Identifies the start of the configuration for Call
Control (ISDN layer 3).

cc_calling_nb vs. cc_local _nb

The calling number identifies the local system on
outgoing calls. The local number filters incoming
calls in a multipoint configuration. The local
number is required for all multipoint
configurations. If connected to a 1TR6 multipoint
switch (Germany), you must set cc_| ocal _nb to
the EAZ value assigned by your phone company.
The EAZ (1-9) is used to differentiate several
devices connected to the same multipoint line.
EAZ (0) broadcasts an incoming call to all devices.
The 1TR6 switch does not forward the complete
phone number to the device. It presents only the
EAZ number of the number called. EAZ does not
apply to 1TR6 point-to-point. Multipoint, NI-1,
and NI-2 configurations also require configuring
the local address. Set the local address to the
cc_cal I'i ng_nb value.

cc_calling_sub_add vs. cc_local _sub_add

If you are connecting multiple devices to an ISDN
line provided by British Telecom (isdn2), France
Telecom (vn3 or vn6), or Nippon Telegraph and
Telephone (INS-Net64), you can give each ISDN
device a unique subaddress that will be used to
discriminate between devices with the same ISDN
number. The subaddress can be assigned by the
phone company where needed, or you may be
allowed to make one up. For example, ETSI users
are provided a subaddress.
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Table 5-1

ISDN Configuration Parameters (Continued)

Parameter

Description

cc_forceb6

64 Kbps is preferable. If any part of the connection
between the local and remote sites is 56 Kbps, then
you must set cc_f or ce56 to on for incoming calls
only.

cc_cli

Set to on only if you are in a country that supports
CLI and you subscribe to it. See “Calling Line
Identifier (CLI)” on page 17 for more information.

cc_na_country

Country of the cal | i ng_nb system. The
following are recognized: Australia, Europe,
France, Germany, Japan, United Kingdom, and
USA.

cc_na_oper at or

Switch type of the cal I i ng_nb system. The
graphical user interface uses only the switch type;
country or area of origin is assumed from the
switch information. You must specify both country
and switch type when modifying the configuration
file directly. (See Table 4-1 on page 33 for the
recognized switch types and their countries.)

ns_config

Identifies the start of network signaling
parameters (Q.931)—similar to the call control
layer values above except for SPID information.

ns_spid

Differentiates between multiple devices connected
to the same multipoint line. Outside North
America, make sure ns_spi d is commented out
by typing the pound sign (#) as the first character
in that line.

dl _config

Identifies the start of the data-link parameters
(Q.921/LAPD). One section applies to both A and
B profiles set in the upper layers. The configurable
fields are for North American settings and should
not be changed for dns, 5ess, and ni 1 switch
types. Comment out all other fields.

ph_config

Identifies the start of the physical layer
parameters.
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North American Switch Parameters

The remaining data link fields apply to Northern Telecom DMS and AT&T
switch types (North America). In North America, use the values supplied in
the sample i sdn configuration file. These values are shown in Table 5-2.
Comment all other lines.

Table 5-2 North American Switch Parameters

Data Link Field Field Value

dl _tei _tinme_assignment DL_TEI_TIME_ASSIGN_USA

dl _tei tine_renoval DL_TEl TIME_REMOVAL_USA
dl _sapi 0
dl _dl cep_nb 3 (Set to 3 for (2) phone numbers and (2) SPIDS.)

(Set to 2 for att-ptp or 1 phone number/1 SPID.)
(Set to 2 for voice-data line.)

dl _rc_nb 1000
dl _sapi 63
dl _dl cep_nb 3 (Set to 3 for (2) phone numbers and (2) SPIDS.)

(Set to 2 for att-ptp or 1 phone number/1 SPID.)
(Set to 2 for voice-data line.)

dl _rc_nb 1000
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PPP Configuration File

56

Your PPP configuration file is preconfigured. Since some parameters are
unique to your environment, you must edit this file.

Note — When configuring your PPP configuration file, see Table 5-3 for a
description of each parameter.

v To Configure PPP Configuration File

1. As superuser, use any text editor to open the PPP configuration file. Enter
the path to the i sppp. cf file and press Return:

# vi [etc/opt/ SUNW sdn/i sppp. cf

The PPP configuration file is displayed similar to the one shown in
Code Example A-2 on page 121. The i sppp. cf file that is displayed on
your screen may not include all the explanatory notes shown in this
example.

The pound character (#) indicates lines that are not read during
configuration execution. These are comment lines.

2. Enter the proper settings for your particular environment. They may
differ from the preconfigured default settings.
See Table 5-3 on page 59 for a description of each parameter.

Note — Add an i f confi g line for every remote machine you call. Repeat the
i sdn_pat h entry for each user to which you connect.

3. Exit the PPP configuration file when done.

4. Reboot your system.
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v To Start ISDN and PPP Manually

5. After rebooting your system, become superuser and start i sdn and
i sppp.

# cd /opt/ SUNW sdn/ bi n
# ./isdn start
# ./isppp start

Thei f confi g Entry

The i f confi g entry establishes a link between the local address machine and
the remote address machine.

ifconfig ifpppO plunb | ocal _address renote_address netnask + private
Where:

® i fppp is the interface for the i f confi g line

® 0 specifies the interface instance 0.

® | ocal _address is your machine name. In Figure 5-1, if your machine is
bur ke, then this would be your | ocal _addr ess. The machine har e is the
renot e_addr ess.

For more information, refer to the i f conf i g man page.

You must be able to resolve names to IP addresses. The name-to-address
translation can be done using the / et ¢/ host s file, or a network name service,
such as yp, NIS+, DNS, and so on.
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If your system was set up by a system administrator, then the name-to-address
resolution method has probably been pre-configured. If you set up your own
machine, refer to the TCP/IP Network Administration Guide and Name Services

Administration Guide for additional information.

IP/LAN connection

(hare)
ISDN/WAN 1
connection (hare-i) ﬁ
ifpppO

(s)s}'s

PPP/ISDN \

/

IP/LAN connection
(burke)

ISDN/WAN
connection (burke-i)

—t_J .
ifppp0

Figure 5-1  SunISDN Point-to-Point Configuration Example
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PPP Configuration File Keywords

Table 5-3 describes each setting keyword in the PPP configuration file.

Table 5-3  Point-to-Point Protocol (PPP) Configuration Keywords

PPP Configuration File Keyword

Description

route

Establishes a static route to a remote gateway. The format is
where:

rout e add netdestination gateway hop count
net is an optional parameter used only if the destination is a
network
destination specifies the remote host name or network

gateway is the name of the system that will redirect traffic to
the remote host or network, typically the name of your local
router

hop count equals number of hops to gateway
Refer to man rout e (1M for more details.

use caller_id

Applies to all paths mentioned in the PPP configuration file
i sppp. cf.

When use_cal l er _idissettoon,and cal l er _idis
provided on an incoming call, the PPP manager will use it to
find a path.

When use_cal | er _i d is set to off or not available,

cal |l er _i don an incoming call is ignored. In this case, the
PPP manager will rely on PAP or CHAP to find a path. PAP
and CHAP parameters must be unique for each path.

The default setting is on.

i sdn_pat h

Indicates the start of a path definition section. All
parameters following this keyword are associated with this
path, until the next occurrence of the i sdn_pat h keyword.
No modifier is required, but this must appear as the first line
of each new path.

Each path entry consists of the information required to
identify the destination machine and action/response of the
connection. This information is used by the connection
manager to modify the IP routing tables and check the
identity of the caller.

See man i fconfi g for more details.
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Table 5-3 Point-to-Point Protocol (PPP) Configuration Keywords (Continued)

PPP Configuration File Keyword

Description

name This arbitrary name is usually the host name of the remote
machine but can also be its IP address or any other
identifying name.

net wor k In Japan only, set to ntt. The defaultis ni | .

default _route

Point-to-point only for the duration of the connection makes
the route defined by this interface the default route. Refer to
man route (1M for more information.

interface

Must match the second word in the i f confi g command
line for point-to-point.

inactivity_tineout

Determines how long (in seconds) that the line can remain
inactive before the connection is disconnected. Set the
parameter to 0 to create a permanent connection that will
not time-out. The default is 120 seconds.

negoti at e_addr ess

Supports the concept of a nomadic machine. A system
dialing in from a remote office is assigned a temporary IP
address (may be associated with that remote office or
assigned from a pool of addressees) by the dial-in server.
The nomadic machine does not have a permanent IP
address. It can move from one remote office to another and
is assigned a new IP address associated with the new
location. Neither the dial-in server nor the nomadic machine
needs to be reconfigured.

Restrictions:

Enable only on the nomadic system.

Enabled when negot i at e_addr ess is set to on.

Nomadic system must first pi ng the dial-in server to be
assigned an IP address before attempting any ft p, rl ogi n,
t el net, or other t cp service.

A bogus address must initially be used on the nomadic
system to plumb-up the ifppp interface, for example,
ifconfig ifppp0 plunb 0.0.0.0 server up.

Set cal | back and cal | back_ti meout

together on the side calling back, referred to as remote here.

Set r eenabl e_t i meout on the side that first makes the call, referred to as local here.

cal | back

Set to on only if you want the local system to callback. Must
be set to on only on one side of the connecting parties. The
default is off.
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Table 5-3 Point-to-Point Protocol (PPP) Configuration Keywords (Continued)

PPP Configuration File Keyword

Description

cal | back_ti meout

Indicates the amount of time the remote system waits before
calling back the local system. The default is 10 seconds.

reenabl e_ti meout

During the r eenabl e_t i meout period, the local host will
be prevented from placing any further calls, waiting for the
callback to complete. reenabl e_ti neout should be large
enough to allow enough time for the remote host to
complete the callback. Note that this time includes the

cal | back_ti meout period. The default is 30 seconds.

cal | ed_nunber
dir-number (described below)
grouping (described below)
interface (described below)
profile (described below)
service (described below)

Defines one or more cal | ed_nunber lines for each path. If
several lines are defined, the PPP manager can set up
multiple links to the same destination (see “Dynamic
Bandwidth Allocation” on page 11). Separate all subfields by
a space.

di r - nunber

The remote ISDN directory humber. When subaddress is
required, specify it in the format address, subaddress.

gr oupi ng

Always set to 1.

interface

If set to a valid name such as i sdn_0, i sdn_1, and so on,
the ISDN software places a call on this interface name.

Use any for automatic interface selection only if all interfaces
are connected to a line.

profile

Options are A, B, or any. Multipoint switches (DMS custom,
AT&T custom-multipoint, NI-1 or NI-2) can have two
profiles configured, each with a different spi d and directory
number. any enables automatic profile selection. Multiple
profiles are used only in North America. Elsewhere use
profile A.

service

Options are data56 or data64. See “Baud Rate” on page 8.
The default is data64.

i pcp_conpr essi on

Options are vj or of f . Indicates whether IP header
compression (Van Jacobson algorithm) is enabled.

The default is vj.

ccp

Options are ccp or of f. Set to ccp to compress data. The
default is off.
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Table 5-3 Point-to-Point Protocol (PPP) Configuration Keywords (Continued)

PPP Configuration File Keyword

Description

conpr essi on

Options are st ac_ascend or st ac. Must be set to
stac_ascend if you are connecting to an Ascend device,
otherwise set to st ac.

st ac_check_node

Options are | cb, crc, sequence3. Use | cb for Ascend or
Cisco. Use sequence3 for Network Express. cr ¢ is not
implemented by all vendors.

| cp_encapsul ati on

Set to MP to enable Multilink Protocol (RFC 1717).
The default is PPP (Point-to-Point Protocol).

encapsul ate_cp

The default is on.

lcp_nru

The maximum size in bytes of received data. The default is
1500.

lcp_nrru

The LCP multilink maximum received reconstructed unit
(mrru) option indicates the maximum size message this host
can receive after reassembly from all links to this
destination. The maximum value is 3000 bytes. The default
value for the nr r u option is 1600 bytes.

i p_spoofing

Use for placing ISDN calls when the system wants to open
connections for broadcast packets over the ISDN/PPP
interfaces. Broadcast packets such as routing information
packets (RIP) and router discovery packets are currently
supported.

The default is on. When ip_spoofing is on, the PPP manager
will perform call filtering for RIP and router discovery
packets so that ISDN calls will not be initiated.

When ip_spoofing is off, the PPP manager will place ISDN
calls when the system wants to open connections for
broadcast packets such as RIP and route discovery packets.
Since the interface type of point-to-multipoint is no longer
supported, set this field to “on” to disable the broadcast
capability if you want the point-to-point interface to behave
similarly to a point-to-multipoint interface as supported in
the previous releases.
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Table 5-3 Point-to-Point Protocol (PPP) Configuration Keywords (Continued)

PPP Configuration File Keyword

Description

| cp_endpoi nt class val ue

Options are | ocal , i p, mac, ppp, and psndn.

I ocal is Class 1 with local address value of 20 bytes
maximum length. i p is Class 2 with an ip host address
value. mac is Class 3 with a mac address value of 12 bytes.
ppp is Class 4 with a value of a block of 1 to 5 concatenated
21 bit PPP magic numbers. psndn is Class 5 with a value
that represents an international telephone directory number.
The endpoint discriminator option advises a system that the
peer on this link could be the same as the peer on another
existing link. This option is not required for MP.

If you choose to use this option as an additional level of
security, you must make sure that the value used is unique
network wide. If you are connecting to an Ascend device,
you must set this option to mac. mac is the default setting.

security_card

Must be set to on to use Enigma DES Gold Card or Secure
Dynamics SecurlD authentication.

wi Il _do_aut hentication

Indicates whether the system will participate in
authentication protocol. Options are pap, chap, pap-

t oken- chap, or bot h. Set pap or chap if the remote system
requires authentication.

Must be set to pap- t oken- chap only for Enigma DES Gold
card or SecurlD authentication. The default is both.
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Table 5-3 Point-to-Point Protocol (PPP) Configuration Keywords (Continued)

PPP Configuration File Keyword

Description

require_aut hentication

Indicates whether the remote peer is required to authenticate
itself. Set either pap or chap. Do not mix pap and chap on
local and remote machines.

The configuration should be symmetrical, that is, both sides
should use pap or chap, or neither. When interoperating
with SunLink 1.0, use pap on both sides and set
require_aut henti cati on to pap.

If either pap or chap is present, the peer must participate in
the authentication protocol or the connection will be
terminated. If both pap and chap are present then the
system will first try to negotiate chap. If that fails, it will try
to negotiate pap. If both fail, the connection will be
terminated.

If pap is required, then the pap_peer _i d and

pap_peer _passwor d keywords and values must be
specified for the associated path. If chap is required then the
chap_peer _nane and chap_peer _secr et keywords and
values must be specified for the associated path.

Set to of f when connecting to an Ascend device.

The default value is off.

pap_i d string

One or more characters that represent the authenticated
name required by the authenticator to identify this system.
Note: To indicate a zero length string, do not include this
keyword.

pap_passwor d string

One or more characters that indicate the password for this
system.

Note: To indicate a zero length string, do not include this
keyword.

pap_peer _i d string

One or more characters that indicate the name of the peer to
be authenticated.

Note: To indicate a zero length string, do not include this
keyword.

pap_peer _passwor d string

One or more characters used to indicate the password for
authentication.

Note: To indicate a zero length string, do not include the
keyword.
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Table 5-3 Point-to-Point Protocol (PPP) Configuration Keywords (Continued)

PPP Configuration File Keyword

Description

chap_secret string

One or more characters, preferably at least 16, that contain
the secret that is used with the received challenge value to
generate the response sent to the authenticator.

chap_nane string

One or more characters representing the identification of this
system. The name should not be NUL or CR/LF terminated.
The name is sent to the authenticator in a Response packet.
The chap_peer _nane and chap_nane may appear in the
received or sent Challenge packets, respectively.

chap_peer _secret string

One or more characters, preferably at least 16, that contain
the secret that is used with the challenge value to generate
the response received from the peer.

chap_peer _nane string

One or more characters representing the identification of the
peer transmitting the packet. The name should not be NUL
or CR/LF terminated. The name is received from the peer in
a Response packet.

bandw dth_control |l er

Identifies the system controlling the bandwidth. You must
not set this to on at both ends of the connection. Typically the
caller sets bandwi dt h_control | er.

hi wat

hi cnt

| owat

| ocnt

cl amp
link_retry_count
i nk_suspend_ti mer

Values used in defining strategies to aggregate B channels.
See “Dynamic Bandwidth Allocation” on page 11.

bandwi dt h

The desired number of aggregated links.

hunt _node

If on, client will hunt through a list of cal | ed_nunber
numbers to reach the remote machine.

Default setting is off.

restart _tiner

Used when sending an LCP request. Change for tuning
requests.

Default is 1 second between requests.

max_restarts

The number of LCP requests before terminating the attempt.
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Troubleshooting 6

This chapter provides troubleshooting information to help you detect and
resolve problems with SunISDN network configurations.

Common Setup Problems

Setup conflicts, mismatches, and assumptions are often a source of problems.

When checking configuration files, be sure you configured the ISDN and PPP
configuration files correctly and have included information for all the required
fields. Think about the assumptions that could lead to different configuration

errors, such as phone or SPID numbers or passwords. Here are some common
problem areas to check:

Determine the Domain Name Service (DNS).

Name service can be a frequent problem. This can require some assistance if
you are not familiar with name service principles. If you do not have a table
in/etc/hosts or/etc/resol ve. conf that matches your host name to
an IP map address (which looks like 129.146.53.113), find out which DNS
server you should connect to and add the name and address to your

/ et ¢/ host s file. You must establish an IP connection to the server that will
provide routing instructions to your computer when you try to connect to
remote systems over the network (for example when you use Mosaic). For
more information, refer to the TCP/IP Network Administration Guide and
Name Services Administration Guide.
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Determine if you have an ISDN connection before going on to PPP.

Use trace in the i sdnt ool to look for an RR (receive, ready) message
when you start i sdnt ool . Here is the pattern for a healthy ISDN

connection:
You send p Setup
You receive g progress indications
You receive g connection confirmation
You send p connection (ack) acknowledgment

Here is an example of actual traces (calling and called systems):

SND on 0 at 16:55:40: 0064> | NFO ¢ Sapi =0 Tei =72 p/f=0 n(r)=5 n(s)=4
SETUP 031 Cal |l _reference=1 ORI G
| E #01: Bc 88 90
| E #02: Keypad 31 34 31 35 38 31 32 39 39 39 39
| E #03: Calling nb cl 33 36 34 39 39 39 39
| E #04: sending conplete
RCV on 0 at 16:55:40:0076> RR r Sapi =0 Tei =72 p/f=0 n(r)=5
RCV on 0 at 16:55:40: 0206> | NFO ¢ Sapi =0 Tei =72 p/f=0 n(r)=5 n(s)=5
CALL PROC Q31 Cal | _reference=1 DEST
| E #01: Channel id 89
SND on 0 at 16:55:40:0212> RR r Sapi =0 Tei =72 p/f=0 n(r)=6
RCV on 0 at 16:55:41:0574> | NFO ¢ Sapi =0 Tei =72 p/f=0 n(r)=5 n(s) =6
ALERT (@31 Cal | _reference=1 DEST
| E #01: Si gnal 01
SND on 0 at 16:55:41: 0580> RR r Sapi =0 Tei =72 p/f=0 n(r)=7
RCV on 0 at 16:55:41:0613> | NFO c Sapi=0 Tei =72 p/f=0 n(r)=5 n(s)=7
CONNECT Q31 Cal | _reference=1 DEST
| E #01: Signal 3f
SND on 0 at 16:55:41: 0620> RR r Sapi =0 Tei =72 p/f=0 n(r)=8
SND on 0 at 16:55:41: 0658> | NFO c Sapi =0 Tei =72 p/f=0 n(r)=8 n(s)=5
CONNECT ACKNOW.EDGE Q31 Call _reference=l ORI G

Code Example 6-1 Calling System Trace
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RCV on 0 at 13:48:07:0176>
SETUP ®31
| E #01: Bc
| E #02: Channel id
IE #03: Calling nb
| E #04: Called nb

SND on 0 at 13:48:07:0231>
n(r)=92 n(s)=117
ALERT 31
| E #01:

Channel id

RCV on 0 at 13:48:07:0238>
n(r)=118

SND on 0 at 13:48:07: 0250>
n(r)=92 n(s)=118
CONNECT Q31

RCV on 0 at 13:48:07:0256>
n(r)=119

RCV on 0 at 13:48:07:0308>
n(r)=119 n(s)=92
CONNECT ACKNOWLEDGE @©31
| E #01: Channel id

u

I NFO

I NFO

I NFO

¢ Sapi =0 Tei =127 p/f=0
Call _reference=9 ORI G
88 90

89

al 33 36 34 39 39 39 39

cl 34 31 35 38 31 32 39 39 39 39

c Sapi=0 Tei =64 p/f=0

Cal | _reference=9 DEST
89

r Sapi=0 Tei =64 p/f=0

¢ Sapi =0 Tei =64 p/f=0

Cal|l _reference=9 DEST

r Sapi =0 i =64 p/f=0

¢ Sapi =0 i =64 p/f=0

Cal |l _reference=9 ORI G
89

Code Example 6-2

Troubleshooting

Called System Trace
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Incorrect Phone Number and SPID

If you get SETUP messages but you do not respond with ALERT or CONNECT,
guestion the phone number (local in i sdnt ool and remote ini sppp. cf), and
the SPID. The SPID may be provided but not needed or vice versa. Try
reconfiguring the phone number and the SPID.

RCV on 0 at 14:01:50: 0605> U
SETUP ®31

| E #01:

| E #02:

| E #03:

| E #04:

Bc

Channel id
Calling nb
Call ed nb

RCV on 0 at 14:01:54:0649> Ul
SETUP Q931

| E #01:

| E #02:

| E #03:

I E #04:

Bc

Channel id
Calling nb
Called nb

RCV on 0 at 14:01:59:0649> U
SETUP @31

| E #01:

| E #02:

| E #03:

| E #04:

Bc

Channel id
Calling nb
Called nb

¢ Sapi =0 Tei =127 p/f=0
Call _reference=a ORIG
88 90

89

al 31 31 30

cl 31 31 31

¢ Sapi =0 Tei =127 p/f=0
Cal | _reference=a ORIG
88 90

89

al 31 31 30

cl 31 31 31

¢ Sapi =0 Tei =127 p/f=0
Cal | _reference=a ORIG
88 90

89

al 31 31 30

cl 31 31 31

Code Example 6-3

Called System Trace Shows Neither CONNECT nor ALERT

You identified either the local number or the remote number with too few
or too many digits.
For example, if you want to connect to a remote site with the same area
code, do not use the area code in the cal | ed_nunber field of the
i sppp. cf file. Type phone numbers exactly as you would on the phone.

Do not use spaces, dashes, or parentheses.
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If you receive a connection acknowledgment but get no reply from the
remote, then security issues are the likely problem.

Check carefully that the password and identification names match correctly
in both your file and the remote file with which you want to connect. This
must be a mirror image at the two sites. That is your chap_secr et is the
chap_peer _secret at the remote site. Their password is the

chap_peer _secret inyouri sppp. cf file. (This example uses CHAP
authentication, but PAP authentication must also be mirrored.) Make sure
thewi I | _do and require_aut henti cati on are set properly at both sites.

Make sure callback is not set to “on” at both the local and remote sites.

C'I’EI isset toon butitis not supported between your site and the remote
site.

For example, it is not supported across most network boundaries such as
between an ETSI site and an NI-1 site.

You are trying to run at 64 Kbps but somewhere in the connection that
speed is not supported.

If you are connected to a 64Kbs service, it is possible to receive calls from a
remote system connected to a 56Kbs service. However, in this case it may be
necessary to enable the f or ce56 feature.

Eitheri sdn was notstarted ini sdnt ool ori sppp has not been started.

Ask the phone company how you are configured for their switch.

You might be data/data, voice/voice or voice/data. If you are configured
for voice/data, make sure the phone number for data is entered in Profile A.

Check the active process for ISDN and for PPP.
A working configuration has both ISDN (xnet ) and PPP (i spppd) running.

Enter the following and press Return after each entry:

host nane% ps -ef | grep xnet
(isdn.xnet processes are displayed)

host nane% ps -ef | grep ispppd
(ispppd processes are displayed)

Troubleshooting 71



72

Some DMS switch users (particularly in Canada) may find that they need
to use the switch type of ni2.

In addition, it may be necessary to prepend the remote number in the

i sppp. cf file with an extra digit. For example, you may find that 9 011 333
666 2222 works even though 9 is not part of the normal phone number
sequence. Check with your phone company.

é/iq[rei;y the type of compression configured at both the local and remote

If data compression is enabled and you have problems communicating with a
remote system, compression types may not be configured the same at both the
local and remote sites. For example, if compression type is set to st ac at one
site while it is set to st ac_ascend at the other, you may not be able to
connect.

Check the number of called numbers configured.

If you cannot get a second B channel to work as multilink protocol connections,
you may have only one cal | ed_nunber entry in the configuration file
isppp.cf. To get a second B channel to work, you must have two

cal | ed_nunber s configured.
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Getting Help

If you have problems installing or using the SunISDN 1.0.4 software, call your
authorized service provider. You must have the following information ready:

®* Model number of your machine (for desktop machines, this is on the bottom
of the system unit)

® Serial number of the machine (same location as the model number)

® Solaris or SUnOS™ release humber
Product release number (1.0.4)

To display your software release level:

¢ Use the show ev command and press Return.
The display then lists your system’s release level. The release level is
highlighted in the following example:

host name# show ev

Host nane: rancho

Hosti d: 5543734a

Rel ease: 5.5

Kernel architecture: sundm

Application architecture: sparc

Har dwar e provider: Sun_M crosystens

Domai n: di v. nfg. conpanyB. com

Kernel version: SunCS 5.5 Generic Novenber 1995

If you need assistance from SunService, use the TRACE and LOG files to keep
track of messages that can be used to determine where the network is failing.
The log file is kept permanently but TRACE is a temporary file so any record
you want to keep must be copied to a permanent space.

v To Copy TRACE or LOG Files

1. With the i sdnt ool turned on, open both the TRACE and LOG files.
2. Ping the remote site.

3. Copy the TRACE and LOG output to a permanent file that can be sent to
the person who supports your site.
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Usingi sdntrace

74

The command line facility for tracing and recording D-channel activity is
called i sdnt race. You use it to recover the binary information exchanged
between the three layers (network layer, data link layer, and physical layer) of
the D-channel software. By default, this information is decoded and displayed
on the standard output device; however, it can also be saved to a file as either
binary or decoded data. Running trace from i sdnt ool yields a broad and
generalized report. The following sections provides specifics for using

i sdntrace.

Specifying the Input Device page 75
Recovering the Input from File page 76
Writing the Output to File page 77
Modifying the Default Output Format page 77
Suppressing Time Stamping page 79
Suppressing the Lost Data Indication page 80
Using Multiple Command Line Options page 80

By default, i sdnt r ace recovers the binary information exchanged between all
three layers of the D-channel software and displays the decoded information
on the standard output device in a standard format. You must specify the type
of network to which your host is connected.
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v To Runisdntrace

1. Become superuser.
You can invoke a general trace from i sdnt ool or a more specific trace

using a variety of parameters as specified in this section.

Country Switch Type Keyword
Australia AUSTEL aul
Europe ETSI etsi
France Version Nationale Euro Numeris 3 vn3
France Version Nationale Euro Numeris 6 vn6
Germany DBT 1TR6 1tr6
Hong Kong HKT hkt
Japan NTT INS-64 ntt
North America National ISDN-1 and ISDN-2 ni2
North America AT&T 5ESS PTP/MTP 5ess
North America NT DMS100 dms
Sweden SWD-ETSI swd-etsi
United Kingdom BT (ISDN-2) bt2

2. Use Table 6-1 to determine the type of network.

3. You can only run one instance of i sdntrace atatime. Toruni sdntrace,
enter the following and press Return:

# [ opt/ SUNW sdn/ bi n/i sdntrace — network_ type

Specifying the Input Device

Running i sdnt r ace with the —d option enables you to specify one or more

SunISDN devices (physical interfaces) as the source of the binary information.
By default, i sdnt r ace probes the system and attempts to recover information
from all the SunISDN devices that it locates.

Troubleshooting
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¢ To specify the input device, use the index number of its SunOS device
name.

For example, the first SunISDN physical interface installed in a system is
assigned the device name of / dev/ i sdn/ 0. This device is specified by its 0

index.

¢ To specify a single input device, enter the following and press Return:

# [ opt/ SUNW sdn/ bi n/isdntrace — number

+ To specify multiple input devices, enter the following and press Return:

# [ opt/ SUNW sdn/ bi n/i sdntrace — network_type —d numl —€ num2

Recovering the Input from File

Run i sdnt r ace with the — option to specify a file that contains binary
information as the input device in place of a SunlISDN physical interface.
You must create this file before you run i sdnt r ace with the -i option by
running i sdnt r ace with the —b option. This enables you to write the
binary data recovered from one or more SunISDN devices to a file. Note that
the —d and — options are mutually exclusive.

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network _type — filename

The — option can be used in conjunction with the — option. You use it to
direct i sdntrace to read past the end of the specified input file.

# [/ opt/ SUNW sdn/ bi n/i sdntrace -n network type — input_file
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Writing the Output to File

Running i sdnt r ace with the —e option enables you to write the decoded data
to a specified output file. The information is recorded in the same format as it
would have been displayed on the standard output device. The information is
written to a file only and it is not displayed on the standard output device.

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network type —e output_file

Running i sdnt r ace with the —b option enables you to write (raw) binary data
to a specified output file. This output file can be used later as the input to

i sdnt r ace using the — option. By default, the information is written to file
only; it is not displayed on the standard output device.

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network type —b raw_output_file

The - s option can be used in conjunction with the —b option. You use it to
display decoded data on the standard output device at the same time as binary
data is written to file.

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network _type —b raw_output_file —s

Modifying the Default Output Format

By default, the i sdnt r ace always displays the decoded layer one (physical
layer) information. Running i sdnt r ace with the —1 option suppresses the
layer 1 information entirely.

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network type —

By default, i sdnt r ace always displays the decoded layer 2 (data link layer)
information together with details of the TElI management. Run i sdntrace
with the —2 option to modify the information displayed.
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v To Modify the Default Output Format

® Use the of f modifier to suppress the layer 2 information entirely.

# [ opt/ SUNW sdn/ bi n/i sdntrace -n <network_type> —2 of f

® Use the hex modifier to display the hexadecimal equivalent of the layer 2
information:

# [ opt/ SUNW sdn/ bi n/isdntrace -n network_type —2 hex

® Use the basi ¢ modifier to display the decoded layer 2 information:

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network type —2 basic

® Use the det ai | modifier to display the decoded layer 2 information
together with details of the TEI (Terminal Endpoint Identifier) management
(default).

# [ opt/ SUNW sdn/ bi n/isdntrace -n network_type —det ai |

By default, i sdnt r ace always displays the decoded layer 3 (network layer)
messages and Information Elements (IEs) together with the hex equivalent of
the information it contains. Running i sdnt r ace with the —3 option can be
used to modify the information displayed.

® Use the of f modifier to suppress the layer 3 information entirely:

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network_type —3 of f

® Use the hex modifier to display the hexadecimal equivalent of the layer 3
information:

# [ opt/ SUNW sdn/ bi n/isdntrace -n network_type —3 hex
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® Use the asci i modifier to display the asci i (printable character)
equivalent of the layer 3 information:

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network_type —3 asci i

® Use the hdr modifier to display the layer 3 header information only:

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network type —3 hdr

® Use the i e_hex modifier to display the decoded name of the layer 3
Information Element (IE) together with the hexadecimal equivalent of the
information it contains (default display):

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network_type —3 i e_hex

® Use theie_ascii modifier to display the decoded name of the layer 3
Information Element (IE) together with the asci i (printable character)
equivalent of the information it contains:

# [ opt/ SUNW sdn/ bi n/i sdntrace -n <network_type> —3 ie_ascii

Suppressing Time Stamping

By default, the decoded information is displayed with time stamping, which
indicates the date and time at which the information was recovered. Use the —+
option to turn off date and time stamping:

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network type —+
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Suppressing the Lost Data Indication

By default, i sdnt r ace logs each time data is lost. Use the -+ option to turn off
the lost data indicator:

# [ opt/ SUNW sdn/ bi n/i sdntrace -n network_type —%

Using Multiple Command Line Options

The command line options can be concatenated to tailor the effects of
i sdnt r ace. Note that the —d and — options are mutually exclusive.

For example,

® To capture the input from the second SunISDN device installed in a host
system connected to the ISDN service from one of the carriers in the United
States and to write only the layer 2 and layer 3 decoded information to file:

# [ opt/ SUNW sdn/ bi n/isdntrace -n 5ess -d 2 -o output_file —2 hex

® To recover the input from a binary output file (created earlier using the -b
option) containing the information from a SunISDN device attached to the
ISDN service offered by France Telecom and to display the hexadecimal
equivalent of the layer 2 and layer 3 information only on the standard
output device:

# [ opt/ SUNW sdn/ bi n/isdntrace -n vné — input_ file -1 off -2 ascii -3 ie_ascii

Interpreting the Output fromi sdnt r ace

The D-channel information that is recovered using i sdnt r ace is
carrier-dependent. When interpreting the decoded information you will need
to refer to the relevant carrier-dependent interface specification. The following
example traces were taken from a system connected to the ISDN through an
interface conforming to the AT&T 5ESS 5e5 specifications. They are the result
of a single successful pi ng generated by the local system.
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Layer 1 deactivated

Layer 1 activated

Connection begins to be
established. Local system
generates SETUP message

Called and calling addresses can
be decoded from the information
elements

ISDN exchange acknowledges
connection attempt and returns
encoded Channel Id indicating
channel B1 or B2.

Example Trace 1: Default Options

This example trace was taken on a system attached directly to the ISDN

through an interface conforming to the AT&T 5ESS 5e5 specification, using the
default command-line options:

# [ opt/ SUNW sdn/ bi n/isdntrace -n 5ess

RCV on 1 at 18:51:12:0146> MANAGEMENT DI SCONNECT | NDI CATI ON
RCV on 1 at 18:51:12:0148> MANAGEMENT DEACTI VATI ON | NDI CATI ON
RCV on 1 at 18:51:12:0148> PHYSI CAL DEACTI VATI ON | NDI CATI ON
RCV on 1 at 18:51:12:0171> PHYSI CAL ACTI VATI ON | NDI CATI ON
RCV on 1 at 18:51:12:0171> MANAGEMENT ACTI VATI ON | NDI CATI ON
RCV on 1 at 18:51:12:0171> MANAGEMENT ERROR 2 | NDI CATI ON
SND on 1 at 18:51:21:0222> Ul ¢ Sapi =63 Tei =127 p/f=0
TEl Mgt: ldentity Request Ai =127 Ri =32495
RCV on 1 at 18:51:21:0239> U ¢ Sapi =63 Tei =127 p/f=0
TEl Mgt: ldentity Assigned Ai =80 Ri =32495
SND on 1 at 18:51:21:0250> SABME c Sapi=0 Tei =80 p/f=1
RCV on 1 at 18:51:21:0263> UA r Sapi=0 Tei=80 p/f=1
SND on 1 at 18:51:21:0292> | NFO c Sapi=0 Tei=80 p/f=0 n(r)=0 n(s)=0
SETUP 031 Call _reference=2 ORI G
| E #01: Bc 88 90
| E #02: Keypad 31 32 33 34 35 36 37 38
| E #03: Cal ling nb. cl 38 37 36 35 34 33 32 31
RCV on 1 at 18:51:21:0307> RR r Sapi =0 Tei =80 p/f=0 n(r)=1
RCV on 1 at 18:51:21:0513> | NFO c Sapi=0 Tei=80 p/f=0 n(r)=1 n(s)=0
CALL PRCC Q031 Cal | _reference=2 DEST
| E #01: Channel id. 89
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(@)

Management information
returned by the ISDN
exchange (or PABX)

Remote system
acknowledges connection

End of connection establishment

Start of call disconnect

In this example, both systems
initiate a disconnect at the
same time. This represents a
“clear collision.”

ISDN exchange (or PABX)
acknowledges disconnect

Local system acknowledges
disconnect; call cleared
successfully

End of call disconnect

82

SND on 1 at 18:51:21:0529> RR

RCV on 1 at 18:51:21:0779> | NFO
I NFO Q@31

| E #01:

| E #02:

| E #03:

| E #04:

| E #05:

Codeset 6

Sel . call appear
Keypad control
Feature ind.

Di spl ay cont.
SND on 1 at 18:51:21:0797> RR

RCV on 1 at 18:51:21:0989> | NFO
CONNECT Q931

SND on 1 at 18:51:22:0059> RR

SND on 1 at 18:51:22:0153> | NFO
CONNECT ACKNOW.EDGE (©31

RCV on 1 at 18:51:22:0167> RR
RCV on 1 at 18:51:52:0294> RR
SND on 1 at 18:51:52:0304> RR
RCV on 1 at 18:51:53:0088> | NFO
DI SCONNECT (031
| E #01: Cause
SND on 1 at 18:51:53:0114> | NFO
DI SCONNECT Q31
| E #01: Cause
SND on 1 at 18:51:53:0118> RR
RCV on 1 at 18:51:53:0128> RR

RCV on 1 at 18:51:53:0324> | NFO
RELEASE 31

SND on 1 at 18:51:53:0338> RR

SND on 1 at 18:51:53:0344> | NFO
RELEASE COVPLETE Q31

r Sapi=0 Tei=80 p/f=0 n(r)=1
c Sapi=0 Tei =80 p/f=0 n(r)=1

Cal | _reference=0 ORI G

01

01

81 Oa 01

10

r Sapi =0 Tei =80 p/f=0 n(r)=2
c Sapi=0 Tei =80 p/f=0 n(r)=1

Cal | _reference=2 DEST

r Sapi=0 Tei=80 p/f=0 n(r)=3
c Sapi=0 Tei =80 p/f=0 n(r)=3
Cal | _reference=2 ORI G

r Sapi=0 Tei =80 p/f=0 n(r)=2

¢ Sapi =0 Tei =80 p/f=1 n(r)=2

r Sapi =0 Tei =80 p/f=1 n(r)=3
c Sapi=0 Tei =80 p/f=0 n(r)=2
Cal | _reference=2 DEST
80 90

c Sapi=0 Tei=80 p/f=0 n(r)=3
Call _reference=2 ORI G
80 90

r Sapi =0 Tei =80 p/f=0 n(r)=4

r Sapi=0 Tei=80 p/f=0 n(r)=3

c Sapi=0 Tei =80 p/f=0 n(r)=3
Cal | _reference=2 DEST
r Sapi =0 Tei =80 p/f=0 n(r)=5

c Sapi=0 Tei=80 p/f=0 n(r)=5
Call _reference=2 ORI G

n(s)=1

n(s)=2

n(s)=1

n(s)=3

n(s)=2

n(s)=4

n(s)=3
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Layer 1 deactivated by
disconnecting the ISDN line
from the system

RCV on 1 at 18:51:53: 0358> RR r Sapi=0 Tei=80 p/f=0 n(r)=4
RCV on 1 at 18:52:09: 0880> MANAGEMENT DEACTI VATI ON | NDI CATI ON

RCV on 1 at 18:52:09: 0880> PHYSI CAL DEACTI VATI ON | NDI CATI ON

Example Trace 2: Layer 1 Information Suppressed

This example trace was taken on a system attached directly to the ISDN
through an interface conforming to the AT&T 5ESS 5e5 specification, using the
following command-line options:

# [ opt/ SUNW sdn/ bi n/isdntrace -n 5ess -1

This trace is almost identical to the previous example; however, there is no
record of the layer 1 activation/deactivation caused by connecting and
disconnecting the ISDN line.
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Start of connection establishment
procedure. Local system
generates SETUP message

Called and calling addresses can
be decoded from the information
elements

ISDN exchange acknowledges
connection attempt and returns
encoded Channel Id indicating
channel B1 or B2

Management information
returned by the ISDN exchange
(or PABX)

84

SND on
TEI

1 at
Mngt :

18:51: 21: 0222> U
Identity Request

RCV on
TEI

1 at
Mngt :

18:51:21: 0239> U
Identity Assigned

SND on 1 at 18:51:21:0250> SABME

RCV on 1 at 18:51:21:0263> UA
SND on 1 at 18:51:21:0292> | NFO
SETUP Q31
| E #01: Bc
| E #02: Keypad
| E #03: Calling nb

RCV on 1 at 18:51:21:0307> RR
RCV on 1 at 18:51:21:0513> | NFO
CALL PROC Q31
| E #01: Channel id
SND on 1 at 18:51:21:0529> RR

RCV on 1 at 18:51:21:0779> | NFO

I NFO Q31
| E #01: Codeset 6
| E #02: Sel. call appear.

I E #03
| E #04:
| E #05

Keypad contro
Feature ind.
Di splay cont.

¢ Sapi =63 Tei =127 p/f=0
Ai =127 Ri =32495

¢ Sapi =63 Tei =127 p/f=0
Ai =80 Ri =32495

¢ Sapi=0 Tei =80 p/f=1
r Sapi=0 Tei=80 p/f=1
c Sapi=0 Tei =80 p/f=0 n(r)=0

Call _reference=2 ORI G

88 90

31 32 33 34 35 36 37 38

cl 38 37 36 35 34 33 32 31

r Sapi =0 Tei =80 p/f=0 n(r)=1
c Sapi=0 Tei=80 p/f=0 n(r)=1

Cal | _reference=2 DEST

89

r Sapi =0 Tei =80 p/f=0 n(r)=1
c Sapi=0 Tei =80 p/f=0 n(r)=1

Call _reference=0 ORI G

01

01

81 Oa 01

10

n(s)=0

n(s)=0

n(s)=1
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Remote system acknowledges
connection

End of connection
establishment

Start of call disconnect

In this example, both systems
initiate a disconnect at the same
time. This represents a “clear
collision.”

ISDN exchange (or PABX)
acknowledges disconnect

Local system acknowledges

disconnect; call cleared
successfully

End of call disconnect

SND on 1 at 18:51:21:0797> RR

RCV on 1 at 18:51:21:0989> | NFO
CONNECT Q31

SND on 1 at 18:51:22:0059> RR

SND on 1 at 18:51:22:0153> | NFO
CONNECT ACKNOWLEDGE (031

RCV on 1 at 18:51:22:0167> RR
RCV on 1 at 18:51:52:0294> RR
SND on 1 at 18:51:52:0304> RR
RCV on 1 at 18:51:53:0088> | NFO
DI SCONNECT Q31
| E #01: Cause
SND on 1 at 18:51:53:0114> | NFO
DI SCONNECT Q31
| E #01: Cause
SND on 1 at 18:51:53:0118> RR
RCV on 1 at 18:51:53:0128> RR

RCV on 1 at 18:51:53:0324> | NFO
RELEASE 031

SND on 1 at 18:51:53:0338> RR

SND on 1 at 18:51:53:0344> | NFO
RELEASE COWPLETE Q31

RCV on 1 at 18:51:53:0358> RR

r Sapi=0 Tei =80 p/f=0 n(r)=2
c Sapi=0 Tei=80 p/f=0 n(r)=1
Cal | _reference=2 DEST
r Sapi =0 Tei =80 p/f=0 n(r)=3
c Sapi=0 Tei=80 p/f=0 n(r)=3
Call _reference=2 ORI G

r Sapi=0 Tei=80 p/f=0 n(r)=2

c Sapi=0 Tei =80 p/f=1 n(r)=2

r Sapi =0 Tei =80 p/f=1 n(r)=3
c Sapi=0 Tei=80 p/f=0 n(r)=2
Cal | _reference=2 DEST
80 90

c Sapi=0 Tei =80 p/f=0 n(r)=3
Call _reference=2 ORI G
80 90

r Sapi=0 Tei=80 p/f=0 n(r)=4

r Sapi =0 Tei =80 p/f=0 n(r)=3

c Sapi=0 Tei=80 p/f=0 n(r)=3
Cal | _reference=2 DEST
r Sapi=0 Tei=80 p/f=0 n(r)=5

c Sapi=0 Tei =80 p/f=0 n(r)=5
Cal | _reference=2 ORI G

r Sapi=0 Tei =80 p/f=0 n(r)=4

n(s)=2

n(s)=1

n(s)=3

n(s)=2

n(s)=4

n(s)=3

Example Trace 3: Layer 1 and Layer 2 Information Suppressed

This example trace was taken on a system attached directly to the ISDN

through an interface conforming to the AT&T 5ESS 5e5 specification, using the

following command-line options:

# [/ opt/ SUNW sdn/ bi n/isdntrace -n 5ess -1 -2 off
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85



1]l
(@)

Start of connection establishment
procedure. Local system
generates SETUP message

Called and calling addresses are
decoded and displayed

ISDN exchange acknowledges
connection attempt and returns
encoded Channel Id indicating
channel B1 or B2

Management information
returned by the ISDN exchange
(or PABX)

Remote system acknowledges
connection

End of connection establishment
procedure

Start of call disconnect
procedure

86

SND on 1 at 18:51:21: 0292>
| E #01: Bc
| E #02: Keypad
| E #03: Calling nb.

RCV on 1 at 18:51:21:0513>

SND on 1 at 18:51:22:0153>

RCV on 1 at 18:51:53: 0088>
| E #01: Cause

SND on 1 at 18:51:53:0114>
| E #01: Cause

RCV on 1 at 18:51:53:0324>

SND on 1 at 18:51:53: 0344>

SETUP Q931
88 90
31 32 33 34 35 36 37 38
cl 38 37 36 35 34 33 32 31

Cal | _reference=2

CALL PRCC @31 Cal | _reference=2

| E #01: Channel id. 89
RCV on 1 at 18:51:21:0779> I NFO @31 Cal | _reference=0
| E #01: Codeset 6
| E #02: Sel. call appear. 01
| E #03: Keypad control 01
| E #04: Feature ind. 81 Oa 01
| E #05: Display cont. 10
RCV on 1 at 18:51:21:0989> CONNECT Q31 Cal | _reference=2

CONNECT ACKNOW.EDGE @31 Cal | _reference=2

DI SCONNECT Q31
80 90

Cal | _reference=2

DI SCONNECT Q31
80 90

Cal | _reference=2

RELEASE Q31 Cal | _reference=2

RELEASE COVPLETE Q31 Cal | _reference=2

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

Example Trace 4: Layer 3 Information Expressed in ASCI|I

This example trace was taken on a system attached directly to the ISDN
through an interface conforming to the AT&T 5ESS 5e5 specification, using the
following command-line options:

# [ opt/ SUNW sdn/ bi n/isdntrace -n 5ess -1 -2 off

-3 ascii -1
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Start of connection establishment
procedure. Local system
generates SETUP message

Called and calling addresses
contained in the information
elements are decoded and
displayed

SND on 1 at
Ns msg :

RCV on 1 at
Ns nsg :

RCV on 1 at
Ns nmsg :
AL

RCV on 1 at
Ns msg :

SND on 1 at
Ns nsg :

RCV on 1 at
Ns nmsg :

18:

18:

18:

18:

LEL

SND on 1 at
Ns msg :

18:

LEL

RCV on 1 at
Ns nsg :
.M

SND on 1 at
Ns nmsg :
.z

18:

18:

:51:21: 0292> Ns msg
. 12345678. . 87654321

:51:21: 0513> Ns nsg

51:21:0779> Ns nsg

L9

51:21: 0989> Ns msg

51:22:0153> Ns nsg

51:53: 0088> Ns nsg

51:53: 0114> Ns nsg

51:53: 0324> Ns nsg

51:53: 0344> Ns nsg

S

S

s

S

S

s

S

S

s

ze :

ze !

ze !

ze :

ze !

ze !

ze :

ze !

ze !

23

18

Example Trace 5: Layer 3 Header Only

This example trace was taken on a system attached directly to the ISDN
through an interface conforming to the AT&T 5ESS 5e5 specification, using the
following command-line options:

# [ opt/ SUNW sdn/ bi n/isdntrace -n 5ess -1 -2 off

Troubleshooting
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Start of connection establishment
procedure. Local system
generates SETUP message

Header information shows
progress of the call

88

SND on

RCV on

RCV on

RCV on

SND on

RCV on

SND on

RCV on

SND on

at

at

at

at

at

at

at

at

at

18:51: 21: 0292>

18:51: 21: 0513>

18:51: 21: 0779>

18:51: 21: 0989>

18: 51: 22: 0153>

18:51: 53: 0088>

18:51:53:0114>

18: 51: 53: 0324>

18:51: 53: 0344>

SETUP Q931 Cal | _reference=2
CALL PROC Q31 Cal | _reference=2
I NFO Q@31 Cal | _reference=0
CONNECT Q931 Cal | _reference=2
CONNECT ACKNOWLEDGE @31 Cal | _reference=2
DI SCONNECT 031 Cal | _reference=2
DI SCONNECT (931 Cal | _reference=2
RELEASE @31 Cal | _reference=2

RELEASE COVPLETE Q31 Cal | _reference=2

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

Example Trace 6: Layer 3 Information Element (ASCII)

This example trace was taken on a system attached directly to the ISDN
through an interface conforming to the AT&T 5ESS 5e5 specification, using the
following command-line options:

# [/ opt/ SUNW sdn/ bi n/isdntrace -n 5ess -1 -2 off -3 ie_ascii
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Start of connection establishment
procedure. Local system
generates SETUP message.

Called and calling addresses in
the information elements are
decoded and displayed

SND on 1 at 18:51:21: 0292>
| E #01: Bc
| E #02: Keypad
| E #03: Calling nb.

RCV on 1 at 18:51:21:0513>
| E #01: Channel id.

RCV on 1 at 18:51:21:0779>
| E #01: Codeset 6
| E #04: Feature ind.
| E #05: Display cont.
RCV on 1 at 18:51:21:0989>

SND on 1 at 18:51:22:0153>

RCV on 1 at 18:51:53: 0088>
| E #01: Cause

SND on 1 at 18:51:53:0114>
| E #01: Cause

RCV on 1 at 18:51:53: 0324>

SND on 1 at 18:51:53: 0344>

SETUP Q931

12345678
. 87654321

CALL PROC Q931

| NFO Q@31

| E #02: Sel. call appear.
| E #03: Keypad control

CONNECT Q031
CONNECT ACKNOW.EDGE Q931

DI SCONNECT (931

DI SCONNECT (931

RELEASE Q31

RELEASE COWPLETE Q@31

Cal | _reference=2

Cal | _reference=2

Cal | _reference=0

Cal | _reference=2
Cal | _reference=2

Cal | _reference=2

Cal | _reference=2

Cal | _reference=2

Cal | _reference=2

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

Example Trace 7: Time Stamping Suppressed

This example trace was taken on a system attached directly to the ISDN
through an interface conforming to the AT&T 5ESS 5e5 specification, using the
default command-line options:

# [ opt/ SUNW sdn/ bi n/isdntrace -n 5ess -1 -t
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(@)

Start of connection establishment
procedure. Local system
generates SETUP message

Called and calling addresses can
be decoded from the information
elements

ISDN exchange acknowledges
connection attempt and returns
encoded Channel Id indicating
channel B1 or B2

Management information
returned by the ISDN exchange
(or PABX)

90

SND on
TEI

1> U
Mngt: ldentity Request
RCV on

TEI

1> U
Mhgt: ldentity Assigned

SND on 1> SABME

RCV on 1> UA
SND on 1> | NFO
SETUP Q31
| E #01: Bc
| E #02: Keypad
| E #03: Cal l'ing nb.

RCV on 1> RR

RCV on 1> | NFO
CALL PROC Q31
| E #01: Channel id.

SND on 1> RR

RCV on 1> | NFO
I NFO Q@31

| E #01:

| E #02:

| E #03:

| E #04:

| E #05:

Codeset 6

Sel. call appear.
Keypad control
Feature ind.

Di splay cont.

SND on 1> RR

¢ Sapi =63 Tei =127 p/f=0
Ai =127 Ri =32495

¢ Sapi =63 Tei =127 p/f=0
Ai =80 Ri =32495

¢ Sapi=0 Tei =80 p/f=1
r Sapi=0 Tei=80 p/f=1
Sapi =0  Tei =80 p/f=0 n(r)=0

Call _reference=2 ORI G

88 90

31 32 33 34 35 36 37 38
cl 38 37 36 35 34 33 32 31

r Sapi =0 Tei =80 p/f=0 n(r)=1
Sapi =0  Tei =80 p/f=0 n(r)=1
Cal | _reference=2 DEST

89

r Sapi =0 Tei =80 p/f=0 n(r)=1
Sapi =0  Tei =80 p/f=0 n(r)=1
Call _reference=0 ORI G

01

01

81 Oa 01

10

r Sapi=0 Tei =80 p/f=0 n(r)=2

n(s)=0

n(s)=0

n(s)=1

Example Trace 8: Lost Data Indication Suppressed

The following example traces were taken on a system attached directly to the
ISDN through an interface conforming to the AT&T 5ESS 5e5 specification.

Errors were introduced into the system to illustrate how i sdnt r ace indicates
its inability to recover data from the D-channel.
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The first trace includes indication of the lost data (default) and was generated
using the following command-line options:

# [ opt/ SUNW sdn/ bin/isdntrace -n 5ess -1 -2 off

RCV on 1 at 18:51:13:0033> SETUP @31 Cal | _reference=7f DEST
| E #01: Bc 80 90 a2
| E #02: Channel id. 88
| E #03: Codeset 6
| E #04: Des. call appear. 01

WARNI NG ! 51989 outgoing frames were | ost.
WARNI NG ! 52012 incoming frames were | ost.

SND on 1 at 18:51:21:0292> SETUP @31 Cal |l _reference=2 ORI G
| E #01: Bc 88 90
| E #02: Keypad 31 32 33 34 35 36 37 38
| E #03: Cal ling nb. cl 38 37 36 35 34 33 32 31

RCV on 1 at 18:51:21:0513> CALL PROC @31 Cal | _reference=2 DEST
| E #01: Channel id. 89

RCV on 1 at 18:51:21:0779> I NFO Q031 Cal | _reference=0 ORI G
| E #01: Codeset 6
| E #02: Sel. call appear. 01
| E #03: Keypad control 01
| E #04: Feature ind. 81 0Oa 01
| E #05: Display cont. 10

RCV on 1 at 18:51:21: 0989> CONNECT @31 Cal | _reference=2 DEST

SND on 1 at 18:51:22:0153> CONNECT ACKNOW.EDGE ®31 Cal | _reference=2 ORI G

WARNI NG ! 51984 outgoing franes were |ost.
WARNI NG ! 52007 inconming frames were | ost.

The second trace suppresses the lost data indication and was generated using
the following command-line options:

# [/ opt/ SUNW sdn/ bin/isdntrace -n 5ess -1 -2 off -1 -2 off -I
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Using pppt r ace

92

RCV on 1 at 18:51:21:0513>

SND on 1 at 18:51:22:0153>

RCV on 1 at 18:51:53: 0088>
| E #01: Cause

SND on 1 at 18:51:53:0114>
| E #01: Cause

RCV on 1 at 18:51:53: 0324>

SND on 1 at 18:51:53: 0344>

RCV on 1 at 18:51:13:0033>  SETUP Q31
| E #01: Bc 80 90
| E #02: Channel id. 88
| E #03: Codeset 6
| E #04: Des. call appear. 01
SND on 1 at 18:51:21: 0292> SETUP Q031
| E #01: Bc 88 90
| E #02: Keypad 31 32
| E #03: Call'ing nb. cl 38

CALL PROC Q931

| E #01: Channel id. 89
RCV on 1 at 18:51:21:0779> I NFO Q@931

| E #01: Codeset 6

| E #02: Sel. call appear. 01

| E #03: Keypad control 01

| E #04: Feature ind. 81 Oa

| E #05: Display cont. 10
RCV on 1 at 18:51:21:0989>  CONNECT Q31

Cal | _ref erence=7f
a2

Cal | _reference=2

33 34 35 36 37 38
37 36 35 34 33 32 31

Cal | _reference=2

Cal | _reference=0

01

Cal | _reference=2

CONNECT ACKNOWLEDGE @31 Cal | _reference=2

DI SCONNECT Q931
80 90

DI SCONNECT Q931
80 90

RELEASE Q31

RELEASE COWPLETE Q@31

Cal | _reference=2

Cal | _reference=2

Cal | _reference=2

Cal | _reference=2

DEST

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

DEST

ORI G

The command line facility for tracing and recording the PPP activity is called
pppt race. Use pppt r ace to trace PPP packets sent and received by all PPP
links. The - x option is used to provide information for the entire PPP packet.
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v To Run ppptrace

+ Become superuser, enter the following command and press Return:

# ppptrace

Example Trace 1: Taken from an Outgoing Call

This example trace was taken on making an outgoing call such as pi ng.

14: 35: 25: nmax172_0 Send: LCP Packet Config Request [id: 00]
[l ength: 001b]

Maxi mum Recei ve unit: 3000

Magi ¢ Number: 01a2989f

Mul tilink Max- Recei ve- Reconstructed-Unit: 3200

Mul tilink Endpoint-Discrimnator: |EEE 802.1 dobally
Assi gned MAC Address (08:00:20:77:f0: 8f)

ff 03 cO 21 01 00 00 1b 01 04 Ob b8 05 06 01 a2
98 9f 11 04 Oc 80 13 09 03 08 00 20 77 fO 8f
. w.o. "

14: 35: 26: nmax172_0 Send: LCP Packet Config Request [id: 01]
[l ength: 001b]

Maxi mum Recei ve unit: 3000

Magi ¢ Nunber: 01a2989f

Mul tilink Max- Recei ve- Reconstructed-Unit: 3200

Mul tilink Endpoint-Discrimnator: |EEE 802.1 dobally
Assi gned MAC Address (08:00:20:77:f0: 8f)

ff 03 cO 21 01 01 00 1b 01 04 Ob b8 05 06 01 a2
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Problems Calling a Remote System

94

Use pi ng( 1M to call one of the remote systems connected to your IP/ISDN
network. Before doing this, SunISDN must be configured and running on the
remote system and a path to this system must be defined in the IP/ISDN map.

If no answer is received from the remote system, check the journal file for
status and error messages.

# ping remote_system- i

no answer from remote_system -i

#

# tail -f /var/opt/SUNW sdn/| og

No Dialing Status Message

1. Check that the IP/dialup interface used to route IP datagrams to the
remote system is active.
The IP/dialup interface should be marked f | ags=<UP, RUNNI NG>. If the
IP/dialup interface is not active, check the shell commands entered in the
IP/ISDN map.

# /usr/sbin/ifconfig -a

2. Check the routing table on your local system using net st at (1M to
display it.
A route to the remote system (or the network to which it is attached) via the
IP/ISDN interface is displayed.

# /usr/bin/netstat -r

If there is a problem with the routing table you can use the r out e( 1M
command to adjust it manually. You can flush the current table by typing:

# /usr/sbin/route -f
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Connection Failure

A connection failure usually indicates a problem between your system and the
local connection to the ISDN exchange (the phone-jack). Occasional connection
failures may occur during normal operation and can be ignored. Systematic
data link failures normally indicate a hardware (layer 1) problem. You may
have a problem with the ISDN hardware interface installed in your system, a
problem with the cable connecting your system to the ISDN, or a problem with
the ISDN line installed to your premises.

Check the hardware interfaces installed in your system. Also check the cables
between your system and the local connection to the ISDN line. Check if the
ISDN is working and the quality of the connection by making a call with an
ISDN-compatible telephone.

Problems Communicating with a Remote System

If the connection to the remote system is successful, but the remote system
does not respond, there may be a problem sending data to or receiving data
from the remote end.

Use snoop( 1M to capture the packets transmitted across the network. Run
snoop on the IP/dialup interfaces at both the local and remote ends and repeat
the pi ng command.

# snoop -d ifpppnum
# ping remote_system - i

The i cnp echo request packets leave the local system and arrive at the
remote system. The i cnp echo r esponse packets then leave the remote
system and arrive at the local system.

I cnp echo request Packets Do Not Arrive At the Remote End

For systems connected across an AT&T 5ESS 5e5 conformant network in the
United States, this may indicate that you are trying to send data at a rate of 64
kbps over a link that only supports a 56 kbps service. In this case, try
configuring both the local system and the remote system to transmit data
across the B-channel at 56 kbps.
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For systems connected across other network types, this may indicate that the
Point-to-Point Protocol (PPP) has failed to establish a direct link between the
two systems. Check for PPP errors in / var/ opt / SUNW sdn/ | og.

I cnmp echo r esponse Packets Are Not Returned

If i cnp echo request packets arrive at the remote end, and the remote
system does not returning icmp echo r esponse packet s, the problem may
be located at the remote end only. A routing problem may exist at the remote
end. Repeat the diagnostic tests on the remote system.
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IP Routing Problems

A common error when using SunISDN to transmit IP datagrams across the
ISDN results from incorrect or inefficient IP routing. For more information
about IP routing refer to the Solaris 2.5 Administering TCP/IP and UUCP.

As a general rule, follow these guidelines:

1. You can remove redundant or duplicate routes from the IP routing table
using the r out e( 1M command.

# route del et e destination gateway

IP Routing/Addressing Problems

Problems can occur when using the Dynamic IP Address (negotiate_address)
or the Dynamic Default Route (default_route) features as follows;

Dynamic IP Address

Dynamic IP Address (negotiate_address) should be enabled on the Client
(calling) system only, when enabled it allows the called system (Server) to
modify or assign the IP address of the client. As the client system source
address is likely to change if this feature is enabled, you must first pi ng the
destination host before attempting a t el net or rl ogi n session. The purpose
of this, is to establish a new address. Note the pi ng may fail. This feature
should only be enabled if you have not been assigned a fixed IP address by
your Internet Service Provider (ISP) or by the site you are connecting to.

Dynamic Default Route

The Dynamic Default Route (default_route) feature allows an ISDN/PPP
connection to become the default route but only while the connection is
established. When the PPP connection is established, an entry will be made in
the routing tables, specifying the remote host as the default router. The entry is
removed when the connection is dropped.

Problems arise when the remote host is a router (likely case if connecting to an
ISP) and Dynamic Default Route is enabled. When this is the case, you will
first have to pi ng the remote host (to setup the routing tables), before trying to
connect to other host or sites beyond that router. Use of Dynamic Default
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Route is not recommended. If you want the ISDN/PPP interface to be the
default route (most people do if connected to an ISP), then use the static
option in i sdnt ool .

Problems with Asynchronous PPP

If you experience problems with asynchronous PPP, remove the asynchronous
PPP packages and reinstall them.

1. Become superuser and use pkgr mto remove the following packages:
SUNVapppr, SUNVapppu, SUNWppk.

# pkgr m package name

Each package must be removed individually.

2. Reinstall asynchronous PPP using its instructions.
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Status Messages 14

This chapter lists error messages that may be displayed due to networking
problems.

Standard Messages Returned by CCITT Compliant Networks

The following messages come from CCITT, the standards body that
created the ISDN standard. These messages are received from networks
conforming to the ETSI, ISDN2, and INS-Net64 specifications and are returned
in/var/ opt/ SUNW sdn/ | og.

Cause 1: Unassigned nunber
Although the ISDN number was presented in a valid format, it is not currently
a valid number.

Cause 2: No route to specified transit network
The ISDN exchange was asked to route the call through an intermediate
network that is unrecognized.

Cause 3: No route to destination
The call was actually routed through a network that does not serve the
destination address.

Cause 6: Channel unacceptable
The quality of service provided by the specified channel was insufficient to
accept the connection.
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Cause

Cause

Cause

Cause

Cause

Cause

Cause

Cause

100

7

16:

17:

18:

19:

21:

22:

26:

27:

28:

Call awarded and delivered in an established channel
The user was awarded an incoming call and the call is being connected to a
channel that is established for similar calls.

Norrmal call clearing
Reports the normal clearing of a call.

User Busy
The called system acknowledged the connection request, but is unable to
accept the call because the B-channels are currently in use.

No user responding
The connection could not be completed because the destination failed to
respond to the call.

No answer from user (user alerted)
The destination responded to the connection request but failed to complete the
connection within the prescribed time. Problem at the remote end.

Call rejected

The destination was capable of accepting the call (was neither busy nor
incompatible) but rejected the call for some other reason.

Nunber changed
The ISDN number used to set up the call is no longer assigned to any system.
If an alternate address was assigned to the called equipment, it may be
returned in the diagnostic field of this message.

Non- sel ected user clearing
The destination was capable of accepting the call (was neither busy nor
incompatible) but rejected the call because it was not awarded to the user.

Desti nati on out of order

The destination could not be reached because the interface was not working
correctly, and a signaling message could not be delivered. This may be a
temporary fault that can last for a relatively long time. For example, equipment
off-line.

I nvalid nunber format
The connection could not be established because the destination address was
presented in an unrecognized format or because the destination address was
incomplete.
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Cause

Cause

Cause

Cause

Cause

Cause

Cause

Cause

Cause

Cause

Cause

29:

30:

31:

34:

38:

41:

42:

43:

44:

47:

49:

Facility rejected

The facility requested by the user could not be provided by the network. This
could be a subscription problem.

Response to STATUS ENQUI RY
The status message was generated in direct response to the prior receipt of a
status enquiry message.

Nor mal , unspecified
The occurrence of a normal event is reported when no standard cause applies.
No action required.

No circuit/channel avail able
The connection could not be established because there was no appropriate
channel available to handle the call.

Net wor k out of order
The destination could not be reached because the network was not working
correctly, and the condition is expected to last for a relatively long time. An
immediate re-connect attempt is likely to be unsuccessful.

Tenporary failure
An error occurred because the network is not functioning correctly, but this
problem is likely to be resolved shortly.

Swi t chi ng equi pnent congesti on
The destination could not be reached because the network switching
equipment was temporarily overloaded.

Access information discarded

The network could not provide the requested access information.

Requested circuit/channel not avail able
The remote equipment could not provide the requested channel.

Resource unavail abl e, unspecified
The requested channel or service was unavailable.

Quality of service unavail able
The requested quality of service (as defined by CCITT recommendation X.213)
could not be provided by the network. This may be a subscription problem.
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Cause

Cause

Cause

Cause

Cause

Cause

Cause

Cause
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50:

57:

58:

63:

65:

66:

69:

70:

79:

81:

82:

Requested facility not subscribed
The remote equipment supports the requested supplementary service, but the
service is only available by subscription.

Bearer capability not authorized

The user requested a bearer capability that the network provides, but the user
is not authorized to use. This may be a subscription fault.

Bearer capability not presently available
The network is hormally able to provide the requested bearer capability, but
not at the present time. This may be a temporary network problem or a
subscription problem.

Service or option not available, unspecified
The network or remote equipment was unable to provide the requested
service. This may be a subscription problem.

Bearer capability not inplenmented
The network is not capable of providing the bearer capability requested by the
user.

Channel type not inplemented
The network or the destination equipment does not support the requested
channel type.

Requested facility not inplenented
The remote equipment does not support the requested supplementary service.

Only restricted digital information bearer is available
The network is unable to provide unrestricted digital information bearer
capability. This bearer capability is essential to run SunISDN.

Service or option not inplenented, unspecified
The network or remote equipment was unable to provide the requested service
option for an unspecified reason. This may be a subscription problem.

Invalid call reference val ue
The remote equipment has received a call with a call reference that is not
currently in use by the user-network interface.

Identified channel does not exist
The receiving equipment was requested to use a channel that is not activated
on the interface for calls.
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Cause

Cause

Cause

Cause

Cause

Cause

Cause

Cause

83:

84:

85:

86:

88:

91:

95:

96:

A suspended call exists but this call identity does not
The network received a call resume request. The call resume request contained
a Call Identity information element, which indicates that it is in use for a
suspended call.

Call identity in use
The network received a call resume request. The call resume request contained
a Call Identity information element, which indicates that it is in use for a
suspended call.

No call suspended
The network received a call resume request when there was not a suspended
call pending. This may be a transient error that will be resolved by successive
retries.

Call having requested call identity has been cleared
The network received a call resume request. The call resume request contained
a Call Identity information element, which once indicated a suspended call;
however, that suspended call was cleared either by timeout or by the remote
user.

I nconpati bl e destination
An attempt was made to connect to non-ISDN equipment such as an analog
line.

Invalid transit network specified
The ISDN exchange was asked to route the call through an intermediate
network that is unrecognized.

Invalid nessage, unspecified
An invalid message was received and no standard cause applies. D-channel
error. If this error is returned systematically, report the occurrence to your
authorized service provider.

Mandatory information elenent is mssing
The receiving equipment received a message that did not include one of the
mandatory information elements. D-channel error. If this error is returned
systematically, report the occurrence to your authorized service provider.
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Cause

Cause

Cause

Cause

Cause

Cause

104

97: Message type

98: Message not

non- exi stent or not inplenented

The remote equipment received a message that was not recognized either
because the message type was invalid, or because the message type was valid
but not supported. This is either a problem with the remote configuration or a
problem with the local D-channel.

conpatible with call state or nessage type non-existent

The remote equipment received an unexpected message that did not
correspond to the current state of the connection. D-channel error. If this error
is returned systematically, report the occurrence to your authorized service
provider.

99: Information el ement non-existent or not inplenented

A message was received by the remote equipment that contained information
elements that were not recognized. D-channel error. If this error is returned
systematically, report the occurrence to your authorized service provider.

100: Invalid information el enment contents

101: Message not

102: Recovery on

A message was received by the remote equipment that included invalid
information in the information element. D-channel error.

compatible with call state
The remote equipment received an unexpected message that did not
correspond to the current state of the connection. D-channel error.

timer expiry
An error-handling (recovery) procedure was initiated by a timer expiry. This
should be a temporary problem.

111: Protocol error, unspecified

An unspecified D-channel error when no other standard cause applies.

127: Interworking, unspecified

UNKNOWN:  Unknown

An event occurred but the network does not provide causes for the actions that
it takes; therefore the precise nature of the event cannot be given. This may, or
may not, indicate the occurrence of an error.

or local error

An event occurred but the network does not provide causes for the actions that
it takes; therefore the precise nature of the event cannot be given. This may, or
may not, indicate the occurrence of an error.
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This appendix provides example syntheses of an ISDN configuration file and a
PPP configuration file and explains what occurs between the two machines in
the examples. This appendix also includes sample ISDN and PPP configuration
files with explanatory notes.

SunISDN Configuration Example

Table A-1 shows a synthesis from an ISDN configuration file example. This
example configuration file shows two machines set up to talk over an ISDN
network.
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Table A-1

/ et c/ opt/ SUNW sdn/ t e configuration file

Hostname: isdn3

Hostname: isdn5

File 0 1 0 0 1 1

Line type PTP PTP MTP MTP MTP MTP
profile A A A B A B
cc_calling_nb 1111111 1111111 3333333 4444444 5555555 666666
cc_na_country usa usa usa usa usa usa
cC_na_operat or 5ess 5ess dms dms dms dms
cc_forceb6 off off off off off off

ns_spi d nil nil 4153333333 | 4154444444 | 415555555 | 4156666666

The ISDN physical layer looks at these fields as phone humber connections.
PPP looks at these connections as between isdn3 and isdn5, which are the host

names for the first and second machines.

The other required fields in this file are the country (cc_na_count ry) field
and the operator (cc_na_oper at or) field where you specify the switch type.

Code Example A-1 is a sample i sdn. cf file as it would be displayed on your

screen.
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# Sunl SDN 1. 04 configuration file

# isdn. cf

Hm m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmmee—
i sdn_config# | SDN configuration

He o o e o e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

# Warning: dns, 5ess (nultipoint) and ni2 switch types nay support

# 1DN, 1DN+1SPID or 2DNs +2SPI Ds. Therefore, two cc_profiles and

# two ns_profiles may be configured over the same dl and physical interface.
# Other switch types nust always have a single cc_profile and a

# single ns_profile configured.

cc_config# Call Control paraneters

about force 56:

A 56Kb outgoing call nay appear as a 64Kb call on the incom ng side,
due to configuration problens in the network. If this error occurs,
set the cc_force56 option to on to enforce a 56K baud rate.

o H R

about | ocal address:

If present, the incoming call called address will be checked agai nst
the specified |ocal address(es). If there is no match, the inconmi ng call
will be rejected. Up to 4 |ocal addresses are supported per nai.

Ina N-1/2 nmul tipoint configuration, if the Sun is configured with
2 profiles (A & B), each profile nust have a | ocal address configured
and equal to the calling nunber. The |ocal address will be used to
filter calls which do not have an Endpoint ID.

If connected to a 1TR6 Miltipoint switch (Gernmany), you nust set the
cc_calling_nb and cc_local _nb to the EAZ val ue assigned by your | SDN provider.
The EAZ (1-9) is used to differentiate several devices connected to the

same nmultipoint line. EAZ (0) is used to broadcast an incomng call to all
devices. EAZ does not apply to 1TR6 point-to-point.

HHHFHHFHH TR
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# PROFI LE_A
cc_profile A
cc_cal ling_nb | >cal | i ng- nunber - or - EAZ<

#cc_cal li ng_sub_add | >cal | i ng- sub- add<

#cc_l ocal _nb | >l ocal - nb- or - EAZ- or - cal | i ng- nb<]| # optiona
#cc_| ocal _sub_add | >l ocal - sub- add<| # optiona

#cc_l ocal _nb | >l ocal - nb<| # optiona

#cc_| ocal _sub_add | >l ocal - sub- add<| # optiona

#cc_l ocal _nb | >l ocal - nb<| # optiona

#cc_l ocal _sub_add | >l ocal - sub- add<]| # optiona

#cc_l ocal _nb| >l ocal - nb<| # optiona

#cc_l ocal _sub_add | >l ocal - sub- add<]| # optiona

#cc_force56 on

#ce_cli on

cc_na_country usa # australia france germany japan uk europe sweden
cc_na_operator ni2 # aul vn2 tr6 ntt etsi dns 5ess ni2
)

# PROFI LE_B-- not needed for att-ptp or non-US sw tch types

#cc_profile B
#cc_cal ling_nb | >cal | i ng- nunber <

#cc_cal ling_sub_add | >cal | i ng- sub- add<

#cc_l ocal _nb | >l ocal -nb-or-cal ling-nb<| # optiona

#cc_l ocal _sub_add | >l ocal - sub- add<]| # optiona
#cc_l ocal _nb | >l ocal - nb<| # optiona
#cc_l ocal _sub_add | >l ocal - sub- add<| # optiona
#cc_l ocal _nb | >l ocal - nb<| # optiona
#cc_l ocal _sub_add | >l ocal - sub- add<]| # optiona
#cc_l ocal _nb | >l ocal - nb<| # optiona

#cc_| ocal _sub_add| >l ocal - sub- add<]| # optiona
#cc_force56 on

#cc_cli on

#cc_na_country usa # australia france germany japan uk europe sweden
#cc_na_operator ni2 # aul vn2 tr6 ntt etsi dns 5ess ni2

#
# Note: ns_spid should be commented out for non US switch types.
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ns_profile A
ns_spid |>spid-A-or-nil<|# US only
# PROFI LE_B-- not needed for att-ptp or non-US sw tch types

#ns_profile B
#ns_spid | >spid-B-or-nil<|# US only

# PLEASE comment out the following lines for non-US switch types.
# BEG N US switch specific paraneters (DMS, AT&T, N -1/2)

dl _tei _tinme_assignment DL_TEl_TI ME_ASSI GN_USA
dl _tei _tinme_renmoval DL_TElI_TI ME_REMOVAL_USA

dl _sapi 0# SIG

dl _dl cep_nb 3 # if 2DNs/2SPIDS configured, set to 3 (nil/2, dns,
# if switch is att-ptp or 1DN 1SPID configured, set to 2
# if sharing npt-line with a phone, set to 2 (nixed voice-data)
#

dl _rc_nb 1000# N202 retry count to activate |layer 2

dl _sapi 63# MGT

dl _dl cep_nb 3 # if 2DNs/2SPIDS configured, set to 3 (nil/2, dns,
# if switch is att-ptp or 1DN 1SPID configured, set to 2
# if sharing npt-line with a phone, set to 2 (m xed voice-data)
#

dl _rc_nb 1000# N202 retry count to activate |layer 2

# END of US switch paraneters

ph_config# Physical |ayer paraneters

att-ntp)

att-ntp)

Code Example A-1  Sample ISDN Configuration File

Configuration Example
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PPP Configuration File Example

Table A-2 shows a synthesis of a PPP configuration file example. In this
example, you must enter the following command line to set up the interface to
the network. The two host names in this example file are isdn3 and

isdn5. The i f confi g line for the firsti sppp. cf file is

# ifconfig ifppp0 plunb isdn3 isdn5 netmask + up

Table A-2 /et c/opt/ SUNW sdn/ i sppp. cf Configuration File
ifconfig ifppp0 ifconfig ifppp0

Field isdn3 to isdn5 isdn5 to isdn3
use caller_id on on
i sdn_path

nane isdn5 isdn3

default_route

net wor k nil nil

interface ifppp0 ifppp0

inactivity_tineout 30 35
i psetup_timeout 180 120
negotiate_address off off

cal | back off off

cal | back_ti meout 10 10

reenabl e_ti meout 30 30
cal | ed_nunber 3333333  datab56 1111111 data56
cal | ed_nunber 4444444  data56 1111111  data56
cal | ed_nunber 5555555  data56 2222222  data56
cal | ed_nunber 6666666 data56 2222222  data56

i pcp_conpressi on off off
security_card off off
wi | | _do_aut henti cation chap chap

110 SunlISDN 1.0.4 User’s Guide—January 1997



Table A-2 /et c/opt/ SUNW sdn/ i sppp. cf Configuration File (Continued)

ifconfig ifppp0

ifconfig ifppp0

Field isdn3 to isdn5 isdn5 to isdn3
requi re_aut hentication chap chap
pap_id off off
pap_passwor d off off
pap_peer_id off off
pap_peer _password off off
chap_secret isdn3 isdn5
chap_nane isdn3 isdn5
chap_peer _secret isdn5 isdn3
chap_peer _nane isdn5 isdn3
| cp_encapsul ation MP MP
lcp_nmrru 1600 1600
| cp_endpoi nt off off
encapsul ate_cp off off
ccp cep ccp
conpr essi on stac stac
st ac_check_node Icb Icb
bandwi dt h_control | er on off
hi wat 60 off
hi cnt 2 off
| owat 20 off
| ocnt 4 off
cl anp 2 off
bandwi dt h 1 off
link_retry_count 3 off
i nk_suspend_ti mer 300 off
hunt _node off off

Configuration Example
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Table A-2 /et c/opt/ SUNW sdn/ i sppp. cf Configuration File (Continued)

ifconfig ifppp0 ifconfig ifppp0

Field isdn3 to isdn5 isdn5 to isdn3
restart _tinmer 3000 off
mac_restarts 20 off
lcp_nru 1524 off

If isdn3 wanted to connect with several other machines on the network, the

i f confi g line would be repeated and the host name of each machine you
expect to connect with is listed. i sdn3 would always appear in the first
position but the second machine might be i sdn4, i sdn6, and i sdn9 in three
additional i f confi g lines.

Each i f confi g line must have an associated i sdn_pat h, so the section
starting at the path name and concluding with the bandwidth must be
complete for i sdn4, i sdn6 and so on. Keep in mind that the i sdn_pat h
name refers to a system to which you want to connect, not your system.

i f pppO0 in both the i f confi g line and in the i sdn_pat h interface must
match to separate different paths. For example if the next path to be defined
were for i sdn4, then the second i f confi g line would start “i f confi g

i f pppl” and the i sdn_pat h name would be i sdn4 and the interface would
be i f pppl.isdn6 could be i f ppp2 and so on.

Even though f or ce56 is commented out in the ISDN file, the data rate is set to
data56 in the i sppp. cf (the called number line) so that will determine the
baud rate for the connection.

Both caller ID and CHAP are set for both systems. Thus the CHAP password
will be sent if requested for an incoming call, and the called system will
request a CHAP password in return.

i sdn3 controls the bandwidth and aggregation of B channels between the two
machines.

The cal | ed_nunber may or may not include country or area code. This is
determined in the same way you make a phone call. In the United States for
example, if your area code is 415 and you are calling a number in the 213 area,
you must dial 1 plus the 213 area code to complete the phone call. You must do
the same to complete an ISDN connection, so you would include 1 and 213 as
part of the cal | ed_nunber in the i sppp. cf file.
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Keep in mind that while the chap_secr et password is sent encrypted,
anyone reading the i sppp. cf file can read and use your password. Using CLI
or Callback with PAP or CHAP makes it much more difficult for someone else
to emulate your system.

The Code Example A-2 shows the sample i sppp. cf file as it would be
disiplayed on your screen.
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>

#pragme ident "@#)isppp.cfl.31 96/02/13 SM "

#
# Sunl SDN 1.0.4 - ispppd configuration file
#
version 1
i
#def aul t s# can be used to define attributes common to all paths.
- SO
# | PIPPP Interface Plunbing
#
# | P supports point-to-point interfaces.
# Please select an interface type and edit the ifconfig conmand accordingly.
# This line will get executed each type the isppp start-up script is invoked
# (i.e at boot tinme). Refer to ifconfig(1lM nan pages for nore details.
# We reconmend using point-to-point interfaces as a general rule.
#
#ifconfig ifppp0O plunmb | >l ocal - host name<| | >renot e- host nanme<
#net mask + up private
#

# PLEASE renove the follow ng |ine.
ifconfig - ;echo "I SPPP configuration error, Please edit /etc/opt/SUNW sdn/isppp.cf"

# Use "ifconfig -a" and/or "netstat -i" to check the created interfaces after start-up
- SO

# Routing

#

# You can set-up static routes to various renpte systens using the generic

# route conmand directly in isppp.cf. This conmand will get executed

# each tinme the isppp start-up script is invoked. refer to route(1M

# man pages for nore details. If you need to set-up a default route

# pointing to a default router (typically the case when connection to an

# Internet provider), it is preferable to edit /etc/defaultrouter.

#route add hostnane gateway 1
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Using static routes is the npst cost effective solution and best for tel ecommuting
application. If you choose to use Dynam c Routing Protocols such as

RI P or Router Discovery, you can force your systemto becone a router

by doing a touch /etc/gateways (do not set-up /etc/defaultrouter in this case).

We recommend reading the in.rdisc (1M and in.routed (1M man pages.

In.routed will typically send routing updates every 30s, and in.rdisc wll

send advertise nessages every 10 minutes which will cause sone unwanted phone calls.

Not e:
RI P can be bl ocked by inserted the following line in /etc/gateways:
i.e norip ifppp0
i.e noripinifppp0O
i.e noripout ifppp0
Router Discovery transmit intervals can be tuned using the -T option:
i.e fusr/sbin/in.rdisc -r -T <tinme_interval >

Anot her option is to set-up gated.

If use_caller_id set to off, or if the calling_address is not provided by
the | SDN service provider, make sure the pap/chap information is UN QUE
for each path. PAP or CHAP nust be used when caller-id is not present

as it is the only way to associate an | P/PPP path with an incom ng
connection request.

If use_caller_id is set to on and the calling_address is presented

by the network, neither pap nor chap will be used to find to associate
a path with an incom ng connection request. the PPP manager will rely
exclusively on the calling_address. |f you have defined several paths to
the same renpte (same renpte address) or if you wish to identify client
connections solely based on pap/chap (i.e nomadic systen), turn this
option to off.

#use_caller_id off # default is on

Uncomment the isdn_path keyword to create a path object

#i sdn_pat h

#name | >any- nane-typical | y-renot e- host nane<|
# default_route# ifppp interfaces only
#network nil # MJUST BE SET TO "ntt" in JAPAN
#interface ifppp#

#peer _i p_addr ess| >gat eway<| #
#inactivity_timeout 120

#i pset up_ti meout 120
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)
# client side dynanic addressing (applies to ifppp interfaces only)
# The client side address will be provided by the server after ppp negotiation
# A "Bogus" address nust be used on the client to plunb-up the interface (see
# ifconfig command above).
# i.e ifconfig ifpppO plunb bogus_address server up
#
#negoti at e_address on| of f

- S T N N N T S
# Call Back
#
# This should typically be enabled on the call back server

#cal | back on #default is off

#cal | back_ti neout 5

This should be set on the client. It will disable the path unti
the server actually calls back (to avoid any call collision problem.

#* H #

#reenabl e_t i neout 30

- S T N N N T S
# Dial-up paraneters
#
# call ed_nunber: renpte systemdirectory nunber (address,sub_address if any)
# grouping: always 1 for BR
# interface: local physical isdn interface nane (of the form name_index),
# use "any" for automatic physical interface selection
#
# profile: local call control profile, A or B or any
# (US nul tipoint switches may have 2 profiles
# configured, with each a different SPID and DN
# O her switch types always use profile A )
# use "any" for automatic profile selection
#
# service: B channel baud rate (data56:56000bps or data64: 64000bps HDLC,
# 64000bps support depends on SS7
# avail ability between | ocal exchanges)
#
# di r - nunber grouping interface profile service
H e e e e et e e mmmee e mm e mmme mmmmmee emmmea -
#cal | ed_nunber |>DN<| 1 isdn_0O A | >set-this-to-datab6-or-data64<
#cal | ed_nunber |>DN<| 1 isdn_1 B | >set-this-to-data56-or-data6d<
#cal | ed_nunber |>DN<| 1 any any | >set -t hi s-to-dat a56- or - dat a64<
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Conpr essi on

| P header conpression
#i pcp_conpression off # default is vj
PPP header conpression
#l cp_conpression off # not supported in 1.0.4

Dat a conpressi on
#ccp ccp or off
#conpressi on stac_ascend or stac
#st ac_check_node off or Icb or crc or sequence3

Secure Access

Secure access has been devel oped for Sun's worl dw de | SDN tel econmuti ng
project.

Sunl SDN 1.0.4 fully interoperates with Ascend's secure server solution
based on Enigma digital token (DES Gold) and RADI US.

PAP aut henticati on nust be enabl ed when using this option
(refer to exanple here bel ow).

#security_card on # default is off

#wi || _do_authentication pap or pap_token_chap
in this context,
pap_t oken_chap neans that the first link will use pap based
eni gma aut hentication; subsequent link(s) will use chap based
aut henti cati on.
pap neans that pap based enignma authentication will be used and
therefore the user will have to respond to a network chal |l enge
each time a new link is added to the nultilink bundle.

#require_aut hentication off

#negot i at e_addr ess on
#pap_id Initial senpl oyeel D
#pap_password SAFEWORD # nust be SAFEWORD
#pap_peer _id Initial senpl oyeel D
#pap_peer _password SAFEWORD
# configure only when pap_token_chap nethod is used.
#chap_secret | >choose- and- set - a- secret <|
#chap_nane | >l ocal - host nane<|
#chap_peer _secret | >choose- and- set - a- peer - secr et <|
#chap_peer _nane | >r enot e- host nanme<|
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Not e: The Sun PPP inpl ementati on supports true full duplex authentication
and this regardl ess of the direction of the call. However this may
not be true for other vendor inplenentations. Interoperability testing
with Ascend showed that Ascend products only support half duplex
aut henti cation (when used as servers) and therefore Sun clients
(initiating calls) should have "require_authentication" set to "off".

Set "require_authentication" to "off" when connected to an Ascend server
(which is in nobst cases true when connecting to an | SDN I nternet
Provi der) .

Interoperability testing with C sco showed that it supports both PAP
and CHAP full dupl ex authentication.

To interoperate with Wndows NT | SDN PPP you nust use pap
aut hentication as Sun does not support MS-CHAP. W suggest the
follow ng: will_do_authentication chap pap

#w || _do_aut hentication |>set-this-to-pap-or-chap<|
#require_authentication |>set-this-to-off-or-pap-or-chap<|

#pap_i d | >l ocal - host nane<|

#pap_passwor d | >choose- and- set - a- passwor d<|
#pap_peer _i d | >r enot e- host name<|

#pap_peer _password | >choose- and- set - a- r enot e- passwor d<|

#chap_secret | >choose- and- set - a- secr et <|
#chap_nane | >l ocal - host nane<|

#chap_peer _secret | >choose- and- set - a- peer - secr et <|
#chap_peer _nane | >r enot e- host nanme<|

Encapsul ati on

Sunl SDN 1. 0.4 supports RFC1717 (PPP Miltilink protocol) including
packet re-ordering and re-assenbly of fragnmented packets.

To enable PPP Multilink set the encapsul ation paranmeter to "M".
lcp_mru, |cp_sseqnum and | cp_endpoint are irrel evant when

usi ng PPP encapsul ation (refer to docunentation for nore details
on these paraneters).

HHHHH R HHH
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#|l cp_encapsul ati on MP # default is PPP
#l cp_nrru 1600 # valid range is 60-3000
#l cp_ssegnum on # default is off

# Endpoint format (see rfcl717 page 14), ppp magi ¢ nunber is
# generated by kernel so class 3 does not take any argunent.

#l cp_endpoi nt of f # do not send endpoi nt

#| cp_endpoi nt nil # class O

#| cp_endpoi nt | ocal | ocal address # class 1
#l cp_endpoi nt ip 255.255.255.255  # class 2
#| cp_endpoi nt nmac 01: 02: 03: 04: 05: 06 # class 3
#| cp_endpoi nt ppp # class 4
#l cp_endpoi nt psndn directorynb # class 5

This paranmeter is provided for interoperability with MP inpl enmentations
whi ch do not negotiate CPs over the MP bundle and may wait for nore
than 1 link to be up before sending MP encapsul at ed packets.

#encapsulate_cp off # default is on

Bandwi dt h On Derand
For telecomuting: we reconmend to set-up a server with
bandwi dt h_controller set to on and call back set to on.
The client will be able to call-in, the server will then call back
and add additional links if necessary (up to 640 Kbps or 10links max).
To avoid any call collisions, only one of the systems should act as
a bandwi dth controller. Internet Service providers do not support callback
and in this case the client nachine nust be setup as a bandw dth controller.
Addi tional called_nunber entries nust be added under the Dial-up
section in order to configure a systemwith rmultiple l'inks (or
channel aggregration).
Not e: Sunl SDN 1. 0.4 does not support BONDING It supports the
the industry standard RFC1717 recommendation (or PPP Multilink).
#bandwi dt h_control | er on

#hi wat 60

#hi cnt 2

#| owat 20

#l ocnt 4

#cl anp 2 # clanmped links will not get deleted

#bandwi dt h 1 # desired nb of aggregated |inks
#link_retry_count 3 # retry n tines and backlist this link

#l i nk_suspend_tinmer 300 # keep blacklisted for tiner duration
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# dient side software hunt is inconpatible with callback/bandw dth_controller

# Cdient will sequentially call the list of renpte nunbers (each called_nunber
# entry) until a connection is nade or the list of nunmbers is exhausted.
#
#hunt _node on| of f
- SO
# M sc.
#restart_timer 3000 # default RFC value is 3000ns
#max_restarts 20 # default RFC value is 10
#l cp_nru 512  # default nru is 1500 (60-3000 range)
- SO
# i sdn_path
i
#i sdn_pat h
#name | >any- nanme-typical | y-renot e- host nane<|
#default _route # ifppp interfaces ONLY
#net wor k nil # MJUST BE SET TO "ntt" in JAPAN
#interface ifppp #
#peer _i p_address | >gateway<| #
#inactivity_timeout 120
#i pset up_ti meout 120
#negot i at e_addr ess on| of f
#cal | back on #default is off
#cal | back_ti meout 10
#reenabl e_t i neout 30
#cal | ed_nunber |>DN<| 1 any any |>set-this-to-datab56-or-databd<|
#i pcp_conpression of f # default is vj
#l cp_conpression off # default is on
#security_card of f
#wi || _do_aut hentication |>set-this-to-pap-or-chap<|
#require_authentication |>set-this-to-off-or-pap-or-chap<|
#pap_id | >l ocal - host nane<|
#pap_password | >choose- and- set - a- passwor d<|
#pap_peer _id | >r enpt e- host nane<|
#pap_peer _password | >choose- and- set - a- r enot e- passwor d<|
#chap_secr et | >choose- and- set - a- secr et <|
#chap_nane | >l ocal - host nane<|
#chap_peer _secret | >choose- and- set - a- peer - secr et <|
#chap_peer _nane | >r enpt e- host nane<|
#l cp_encapsul ati on MP # MP (RFC1717) or PPP
# cp_mru 1600
#|l cp_ssegnum of f
#l cp_endpoi nt of f
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#encapsul ate_cp on
#cep
#conpressi on
#st ac_check_node
#bandwi dt h_control | er
#hi wat
#hi cnt
#| owat
#l ocnt
#cl amp
#bandwi dt h
#link_retry_count
#l i nk_suspend_ti mer
#hunt _node
#restart _timer
#max_restarts
#l cp_nru

ccp # off
stac_ascend # stac (I ETF)
I cb
on
60
2
20
4
2# clanmped links will not get del eted
1 # desired nb of aggregated |inks
3 # retry n tines and backlist this link
300 # keep blacklisted for tiner duration
on| of f
3000 # default RFC value is 3000ns
20 # default RFC value is 10
1524 # default nru is 1500

Code Example A-2 Sample PPP Configuration File

Configuration Example
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Quick SunISDN Installation
and Configuration B

This appendix provides guidelines for an experienced SunISDN user to quickly
install and configure SunISDN 1.0.4.

v To Install and Configure SunISDN Quickly

1. Collect the necessary information from your phone company regarding
your configuration.

2. Become superuser.

3. Remove existing ISDN packages.
Refer to the pkgi nf o and pkgr minstructions for both ppp and i sdn in
Chapter 3, “Installing SunISDN 1.0.4.”

4. Install SunISDN 1.0.4 software using pkgadd.
See Chapter 3, “Installing SunISDN 1.0.4.”

a. pkgadd loops back to the installation menu and asks, “Do you want to
continue...”. Keep replying y (yes) until you have installed all the
packages.

Installation takes 5-10 minutes.

b. Quit pkgadd when it starts to repeat the cycle through the packages.

c. Use pkgi nf o for ppp and i sdn when you complete the installation to
verify that all the packages are installed.
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. Set up your environment.

See Section, “Setting Up Your Environment,” on page 23 for details.

. Configure the ISDN and PPP configuration files, using the graphical user

interface or a text editor.
See Chapter 4, “Using the GUI to Configure SunISDN 1.0.4,” or Chapter 5,
“Using a Text Editor to Configure SunISDN 1.0.4,” for more information.

a. To configure ISDN you will need the following information for your
local system:

* Network type—your local phone company switch.

* Your phone number (also known as calling or local phone number)—If
you have more than one phone number you must enter all of them. Each
line, i sdn_0,isdn_1...i sdn_n can accommodate two phone numbers.
Do not add area, country, city, other additional codes, dashes, spaces,
parentheses, or other punctuation.

* Use default settings for all other fields.

b. To configure PPP, you will need the following information for the
remote system:

* Name—any identifying name you will remember.

¢ Interface—point-to-point.

» Source—the host name or IP address of your machine.
 Destination—the host name or IP address of the machine you are calling.
« Called Number—the phone number you are calling.

* The identifier name/password combination you will need for both your
local site and the remote site if either you or the remote site require PAP,
CHAP, or PAP-Token-CHAP authentication.

. Reboot your system. pi ng the remote machine.

If the response says the machine is alive, your connection succeeded.
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address mask

analog

asynchronous

baud

BRI

B channel

bandwidth

bearer service

Glossary

A bit mask used to select bits from an Internet address for subnet addressing.
The mask is 32 bits long and selects the network portion of the Internet address
and one or more bits of the local portion. Sometimes called subnet mask.

Continuous signals or data that can have any value within a predefined range.

Operation that caters for variable timing between information segments
usually using controls bits embedded within the information itself. Often used
to refer to any time-insensitive application.

Bits At Unit Density. Measurement rate for transfer of data over a network in
bits per second. The basic ISDN baud rate is 64 kbps (thousand bits per
second).

Basic Rate Interface (2B+D). One of the standard ISDN interfaces defined by
the CCITT protocols. Consists of two B-channels (64 kbps) and one D-channel
(16 kbps).

ISDN bearer service channel. Carries digital voice and/or data transmission at
a rate of 64 kbps. Primarily used for data (as opposed to signaling)
transmissions.

Width of the range of frequencies supported by a given channel.

Set of services offered over the B-channel (bearer channel) that enables the
exchange of signals between two user-network interfaces.

125



bridge

broadcast

call control (cc)
calling number
called number

CCITT

central office (CO)

CcCpP

CHAP

circuit-switched network

CLI

client-server model

configuration file (cf)
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A device that connects two or more physical networks and forwards packets
between them. Bridges can usually be made to filter packets, that is, to forward
only certain traffic.

A packet delivery system where a copy of a given packet is given to all hosts
attached to the network. Example: Ethernet.

Equivalent to OSI Transport Layer.
The local phone number (your number) used in configuring connections.
The remote phone number (destination number) in configuring connections.

Consultative Committee for International Telegraph and Telephone. A
committee concerned with recommendations concerning public telegraph,
telephone, and data networks. Responsible for the definition of the ISDN
protocols.

The switching office maintained by the local ISDN carrier that provides access
to the ISDN and its associated services.

Compression Control Protocol. Draft Internet standard for negotiating data
compression over PPP link.

Challenge Handshake Authentication Protocol. A security tool offered in PPP
based on encrypted password exchange.

A network that operates by establishing a dedicated connection between two
systems for the duration of a call. Examples: the public telephone network,
ISDN.

Calling Line Identifier. Calling number used by the switch to ensure the
integrity of the call and restrict access based upon the identifier. CLI is not
supported by all ISDN carriers.

A common way to describe network services and the model user processes
(programs) of those services. Examples include the name-server/name-resolver
paradigm of the DNS and file- server/file-client relationships such as NFS and
diskless hosts.

The file that ISDN looks at when setting up a call to determine which
parameters are set for the originating terminal equipment.
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connectionless

connection-oriented

connection manager

custom

D channel

data link layer (dl)

digital

domain

DN

dot notation

dynamic connection

dynamic route

The model of interconnection in which communication takes place without
first establishing a connection. Sometimes (imprecisely) called datagram.
Examples: LANS, Internet IP and OSI CLNP, UDP, ordinary postcards.

The model of interconnection in which communication proceeds through three
well-defined phases: connection establishment, data transfer, connection
release. Examples: ISDN, X.25, Internet TCP and OSI TP4, ordinary telephone
calls.

The component of the SunISDN software that controls and manages all
incoming and outgoing calls. The connection manager is also responsible for
enforcing the call acceptance policy used to protect the network from
unauthorized access.

In North America, AT&T and Northern Telecom switch software prior to
standardized National ISDN (1 or 2).

ISDN out-of-band signalling channel. Carries user-network signalling
information at a rate of 16 kbps (for BRI). Primarily used in call setup and tear
down.

The protocol layer responsible for the error-free transmission of information
between directly connected systems. Normally used to describe the second
layer of the OSI Reference Model. (Refer to OSI Layer 2).

Discrete signals or data that can only have specified values within a predefined
range. Example: binary data transmission.

In the Internet, a part of a naming hierarchy. Syntactically, an Internet domain
name consists of a sequence of names (labels) separated by periods (dots), e.g.,
t undr a. npk. ca. us.

Directory number—telephone number for ISDN. Each BRI can have up to two
directory numbers, one for each B channel.

The syntactic representation for a 32-bit integer that consists of four 8-bit
numbers written in base 10 with periods (dots) separating them. Used to
represent IP addresses in the Internet as in: 192. 67. 67. 20.

A connection that is opened and closed on demand.

A connection to a router set up automatically by a server when a call is set up
and broken when the call is torn down.
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EAZ

encapsulation

fragmentation

frame

gateway

1.441

1.451

IP datagram

IP

IP/dialup interface

IP point-to-point
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(EndgerateAuswahlZiffer [selection digit]) Deutsche Budespost Telekom only.
Used to differentiate between devices with the same ISDN number (1-9), 0
indicates voice broadcast. EAZ is specified in the cc_| ocal _nb field.

The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet contains a header from the physical
layer, followed by a header from the network layer (IP), followed by a header
from the transport layer (TCP), followed by the application protocol data.

The process in which an IP datagram is broken into smaller pieces to fit the
requirements of a given physical network. The reverse process is called
reassembly.

A unit of transmission (that is, a transmitted data packet). When the IP passes
the Data Link layer, a datagram and the Data Link layer adds a header and
trailer to the data package. The whole package is referred to as a frame.

The original Internet term for what is now called router or more precisely, IP
router. In modern usage, the terms “gateway” and “application gateway” refer
to systems which do translation from some native format to another. The
SunISDN software subsystem can be used to turn a system into a gateway
between the ISDN and an IP subnetwork.

See Q.921.
See Q.931.

The fundamental unit of information passed across the Internet. Contains
source and destination addresses along with data and a number of fields which
define such things as the length of the datagram, the header checksum, and
flags to say whether the datagram can be (or has been) fragmented.

Internet Protocol. The network layer protocol for the Internet protocol suite.

A logical interface used to attach the IP network layer to a physical interface on
demand—that is, when it is dialed up. May be point-to-point (i f ppp<num>).

An IP configuration whereby exactly two systems are connected across a
network.
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ISDN

ISDN number

ISDN point-to-multipoint

ISDN point-to-point

ISDN reference configuration

ISO

Internet

Internet address

ifconfig

internet

LAN

Integrated Services Digital Network. A collection of digital telephone and
circuit-switched networks, interconnected by exchange systems and accessed
through well-defined network interfaces that provide integrated access to the
network. Having evolved directly from the public telephone systems, ISDN is
closely associated with telephone technology.

The address assigned to an ISDN line. It is the equivalent of a standard
telephone number and normally adheres to the local telephone numbering
scheme.

ISDN configuration whereby multiple ISDN-compatible devices are attached to
a single ISDN line. Up to eight devices can be attached in an ISDN point-to-
multipoint configuration. Also called ISDN multipoint configuration.

ISDN configuration whereby exactly one ISDN-compatible device is attached
to a single ISDN line.

A configuration model that describes the user-network interface in terms of
predefined functional devices and references points.

International Organization for Standardization. An international organization
concerned with the definition of a wide range of standards including HDLC
and the OSI protocols.

(note the capital “I””) The largest internet in the world consisting of large
national backbone nets (such as MILNET, NSFNET, and CREN) and a myriad
of regional and local campus networks all over the world. The Internet uses the
Internet protocol suite. To be on the Internet you must have IP connectivity,
i.e., be able to Telnet to--or ping--other systems. Networks with only e-mail
connectivity are not actually classified as being on the Internet.

A 32-bit address assigned to hosts using TCP/IP. See dotted decimal notation.

The interface configuration command used to assign an address to a network
interface or to define network interface parameters. Used within the context of
SunISDN to control the IP/dialup interfaces used to attach the IP network
layer to the physical interface for the duration of a call.

A collection of networks interconnected by a set of routers that enable them to
function as a single, large virtual network.

local-area network. A network interconnecting devices over a limited
geographical area (typically less than 10 km). Ethernet is LAN technology.
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local system

MP

multiplexing

NCP
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network signaling (ns)

NT1

NT2

octet

OSl
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Link control protocol. A subset of the PPP protocol used to establish, configure,
and test data link connections.

The phone number of the site being configured, that is, the calling number (not
the remote site number). Also, this is a separate field that adds additional
identification along with (or sometimes simply repeats) the calling number.

The system on which the SunISDN software is installed and configured.

Multilink Protocol is based on a LCP option that permits combining multiple
physical links into a “bundle.” The bundle provides a virtual link with greater
bandwidth than any of the constituent members.

A procedure that enables multiple users to access a single facility. Common
multiplexing schemes include time-division multiplexing and frequency-
division multiplexing.

Network Control Program. A subset of the Point-to-Point Protocol used to
establish and configure different network-layer protocols.

An ISDN-compatible device that provides the physical and electrical
termination between a terminal equipment (TE) device and the ISDN
exchange.

This is equivalent to the OSI network layer.

Low-level (simple) network termination device that provides physical and
electrical termination only.

High-level (complex) network termination device that performs multiplexing
and message-handling functions in addition to simple physical and electrical
termination.

An alpha-numeric character.

Open Systems Interconnection. An international standard for interconnection
based on a seven layer model. ISN follows the OSI standard. Layers 1 to 3 are
referred to in ISDN as bearer service and the upper four layers are teleservices.
The seven levels of interconnection are

® Layer 1 - Physical Layer
For example, the SunISDN SBus board and ISDN driver.
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packet
PAP

PAP-Token-CHAP

PPP

PPP authentication

ping

® Layer 2 - Data Link Layer
Concerned with the synchronization of data, flow control, and detection
of transmission errors. PPP is a data link protocol.

® Layer 3 - Network Layer
Concerned with routing and network connections. IP is the network
layer protocol.

® Layer 4 - Transport Layer
Provides an interface between the upper teleservices layers and the
bearer layers. Designed to give the user certain network options, but
generally separate them from the lower level functional aspects. TCP and
UTP are transport layer technologies.

® Layer 5 - Session Layer
User interface into the transport layer. Not part of typical ISDN
implementations.

® Layer 6 - Presentation Layer
Provides syntax for the representation of data. Not part of typical ISDN
implementations.

Layer 7 - Application Layer
End user applications.

A transmission unit that consists of a protocol header plus data.

Password Authentication Protocol. One of the security provisions available in
PPP. (See PP authentication.)

Authentication scheme that combines both PAP and CHAP authentication
along with a security card to provide a greater degree of security than PAP or
CHAP.

Point-to-Point Protocol. PPP provides router-to-router and host-to-network
connections over both synchronous and asynchronous circuits. It is used
within the context of SunISDN to provide a direct link between the IP network
layers on two systems.

An optional phase of the PPP negotiation process that is used to determine the
source of an incoming call based on the verification of an identifier-password
pair. Used by SunISDN as part of its global call acceptance policy.

Packet internet groper. A program used to test reachability of destinations by
sending them an ICMP echo request and waiting for a reply.
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physical interface
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pkgadd, pkgrm, pkginfo

POTS
PRI

protocol
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Q.921

Q.931
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Information necessary to configure your system is obtained from the local
phone company. Networking information is obtained from an internet
provider. The network internet provider provides much of the remote site
information.

The means by which a system running SunISDN is attached to the network. It
consists of the hardware interface, the connection to the local exchange, and
the associated configuration elements.

The protocol layer responsible for the physical and electrical transmission of
information between directly connected systems. Normally used to describe
Layer 1 of the OSI reference model.

Solaris provides a utility to install groups of related files. These commands are
used to load (add), remove (rm) and get information (info) about packages that
are installed on your system. A typical package for Sun would have the prefix
SUNW

Plain Old Telephone Service (analog).

Primary Rate Interface. A standard, similar to BRI (Basic Rate Interface),
defined by the CCITT protocol, but provides multiple B channels (23 or 30) that
are supported by a single D channel.

A formal description of messages to be exchanged and rules to be followed for
two or more systems to exchange information.

See reference point.
Point-to-Point Protocol. A connection between only two systems.

CCITT recommendation that describes the Link Access Procedure, D-channel
(LAP-D) used to transfer network layer messages across the D-channel. It
defines layer 2 of the D-channel protocol.

CCITT recommendation describing the procedures for establishing,
maintaining, and closing connections across the ISDN. It defines layer 3 of the
D-channel protocol.

Part of the ISDN reference configuration. A protocol reference point that exists
between a non-ISDN device (TE2) and a terminal adapter (TA). The protocols
that define this transmission line are defined by the manufacturer of the
terminal adapter.
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reference point

reference configuration

RFC 1717

rlogin

router

S reference point

segment

SMTP

SPID

static connection

static route

subaddress

Part of the ISDN reference configuration. A conceptual protocol interface that
exists between two types of ISDN device. See also R, S, T, U, and V reference
points.

See ISDN reference configuration.

PPP Multilink Protocol (MP) Internet standard for splitting, recombining, and
sequencing datagrams across multiple logical data links.

A UNIX command that enables users of one machine to log into other UNIX
systems (for which they are authorized) and interact as if their terminals were
connected directly. Similar to Telnet.

A machine that performs a relaying function between networks. Also known as
a gateway.

Part of the ISDN reference configuration. A protocol reference point that exists
between terminal equipment (TE) devices and network termination (NT)
devices. The protocols that define this transmission line are defined by the
CCITT.

When the transport layer protocol, TCP, adds an information header to a
packet of data for decoding by TCP on the remote machine, the expanded
packet is referred to as a segment. It is then passed to the network layer that
converts it to a datagram. It then goes to the data link layer which converts it
to a frame.

Simple Mail Transfer Protocol. The Internet electronic mail protocol. Defined in
RFC 821, with associated message format descriptions in RFC 822.

Service Profile IDentifier. Used in North America as an additional identifier, in
conjunction with the calling number (cc_cal I i ng_nb), to identify the local
number to the local switch.

A connection that is opened once and remains open. Equivalent to a leased-line
arrangement.

A fixed address to a remote router that does not disappear when the link is
torn down.

Additional address that is used to identify a specific device at a specific ISDN
interface (for example, in an ISDN multipoint configuration). Subaddresses
identify the device only and do not identify the ISDN interface. They are not
used for routing across the network.
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subnetwork
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supplementary services
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T reference point

TCP/IP

telecommunication

teleservices

Telnet

terminal adapter (TA)

terminal equipment (TE)

TE1

TE2
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See address mask.

A collection of network end systems and intermediate systems under the
control of a single administrative domain and utilizing a single network access
protocol. Examples: private X.25 networks, collection of bridged LANSs.

Timed operation that is usually controlled through a synchronizing clock.
Often used to refer to any time-sensitive application.

Value-added services offered by the ISDN or another ISDN subscriber that
provide facilities in addition to communication between end-users. Examples:
conference call facility, call transfer, call hold.

The procedure used to connect two devices in a network.

Part of the ISDN reference configuration. A protocol reference point that exists
between NT1 and NT2 devices. The protocols that define this transmission line
are defined by the CCITT.

Transmission Control Protocol/Internet Protocol. The major transport protocol
in the Internet suite of protocols providing reliable, connection-oriented, full-

duplex streams. Uses IP for delivery. TCP/IP is the standard protocol for the

internet.

The transmission of signals representing voice, video, or data.

Value-added services offered by the ISDN or another ISDN subscriber that
provide communication between end-users.

The virtual terminal protocol in the Internet suite of protocols. Allows users of
one host to log into a remote host and interact as normal terminal users of that
host.

ISDN-compatible device that converts non-ISDN transmission to ISDN
transmission.

ISDN-compatible terminal device that is attached to the ISDN at the user
interface. Example: ISDN-compatible telephone, system running SuniSDN.

ISDN-compatible terminal equipment. Can be connected directly to a network
termination (NT) device.

Non-ISDN terminal equipment. Can be connected to a network termination
(NT) device through a terminal adapter (TA).
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time division multiplexing

U reference point

UDP

UUCP

\A

V reference point

WAN

A multiplexing scheme whereby several users are assigned specific portions of
the bandwidth of a transmission medium by time.

Part of the ISDN reference configuration. A protocol reference point that exists
between NT1 devices and the ISDN exchange. The protocols that define this
transmission line are not defined by the CCITT.

User Datagram Protocol. A transport protocol in the Internet suite of protocols.
UDP, like TCP, uses IP for delivery; however, unlike TCP, UDP provides for
exchange of datagrams without acknowledgments or guaranteed delivery.

UNIX to UNIX Copy Program. A protocol used for communication between
consenting UNIX systems.

Van Jacobson algorithm for IP header compression. Compresses the IP header
to three bytes.

Part of the ISDN reference configuration. A protocol reference point that exists
between the ISDN exchange and the rest of the network. The protocols that
define this transmission line are not defined by the CCITT.

wide area network. A network interconnecting devices over a large
geographical area (typically greater than 10 km). ISDN is WAN technology.
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M
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P
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remote system, 94
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